\5@ Peregrine

A subsidiary of Goldbelr, Inc.

MULTIPLE AWARD SCHEDULE

Contract Number: 47QSWA19D0046

Professional Security/Facility Services

Security System Integration, Design, Management, and Life Cycle Support
Pricelist current as of #PS — A812 - Signed 06/16/2020

PEREGRINE SERVICES

Information Assurance: Peregrine's personnel have extensive Information Assurance/Cyber Security knowledge
and credentials.

Forensics: Peregrine analysts have developed and currently, maintain a network forensic
analysis.

Cyber Warfare: Peregrine has an experienced IW Team that knows Cyber Warfare and US DOD
Information Operations/Information Warfare.

Support Services: Our personnel have knowledge, as well as comprehensive and current practical
experience.

GENERAL SERVICES ADMINISTRATION
Federal Supply Service
Authorized Federal Supply Schedule Price List
On-line access to contract ordering information, terms and conditions, up-to-date pricing, and the option to create an
electronic delivery order are available through GSAAdvantage!®, a menu-driven database system.
The INTERNET address GSAAdvantage!® is: GSAAdvantage.gov.

Schedule Title: Multiple Award Schedule

Contract number: MAS

FSC/PSC: R425

Contract period: ~ Marchl, 2019 through February 29, 2024

Contractor: Peregrine Technical Solutions, LLC.
114 Ballard Street, Yorktown
Virginia 23690-0520
York County
Phone: 757-234-6664
www.gbpts.com
DUNS: 96-6658028

Contract

Administration:  Sheila Fetherlin, Senior Contract Administrator
Phone: 757-272-9098
sfetherlin@gbpts.com

www.gbpts.com


http://www.gbpts.com/
http://www.gbpts.com/content/information-assurance
http://www.gbpts.com/content/forensics
http://www.gbpts.com/content/cyber-warfare
http://www.gbpts.com/content/support-services
http://www.gbpts.com/
mailto:sfetherlin@gbpts.com

\5@ Peregrine

A subsidiary of Goldbelr, Inc.

Business size: Small

CUSTOMER INFORMATION

la. Table of awarded special item numbers:
SIN 334512 Professional Security/Facility Management Services
SIN 341330L Security System Integration, Design, Management, and Life Cycle Support
See pages 5 -10 for Peregrine Pricelist

1b. Lowest priced model number:
N/A See pages 6 — 10 for Labor Category Pricing

1c. Peregrine Hourly Rates and Labor Category Descriptions:
See pages 6 - 10

2. Maximum order:
$200,000

3. Minimum order:
None

4.  Geographic coverage:
Domestic

5. Point(s) of production:
N/A

6. Discount from list prices or statement of net price:
All prices listed are net

7. Quantity discounts:
Additional 3% for task orders greater than $150,000

8. Prompt payment terms:
Net 30 days.
Information for Ordering Offices: payment terms cannot be negotiated out of the contractual agreement in exchange
for other concessions.

9a. Notification that Government purchase cards are accepted at or below the micro-purchase threshold:
Yes

9b. Notification whether Government purchase cards are accepted or not accepted above the micro-purchase
threshold:
Yes

10. Foreign items:
N/A
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11a. Time of delivery:
TBD at Task Order Level

11b. Expedited Delivery:
N/A

11c. Overnight and 2-day delivery.
N/A

11d. Urgent Requirements:
Call Contractor

12. F.O.B. point(s):
Destination

13a. Ordering address:
114 Ballard Street, Yorktown, VA 23690-0520

13b. Ordering procedures: Send orders to Peregrine@gbpts.com with cc to larmistead@gbpts.com and
sfeatherlin@gbpts.com.

14. Payment address(es):
Accounts receivable
603 Pilot House Drive, Suite 400
Newport News, VA 23606

15. Warranty provision:
N/A

16. Export packing charges:
N/A

17. Terms and conditions of Government purchase card acceptance:
N/A

18. Terms and conditions of rental, maintenance, and repair:
N/A

19. Terms and conditions of installation:
N/A

20. Terms and conditions of repair parts indicating date of parts price lists and any discounts from list prices:
N/A

20a. Terms and conditions for any other services:
N/A

21. List of service and distribution points:
N/A
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22. List of participating dealers:
N/A

23. Preventive maintenance:
N/A

24a. Special attributes such as environmental attributes:
N/A

24b. If applicable, indicate that Section 508 compliance information is available on Electronic and Information:
N/A

25. Data Universal Number System (DUNS) number:
966658028

26. Notification regarding registration in System for Award Management (SAM) Database:
Contractor has an active registration in the SAM database.
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A subsidiary of Goldbelr, Inc.

PRICELIST
Effective 1/1/2019
Labor Category Hourly Rate
SINs 334512 and 341330L Includes IFF
Senior Applications SME $133.53
Senior Information Systems Security Manager $137.03
Network Systems/Security Engineer $87.81
Systems Administrator $91.56
Chief Security Officer $162.42
Energy Analyst $78.84
QC Workflow Analyst $67.71
Software Security Systems Analyst $90.68
Information Assurance Engineer $115.87
Cyber Security Support Technician $83.07
Cyber Security/ RMF Specialist $90.42
Senior Cyber Forensics Analyst $125.94
Senior Cyber Forensics Scanner $60.45
Project Manager Il $100.76
Project Manager Il/IA Expert $140.30
Cyber Security Validator $136.02
Technical Writer $63.24
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LABOR CATEGORY DESCRIPTIONS

SIN Labor Hourly
Category Rate
334512  Senior $133.53
341330L Applications
SME
334512 Sr. $137.03
341330L Information
Systems
Security
Manager
334512  Network $87.81
341330L /Systems
Security
Engineer
334512  Systems $91.56

341330L Administrator

Functional Responsibilities

Provides conceptual and final designs
and analyzes systems, products and
components. May serve as a
company representative in meetings
and conferences and interacts and
maintains a relationship with
customers to resolve significant
technical issues.

Oversees contamination
management in the event of
classified data spills, ensures auditing
requirements are completed, and
assists with media control, virus
scanning, hardware and software
control, and computer security
briefings. Assures all system security
procedures are being followed and
audit files are being maintained and
reviewed in accordance with multiple
client requirements. Interacst with
internal and external customers or
government security officials to
perform security duties and address
information security matters with
employees regarding issues and
prepare reports, system security
access briefings, and other related
duties.

Responsible for implementation and
administration of network security
hardware and software, enforcing
the network security policy and
complying with requirements of
external security audits and
recommendations.

Responsible for effective
provisioning, installation
/configuration, operation, and

maintenance of systems hardware
and software and related

www.gbpts.com

Education

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline.
Master's degree preferred. IAT
Level Il certification preferred.

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. CISSP
or CISM certification preferred.
IAM Level Il certification
preferred.

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. IAT
Level Il certification preferred.

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. IAT
Level | certification preferred.

Yrs.
of
Exp
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SIN Labor Hourly
Category Rate
334512  Chief Security  $162.42
341330L Officer
334512  Energy $78.84

341330L Analyst

Functional Responsibilities

infrastructure. Repairs and recovers
from hardware or software failures.
Coordinates and communicates with
impacted constituencies.

Works and advocates for all
disciplines within the security
program while ensuring business
needs are met. Manages web
environment design, deployment,
development and maintenance
activities. Performs testing and
quality assurance of web sites and
web applications. Collaborates with
development teams to discuss,
analyze, or resolve usability issues.
Meets with clients, when necessary,
regarding high level cyber security
and other security needs.

Applies skills in the use of applicable
research technologies and computer
programs to support the
development of sound analytical
products. Applies relevant experience
in science, energy, market, or
technology analysis, with focused
attention to energy efficiency
practices, techniques, and problem-
solving methodologies. Performs
complex design, development,
testing and modifications of
solutions. Completes
recommendations for new designs,
new processes, or design changes to
meet energy requirements.

www.gbpts.com

Education

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. IAM
Level Il certification preferred.
CISSP or CISM preferred.

Master’s Degree in energy policy,
engineering or related science
with relevant technical
experience in the subject matter
area.

Yrs.
of
Exp
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SIN Labor Hourly
Category Rate
334512 QC Workflow  $67.71
341330L Analyst
334512  Software $90.68
341330L Security
Systems
Analyst
334512  Information $115.87
341330L Assurance
Engineer
334512  Cyber Security $83.07

341330L Support
Technician

Functional Responsibilities

Provides technical delivery of
Professional Services solutions.
Responsible for resolving application,
software and connectivity problems
requiring on-site or virtual customer
support. Performs workflow analysis
for application development and
functional analysis to assure quality
controls regarding interaction /
dependencies between software
application data, security controls
and environment infrastructure.

Analyzes information security
systems and applications and
recommends and develops security
measures to protect information
against unauthorized modification or

loss. Responsible for IT security policy

enforcement and maintenance.

Performs independent assessments
(system and software security
vulnerability, threat, and risk
assessments) and penetration tests
on development and large-scale
operational environments. Performs
full-lifecycle (i.e., Concept to
Deployment) Information Assurance
(IA) security analyses to ensure the
logical and systematic conversion of
customer or product requirements
into total secure systems solutions
that acknowledge technical
constraints.

Provides cyber security technical
support in accordance with
established or approved
organizational process components.

www.gbpts.com

Education

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. IAT
Level | certification preferred.

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. IAT
Level Il certification preferred

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. IAT
Level lll certification preferred.
CISSP or CISA preferred.

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. IAT
Level | certification preferred.

Yrs.
of
Exp
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SIN

334512
341330L

334512
341330L

334512
341330L

334512
341330L

A subsidiary of Goldbelt, Inc.

Labor Hourly

Category Rate
Cyber $90.42
Security/RMF
Specialist
Senior Cyber  $125.94
Forensics
Analyst
Senior Cyber $60.45
Forensics
Scanner
Project $100.76
Manager I

Functional Responsibilities

Responsible for the security of all
information systems and its integrity
authentication, and confidentiality.
Assists with the development,
documentation, implementation, and
maintenance of security accrediting
paperwork and documentation using
the Risk Management Framework
(RMF), as applicable.

Performs threat and vulnerability
assessments and provides subject
matter expertise on appropriate
threat mitigation. Performs in-depth
analysis in support of network
monitoring and incident response
operations. Collaborates with other
Information Security and IT team
members to develop and implement
innovative strategies for monitoring
and preventing attacks.

Supports cyber forensics/incident
investigations and analysis. Performs
electronic discovery and recovery as
directed.

Responsible for the coordination and
completion of one or more projects.
Oversees all aspects of projects. Sets
deadlines, assigns responsibilities,
and monitors and summarizes
progress of project. Prepares reports
for upper management. May manage
multiple projects concurrently.

www.gbpts.com

Education

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. IAT
Level Il preferred. CISSP
preferred.

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline.
Master’s degree preferred. IAT
Level lll certification preferred.
CDFE required.

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline. IAT
Level Il certification preferred.
CDFE preferred.

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline.
Master’s degree preferred. IAM
Level | certification preferred.
PMP certification preferred.

Yrs.
of
Exp
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SIN Labor Hourly
Category Rate
334512  Project $140.30
341330L Manager llI/IA
Expert
334512  Cyber Security $136.02

341330L Validator

Functional Responsibilities

Provides senior-level management of
project life-cycle: analysis, project
planning, implementation, and
project close-out and other project
management best practices. Applies
specific experience in developing and
implementing government and/or
private sector multiyear technical
assistance projects involving
numerous task teams and task
assignments dealing with strategic
planning for technical programs;
analysis of program mission, goals,
and objectives, and direction of
specific technical studies and
analyses.

Provides Cybersecurity support,
analysis, documentation, and
validation services in accordance with
DoD, DON, NIST and local command
policies. Applies knowledge of design
and policy to discovering network
and device vulnerabilities as a means
of improving the security posture and
analyzing network and system ACAS
vulnerability scans to validate the
implementation of security controls
in accordance with National Institute
of Standards and Technology (NIST)
publications. Performs validator
functions in government-mandated
tracking tools and performs risk
assessment of data and systems
based on DoD compliance
instructions and directives, including
submission of completed validation
specific artifacts. Provides expert
technical and policy assessments
regarding system hardening for
Authorization to Operate
submissions. Provides timely,
accurate, and efficient Cybersecurity
services to support program

www.gbpts.com

Education

Minimum of Bachelor’s Degree in
Computer Science, Information
Systems, Engineering, Business,
or other related discipline.
Master’s degree preferred. IAM
Level Il certification preferred.
PMP required.

Minimum of Bachelor’s Degree
in Computer Science, Info
Systems, Engineering or other
related discipline. Master’s
degree preferred. CISSP
certification preferred. PMP
certification preferred. DoD
8570/8140 IAM Level lIl or IAT
Level Il certification. Experience
with ACAS and other
vulnerability scanners,
Enterprise Mission Assurance
Support Service (eMASS), and
System Tech Implementation
Guides (STIGs).

Experience with intrusion
detection technologies,
intrusion prevention
technologies, Host Based
Security System, and ACAS.

Yrs.
of
Exp
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SIN Labor Hourly
Category Rate
334512 Technical $63.24

341330L Writer

Functional Responsibilities Education

objectives and milestone
requirements. Provides validation of
security controls in compliance with
the DoD, DON, FISMA, and other
mandated policies and procedures as
well as system life-cycle support
within PMRF Navy programs.

Independently manages all project- Minimum of Bachelor’s Degree in
related documentation and assists Technical Writing and

with the authoring, proofing and Communication, Computer
quality control of project Science, Information Systems,
documentation, technical reports, Engineering, Business, or other
research publications and related discipline. CPTC
presentations. certification preferred.

www.gbpts.com
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Yrs.
of
Exp
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