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General Services Administration
Federal Supply Service
Authorized Federal Supply Schedule Price List

MULTIPLE AWARD SCHEDULE (MAS)

On-line access to contract ordering information, terms and conditions, up-to-date pricing, and the option to
create an electronic delivery order is available through GSA Advantage!™, a menu-driven database system.
The INTERNET address for GSA Advantage!™ is
http://www.GSAAdvantage.gov.

Contract Number: 47QTCA18D006S

For more information on ordering from Federal Supply Schedules click on the FSS Schedules at
WWWw.gsa.gov.

Prices Shown Herein are Net (discount deducted).

Contract Period: February 7, 2018 to February 6, 2023

Contractor Name: CyberCore Technologies, Inc.
Address: 6605 Business Parkway
Elkridge, MD 21075
Phone Number: (443) 921-0291
Fax Number: (410) 561-7115
E-mail: GSA@cybercoretech.com
Website: www.cybercoretech.com

Contract Administrator: Ryan McCrory

Business Size: Other than Small Business

Pricelist Effective Through Modification #PS-0016, 47QSMD20R0001 and AmdRefresh 0002
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Customer Information

1a.Table of Awarded Special ltem Numbers with appropriate cross-reference to page numbers:

Special Item

Number Special Item Description

33411 Purchasing of new electronic equipment

Maintenance of Equipment, Repair

811212 Services and/or Repair/Spare Parts

511210 Software Licenses

Information Technology Professional

54151S .
Services

OLM Order-Level Materials (OLM)

1b. Identification of the lowest priced model number and lowest unit price for that model for
each special item number awarded in the contract. This price is the Government price based
on a unit of one, exclusive of any quantity/dollar volume, prompt payment, or any other
concession affecting price. See Pricing Below

1c. If the Contractor is proposing hourly rates a description of all corresponding commercial job
titles, experience, functional responsibility and education for those types of employees or
subcontractors who will perform services shall be provided. See Pricing Below

2. Maximum Order: SIN OLM ($250,000); All other SINs ($500,000)

3. Minimum Order: $100.00

4. Geographic Coverage: Domestic delivery

5. Point of production: US

6. Discount from list prices or statement of net price: Prices shown herein are net prices

7. Quantity discounts: None
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8. Prompt payment terms: Net 30. Information for Ordering Offices: Prompt payment terms cannot
be negotiated out of the contractual agreement in exchange for other concessions.

9a. Government purchase cards are accepted up to the micro-purchase threshold.

9b. Government purchase cards are not accepted above the micro-purchase threshold.
10. Foreign items: None

11a. Time of Delivery: 30 Days ARO

11b. Expedited Delivery: Contact Contractor

11c. Overnight and 2-day delivery: Contact Contractor

11d. Urgent Requirements: Please note the Urgent Requirements clause of this contract and contact
contractor.

12. F.0.B Points: Destination

13a. Ordering Address: CyberCore Technologies, Inc.
6605 Business Parkway
Elkridge, MD 21075

13b. Ordering procedures: For supplies and services, the ordering procedures, information on
Blanket Purchase Agreements (BPA’s) are found in Federal Acquisition Regulation (FAR)
8.405-3.

14. Payment address: CyberCore Technologies, Inc.
6605 Business Parkway
Elkridge, MD 21075

15. Warranty provision: For warranty on products please see pages 21-25

16. Export Packing Charges: N/A

17. Terms and conditions of Government purchase card acceptance (any thresholds above the
micro-purchase level): Government purchase cards are not accepted above the micro-
purchase threshold.

18. Terms and conditions of rental, maintenance, and repair: N/A

19. Terms and conditions of installation: N/A
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20a. Terms and conditions of repair parts indicating date of parts price lists and any discounts
from list prices: N/A

20b. Terms and conditions for any other services: N/A
21. List of service and distribution points: N/A

22. List of participating dealers: N/A

23. Preventive maintenance: N/A

24a. Special attributes such as environmental attributes (e.g., recycled content, energy
efficiency, and/or reduced pollutants).: N/A

24b. If applicable, indicate that Section 508 compliance information is available on Electronic
and Information Technology (EIT) supplies and services and show where full details can be
found (e.g. contactor’s website or other location.) The EIT standards can be found at:
www.Section508.gov/

25. Data Universal Numbering System (DUNS) number: 002740723
26. Notification regarding registration in System for Award Management (SAM) database:
CyberCore Technologies, Inc. is registered in the SAM Database.

Labor Category Descriptions
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Substitution Methodology:

e An Associate’s Degree + two (2) years of additional experience equals a Bachelor’s Degree
e A High School Diploma + four (4) years of additional experience equals a Bachelor’s Degree

Junior Network Engineer
Minimum 3 years
Experience:
Minimum Education: | Bachelor’s Degree

Functional Survey network requirements of remote customer offices and campus buildings.
Requirements: Define equipment, cables, adapters and configurations needed to upgrade
buildings and sites to established standard. Analyze current network
configurations and determine implementation requirements. Negotiate
installation date/time with customer and engage field installation contractors.
Prepare network equipment for deployment by loading appropriate software
and configuration setting according to pre-engineered design templates.
Assemble required equipment, cables, adapters, etc. and arrange delivery to site
for installation. Upgrade configuration of existing network equipment to
support new features and functions. Manage field installation contractors while
they are on-site and provide all technical details to complete installations.

Network Engineer
Minimum 5 years of experience
Experience:
Minimum Education: | Bachelor’s Degree
Functional CyberCore Technologies seeks a Network Engineer to support various clients
Requirements: and projects across our customer base by installing, configuring,
troubleshooting and maintaining network systems, LAN, WAN, CAN, and Cisco
routers, and switches. This individual will be part of a team, taking direction
from the Senior/Lead Network Engineer and providing guidance to junior team
members.
e Maintaining data, voice and/or video network hardware and systems.
e Investigating and resolving network and hardware matters of
significance.
Assesses and updates older networks as needed and in accordance
with specified plans.
Providing escalated Tier-2 and Tier-3 technical support on data, voice
or video networks.
Answers technical questions; recommends and Implementing
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approved course of action.

Installing network applications on network servers or voice
equipment; Maintaining, tests, researches and resolving problems.
Designs, Implementing and maintaining various networks such as
LAN, CAN, and voice systems in accordance with specified
requirements.

Preparing data or voice network diagrams and drawings to document
and assist in communicating current operational status of networks.
Performing data or voice network configurations and configuration
changes of various voice or data equipment such as routers, switches,
intelligent hubs, multi-function switches, end offices, signaling
transfer points, PBX, voice mail, call management systems, etc. to
enhance performance.

Senior Network Engineer

Minimum 10 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Senior Network Engineer to support various
Requirements: clients and projects across our customer base by installing, configuring,
troubleshooting and maintaining network systems, LAN, WAN, CAN, and Cisco
routers, and switches. This individual will head a team, serving as a SME.

e Oversight of network to include performing network maintenance and
monitoring; must have superior knowledge of LAN, CAN, WAN and
Cisco products.

Work with DB Manager and System Engineer to ensure infrastructure
needs are met.

Work with System Engineer to managed anti-virus, helpdesk service,
inventory management, network/server performance and
firewall/network security.

Work with Security vendor for annual security assessment and
remediation.

Document network diagrams, policies and procedures (review and
update as needed).

Provide daily monitoring of servers, network equipment, print
services, firewalls, and SAN to ensure a secure and optimally
performing network.
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Work with engineers to ensure software, hardware and databases are
secure and up-to-date on all patches and updates.

Review logs to ensure optimal system/network performance and
security.

System Engineer

Minimum
Experience:

3 years

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

Provides identification/fixing of problems within existing systems,
design/implementation of new systems and enhancement of existing systems.
Participates in analysis, design and new construction of next generation IT
systems. Responsible for understanding the needs of the customers and the
realities of commercially available IT products and creating requirements that
will allow implementation by the development team.

Software Engineer

Minimum
Experience:

3 years

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

Interface with sub-system software and systems engineers; responsible for
gathering user requirements, assisting with implementation, and support to
system integration & test. Programming to include new development, bug fixes,
and enhancements, as well as installation, monitoring and configuration
programs and scripts. Software testing, installation, configuration and
upgrading. Perform coding and unit test of new system components as they are
defined. Documentation of all software developed; documentation to include
application and interface documentation, Version Description Documents
(VDD), User’s Manuals, and Trouble Shooting guides

Junior Helpdesk Specialist

Minimum
Experience:

1 years

Minimum Education:

High School Diploma

Functional
Requirements:

Provides first contact and Incident resolution to customers with hardware,
software, and application problems. Includes both customer telephone support
as well as electronically submitted requests. Provides polite and friendly
customer service. Attempts to resolve as many incidents during the first contact,
or at Tier I. Efficiently escalates incidents to higher Tier Il or Tier Ill when
required. Documents Incident status and solutions in Incident database tools.
Possesses current working knowledge of computers, printers, laptops, and
common windows applications. Works through various Tier [ and Tier I1 IT
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issues with telephone assist. Provides answers to Frequently Asked Questions
or solutions to common problems as part of a customer self-help capability.
Security+ certification within 6 months is preferred.

Helpdesk Specialist

Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Helpdesk Specialist to support various
clients and projects across our customer base by diagnosing and resolving
technical hardware and software issues in addition to researching issues using
available information resources. This individual will be part of a team, taking
direction from the Senior/Lead Helpdesk Specialist and providing guidance to
junior team members.

* Diagnose and resolve technical hardware and software issues

* Research issues using available information resources

* Advise users on actions taken

* Document all help desk interactions in the appropriate ticketing tool

Identify and escalate situations requiring urgent attention

Senior Helpdesk Specialist

Minimum
Experience:

10 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Helpdesk Specialist to support various clients
and projects across our customer base by diagnosing and resolving technical
hardware and software issues in addition to researching issues using available
information resources. This individual will head a team, serving as a SME.

* Provide in-person or over the phone technical assistance and support
for incoming queries and issues related to equipment, software, and
hardware
Provide on-the-spot training to computer users when necessary
Oversee daily performance of computer systems throughout the
SHFCU network
Install, modify, clean, and/or repair computer hardware and software
as needed
Run diagnostic programs to resolve problems

Junior Systems Administrator

Minimum
Experience:

3 years

Minimum Education:

High School Diploma
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Functional
Requirements:

Perform systems administration of desktop and server systems connected to
local and wide area networks. Desktop systems management responsibilities
involving account monitoring, security, OS installation, and other local area
systems administration related functions. Provide support for implementation,
troubleshooting and maintenance of IT Systems. Manage IT system
infrastructure and any processes related to these systems. Provide support to IT
systems including day-to-day operations, monitoring and problem resolution of
the client/server/storage/network devices, mobile devices and peripherals
Provide Tier 1 and Tier 2 problem identification, diagnosis and resolution of
problem. Provide support for the escalation and communication of status to
management and internal customers. Provide support for the dispatch system
and hardware problems and remains involved in the resolution process.
Configure and manage UNIX and Windows Operating Systems. Installs/loads
operating system and application S/W Isolate and resolve of H/W, and S/W
problems involving the applications, 0/S, the H/W, the comm infrastructure,
etc. Integrate new technologies into new and existing systems including the
transition and migration of corporate systems. MCSA or Linux+ certification
within 6 months is preferred.

Systems Administrator

Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Systems Administrator to support various
clients and projects across our customer base by setting up, configuring and
supporting PCs/Laptops/networks, in addition to developing and maintaining
all systems, applications, security and network configurations. This individual
will be part of a team, taking direction from the Senior/Lead Systems
Administrator and providing guidance to junior team members.
*  Support provisioning and setup of desktops, laptops, printers and other

related hardware.

Document all tickets in a tracking system such as Remedy.

Knowledge of directory services including Microsoft Active

Directory.

Overall understanding of LAN/WAN environment.

Overall understanding of VDI and/or virtual machines/environments.

Assist in capacity planning and solution scaling solutions.

Support local on-site patch panels, switches and routers.

Provide troubleshooting support for desktops, laptops, printers and

other related hardware.

Provide troubleshooting support for VDI/virtual machines, servers and

LAN/WAN.

Manage and track assigned tickets daily.
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Knowledge of Operating Systems such Windows, MacOS, i0S, Unix
and Linux.

General knowledge of projectors and audio/visual equipment.
Knowledge of desktop security policies, requirements, and
vulnerabilities.

Senior Systems Administrator
Minimum 10 years of experience
Experience:
Minimum Education: | Bachelor’s Degree
Functional CyberCore Technologies seeks a Senior Systems Administrator to support
Requirements: various clients and projects across our customer base by setting up,
configuring and supporting PCs/Laptops/networks, in addition to developing
and maintaining all systems, applications, security and network
configurations. This individual will head a team, serving as a SME.
* Manages the functionality and efficiency of a group of computers

running on one or more operating systems.

Maintains the integrity and security of servers and systems.

Sets up administrator and service accounts.

Maintains system documentation.

Interacts with users and evaluates vendor products.

Makes recommendations to purchase hardware and software,

coordinates installation and provides backup recovery.

Develops and monitors policies and standards for allocation related to

the use of computing resources.

May program in an administrative language.

Develops and implements testing strategies and document results.

Provides advice and training to end-users.

Provides guidance and work leadership to less-experienced staff

members.

Maintains current knowledge of relevant technologies as assigned.

IT Technician
Minimum 1 year
Experience:
Minimum Education: | High School Diploma

Functional Performs basic analytical activities related to the definition, development,
Requirements: implementation, maintenance, and support of laptops/desktops and client-
supported applications. Interfaces with end users to handle tasks of a routine
nature, such as researching and answering questions concerning system
function and usage, researching modifications to existing programs.
Security+ certification within 6 months is preferred.
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Junior Configuration Manager

Minimum
Experience:

Entry Level

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Junior Configuration Manager to support
various clients and projects across our customer base by implementing
Configuration Management (CM) discipline for the entire life cycle of systems
from initial requirements/capabilities baselines to system end-of-life. This
individual will be part of a team, taking direction from the Mid-Level and Senior
Configuration Manager.

. Describes provisions for configuration identification, change control,
configuration status accounting and configuration audits.

. Identifies and maintains the original configuration of requirements
documentation, design documentation, software and related documentation.

. Regulates the change process to ensure only approved and validated
changes are incorporated into product documents and related software.

. Tracks all problems and changes in product documents and software,
and reports changes and current configuration.

. Supports audits to verify that requirements of all baselines have been
met by the as-built software.

. Works in Integrated Product Teams (IPT) to create and maintain
configuration baselines (software, COTS/GOTS, development, test, production,
etc.) supporting capability development, system sustainment and operations
(SS&0).

. Develops or modifies CM plans, policies, and procedures tailored to the
complexity and scope of the developmental or operational system.

Configuration Manager

Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Configuration Manager to support various
clients and projects across our customer base by implementing Configuration
Management (CM) discipline for the entire life cycle of systems from initial
requirements/capabilities baselines to system end-of-life. This individual will
be part of a team, taking direction from the Senior/Lead Configuration Manager
and providing guidance to junior team members.

. Provide project management support and creation/maintenance of
project status reports.

. Participate in all aspects of software implementation including
requirements definition, design, configuration, development, testing,
installation, end-user training, and go-live support.

. Work directly with customers to define complex system integration

11
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requirements and to design and build the defined solutions.

. The candidate's overall focus will be to support the Quality Assurance
(QA) and CM team by identifying ways to fully utilize the CM system
capabilities.

. Responsible for the execution of the CM process, which includes
operating the defined and agreed process, ensuring it interfaces with all other
relevant processes, reviewing the effectiveness and efficiency of the process,
performing process audits and managing the process improvement cycle.

. Auditing configuration management activities by validating results
against the baseline. Reports findings to change manager for final review and
recommendation of revisions as appropriate.

Senior Configuration Manager

Minimum
Experience:

10 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Senior Configuration Manager to support
various clients and projects across our customer base by implementing
Configuration Management (CM) discipline for the entire life cycle of systems
from initial requirements/capabilities baselines to system end-of-life. This
individual will head a team, serving as a SME.

. Develop and implement the CM processes and procedures, tracking of
CM tasks and action items, management of the change repository, and preparing
and coordinating CM correspondence and documentation.

. Develop and maintain CM policy, plan, charters, processes, and
procedures.

. Review CM plans for compliance.

. Provide configuration accounting in support of change management
activities and facilitate/participate in applicable IPTs and Control Board.

. Assist the Government in the review of status and effectiveness of the
Systems Integrator (SI), and System Developer change control process.

. Track software baselines to include licenses and maintenance
agreements.

. Maintain a repository to track and report on Engineering Change
Proposals (ECP), Change Requests (CR), and baseline analysis.

. Participate in the preparation and coordination for Readiness Reviews.
. Participate in the planning, conduct, and report preparation of
Functional Configuration Audits (FCAs) and Physical Configuration Audits
(PCAs).

. Manage and facilitate the Change Control process, to include material
preparation for the Configuration Control Board (CCB).

Junior Web Developer

Minimum

| Entry Level
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Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior Web Developer to support various
Requirements: clients and projects across our customer base by developing and sustaining
major and minor web applications and solutions, in addition to creating highly
interactive, multimedia rich applications to engage users, support analytic
problem solving, complex data visualization and interactive training. This
individual will be part of a team, taking direction from the Mid-Level and Senior
Web Developer.

. Help develop highly interactive, multimedia rich applications to engage
users, support analytic problem solving, complex data visualization and
interactive training.

. Help Develop, test and deliver web sites, applications and components
to ensure project completion.

. Work within an Agile Lifecycle Methodology to plan, estimate, design,
develop, test, and deploy capabilities.

. Assist in the integration of multimedia assets into projects.

. Help develop and follow practices in development standards, design
patterns, and testing standards.

Web Developer

Minimum 5 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Web Developer to support various clients and
Requirements: projects across our customer base by developing and sustaining major and
minor web applications and solutions, in addition to creating highly interactive,
multimedia rich applications to engage users, support analytic problem solving,
complex data visualization and interactive training. This individual will be part
of a team, taking direction from the Senior/Lead Web Developer and providing
guidance to junior team members.

. Develop high-quality web applications by producing clean, efficient
code.

Automate tasks through appropriate tools and scripting.
Review and debug code.

Perform validation and verification testing.

Collaborate with internal teams to fix and improve software.
Document development phases and monitor systems.
Ensure software is up-to-date with latest technologies.

| Senior Web Developer
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Minimum 10 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Senior Web Developer Engineer to support
Requirements: various clients and projects across our customer base by developing and
sustaining major and minor web applications and solutions, in addition to
creating highly interactive, multimedia rich applications to engage users,
support analytic problem solving, complex data visualization and interactive
training. This individual will head a team, serving as a SME.

. Plan, develop, test, and deploy new applications. Work with
stakeholders to define requirements. Using iterative and agile methods roll out
applications, test, repeat. Research new technologies and stay on top of current
trends.

. Maintains existing web applications. Stays on top of improvements for
security, user experience, and performance. IBBR’s web applications support
administrative tasks like purchase requests, project/task management, and
document workflows. We also support research applications including the
Biological Macromolecule Crystallization Database.

. Document project plans, work done, and user/support staff
documentation. Maintain good version control of both code and documentation.
. Consult with research developers with respect to scripts or other code
they are developing. Provide guidance and recommendations for best practices
in code structure and layout.

Junior Database Engineer
Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior Database Engineer to support various
Requirements: clients and projects across our customer base by in devising, negotiating, and
defending the tables and fields provided in the database, in addition to
evaluating, monitoring and installing database management systems. This
individual will be part of a team, taking direction from the Mid-Level and Senior
Database Engineer.

. Helps adapts business requirements, developed by modeling/
development staff and systems engineers, and develops the data, database
specifications, and table and element attributes for an application.

. Documents and communicates database design.

. Evaluates and installs database management systems.

. Helps create Codes complex programs and derives logical processes on
technical platforms, in addition to assisting in the building of windows, screens,
and reports.
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. Assists in designing user interface and business application prototypes.
. Participates in quality assurance and develops test application code in
client server environment.

Database Engineer

Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Database Engineer to support various clients
and projects across our customer base by in devising, negotiating, and
defending the tables and fields provided in the database, in addition to
evaluating, monitoring and installing database management systems. This
individual will be part of a team, taking direction from the Senior/Lead
Database Engineer and providing guidance to junior team members.

. Provides expertise in devising, negotiating, and defending the tables and
fields provided in the database.

. At more experienced levels, helps to develop an understanding of
client's original data and storage mechanisms.

. Determines appropriateness of data for storage and optimal storage
organization.

. Determines how tables relate to each other and how fields interact
within the tables for a relational model.

. Complies with all policies related confidentiality, integrity, and
availability of data.

. Performs basic database/application training, assists business analysts
and users with determining storage, access and data requirements for new or
modified databases and applications.

. Experience to perform basic lifecycle data administration and database
functions of data analysis, design, development, normalization, installation,
implementation, tuning and configuration, backups and recovery, and
monitoring.

. Prepares documentation of logical and physical designs of existing and
recommended databases. Assists with design thereof.

. Prepares, delivers, or assists with presentations on database
management system concepts, standards, procedures, user training, and for use.

Senior Database Engineer

Minimum
Experience:

10 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Senior Database Engineer to support various
clients and projects across our customer base by in devising, negotiating, and
defending the tables and fields provided in the database, in addition to
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evaluating, monitoring and installing database management systems. This
individual will head a team, serving as a SME.

. Architect and implement enterprise database systems, including the
support of advanced configurations such as clustering and replication.

. Enforce the company’s database policies and procedures.

. Maintain enterprise and database servers in production, test and
development environments.

. Monitor database performance and tune database management system
as necessary.

. Work closely with system administrators during software installation
and upgrades.

. Ensure availability of databases in accordance with service level
agreements.

. Review, validate, and deploy database update during applications
rollout to production environment.

. Support developers when they need to troubleshoot application issues
that might be related to database backend.

Junior Database Developer
Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior Database Developer to support various
Requirements: clients and projects across our customer base by creating, troubleshooting, and
maintaining stored procedures, views, triggers, and functions, in addition to
performing database/code migrations and tracking the requests within the
internal systems workflows. This individual will be part of a team, taking
direction from the Mid-Level and Senior Database Developer.

. Debug and modify SSRS reports, and design/configure reporting
Services using RS Configuration manager.

. Support and/or develop XML/XLS schemas.

. Develop sufficient knowledge of the current IT applications/technology
such that solutions meet the division’s objectives.

. Develop and enforces division’s IT application standards.

. Database Developer

Database Developer

Minimum 5 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Database Developer to support various clients
Requirements: and projects across our customer base by creating, troubleshooting, and
maintaining stored procedures, views, triggers, and functions, in addition to
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performing database/code migrations and tracking the requests within the
internal systems workflows. This individual will be part of a team, taking
direction from the Senior/Lead Database Developer and providing guidance to
junior team members.

. Translate business requirements into a performance optimized data
base design.

. Create practical logical & physical models, evaluate data issues & ensure
data integrity and develop Transact-SQL scripts for operational, analytical
reports, and ETL processes

. Develop Transact-SQL scripts for manipulating, and tabular models to
support ad hoc reporting (Ad hoc report models are no longer supported in the
newer version of SQL Server).

. Investigate, troubleshoot and correct data and user related system
errors.

Senior Database Developer

Minimum 10 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Senior Database Developer to support various
Requirements: clients and projects across our customer base by creating, troubleshooting, and
maintaining stored procedures, views, triggers, and functions, in addition to
performing database/code migrations and tracking the requests within the
internal systems workflows. This individual will head a team, serving as a SME.
. Responsible for the evaluation, design and development of existing or
proposed databases or systems that integrate with or access databases.

. Analyzes database requirements of the users, applications and
operations and provide feedback.

Design, configure and test new business systems data stores.

. Provide recommendations including definition of physical structure,
functional capabilities, security structure, and the backup/recovery processes.
. Develop and optimize stored procedures.

Junior SCRUM Master

Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior SCRUM Master to support various
Requirements: clients and projects across our customer base by facilitating retrospective
meetings at the end of each sprint / project to ensure highest priority
retrospective points are met to the customer’s satisfaction. This individual will
be part of a team, taking direction from the Mid-Level and Senior SCRUM
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Master.

. Maximize delivery flow by helping the team remove barriers that slow
them down.

. Continuous coaching of the team (and stakeholders around the team) to
realize their highest potential.

. Create visibility to what and how the teams are doing. Management of
sprint team data in Jira.

. Support the Product Manager and Product Owner in maintaining data in
the appropriate Agile toolset to provide transparency to the roadmap and
related priorities.

. Proactively help the team identify and resolve impediments. Ability to
facilitate impediment resolution in a timely, effective manner.

. Manage relationships with other teams necessary for product release in
a matrixed and distributed environment.

SCRUM Master
Minimum 5 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a SCRUM Master to support various clients and

Requirements: projects across our customer base by facilitating retrospective meetings at the
end of each sprint / project to ensure highest priority retrospective points are
met to the customer’s satisfaction. This individual will be part of a team, taking
direction from the Senior/Lead SCRUM and providing guidance to junior team
members.

. Interact directly with stakeholders.

. Contribute to continuous improvement of the feature team by
participating and leading retrospectives, sharing observations, and ideas for
improvement.

. Facilitate two to four projects simultaneously utilizing the Agile
methodology.

. Responsible for ensuring project teams adhere to Scrum values,
practices and rules as the team's Scrum Master.

. Responsible for working with product owners to define and prioritize
features and defects.

. Serve as the principal communicator with internal stakeholders
regarding project status.

Senior SCRUM Master

Minimum 10 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Senior SCRUM Master to support various
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Requirements:

clients and projects across our customer base by facilitating retrospective
meetings at the end of each sprint / project to ensure highest priority
retrospective points are met to the customer’s satisfaction. This individual will
head a team, serving as a SME.

. Guide and coach Scrum Teams and relevant parts of the organization on
how to effectively use Agile/Scrum practices and to delight customers as the
highest priority.

. Facilitate Scrum and Sprint rituals and enforce appropriate rules and
role boundaries.

. Remove impediments or guide the team to remove impediments by
finding the right personnel to quickly remove or prevent blocking issues.

. Build a trusting and safe environment where problems can be raised
without fear of blame, retribution, or being judged, with an emphasis of healing
and problem solving; correctly and collaboratively identify root cause of
problems and implement reasonable and appropriate interventions.

. Assess Scrum maturity of the team and organization and lead the team
to higher levels of performance, at a comfortably sustainable pace.

. Support and educate Product Owners and business analysts, especially
with respect to refining (aka grooming), managing the product backlog, and
preparing for Sprint rituals.

. Preserve and promote Agile culture, commitment to excellence, and
adaptive flow.

. Assist with internal and external communication, improving
transparency, and radiating information.

Junior Technical Writer

Minimum
Experience:

Entry Level

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Junior Technical Writer to support various
clients and projects across our customer base by writing documentation that
details software technical specifications and maintaining and editing User
Manuals designed for an application’s end users. This individual will be part of a
team, taking direction from the Mid-Level and Senior Technical Writer.

. Write easy-to-understand user interface text, online help and developer
guides.

. Create tutorials to help end-users use a variety of applications.

. Analyze existing and potential content, focusing on reuse and single-
sourcing opportunities.

. Create and maintain the information architecture.

. Uploading and maintaining information on collaboration sites,
particularly MS SharePoint.

. Proofreading and editing documents submitted by co-workers.

. Providing a quick turnaround on User Manuals or documentation
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affected by bugs or issues in an implemented application.

Technical Writer

Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Technical Writer to support various clients and
projects across our customer base by writing documentation that details
software technical specifications and maintaining and editing User Manuals
designed for an application’s end users. This individual will be part of a team,
taking direction from the Senior/Lead Technical Writer and providing guidance
to junior team members.

. Prepare required technical documentation and provide expertise for
any documentation tasks.

. Provide documentation support for, but not limited to technical
management plans, status reports, meeting minutes, test plans, test scenarios,
IA documents, etc.

. Provide graphics, briefing/presentation support on an “As needed” basis
to Senior Leaders.

. Ensure all documents are properly checked into SharePoint with the
proper meta-data and tags allowing easy retrieval of required documents and
information.

. Research and compile technical data for use in various operation and
maintenance manuals, training materials, installation guides, and other
technical documentations.

. Obtain data from review of documentations, drawings, reports,
interviews with technical staff members, and the study of published material.

. Edit and review technical documents for format, style, and language
correctness.

. Organize, analyze and prepare reports or presentations of technical data
and information.

. Interview Technical IT Developers, Engineers and Business Systems
Users (end users) and collect that information into a clear and precise
document.

Senior Technical Writer

Minimum
Experience:

10 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Senior Technical Writer to support various
clients and projects across our customer base by writing documentation that
details software technical specifications and maintaining and editing User
Manuals designed for an application’s end users. This individual will head a
team, serving as a SME.
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. Responsible for the preparation, review, revision, and maintenance of
technical documents including software and systems engineering, system
operations, testing, and user documentation.

. High-visibility, user-facing role that relies upon expert communication,
marketing, and user-interaction skills.

. Writes and edits technical documentation for all the project’s hardware
and software to include installation, configuration and how-to documentation.
. Creates documentation; produces implementation guides and end-user
guides for capabilities; provides field, data definition, and data flow
documentation and formats technical publications from pamphlets, technical
drawings, and consultations with technical personnel and other available
resources.

. Work with developers to produce quality documentation and training
materials

. Research highly technical subject matter organizes information from
multiples sources, and express technical information in written form that is
comprehensible to a wide audience of readers.

. Provide expert oversight of technical writing and editing to all phases of
acquisition and technical documentation for the Program, Project, or Contract.
. Act as project leader for projects with complex or voluminous
documentation and may provide or coordinate special documentation services
as require.

Junior Business Analyst

Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior Business Analyst to support various
Requirements: clients and projects across our customer base by developing and documenting
business requirements through a variety of means such as, but not limited to
user interviews, surveys, workflow reviews, research on industry best practices,
and user workshops. This individual will be part of a team, taking direction
from the Mid-Level and Senior Business Analyst.

. Working with the client(s) to write and maintain project documents and
artifacts.

. Participating in meetings, working sessions, technology review boards
(TRBs), and integrated project teams (IPTs).

. Learning and understanding existing business processes and examining
how they might be improved.

. Analyzing business processes and designing illustrative flowcharts.

. Maintaining the documents on client and company SharePoint sites.

. Working with the client(s) and team members on gathering
requirements and ensuring traceability.
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Business Analyst

Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Business Analyst to support various clients and
projects across our customer base by developing and documenting business
requirements through a variety of means such as, but not limited to user
interviews, surveys, workflow reviews, research on industry best practices, and
user workshops. This individual will be part of a team, taking direction from the
Senior/Lead Business Analyst and providing guidance to junior team members.
. Use business analysis methodologies to identify and develop
requirements based on interviews, current business processes, and existing
documentation.

. Use recognized business analysis methodologies to elicit requirements
from stakeholders such as scientists, business users, and administrative
personnel to identify technology to improve business processes.

. Analyze and translate business requirements into system requirements
(functional and non-functional business requirements) and document
requirements using various types of requirements artifacts such as use cases,
user stories and business process maps to further define system requirements.
. Work with clients/vendors and perform market research to collect
preliminary data for business cases and analyses of alternatives, if needed.

. Support customer meetings and provide required agendas, minutes,
milestones, action items, risks, etc.

. Translate technical information into clear, readable documents to be
used by technical and non-technical personnel to procure services or software
platforms to improve business processes.

. Work independently with minimal supervision performing
requirements elicitation and documentation (business requirements document,
business process maps) as well as stage gate reviews.

Senior Business Analyst

Minimum
Experience:

10 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Business Analyst to support various clients and
projects across our customer base by developing and documenting business
requirements through a variety of means such as, but not limited to user
interviews, surveys, workflow reviews, research on industry best practices, and
user workshops. This individual will head a team, serving as a SME.

. Defines, prioritizes, communicates, and secures agreement on project
objectives and scope.
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. Performs and communicates results of stakeholder analysis.

. Defines, estimates effort, communicates, and secures agreement on plan
of business analysis activities and artifacts.

. Collaborates with stakeholders to elicit, prioritize, validate, and
document testable, developer-ready business requirements.

. Creates professional quality project artifacts such as charters,
requirement plans, business requirement documents, models, traceability
matrices, and others as appropriate.

. Ensures that the solution design satisfies project objectives and
business requirements.

. Liaises between business subject matter experts and technologists
throughout the project lifecycle.

. Identifies and communicates risks and issues as well as possible
solutions.

. Lead, coordinate, and support business analysis activities across a
program or multiple business analysts on a project.

Junior Trainer
Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior Trainer to support various clients and
Requirements: projects across our customer base. The individual will play a major role in the
assisting in planning, scheduling, coordination, setup, and conducting of
facilitation activities with host organization/personnel and attending
organizations/personnel. This individual will be part of a team, taking direction
from the Mid-Level and/or Senior Trainer.

. Experience in the establishment of site location, setup of audio/visual
equipment/devices and computer equipment.

. Ensure agenda, attendees list, minutes, and resulting action items are
documented for the record Duties include providing training, facilitation, and
related decision support services to offices engaging in group training sessions,
collaboration efforts, working groups or integrated product, process or self-
directed teams.

. Assist in strategic planning, cope with controversial subject matter and
differences of opinion from the attendees and be able to channel the discussion
into constructive exchanges and plans that lead to satisfactory solutions.

. Must possession exemplary written and verbal communication skills.

Trainer
Minimum 5 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Trainer to support various clients and projects
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Requirements:

across our customer base. The individual will play a major role in the assisting
in planning, scheduling, coordination, setup, and conducting of facilitation
activities with host organization/personnel and attending
organizations/personnel. This individual will be part of a team, taking direction
from the Senior/Lead Trainer and providing guidance to junior team members.
. Experience in the establishment of site location, setup of audio/visual
equipment/devices and computer equipment.

. Ensure agenda, attendees list, minutes, and resulting action items are
documented for the record Duties include providing training, facilitation, and
related decision support services to offices engaging in group training sessions,
collaboration efforts, working groups or integrated product, process or self-
directed teams.

. Assist in strategic planning, cope with controversial subject matter and
differences of opinion from the attendees and be able to channel the discussion
into constructive exchanges and plans that lead to satisfactory solutions.

. Must possession exemplary written and verbal communication skills.

Senior Trainer

Minimum
Experience:

10 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Senior Trainer to support various clients and
projects across our customer base. The individual will play a major role in the
assisting in planning, scheduling, coordination, setup, and conducting of
facilitation activities with host organization/personnel and attending
organizations/personnel. This individual will head a team, serving as a SME.

. Lead strategic planning, cope with controversial subject matter and
differences of opinion from the attendees and be able to channel the discussion
into constructive exchanges and plans that lead to satisfactory solutions.

. Experience in guiding and implementing the establishment of site
location, setup of audio/visual equipment/devices and computer equipment.

. Ensure agenda, attendees list, minutes, and resulting action items are
documented for the record Duties include providing training, facilitation, and
related decision support services to offices engaging in group training sessions,
collaboration efforts, working groups or integrated product, process or self-
directed teams.

. Must possession exemplary written and verbal communication skills.

. Delivering and evaluating knowledge, skills and behavior training.

. Facilitating programs across our broad learning and training curriculum
including network, technical, soft skills, leadership, and safety.

. Conduct Resourcing learning initiatives with internal and external
training experts.

. Manage vendor and contractor relationships.

. Evaluate and monitor program effectiveness and continuously
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improving our solutions.

. Work across Learning and Development functions to support design,
delivery and project site builds.

. Influence others inside and outside department and function.

. Facilitate technical programs to facilitators, incumbent employees and
new hires.

. Work collaboratively with Learning and Development’s design and
development teams on course curriculum.

. Build and deliver learning programs to increase engagement and
retention while reducing lecture and infusing more experiential and problem-
solving learning skills to positively impact the business.

. Require minimal management direction and leading all milestone SME
and manager reviews.

. Set schedules, managing delivery sources, and communicating progress
and issues.

. Receive broad guidance and is accountable for entire safety area and
overall program results.

Junior Storage Engineer

Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior Storage Engineer to support various
Requirements: clients and projects across our customer base. This individual will be part of a
larger engineering team, taking direction from the Mid-Level and the Senior
Storage Engineer.

. Knowledge or experience with Storage Area Networks.

. Knowledge of NetApp Storage technologies: ONTAP, Snapshots,
Flexclone, OnCommand System manager, OCUM, SnapDrive, VSC, SnapMirror
and SnapVault product suite.

. Knowledge in the areas of SAN performance monitoring and tuning

Storage Engineer
Minimum 5 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Storage Engineer to support various clients and
Requirements: projects across our customer base. This individual will be part of a team, taking
direction from the Senior/Lead Storage Engineer and providing guidance to
junior team members.

. Experience with the majority of the following: Storage Area Networks,
NetApp Storage technologies, ONTAP, Snapshots, Flexclone, OnCommand
System manager, OCUM, SnapDrive, VSC, SnapMirror and SnapVault product
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Suite.

. Experience in the area of SAN performance monitoring and tuning,
tiered storage, business continuity and disaster recovery strategies and
Quantum tape libraries, including LT04,6.

Senior Storage Engineer
Minimum 10 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Senior Senior Storage Engineer to support
Requirements: various clients and projects across our customer base. This individual will head
a team, serving as a SME.

. Experience with the majority of the following: Storage Area Networks,
NetApp Storage technologies, ONTAP, Snapshots, Flexclone, OnCommand
System manager, OCUM, SnapDrive, VSC, SnapMirror and SnapVault product
suite.

. Experience SAN performance monitoring and tuning, tiered storage,
business continuity and disaster recovery strategies and Quantum tape
libraries, including LT04,6.

. Experience with Fiber based networks as well as NAS / DAS / ISCSL

. Experience and knowledge of storage hardware and software in
VMware and Windows environments

. Provide professional and effective technical leadership, from a Data
Storage discipline, under high stress/high impact IT (Crisis) situations.

Junior Enterprise Architect
Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior Enterprise Architect to support various
Requirements: clients and projects across our customer base by assisting in the development of
cross functional or large-scale automated information systems to include
enterprise architectures. This individual will be part of a larger architect team,
taking direction from the Mid-Level and the Senior Enterprise Architect
Engineer.

. Helps design system architectures to include the software, hardware,
and communications to support the total requirements and provides for present
and future cross functional requirements and interfaces

. Assists in comprehensive definition of all aspects of system
development from analysis of mission needs to verification of system
performance.

| Enterprise Architect
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Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks an Enterprise Architect to support various
clients and projects across our customer base by assisting in the development of
cross functional or large-scale automated information systems to include
enterprise architectures. This individual will be part of a larger architect team,
taking direction from the Senior/Lead Architect and providing guidance to
junior team members.

Designs system architectures to include the software, hardware, and
communications to support the total requirements and provides for present and
future cross functional requirements and interfaces

Provides comprehensive definition of all aspects of system development
from analysis of mission needs to verification of system performance

Performs evaluation of system alternatives and assessment of risks and

costs

Provide consultation and strategic guidance to chief enterprise
architects, PMs, and other senior technical staff to help shape IT strategy and
direction for large and complex Joint IT ecosystems.

Analyze and maintain key agency Enterprise Architecture (EA)

o
products, including current EA, target EA, an enterprise transition plan,
enterprise standards profile, EA technical guidance, design patterns, and
technology roadmaps.

Develop, select, and tailor appropriate EA methodologies, frameworks,
and approaches to address client objectives and drive the EA toward business
results.

Model and analyze enterprise business, applications, and technology
environments.

Facilitate stakeholder work sessions focused on making enterprise-wide
decisions that balance and prioritize the competing interests of individual
stakeholder groups.

Provide guidance to client EA program leads in improving the impact
and usefulness of EA products, leveraging the EA to inform enterprise decision-
making and integrating the EA into broader enterprise planning and governance
processes.

Senior Enterprise Arch

itect

Minimum
Experience:

10 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Senior Enterprise Architect to support various
clients and projects across our customer base by assisting in the development of
cross functional or large-scale automated information systems to include

enterprise architectures. This individual will head a team, serving as a SME.
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. Designs system architectures to include the software, hardware, and
communications to support the total requirements and provides for present and
future cross functional requirements and interfaces.

. Provides comprehensive definition of all aspects of system development
from analysis of mission needs to verification of system performance.

. Performs evaluation of system alternatives and assessment of risks and
costs.

. Provide consultation and strategic guidance to chief enterprise
architects, PMs, and other senior technical staff to help shape IT strategy and
direction for large and complex Joint IT ecosystems.

. Analyze and maintain key agency Enterprise Architecture (EA)
products, including current EA, target EA, an enterprise transition plan,
enterprise standards profile, EA technical guidance, design patterns, and
technology roadmaps.

. Develop, select, and tailor appropriate EA methodologies, frameworks,
and approaches to address client objectives and drive the EA toward business
results.

. Model and analyze enterprise business, applications, and technology
environments.

. Facilitate stakeholder work sessions focused on making enterprise-wide
decisions that balance and prioritize the competing interests of individual
stakeholder groups.

. Provide guidance to client EA program leads in improving the impact
and usefulness of EA products, leveraging the EA to inform enterprise decision-
making and integrating the EA into broader enterprise planning and governance
processes.

. Provide technical knowledge and analysis of the architectural design of
highly specialized applications and operating environments.

. Perform functional systems analysis, design, integration, documentation
and implementation advice on exceptionally complex problems that require
graduate level knowledge of the subject matter for effective implementation.

. Apply principles, methods and knowledge of Agile and DevOps to assure
an effective and efficient Build & Release process.

. Verify alignment of the detailed solution design of the solution with the
defined architecture, assuring the solution architecture aligns with the roadmap
established by the enterprise architecture, and that it adheres to all customer-
mandated enterprise architecture principles.

Junior Hardware Engineer
Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior Hardware Engineer to support various

28




TECHNOLOGIES

? CyberCore

GSA Contract: 47QTCA18D006S

Requirements: clients and projects across our customer base by analyzing complex hardware
systems for IT solutions. This individual will be part of a team, taking direction
from the Mid-Level and Senior Hardware Engineer.

. 0-3 years’ experience focusing on high speed digital and/or
microprocessor design. Familiarity with FPGA’s, VHDL and simulation

. Design/analysis of microprocessor-based PCB’s using both general
purpose end DSP’s, FPGA programming, simulation and debugging.

. Design/analysis of microprocessor-based PCB’s using both general
purpose end DSP’s, FPGA programming, simulation and debugging.

. Writing of test code for production tests as well as engineering
checkout.

Hardware Engineer
Minimum 5 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Hardware Engineer to support various clients
Requirements: and projects across our customer base by analyzing complex hardware systems
for IT solutions. This individual will be part of a team, taking direction from the
Senior/Lead Hardware Engineer and providing guidance to junior team
members.

. Experience with PCB layout Spice/Altium or equivalent.

. Familiar with programming languages to include Assembly (such as
8051, ARM, etc), C/C++

. Test, debug, monitor and document changes for hardware development.
. Work closely with other departments (Engineering, Marketing, IT,
Branding, Industrial Design) to brainstorm and optimize deployments.

Senior Hardware Engineer

Minimum 10 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Senior Hardware Engineer to support various
Requirements: clients and projects across our customer base analyzing complex hardware
systems for IT solutions. This individual will head a team, serving as a SME.

. Provide support for all phases of engineering (concept, development,
pre-production, production, and sustainment).

. Support operation of engineering systems by evaluating and
interpreting needs and problems; develops effective approaches to resolving
those issues. Troubleshoot, analyze, and repair GCS systems by utilizing
standard engineering and scientific principles.

. Work with other team members to define system design requirements.
Work with other groups such as Software Engineering, Mechanical Engineering,
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Electrical Engineering, Program Management and Manufacturing to facilitate
task completion.

. Work with engineering support organizations to produce
documentation such as engineering drawings, source control drawings, system
specifications, test procedures and review their work prior to release.

Junior ISSO

Minimum
Experience:

Entry Level

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Junior ISSO to support various clients and
projects across our customer base by proposing, coordinating, implementing,
and enforcing information systems security policies, standards, and
methodologies. This individual will be part of a team, taking direction from the
Mid-Level and Senior ISSO.

. Assist with the daily activities of configuration and operation of systems
which may be mainframe, mini, or client/server based.

. Assist with the optimizing of system operation and resource utilization
and perform system capacity analysis and planning.

. Assist users in accessing and using business systems. Commensurate
experience and education.

ISSO

Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a ISSO to support various clients and projects
across our customer base by proposing, coordinating, implementing, and
enforcing information systems security policies, standards, and methodologies.
This individual will be part of a team, taking direction from the Senior/Lead
ISSO and providing guidance to junior team members.

. Plan and coordinate the IT security programs and policies.

. Manage and control changes to the system and assessing the security
impact of those changes.

. Serve as the Approval Authority to validate or approve user
authorization for accounts associated with systems under their control.

. Maintain operational baseline of systems under their purview.

. Provide ongoing continuous monitoring to assigned systems.

. Provide and validate the operational security posture of systems and
ensure they are maintained.

Senior ISSO

Minimum

| 10 years of experience
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Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Senior ISSO to support various clients and
Requirements: projects across our customer base by proposing, coordinating, implementing,
and enforcing information systems security policies, standards, and
methodologies. This individual will head a team, serving as a SME.

. Perform the duties of an Information Systems Security Officer /
Manager such as reviewing and advising management about proposed
Information Systems Security (ISS) plans and policies; promoting and enforcing
information systems security policies within their assigned area of
responsibility; proactively maintaining communications with DAOs regarding
changes to the IS that could impact the IS certification and accreditation

. Perform the duties of an Information Systems Security Officer /
Manager such as reviewing and advising management about proposed
Information Systems Security (ISS) plans and policies; promoting and enforcing
information systems security policies within their assigned area of
responsibility; proactively maintaining communications with DAOs regarding
changes to the IS that could impact the IS certification and accreditation;
reporting computer incidents in accordance with customer policy and
procedures for handling computer security incidents.

. The successful candidate will provide analysis of current business
processes and help to formulate continuous improvement initiatives for the
C&A and Continuous Monitoring

. processes; and devise metrics for collecting data to evaluate the
performance of ISS processes.

Junior ISSE
Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Junior ISSE to support various clients and
Requirements: projects across our customer base by planning and coordinating the IT security
programs and policies, in addition to managing and controlling changes to the
system and assessing the security impact of those changes. This individual will
be part of a team, taking direction from the Mid-Level and Senior ISSE.

. Investigates, triages, and resolves security incidents.

. Responds to internal customer-driven requests regarding security
systems such as access requests or policy exception requests.

. Responds to and resolves break-fix incidents for security systems.

. Enhances and positively contributes to corporate culture by promoting
ECMC security goals and objectives.

. Complies with all client Group Policies.

. Performs other duties as assigned.
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ISSE

Minimum 5 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a ISSE to support various clients and projects
Requirements: across our customer base by planning and coordinating the IT security
programs and policies, in addition to managing and controlling changes to the
system and assessing the security impact of those changes. This individual will
be part of a team, taking direction from the Senior/Lead ISSE and providing
guidance to junior team members.

. Progressively safeguards information system assets by identifying and
solving potential and actual security problems.

. Recognizes problems by identifying abnormalities, resolving problems
and reporting violations utilizing current cybersecurity tools including: System
Incident and Event Management; and Advanced Threat Analytics.

. Assists in investigating and documenting security incidents.

. Assists in developing, publishing and maintaining up-to-date
information security standards and guidelines.

. Implements security improvements by executing daily vulnerability
system scans, assessing current situations, evaluating trends and anticipating
requirements.

Senior ISSE

Minimum 10 years of experience
Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Senior ISSE to support various clients and
Requirements: projects across our customer base by planning and coordinating the IT security
programs and policies, in addition to managing and controlling changes to the
system and assessing the security impact of those changes. This individual will
head a team, serving as a SME.

. Progressively safeguards information system assets by identifying and
solving potential and actual security problems.

. Recognizes problems by identifying abnormalities, resolving problems
and reporting violations utilizing current cybersecurity tools including: System
Incident and Event Management; and Advanced Threat Analytics.

. Assists in investigating and documenting security incidents.

. Assists in developing, publishing and maintaining up-to-date
information security standards and guidelines.

. Implements security improvements by executing daily vulnerability
system scans, assessing current situations, evaluating trends and anticipating
requirements.

. Analyzes monthly security patches and ensures that patches are
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deployed as defined by policy.

. Determines security violations and inefficiencies by conducting periodic
audits.

. Upgrades system by implementing and maintaining security controls.

. Keeps management informed by preparing performance reports and
communicating system status.

. Relies on experience and judgment to plan and accomplish information
security goals and objectives.

. Performs a variety of complicated tasks requiring a wide degree of
creativity and latitude.

. Promotes safety awareness and follows safety procedures in an effort to
reduce or eliminate accidents.

. Performs other duties as assigned.

Junior Test Engineer

Minimum
Experience:

Entry Level

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Junior Test Engineer to support various clients
and projects across our customer base by documenting and detailing any
defects found during testing, in addition to selecting and carrying out testing
methods and documenting peer reviews of requirements. This individual will be
part of a team, taking direction from the Mid-Level and Senior Test Engineer.
Document and detail any defects found during testing.
Document peer reviews of requirements.
Work on issues of diverse scope and complexity.
Select the appropriate methods and techniques for obtaining solutions.
Determine and develop approaches for solutions and implement.
Peer review and analyze technical and/or functional specifications.
Develop test cases and procedures to verify application functionality.
Must have some knowledge of functional testing of applications with
web services and web user interfaces.
. Must be willing to learn and develop hands-on experience with the
QC/HP ALM, XML, and SQL.

Test Engineer

Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Test Engineer to support various clients and
projects across our customer base by documenting and detailing any defects
found during testing, in addition to selecting and carrying out testing methods
and documenting peer reviews of requirements. This individual will be part of a
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team, taking direction from the Senior/Lead Test Engineer and providing
guidance to junior team members.

. Writes detailed test plans for Cross Domain Solution.

. Develops test scenarios and test scripts.

. Traces requirements to test cases to ensure coverage for full system
integration test.

. Ensures functional and technical requirements are met through system
testing, regression. testing, performance testing, system interface testing, and
security testing activities.

. Designs, develops and executes reusable test cases and procedures
based on requirements relevant to automated test planning and creation using
HP ALM.

. Identifies, creates and secures test data as necessary.

. Performs functional administration, configuration, and utilization of
testing tools.

. Collects, tracks and reports test metrics and briefs leadership on test
status.

Senior Test Engineer
Minimum 10 years of experience

Experience:
Minimum Education: | Bachelor’s Degree

Functional CyberCore Technologies seeks a Senior Test Engineer to support various clients
Requirements: and projects across our customer base by documenting and detailing any
defects found during testing, in addition to selecting and carrying out testing
methods and documenting peer reviews of requirements. This individual will
head a team, serving as a SME.

. Responsible for testing a Tomcat Web Application.

. Act as the primary/sole tester on a cross functional team.

. Create and execute test plans and test procedure development
(functional and performance) in an agile (working in sprints, effort estimation
for new sprints) environment.

. Participate in Capability Development Group (CDG) Integrated Product
Team (IPT) and/or Integrated Test Team as needed to ensure proper
coordination of acceptance testing activities.

. Perform load-testing, and performance monitoring and analysis.

. Responsible for providing quality process improvements and
recommendations to further reduce defects from being released into
production.

Junior Scheduler
Minimum Entry Level
Experience:
Minimum Education: | Bachelor’s Degree
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Functional
Requirements:

CyberCore Technologies seeks a Junior Scheduler to support various clients and
projects across our customer base by analyzing the development of plans,
including budgets and schedules to meet contractual or project requirements
for an assigned major portion of a program. This individual will be part of a
team, taking direction from the Mid-Level and Senior Scheduler.

. Analyze the development of plans, including budgets and schedules to
meet contractual. or project requirements for an assigned major portion of a
program.

. Experience with managing and coordinating schedules for multiple
vendor deliveries.

. Knowledge of DoD acquisition processes and guidelines.

. Ability to manage schedules in Microsoft Project.

Scheduler

Minimum
Experience:

5 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Scheduler to support various clients and
projects across our customer base by analyzing the development of plans,
including budgets and schedules to meet contractual or project requirements
for an assigned major portion of a program. This individual will be part of a
team, taking direction from the Senior/Lead Scheduler and providing guidance
to junior team members.

. Establish and define program plan requirements and perform in-depth
studies to determine optimum program plans. Coordinate the
interdepartmental development of program plans.

. Interface with vendors and clients and perform extensive investigations,
as required. Monitor and report performance against plans to ensure
contractual, cost, and schedule objectives are met.

. Ability to support EVM and risk management.

. Secret clearance required.

. BA or BS degree.

. Knowledge of military satellite communications systems and
communications baseband systems.

Senior Scheduler

Minimum
Experience:

10 years of experience

Minimum Education:

Bachelor’s Degree

Functional
Requirements:

CyberCore Technologies seeks a Senior Scheduler to support various clients and
projects across our customer base by analyzing the development of plans,
including budgets and schedules to meet contractual or project requirements
for an assigned major portion of a program. This individual will head a team,
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serving as a SME.

. Maximize schedule team contribution to the success of Technical
Integrator contract.

. Mentor and develop TI schedule team members in large program
schedule management best practices.

. Coordinate with program leadership and project teams to determine the
level of details to be gathered from the project schedules and incorporated in
the 2020 Decennial IMS, TI Master Schedule, and TI detailed schedules

. Develop and maintain an Integrated Master Schedule (IMS) for all
activities across the program.

. Coordinate with project teams to gather all levels of project plans and
schedules; integrate schedules and manage dependencies across multiple
schedules.
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Awarded Pricing for SIN 541518

Labor Category

Junior Network Engineer

2/7/2018 2/7/2019
2/6/2019 2/6/2020

$79.39

2/7/2020 2/7/2021 2/7/2022

2/6/2021 2/6/2022 2/6/2023

$81.85

$84.39

$87.00

Network Engineer

$91.17

$93.99

$96.91

$99.91

Senior Network
Engineer

$118.53

$122.20

$125.99

$129.90

System Engineer

$90.72

$93.53

$96.43

$99.42

Software Engineer

$90.72

$93.53

$96.43

$99.42

Junior Helpdesk
Specialist

$68.05

$70.16

$72.33

$74.57

Helpdesk Specialist

$77.50

$79.90

$82.38

$84.93

Senior Helpdesk
Specialist

$95.73

$98.70

$101.76

$104.91

Junior Systems
Administrator

$73.71

$75.99

$78.35

$80.78

Systems Administrator

$91.17

$93.99

$96.91

$99.91

Senior Systems
Administrator

$118.53

$122.20

$125.99

$129.90

IT Technician

$71.82

$74.05

$76.34

$78.71

Junior Configuration
Manager

$68.39

$70.51

$72.69

$74.95

Configuration Manager

$91.17

$93.99

$96.91

$99.91

Senior Configuration
Manager

$113.97

$117.50

$121.14

$124.90
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Junior Web Developer

2/7/2018 2/7/2019

2/6/2019 2/6/2020

$54.71

2/7/2020
2/6/2021

$56.41

GSA Contract: 47QTCA18D006S

2/7/2021 2/7/2022

2/6/2022 2/6/2023

$58.16

$59.96

Web Developer

$77.50

$79.90

$82.38

$84.93

Senior Web Developer

$95.73

$98.70

$101.76

$104.91

Junior Database
Engineer

$72.95

$75.21

$77.54

$79.95

Database Engineer

$95.73

$98.70

$101.76

$104.91

Senior Database
Engineer

$118.53

$122.20

$125.99

$129.90

Junior Database
Developer

$72.95

$75.21

$77.54

$79.95

Database Developer

$95.73

$98.70

$101.76

$104.91

Senior Database
Developer

$118.53

$122.20

$125.99

$129.90

Junior SCRUM Master

$68.39

$70.51

$72.69

$74.95

SCRUM Master

$91.17

$93.99

$96.91

$99.91

Senior SCRUM Master

$113.97

$117.50

$121.14

$124.90

Junior Technical Writer

$54.71

$56.41

$58.16

$59.96

Technical Writer

$72.95

$75.21

$77.54

$79.95

Senior Technical Writer

$91.17

$93.99

$96.91

$99.91

Junior Business Analyst

$59.26

$61.10

$63.00

$64.95

Business Analyst

$77.50

$79.90

$82.38

$84.93

Senior Business Analyst

$95.73

$98.70

$101.76

$104.91
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2/7/2018 2/7/2019 2/7/2020 2/7/2021 2/7/2022

Labor Category
2/6/2019 2/6/2020 2/6/2021 2/6/2022 2/6/2023

Junior Trainer $59.26 $61.10 $63.00 $64.95

Trainer $77.50 $79.90 $82.38 $84.93

Senior Trainer $95.73 $98.70 $101.76 $104.91

Junior Storage Engineer $68.39 $70.51 $72.69 $74.95

Storage Engineer $95.73 $98.70 $101.76 $104.91

Senior Storage Engineer $123.08 $126.90 $130.83 $134.89

Junior Enterprise

Architect $77.50 $79.90 $82.38 $84.93

Enterprise Architect $100.29 $103.40 $106.61 $109.91

Senior Enterprise

Architect $127.64 $131.60 $135.68 $139.88

Junior Hardware

. $63.83 $65.80 $67.84 $69.95
Engineer

Hardware Engineer $91.17 $93.99 $96.91 $99.91

Senior Hardware

. $118.53 $122.20 $125.99 $129.90
Engineer

Junior ISSO $63.83 $65.80 $67.84 $69.95

ISSO $91.17 $93.99 $96.91 $99.91

Senior ISSO $118.53 $122.20 $125.99 $129.90

Junior ISSE $68.39 $70.51 $72.69 $74.95

ISSE $95.73 $98.70 $101.76 $104.91

Senior ISSE $123.08 $126.90 $130.83 $134.89
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Labor Category

2/7/2018 2/7/2019 2/7/2020 2/7/2021 2/7/2022

2/6/2019 2/6/2020 2/6/2021 2/6/2022 2/6/2023

Junior Test Engineer

$68.39

$70.51

$72.69

$74.95

Test Engineer

$95.73

$98.70

$101.76

$104.91

Senior Test Engineer

$123.08

$126.90

$130.83

$134.89

Junior Scheduler

$63.83

$65.80

$67.84

$69.95

Scheduler

$91.17

$93.99

$96.91

$99.91

Senior Scheduler

$118.53

$122.20

$125.99

$129.90
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Awarded Pricing for SINs 33411 & 811212

PRODUCT
MFR PART NO | PRODUCT NAME DESCRIPTION GSA PRICE WARRANTY
X952DTE COL

227149 | LASERPRP/C/F/s | oMLl ST
50PPM 110V

1YR

$13,18411 |\ ANUFACTURER

LEXMARK ON-SITE
1 YR ONSITE

1YR ONSITE REPAIR 952 -

811212 2354263 REPAIR X952 EXTENDED SERVICE $1,717.11 PASIBS(;AQID

AGREEMENT 1 YEAR

LEXMARK ON-SITE
2 YR ONSITE

2YR ONSITE REPAIR 952 -

811212 2354264 REPAIR X952 EXTENDED SERVICE $3,433.32 PAE;F;OAI;\]D

AGREEMENT 2 YEAR

LEXMARK ON-SITE

3 YR ONSITE
3YR ONSITE REPAIR 952 -
811212 2354265 REPAIR X952 EXTENDED SERVICE $5,644.50 PAS;F;OAI;\]D

AGREEMENT 3 YEAR
CX510DE COL LEXMARK CX510DE 1YR

28ET501 LASE?EE;‘;/OTAA COLOR MFP - TAA $1,631.61 MANUFACTURER

LEXMARK ON-SITE
1 YR ONSITE

1YR ONSITE WTY REPAIR CX510 -

811212 2356286 CX510 EXTENDED SERVICE $204.72 PALII{I;I';OAI;\ID

AGREEMENT 1 YEAR

LEXMARK ON-SITE
2 YR ONSITE

2YR ONSITE WTY REPAIR CX510 -

811212 2356287 CX510 EXTENDED SERVICE $412.83 PA[lj{I;I‘BSOAé\ID

AGREEMENT 2 YEAR
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MFR PART NO | PRODUCT NAME

PRODUCT
DESCRIPTION

GSA PRICE

WARRANTY

3YR ONSITE WTY

811212 CX510

2356288

LEXMARK ON-SITE
REPAIR CX510 -
EXTENDED SERVICE
AGREEMENT 3 YEAR

$675.85

3 YR ONSITE
PARTS AND
LABOR

CX510DHE COL
LASER MFP LV
TAA SCHED 70

28ET550

LEXMARK CX510DHE
COLOR MFP - TAA

$1,640.48

1YR
MANUFACTURER

1YR ONSITE WTY

811212 CX510

2356286

LEXMARK ON-SITE
REPAIR CX510 -
EXTENDED SERVICE
AGREEMENT 1 YEAR

$202.52

1 YR ONSITE
PARTS AND
LABOR

2YR ONSITE WTY

811212 CX510

2356287

LEXMARK ON-SITE
REPAIR CX510 -
EXTENDED SERVICE
AGREEMENT 2 YEAR

$408.39

2 YR ONSITE
PARTS AND
LABOR

3YR ONSITE WTY

811212 CX510

2356288

LEXMARK ON-SITE
REPAIR CX510 -
EXTENDED SERVICE
AGREEMENT 3 YEAR

$676.54

3 YR ONSITE
PARTS AND
LABOR

MX611DE
LASERPR
MLTFUNC LV TAA
CAC

35ST019

LEXMARK MX611DE
MONOCHROME MFP -
TAA

$2,127.97

1YR
MANUFACTURER

1YR ONSITE WTY

811212 MX610 MX611

2355602

LEXMARK ON-SITE
REPAIR MX611 -
EXTENDED SERVICE
AGREEMENT 1 YEAR

$289.70

1 YR ONSITE
PARTS AND
LABOR
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MFR PART NO

PRODUCT NAME

PRODUCT
DESCRIPTION

GSA PRICE

WARRANTY

811212 2355603

2YR ONSITE WTY
MX610 MX611

LEXMARK ON-SITE
REPAIR MX611 -
EXTENDED SERVICE
AGREEMENT 2 YEAR

$526.46

2 YR ONSITE
PARTS AND
LABOR

811212 2355604

3YR ONSITE WTY
MX610 MX611

LEXMARK ON-SITE
REPAIR MX611 -
EXTENDED SERVICE
AGREEMENT 3 YEAR

$774.00

3 YR ONSITE
PARTS AND
LABOR

35S8T020

MX611DTE
LASERPR
MLTFUNC LV TAA
CAC

LEXMARK MX611DTE
MONOCHROME MFP -
TAA

$2,337.30

1YR
MANUFACTURER

811212 2355602

1YR ONSITE WTY
MX610 MX611

LEXMARK ON-SITE
REPAIR MX611 -
EXTENDED SERVICE
AGREEMENT 1 YEAR

$283.54

1 YR ONSITE
PARTS AND
LABOR

811212 2355603

2YR ONSITE WTY
MX610 MX611

LEXMARK ON-SITE
REPAIR MX611 -
EXTENDED SERVICE
AGREEMENT 2 YEAR

$515.66

2 YR ONSITE
PARTS AND
LABOR

811212 2355604

3YR ONSITE WTY
MX610 MX611

LEXMARK ON-SITE
REPAIR MX611 -
EXTENDED SERVICE
AGREEMENT 3 YEAR

$757.53

3 YR ONSITE
PARTS AND
LABOR

35ST550

MS610DTE
LASERPR LV TAA

LEXMARK MS610DTE
MONOCHROME LASER
PRINTER - TAA

$1,191.06

1YR
MANUFACTURER

811212 2355786

1YR ONSITE WTY
MS610

LEXMARK ON-SITE
REPAIR MS610 -
EXTENDED SERVICE
AGREEMENT 1 YEAR

$111.18

1 YR ONSITE
PARTS AND
LABOR
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MFR PART NO

PRODUCT NAME

PRODUCT
DESCRIPTION

GSA PRICE

WARRANTY

811212

2355787

2YR ONSITE WTY
MS610

LEXMARK ON-SITE
REPAIR MS610 -
EXTENDED SERVICE
AGREEMENT 2 YEAR

$196.89

2 YR ONSITE
PARTS AND
LABOR

811212

2355788

3YR ONSITE WTY
MS610

LEXMARK ON-SITE
REPAIR MS610 -
EXTENDED SERVICE
AGREEMENT 3 YEAR

$292.78

3 YR ONSITE
PARTS AND
LABOR

40GT130

MS810DN
LASERPR HV TAA
SCHED 70

LEXMARK MS810DN

MONOCHROME LASER

PRINTER - TAA

$1,095.15

1YR
MANUFACTURER

811212

2355832

1YR ONSITE WTY
MS810

LEXMARK ON-SITE
REPAIR MS810 -
EXTENDED SERVICE
AGREEMENT 1 YEAR

1 YR ONSITE
PARTS AND
LABOR

811212

2355833

2YR ONSITE WTY
MS810

LEXMARK ON-SITE
REPAIR MS810 -
EXTENDED SERVICE
AGREEMENT 2 YEAR

$176.17

2 YR ONSITE
PARTS AND
LABOR

811212

2355834

3YR ONSITE WTY
MS810

LEXMARK ON-SITE
REPAIR MS810 -
EXTENDED SERVICE
AGREEMENT 3 YEAR

$257.19

3 YR ONSITE
PARTS AND
LABOR

28ET022

CS510DTE COL
LASERPR LV TAA
SCHED 70

LEXMARK CS510DTE
COLOR LASER
PRINTER - TAA

$1,025.81

1YR
MANUFACTURER

811212

2356172

1YR ONSITE WTY
CS510

LEXMARK ON-SITE
REPAIR CS510 -
EXTENDED SERVICE
AGREEMENT 1 YEAR

$114.80

1 YR ONSITE
PARTS AND
LABOR

811212

2356173

2YR ONSITE WTY
CS510

LEXMARK ON-SITE
REPAIR CS510 -
EXTENDED SERVICE
AGREEMENT 2 YEAR

$203.42

2 YR ONSITE
PARTS AND
LABOR

811212

2356174

3YR ONSITE WTY
CS510

LEXMARK ON-SITE
REPAIR CS510 -
EXTENDED SERVICE

$292.78

3 YR ONSITE
PARTS AND
LABOR
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MFR PART NO

PRODUCT NAME

PRODUCT
DESCRIPTION

GSA PRICE

WARRANTY

AGREEMENT 3 YEAR

40CTO18

CS725DE COL
LASERPR 40PPM
1200DPI LOW V

LEXMARK CS725DE
COLOR LASER
PRINTER - TAA

$1,419.80

1YR
MANUFACTURER

811212

2360121

1YR ONSITE
REPAIR NBD
CS725

LEXMARK ON-SITE
REPAIR CS725 -
EXTENDED SERVICE
AGREEMENT 1 YEAR

$194.89

1 YR ONSITE
PARTS AND
LABOR

811212

2360122

2YR ONSITE
REPAIR NBD
CS725

LEXMARK ON-SITE
REPAIR CS725 -
EXTENDED SERVICE
AGREEMENT 2 YEAR

$355.08

2 YR ONSITE
PARTS AND
LABOR

811212

2360123

3YR ONSITE
REPAIR NBD
CS725

LEXMARK ON-SITE
REPAIR CS725 -
EXTENDED SERVICE
AGREEMENT 3 YEAR

$515.28

3 YR ONSITE
PARTS AND
LABOR

40CT019

CS725DTE COL
LASERPR 110V
TAA

LEXMARK CS725DTE
COLOR LASER
PRINTER - TAA

$1,736.56

1YR
MANUFACTURER

811212

2360121

1YR ONSITE
REPAIR NBD
CS725

LEXMARK ON-SITE
REPAIR CS725 -
EXTENDED SERVICE
AGREEMENT 1 YEAR

$194.89

1 YR ONSITE
PARTS AND
LABOR

811212

2360122

2YR ONSITE
REPAIR NBD
CS725

LEXMARK ON-SITE
REPAIR CS725 -
EXTENDED SERVICE
AGREEMENT 2 YEAR

$355.09

2 YR ONSITE
PARTS AND
LABOR

811212

2360123

3YR ONSITE
REPAIR NBD
CS725

LEXMARK ON-SITE
REPAIR CS725 -
EXTENDED SERVICE
AGREEMENT 3 YEAR

$515.28

3 YR ONSITE
PARTS AND
LABOR

L2747A#201

Scanner

HP Scanjet Pro 2500 f1
- Document scanner -

Duplex - A4/Letter -
1200 dpi x 1200 dpi -

up to 20 ppm (mono) /

up to 20 ppm (color) -

ADF (50 sheets) - up to

$275.06

STANDARD
COMMERCIAL
WARRANTY
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MFR PART NO

PRODUCT NAME

PRODUCT
DESCRIPTION

GSA PRICE

WARRANTY

1500 scans per day -
USB 2.0 - government

CF330X

Peripheral

HP 654X - High Yield -
black - original -
Laser]et - toner

cartridge (CF330X) -
for Color Laser]et
Enterprise M651dn,
M651n, M651xh, Color
Laser]et Managed
M651dnm, M651xhm

$270.31

STANDARD
COMMERCIAL
WARRANTY

J1P70AV

Adapter &
Interface

NVIDIA Quadro K420 -
Graphics card - Quadro
K420 -1 GB DDR3 -
PCle 2.0 x16 low
profile DVI,
DisplayPort - CTO

$142.01

STANDARD
COMMERCIAL
WARRANTY

J1P77AV

Adapter &
Interface

AMD FirePro W5100 -
Graphics card - FirePro
W5100 - 4 GB GDDRS -
PCI Express 3.0 x16 4 x
DisplayPort - CTO

$429.32

STANDARD
COMMERCIAL
WARRANTY

V2V30UT#ABA

Desktop &
Workstation

HP t730 - Thin client -
tower - 1 x R-series
RX427BB / 2.7 GHz -
RAM 16 GB - flash 64
GB - FirePro W2100 -
GigE - HP ThinPro 32-
bit - monitor: none -
Smart Buy

$764.33

STANDARD
COMMERCIAL
WARRANTY

V8G88US#ABA

Notebook & Tablet
PC

HP EliteBook 840 G3 -
Ultrabook - Core i7
6600U / 2.6 GHz - Win
7 Pro 64-bit- 16 GB
RAM - 512 GB SSD -
14" TN 1366 x 768 (
HD ) - HD Graphics 520
- 802.11ac, Bluetooth

$3,336.96

STANDARD
COMMERCIAL
WARRANTY




TECHNOLOGIES

‘v‘ CyberCore

GSA Contract: 47QTCA18D006S

MFR PART NO

PRODUCT NAME

PRODUCT
DESCRIPTION

GSA PRICE

WARRANTY

L2757A#201

Scanner

HP Scan]et Enterprise
Flow 7000 s3 Sheet-
feed Scanner -
Document scanner -
Duplex - 8.5 in x
122.05in - 600 dpi x
600 dpi - up to 75 ppm
(mono) / up to 75 ppm
(color) - ADF (80
sheets) - up to 7500
scans per day - USB
3.0,USB 2.0 -
government

$787.57

STANDARD
COMMERCIAL
WARRANTY

L2753A#BG]

Scanner

HP Scanjet Pro 3000 s3

Sheet-feed - Document

scanner - Duplex - 8.5

inx 122.05 in - 600 dpi
x 600 dpi - up to 35

ppm (mono) - ADF (50
sheets) - up to 3500
scans per day - USB

3.0, USB 2.0

$403.99

STANDARD
COMMERCIAL
WARRANTY

L2753A#201

Scanner

HP Scanjet Pro 3000 s3
- Document scanner -
Duplex - 8.5 in x
122.05in - 600 dpi x
600 dpi - up to 35 ppm
(mono) - ADF (50
sheets) - up to 3500
scans per day - USB
3.0,USB 2.0 -
government

$403.99

STANDARD
COMMERCIAL
WARRANTY

VOC68UA#ABA

Desktop &
Workstation

HP t730 - Thin client -
tower - 1 x RX427BB
2.7 GHz - RAM 8 GB -
flash 32 GB - Radeon
HD 9000 - GigE - Win
10 IOT Enterprise -
monitor: none

$1,197.61

STANDARD
COMMERCIAL
WARRANTY
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MFR PART NO

PRODUCT NAME

PRODUCT
DESCRIPTION

GSA PRICE

WARRANTY

1HJ31UT#ABA

Desktop &
Workstation

HP Workstation Z240 -
SFF -1 x Core i3 6100 /
3.7 GHz - RAM 4 GB -
HDD 1 TB - DVD
SuperMulti - HD
Graphics 530 - GigE -
Win 7 Pro 64-bit
(includes Win 10 Pro
64-bit License) -
monitor: none -
keyboard: US - Smart
Buy

$781.77

STANDARD
COMMERCIAL
WARRANTY

1HL48UT#ABA

Desktop &
Workstation

HP Workstation Z240 -
SFF - 1x Core i5 6500 /
3.2GHz-RAM 8 GB -
SSD 256 GB- HP Z
Turbo Drive G2, NVMe
- DVD SuperMulti - HD
Graphics 530 - GigE -
Win 7 Pro (includes
Win 10 Pro 64-bit
License) - vPro -
monitor: none -
keyboard: US - promo

$1,060.09

STANDARD
COMMERCIAL
WARRANTY

1HJ36UT#ABA

Desktop &
Workstation

HP Workstation Z240 -
MT - 1 x Xeon E3-
1230V5 /3.4 GHz -
RAM 8 GB-HDD 1 TB -
DVD SuperMulti -
Quadro K420 - GigE -
Win 7 Pro (includes
Win 10 Pro 64-bit
License) - vPro -
monitor: none -
keyboard: US - promo

$1,182.92

STANDARD
COMMERCIAL
WARRANTY

1HJ37UT#ABA

Desktop &
Workstation

HP Workstation Z240 -
MT - 1 x Core i5 6500 /
3.2GHz-RAM 4 GB -
HDD 1 TB-DVD
SuperMulti - HD
Graphics 530 - GigE -
Win 7 Pro (includes

$974.41

STANDARD
COMMERCIAL
WARRANTY
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MFR PART NO

PRODUCT NAME

PRODUCT
DESCRIPTION

GSA PRICE

WARRANTY

Win 10 Pro 64-bit
License) - vPro -
monitor: none -

keyboard: US - promo

1HJ32UT#ABA

Desktop &
Workstation

HP Workstation 2240 -
SFF - 1 x Core i5 6500 /
3.2 GHz- RAM 8 GB -
HDD 1 TB - DVD
SuperMulti - HD
Graphics 530 - GigE -
Win 7 Pro (includes
Win 10 Pro 64-bit
License) - vPro -
monitor: none -
keyboard: US - promo

$864.18

STANDARD
COMMERCIAL
WARRANTY

1FY72UT#ABA

Desktop &
Workstation

HP EliteDesk 800 G3 -
Tower -1 x Corei7
7700 / 3.6 GHz - RAM
8 GB - SSD 256 GB -
TLC - DVD-Writer - HD
Graphics 630 - GigE -
Win 10 Pro 64-bit -
vPro - monitor: none -
keyboard: US - Smart
Buy

$1,146.75

STANDARD
COMMERCIAL
WARRANTY

1FZ06UT#ABA

Desktop &
Workstation

HP EliteDesk 800 G3 -
SFF - 1 x Core i5 7500 /
3.4 GHz- RAM 8 GB -
SSD 256 GB - NVMe,
TLC - DVD-Writer - HD
Graphics 630 - GigE -
Win 10 Pro 64-bit -
vPro - monitor: none -
keyboard: US - Smart
Buy

$864.10

STANDARD
COMMERCIAL
WARRANTY

1FZ08UTHABA

Desktop &
Workstation

HP EliteDesk 800 G3 -
SFF -1 x Core i5 7500 /
3.4 GHz - RAM 8 GB -
SSD 512 GB - NVMe, TLC

$1,022.68

- DVD-Writer - HD

STANDARD
COMMERCIAL
WARRANTY
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Graphics 630 - Gigk -
Win 10 Pro 64-bit - vPro
- monitor: none -
keyboard: US - Smart
Buy

Z2H64UTHABA

Desktop &
Workstation

HP ProDesk 400 G4 -
Micro tower - 1 x Core
i5 7500 / 3.4 GHz - RAM
4 GB-HDD 500 GB -
DVD-Writer - HD
Graphics 630 - GigkE -
Win 10 Pro 64-bit -
monitor: none -
keyboard: US - Smart
Buy

STANDARD
COMMERCIAL
WARRANTY

1WU31UTHABA

Desktop &
Workstation

HP Workstation Z6 G4 -

MT - 4U - 1 x Xeon Silver

4114 /2.2 GHz - RAM 16
GB-SSD 256 GB-HP Z

Turbo Drive - DVD-

Writer - no graphics -

GigE - Win 10 Pro 64-bit
- VPro - monitor: none -
keyboard: US - Smart

Buy

$2,531.24

STANDARD
COMMERCIAL
WARRANTY

2WZ66UTHABA

Desktop &
Workstation

HP Workstation Z6 G4 -
MT - 4U - 1 x Xeon Silver
4116/ 2.1 GHz - RAM 16
GB-SSD512GB-HPZ
Turbo Drive G2, NVMe -
DVD-Writer - no
graphics - GigE - Win 10
Pro 64-bit - vPro -
monitor: none -
keyboard: US

$3,050.13

STANDARD
COMMERCIAL
WARRANTY

1WU32UTHABA

Desktop &
Workstation

HP Workstation Z6 G4 -
MT - 4U - 1 x Xeon Gold
5122 /3.6 GHz - RAM 16
GB-SSD 256 GB-HP Z
Turbo Drive - DVD-

$3,150.68

STANDARD
COMMERCIAL
WARRANTY
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Writer - no graphics -
GigE - Win 10 Pro 64-bit
- vPro - monitor: none -

keyboard: US - Smart

Buy

2XM73UT#ABA

Desktop &
Workstation

HP Workstation Z6 G4 -
MT - 4U - 1 x Xeon Silver
4108 /1.8 GHz - RAM 8
GB-HDD 1TB - DVD-
Writer - no graphics -
GigE - Win 10 Pro 64-bit
- vPro - monitor: none -
keyboard: US

$1,928.62

STANDARD
COMMERCIAL
WARRANTY

2WZ67UTHABA

Desktop &
Workstation

HP Workstation Z6 G4 -
MT - 4U - 1 x Xeon Silver
4114 /2.2 GHz-RAM 8
GB-HDD 1TB - DVD-
Writer - no graphics -
GigE - Win 10 Pro 64-bit
- vPro - monitor: none -
keyboard: US

$2,336.91

STANDARD
COMMERCIAL
WARRANTY

1WU28UTHABA

Desktop &
Workstation

HP Workstation Z8 G4 -
MT - 5U - 1 x Xeon Silver
4108 /1.8 GHz - RAM 8
GB-HDD 1TB - DVD-
Writer - no graphics -
GigE - Win 10 Pro 64-bit
- VPro - monitor: none -
keyboard: US

$2,447.25

STANDARD
COMMERCIAL
WARRANTY

511210

M-TMNAATT-S-
A-101

Archiver

AT&T Network Archiver
Text 1-100 Annual

STANDARD
COMMERCIAL
WARRANTY

511210

M-TMNAVZ-S-
A-101

Archiver

Verizon Network Archiver
Text 1-100 Annual

$114.86

STANDARD
COMMERCIAL
WARRANTY
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511210

M-TMAAT-S-A-
101

Archiver

Android Archiver Text 1-
100 Annual

$114.86

STANDARD
COMMERCIAL
WARRANTY

511210

M-TMAATV-S-
A-101

Archiver

Android Archiver Text and
Voice recording 1-100
Annual

$229.72

STANDARD
COMMERCIAL
WARRANTY

511210

M-TMENAT-S-
A-101

Archiver

Enterprise Number
Archiver Text 1-100
Annual

$229.72

STANDARD
COMMERCIAL
WARRANTY

511210

M-TMENATV-S-
A-101

Archiver

Enterprise Number
Archiver Text & Voice
calls (no voice recording)
1-100 Annual

$287.15

STANDARD
COMMERCIAL
WARRANTY

511210

M-TMENATVR-
S-A-101

Archiver

Enterprise Number
Archiver Text & Voice
calls (with voice recording)
1-100 Annual

$402.02

STANDARD
COMMERCIAL
WARRANTY

511210

M-TMWAT-S-A-
101

Archiver

WhatsApp Archiver Text
and Multimedia 1-100
Annual

$287.15

STANDARD
COMMERCIAL
WARRANTY

511210

M-TMWATV-S-
A-101

Archiver

WhatsApp Archiver Text,
Multimedia and Voice
Recording 1-100 Annual

$402.02

STANDARD
COMMERCIAL
WARRANTY
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511210

M-TMSF-S-A-101

Archiver

Salesforce module 1-100
Annual

$402.02

STANDARD
COMMERCIAL
WARRANTY

511210

PST-TMSA-S-A-
101

Archiver

Standard Activation, One
Time, Per User

STANDARD
COMMERCIAL
WARRANTY

511210

PST-TMPS-S-A-
101

Archiver

Hourly rate for
Professional Services
(development, integration,
etc)

$191.44

STANDARD
COMMERCIAL
WARRANTY

511210

S-TMP-S-A-101

Archiver

Secure Enterprise
Messaging - Pro Version

STANDARD
COMMERCIAL
WARRANTY

511210

S-TMB-S-A-101

Archiver

Secure Enterprise
Messaging - Business
Version

$114.86

STANDARD
COMMERCIAL
WARRANTY

511210

MM-TMBA-S-A-
101

Archiver

Mass Messaging - Basic:
Up to 2,000 Messages per
month

$562.82

STANDARD
COMMERCIAL
WARRANTY
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WindRose Report Descriptions
Comprehensive Reports

This report will commence with the identification of corporate entity or individual person identified
by SIC. For a corporate entity SIC would also provide either a corporate address or web domain
name to ensure the correct entity is being researched. For individuals SIC would provide a home
address, phone number, or email address to again ensure the correct individual is being researched.
Once this information is provided, we will use the WindRose platform to conduct collection to
satisfy the report requirements. This will include:

Corporate Registration information (for corporate entities)
e Company Ownership
e Incorporation Information
e Company locations
Biographical Information (for individuals)
¢ Date and Place of Birth
e Home Address
¢ Business Address
e Phone Numbers
e Email Addresses
e Social Media Handles
¢ Immediate Family Members (Adults)
Company Information
¢ Key leaders/executives/board members
0 Basic Biographical Information
e Products/Services
e Legal Issues
0 Sanctions & regulatory violations
0 Civil Cases
0 Criminal Cases
o Adverse media reports and social media mentions
Corporate Overview
e Corporate Financial Data
e Identification of Key personnel
o Legal Activity
e Mergers & Acquisitions
e Supply Chain Partners
e Company Cyber Profile
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The collected information will then be analyzed and put into a report for SIC. All reports will be
completed within 3-5 days on a single subject in multiple jurisdictions. We deliver reports on a
mutually agreed upon schedule dependent on total quantity ordered. Supporting data links will be
available if so desired.

Advanced Reports

This report will have the same information collected as noted in the Comprehensive report but will
also include the below information being collected and integrated in the analysis and final report.

= Company social media derived intelligence and analysis
e Associated network mapping
e Foreign language research
e Public sentiment towards the company
Company partners (relationships must be PAI)
Key Personnel Research
Social Media Handles
Social Media association link analysis
Email Addresses and known compromises
Phone Numbers
Home Address and address history
Education
Criminal Record
Intellectual Property research
e Registered Patents
e [P Compromise (must be PAI)
Other PAI information as requested by the government

Like Comprehensive Reports, Advanced Reports will be completed within 3-5 days but can include
multiple subjects in multiple jurisdictions. We deliver reports on a mutually agreed upon schedule
dependent on total quantity ordered.
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Service Unit of Issue 2/7/2020 — | 2/7/2021 - | 2/7/2022 -
2/6/2021 2/6/2022 2/6/2023

. . Pricing is per report
s4151g | VindRose - Comprehensive |\ ool 5 rchase | $5,000.00 | $5,155.00 | $5,314.81
Report
of 25 reports
Pricing is per report
54151S | WindRose - Advanced Report | minimum purchase | $7,500.00 | $7,732.50 | $7,972.21
of 15 reports




