DynamicsEdge

On-line access to contract ordering information, terms and conditions, up-to-date pricing, and the option to create an
electronic delivery order are available through GSA Advantage!, a menu driven database system. The INTERNET address
for GSA Advantage! is: www.GSAAdvantage.gov .

Dynamics Edge
Authorized Federal Supply Schedule Price List

For more information on ordering from Federal Supply Schedules go to the internet address:
http://www.gsa.qov/schedules. Find link to GSA Schedules. Then find link to Customers Ordering from
Schedules. Next, find links to Ordering Procedures for Services Requiring a Statement of Work and Ordering Procedures
for Services not Requiring a Statement of work.

Contract Period: October 3, 2019, through October 2, 2024
UEI: N9WFHIJGM3KK5
Contract Number: 47QTCA20D000D

Business addresses:
202 S.E. Church Street, Suite 203
Leesburg VA 20175
Toll Free: 800-453-5961
Main: 408-684-5250
Direct: 408-906-0933
Contact: Val Blatt

vblatt@dynamicsedge.com

http://www.dynamicsedge.com
https://www.gsaadvantage.gov/

The Price List is current through Modification 0016, pricing decrease, effective 7/6/2023.



Welcome to Dynamics Edge!

Contact us to discuss your organization’s training needs. We are happy to answer any questions
you have. Check out our website to see course descriptions and scheduled dates.

www.dynamicsedge.com
Government - Dynamics Edge

Dynamics Edge Contact: Val Blatt
202 S.E. Church Street, Suite 203
Leesburg VA 20175
Toll Free: 800-453-5961
Main: 408-684-5250
Direct: 408-906-0933
Contact: Val Blatt vblatt@dynamicsedge.com

Rev. 8.8.2023

To Find a Course:

Use Search or Find to Lookup a Course Name or Course
Number [CTRL +F]

This catalog includes pricing for Labor Services, Single and
Group Training.
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Customer Ordering Information
Table of awarded Special ltem Numbers (SINs):
SIN # SIN Title

518210C - Cloud & Cloud Related IT Services
54151S — IT Professional Services

611420 - Training Courses

54151SSTLOC - Cooperative Purchasing,
54151SRC - Disaster Recovery,
518210CSTLOC - Cooperative Purchasing,
518210CRC - Disaster Recovery,
611420STLOC- Cooperative Purchasing,
611420RC - Disaster Recovery

70-500 - Order Level Materials (OLM)
70-500 - OLMSTLOC - Cooperative Purchasing
70-500 - OLMRC - Disaster Recovery

Identification of the lowest priced service for each special item number awarded in the
contract.

518210C *See Price List*

54151S - *See Price List*

611420 * See Price List *

Maximum order for each SIN:
SIN# MAXIMUM ORDER
518210C $500,000
54141S $500,000

611420 $25,000

Minimum order: $100.00

Geographic coverage (delivery area): Domestic and Overseas
Point(s) of production: USA

Discount from list prices or statement of net price: Basic discount 20% from most recent
commercial price list. Prices shown are NET prices

Quantity discounts: 611420: 2% off all orders over $1 Million
Prompt payment terms:

611420 1% paid 15 days from Invoice Date.

518210C: 1% paid 20 days from Invoice Date.

54151S: 1.5% Net 15 days from Invoice Date.

Notification that Government purchase cards are accepted at or below the micro- purchase
threshold: Yes

Notification whether Government purchase cards are accepted or not accepted above the
micro-purchase threshold. Yes

Foreign items: none
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Customer Ordering Information
Time of delivery: As negotiated
Expedited delivery: contact vendor
Overnight and 2-day delivery: contact vendor
Urgent requirements: contact vendor
F.0.B. point(s): Destination

Ordering Address(es):

Dynamics Edge

202 S.E. Church Street; Suite 203

Leesburg, VA 20175

Ordering procedures: For supplies and services, the ordering procedures, information on blanket
purchase agreements (BPA’s), and a sample BPA can be found at the GSA/FSS schedule homepage
(www.fss.gsa.gov/schedules ).

Payment address:

Dynamics Edge
11539 Links Drive
Reston, VA 20190

Warranty provision: standard commercial warranty
Export packing charges: not applicable

Terms and conditions of Government purchase card acceptance (any thresholds above the
micro-purchase level). none

Terms and conditions of rental maintenance, and repair: not applicable
Terms and conditions of installation: not applicable

Terms and conditions of repair parts: not applicable

Terms and conditions for any other services: not applicable

List of service and distribution points: not applicable

List of participating dealers: not applicable

Preventative maintenance: not applicable

Special attributes such as environmental attributes: not applicable
Section 508 compliance: not applicable

UEl: NO9WFHJGM3KK5

Notification regarding registration in the System for Award Management (SAM) database. Yes

Company'’s policy regarding uncompensated overtime. Not applicable



TERMS AND CONDITIONS

APPLICABLE TO PURCHASE OF
TRAINING COURSES FOR GENERAL PURPOSE COMMERCIAL
INFORMATION TECHNOLOGY EQUIPMENT AND SOFTWARE

1. SCOPE
a.  The Contractor shall provide training courses normally available to commercial customers, which will permit
ordering activity users to make full, efficient use of general-purpose commercial IT products. Training is restricted
to training courses for those products within the scope of this solicitation.

b. The Contractor shall provide training at the Contractor's facility and/or at the ordering activity's location, as
agreed to by the Contractor and the ordering activity.

2. ORDER
Written orders, EDI orders (GSA Advantage! and FACNET), credit card orders, and orders placed under blanket
purchase agreements (BPAs) shall be the basis for the purchase of training courses in accordance with the terms of
this contract. Orders shall include the student's name, course title, course date and time, and contracted dollar
amount of the course.

3. TIME OF DELIVERY

The Contractor shall conduct training on the date (time, day, month, and year) agreed to by the Contractor and
the ordering activity.

4. CANCELLATION AND RESCHEDULING
a.  The ordering activity will notify the Contractor at least ten business days before the scheduled training date
if a student will be unable to attend. The Contractor will then permit the ordering activity to either cancel the
order or reschedule the training at no additional charge. In the event the training class is rescheduled, the
ordering activity will modify its original training order to specify the time and date of the rescheduled training
class.

b. Inthe event the ordering activity fails to cancel or reschedule a training course within the time frame
specified in paragraph a, above, the ordering activity will be liable for the contracted dollar amount of the
training course. The Contractor agrees to permit the ordering activity to reschedule a student who fails to attend
a training class within ninety (90) days from the original course date, at no additional charge.

c. The ordering activity reserves the right to substitute one student for another up to the first day of class.

d. Inthe event the Contractor is unable to conduct training on the date agreed to by the Contractor and the
ordering activity, the Contractor must notify the ordering activity at least five business days before the scheduled
training date.

5. FOLLOW-UP SUPPORT
The Contractor agrees to provide each student with unlimited telephone support or online support for a period of
one (1) year from the completion of the training course. During this period, the student may contact the
Contractor's instructors for refresher assistance and answers to related course curriculum questions.

6. PRICE FOR TRAINING
The price that the ordering activity will be charged will be the ordering activity training price in effect at the time
of order placement.

7. INVOICES AND PAYMENT

Invoices for training shall be submitted by the Contractor after ordering activity completion of the training
course. Charges for training must be paid in arrears (31 U.S.C. 3324). PROMPT PAYMENT DISCOUNT, IF
3




APPLICABLE, SHALL BE SHOWN ON THE INVOICE.

8. FORMAT AND CONTENT OF TRAINING

a. The Contractor shall provide digital or printed materials (i.e., manuals, handbooks, texts, etc.) normally
provided with course offerings. Such documentation will become the property of the student upon
completion of the training class.

b. For hands-on training courses, there must be a one-to-one assignment of IT equipment to students.

c. The Contractor shall provide each student with a Certificate of Training at the completion of each training
course.

d. For Online Training Courses, a copy of all training material must be available for electronic download by the
students.



T > sOl IONS

,,,,,, SOL

CAPABILITY DOCUMENT

COMPANY OVERVIEW

Dynamics Edge delivers Microsoft Cloud Solutions and services. Our expertise
includes the products in Microsoft Government (GCC, GCC High) and Healthcare
Clouds. Experience in DoD 365 Office Apps for the Web & Enterprise, Exchange
Online, Exchange Online Protection, SharePoint Online, OneDrive for Business,
Skype for Business, Microsoft Teams, Power BI, Visio and Project Online.

CORE COMPETENCIES: Microsoft Software

e User Adoption for Microsoft Cloud software (Office 365/Microsoft 365)

e Power Bl Platform Data Analysis, low code apps, intelligent works flows

¢ Experienced with large rollouts and upgrades for Enterprise/Agencies

e Workflow Automation for Government Agencies to automate processes

e Experience with Dynamics 365, (CRM) and Dynamics 365 Finance (ERP)

e Emerging technologies supporting DoD 365 - Azure, Al, Power Bl, Power Apps

DIFFERENTIATORS

e Dynamics and Power Platform application development experience
e Experience working in Government Cloud and Hybrid Environments
e 14+ years of experience with Microsoft Dynamics

e Microsoft Gold Partner with 10 competencies

e Customized solutions for each Agency with branded training content
e Custom Delivery Options: Workshops, Classes, On-Line Classrooms

PAST PERFORMACE

Department of Veterans Affairs (CA) SharePoint Training Custom Services,
multiple attendees, 2020.

Department of Veterans Affairs (CA) Extending Dynamics CRM (Client
Relationship Management) classes, multiple Dynamics developer attendees,
2012-2013

US House of Representatives (CAO) Dynamics 365 and Power Apps for
Operations Management functions, 2020.

Becton Dickinson — Global rollout of Data Analytics, finance, operations, and
manufacturing (Power Bl), 2020.

LinkedIn Corporation Dynamics 365 CE Developer training in advance of the
current Dynamics Human Resources (HR) App, 2019.

Digital Transformation and Modernizing Business
Processes with Microsoft Cloud Solutions

COMPANY DATA

DUNS 957676013

CAGE Code 5ZEL3

EIN: 26-2797712

Accepting Credit Cards: Yes
SAM Registration: Active
MAS GSA IT Schedule 70
Contract 47QTCA20D000D
NAIC CODES: 541511, 541512,
541519,541611, 541690,
518210, 541990, 561312,
641611, 611420, 611430
PSC CODES: DAO1, DCO1,
DEO2, DF01, DF10, DEO1,
DH10, DGO01, DG10, DKO1,
DJ10, DDO1, DF10, DE11,
DBO01, DA10, DK0O1, U099,
U009, U012, R499

Business Size: Small Business,
HUBZone Certified
Founded: 2008

CONTACT INFORMATION
Dynamics Edge

202 S.E. Church Street,
Suite 203

Leesburg, VA 20175,

Main Phone: 408-684-5250,
Toll Free: 800-453-5961
Website:
www.dynamicsedge.com

Charles Duff, CEO, Email:
cduff@dynamicsedge.com
Phone: 408-906-0928

Val Blatt, VP Govt, Email:
vblatt@dynamicsedge.com
Phone: 408-906-0933




BPA NUMBER

DYNAMICS EDGE TRAINING
BLANKET PURCHASE AGREEMENT

Pursuant to GSA Federal Supply Schedule Contract Number(s) 47QTCA20D000D, Blanket Purchase Agreements, the
Contractor agrees to the following terms of a Blanket Purchase Agreement (BPA) EXCLUSIVELY WITH (Ordering Activity):

(1) The following contract items can be ordered under this BPA. All orders placed against this BPA are subject to the
terms and conditions of the contract, except as noted below: MODEL NUMBER/PART NUMBER *SPECIAL BPA
DISCOUNT/PRICE

(2) Delivery: DESTINATION DELIVERY SCHEDULE/DATES

(3) The ordering activity estimates, but does not guarantee, that the volume of purchases through this agreement
will be

(4) This BPA does not obligate any funds.

(5) This BPA expires on or at the end of the contract period, whichever is earlier.

(6) The following office(s) is hereby authorized to place orders under this BPA: OFFICE POINT OF CONTACT (7)
Orders will be placed against this BPA via Electronic Data Interchange (EDI), FAX, or paper

Signatures:

Agency Date Contractor Date



SIN 518210C - Cloud Professional Services

SIN 518210C GSA Hourly Rates

Commercial Labor

SIN GSA Net Price
Category
518210C Al Engineer Cloud $170.93
ini 162.17
518210C Systems Administrator S
Cloud
Customer Engagement $144.63
>18210C Consultant Cloud
518210C Data Analyst Cloud $144.63
518210C  Data Engineer Cloud $170.93
518210C Data Scientist Cloud $170.93
ini 135.87
518210C Database Administrator S
Cloud
518210C | DevOps Engineer Cloud $162.17
518210C Developer Cloud $162.17
Enterprise $162.17
>18210C Administrator Cloud
Finance & Operations $170.93
>18210¢ Consultant Cloud
Messaging $144.63
>18210C Administrator Cloud
Modern Desktop $170.93
>18210C Administrator Cloud
518210C | Security Engineer Cloud $144.63
518210C Solutions Architect $153.40
Cloud
518210C IT Project Manager $144.63
Cloud



SIN 518210C Labor Category Requirements/Descriptions

LABOR
CATEGORY
NAME

MINIMUM EDUCATION/
CERTIFICATION LEVEL

FUNCTIONAL RESPONSIBILITY

MINIMUM
YEARS OF
EXPERIENCE

Al Engineer Bachelor's degree in Computer Al Engineer Cloud translate the vision from solution 4
Cloud Science, Information Systems, architects, data scientists, data engineers, to build
Engineering, Business, Social Science, complete end-to-end solutions.
or other related analytical, scientific,
or technical disciplines.
Systems Associates or bachelor’s or System administrators Cloud are responsible for the 3
Administrator equivalent experience maintenance, configuration, and reliable operation
Cloud of computer systems and servers
Customer Associates or bachelor’s or Customer Engagement Consultant Cloud are 1
Engagement equivalent experience responsible for providing operation services that
Consultant include custom development, application
Cloud management, and business process
Data Analyst Associates or bachelor’s or Data Analyst Cloud gather and interprets data and 1
Cloud equivalent experience turns it into information which can offer ways to
improve a business decision.
Data Engineer Bachelor's degree in Computer Data engineers Cloud are highly technical and 4
Cloud Science, Information Systems, organizing data. while monitoring for trends or
Engineering, Business, Social Science, inconsistencies that will impact decisions. It's
or other related analytical, scientific, requires skills in programming, mathematics, and
or technical disciplines. computer science
Data Scientist Bachelor's degree in Computer Data Scientists Cloud collection, cleaning & model 4
Cloud Science, Information Systems, data. Duties may include machine learning or data
Engineering, Business, Social Science, foundation for analytic
or other related analytical, scientific,
or technical disciplines.
Database Bachelor's degree in Computer Database Administrators Cloud Install and maintain 2
Administrator Science, Information Systems, the performance of database servers. Develop
Cloud Engineering, Business, Social Science, processes for optimizing database security,
or other related analytical, scientific, | performance tuning, upgrade, and manage database
or technical disciplines. applications.
DevOps Bachelor's degree in Computer DevOps Engineer Cloud creates and develop 3
Engineer Cloud Science, Information Systems, systems. Implements systems software to analyzing
Engineering, Business, Social Science, data to improve existing systems
or other related analytical, scientific,
or technical disciplines.
Developer Bachelor's degree in Computer Software Developer Cloud innovates and creates 3
Cloud Science, Information Systems, software and programs. From detailed computer
Engineering, Business, Social Science, | coding to innovative design and implementation of
or other related analytical, scientific, software.
or technical disciplines.




LABOR
CATEGORY
NAME

MINIMUM EDUCATION/
CERTIFICATION LEVEL

FUNCTIONAL RESPONSIBILITY

MINIMUM
YEARS OF
EXPERIENCE

Enterprise Bachelor's degree in Computer Enterprise Administrator Cloud duties include 3
Administrator Science, Information Systems, installation, maintenance, upgrading of the
Cloud Engineering, Business, Social Science, hardware and software and interfacing to
or other related analytical, scientific, determine needs
or technical disciplines.

Finance & Bachelor's degree in Computer Finance & Operations Consultant Cloud manages 2
Operations Science, Information Systems, unify global financials and operations; automate
Consultant Engineering, Business, Social Science, tasks and workflows; and streamline ordering,

Cloud or other related analytical, scientific, selling, invoicing, and reporting.
or technical disciplines.
Messaging Associates or bachelor’s or Messaging Administrators Cloud are responsible for 1
Administrator equivalent experience overseeing messaging functions in an organization,
Cloud such as email, video conference, webmail and
instant messaging.
Modern Associates or bachelor’s or Modern Desktop Administrator Cloud deploys, 2
Desktop equivalent experience configures, secures, manages, and monitors devices
Administrator and client applications in an enterprise
Cloud environment. This includes managing identity,
access, policies, and updates
Security Bachelor's degree in Computer Security Engineers Cloud implement security 4
Engineer Cloud Science, Information Systems, controls and threat protection, manage identity and
Engineering, Business, Social Science, access, and protect data, applications, and
or other related analytical, scientific, networks.
or technical disciplines.
Solutions Bachelor's degree in Computer Solution Architects Cloud design or modify systems 4
Architect Cloud Science, Information Systems, architecture. They test, integrate, and program
Engineering, Business, Social Science, software systems to ensure that specific issues are
or other related analytical, scientific, solve
or technical disciplines.
IT Project Bachelor's degree in Computer IT Project Manager Cloud obtains results by 2
Manager Cloud Science, Information Systems, communicating job expectations; planning,
Engineering, Business, Social Science, monitoring, and appraising job results; coaching,
or other related analytical, scientific, counseling, and disciplining employees; initiating,
or technical disciplines. coordinating, and enforcing systems, policies, and
procedures.




SIN 54151S - IT Professional Services

SIN 54151S GSA Hourly Rates

GSA Net
Price

Commercial Labor Category

54151S Al Engineer $ 170.93
54151S Systems Administrator $ 162.17
Customer Engagement
54151S  Consultant $ 144.63
54151S Data Analyst $ 144.63
54151S Data Engineer $ 170.93
54151S  Data Scientist $ 170.93
54151S Database Administrator $ 135.87
54151S DevOps Engineer $ 162.17
54151S Developer $ 162.17
54151S  Enterprise Administrator $ 162.17
54151S Finance & Operations Consultant $  170.93
54151S  Messaging Administrator $ 14463
54151S Modern Desktop Administrator $ 170.93
54151S  Security Engineer $ 144.63
54151S  Solutions Architect $ 153.40
54151S IT Project Manager $ 144.63
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SIN 54151S Labor Category Requirements/Descriptions

Commercial Labor

Category

Al Engineer

Systems
Administrator

Customer
Engagement
Consultant

Data Analyst

Data Engineer

Data Scientist

Database
Administrator

DevOps Engineer

Developer

Educational
Requirements

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience
Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience
Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Functional Responsibility

Al Engineer translate the vision from
solution architects, data scientists, data
engineers, to build complete end-to-end
solutions.

System administrators are responsible
for the maintenance, configuration, and
reliable operation of computer systems
and servers

Customer Engagement Consultant are
responsible for providing operation
services that include custom
development, application management,
and business process

Data Analyst gather and interprets data
and turns it into information which can
offer ways to improve a business decision
Data engineers are highly technical and
organizing data. while monitoring for
trends or inconsistencies that will impact
decisions. Requires skills in programming,
mathematics and computer science

Data Scientists collection, cleaning &
model data. Duties may include machine
learning or data foundation for analytic
Database Administrators Install and
maintain the performance of database
servers. Develop processes for optimizing
database security, performance tuning,
upgrade, and manage database
applications.

DevOps Engineer creates and develop
systems. Implements systems software to
analyzing data to improve existing
systems
Software Developer innovates and
creates software and programs. From
detailed computer coding to innovative
design and implementation of software.

11

Minimum/General
Experience and

Years of Experience



Commercial Labor
Category

Enterprise
Administrator

Finance &
Operations
Consultant

Messaging

Administrator

Modern Desktop
Administrator

Security Engineer

Solutions Architect

IT Project Manager

Educational
Requirements

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Associates or Bachelor's
or Certification or
equivalent experience

Functional Responsibility

Enterprise Administrator duties include
installation, maintenance, upgrading of
the hardware and software and
interfacing to determine needs

Finance & Operations Consultant
manages unify global financials and
operations; automate tasks and
workflows; and streamline ordering,
selling, invoicing, and reporting.
Messaging Administrators are
responsible for overseeing messaging
functions in an organization, such as
email, video conference, webmail, and
instant messaging.

Modern Desktop Administrator deploys,
configures, secures, manages, and
monitors devices and client applications
in an enterprise environment. This
includes managing identity, access,
policies, and updates

Security Engineers implement security
controls and threat protection, manage
identity, and access, and protect data,
applications, and networks.

Solution Architects design or modify
systems architecture. They test,
integrate, and program software systems
to ensure that specific issues are solve
IT Project Manager obtains results by
communicating job expectations;
planning, monitoring, and appraising job
results; coaching, counseling, and
disciplining employees; initiating,
coordinating, and enforcing systems,
policies, and procedures.

12

Minimum/General
Experience and
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SIN 611420 — Training Classes

Training Pricing

CTRL+F to Search for a specific Class

Course GSA Net

Course Title Length* Price

Microsoft Azure Security Technologies AZ-500 - Certification Microsoft Azure Security Technologies 4 $2,137
Azure Administrator PowerShell AZ-040 Automate and Administer 4 $2,137
Migrate NoSQL workloads to Azure Cosmos DB DP-060 1 $510

Microsoft Azure loT Developer Course AZ-220 4 $2,137
Microsoft Azure Architect Design AZ-304 4 $2,137
Developing Solutions for Microsoft Azure Course AZ-204 - Compute, Azure Functions, Web Services, Web App, Services 5 $2,479
Designing and Implementing Microsoft DevOps Solutions AZ-400 5 $2,479
Microsoft Azure solutions for AWS developers AZ-020 3 $1,529
Configuring and Operating a Hybrid Cloud with Microsoft Azure Stack Hub AZ-600 4 $2,137
Designing and Implementing Microsoft Azure Networking Solutions AZ-700 3 $1,529
Microsoft Azure Architect Technologies Course AZ-303 5 $2,479
Microsoft Azure Fundamentals AZ-901 1 S510

Azure Al-102 Designing & Implementing Solution Certification Microsoft Azure Al Engineer Associate 4 $2,137
Azure Administrator Certification Course AZ-104 Training-Azure Administrator Associate 4 $2,137
Planning and Administering Microsoft Azure for SAP Workloads Course AZ-120 4 $2,137
Configuring and Operating Windows Virtual Desktop on Microsoft Azure Course AZ-140 4 $2,137
Migrate SQL Workloads to Azure Course DP-050 2 $1,023
Data Engineering on Microsoft Azure DP-203 4 $2,137
Microsoft Azure Fundamentals Training Class AZ-900 and Preparation for Certification Azure Fundamentals exam 2 $1,023
Microsoft Azure for AWS Architects AZ-030 Amazon Web Services into reliable solutions for Azure 4 $2,137
Designing an Azure Data Solution DP-201 2 $1,023
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Course GSA Net

Course Title Length* Price

Microsoft Azure Databricks Implementing - Machine Learning Solution DP-090 1 S510
Azure Data Solutions for data architects, data scientist and business intelligence professionals. Big Data and Relational DP-200 3 $1,529
Microsoft Azure Database and Cloud Concepts Data Science, Database Administrator, Database Developer Fundamentals DP-900 1 $510
Migrate Open Source Data Workloads to Azure DP-070 1 S510
Designing and Implementing an Azure Al Solution Course Al-100 3 $1,529
Azure Al Microsoft Fundamentals Al-900 1 $510
Azure Stack HCl Windows Server 2019 Training WS-013 3 $1,529
Azure Migrating Application Workloads to Azure Windows Server 2019 WS-050 2 $1,023
Data Science Solution on Azure DP-100 3 $1,529
Learn to Administer Windows Server Hybrid Core Infrastructure AZ-800 3 $1,529
Azure Hybrid Services Design, implement, and Maintain AZ-801 3 $1,529
Designing Microsoft Azure Infrastructure Solutions AZ-305 5 $2,479
Designing and Implementing Cloud-Native Applications Using Microsoft Azure (Cosmos DB) DP-420 4 $2,137
Administering Relational Databases on Microsoft Azure DP-300 4 $2,137
Amazon Web Services to Azure Administrator Accelerated course for AWS System Administrator and Operations SysOps AZ-010 2 $1,023
Microsoft Security Operations Analyst SC-200 - Certified: Security Operations Analyst Associate 4 $2,137
Microsoft Identity and Access Administrator SC-300 - Certified: Identity and Access Administrator Associate 4 $2,137
Microsoft Information Protection Administrator SC-400 - Certified: Information Protection Administrator Associate 2 $1,023
Microsoft Security, Compliance, and Identity Fundamentals SC-900 - Certified: Security, Compliance, and Identity Fundamentals 1 S510
Microsoft 365 Security Administration MS-500 - Certified: Security Administrator Associate 4 $2,137
Dynamics 365 Finance Supply Chain Training MB-920 Distribution and Manufacturing Apps (ERP) 2 $1,023
Dynamics 365 (CRM) CE Customer Engagement for Sales Management, Customer Service, Marketing Field Service and Project 2 $1,023
Operations (CRM) MB-910

Dynamics 365 CE Fundamentals Training MB-910 CRM Certified: Dynamics 365 Fundamentals 2 $1,023
Dynamics 365 Finance Developer X++ Power App MB-500 MB-300 Certification Training Workshop 5 $2,479
Dynamics 365 Manufacturing Training MB-320 Discrete Process Lean Supply Chain MB-320 Certification 4 $2,137
Dynamics 365 Finance Developer MB-500 Training for Certification Finance and Operations Apps Developer Associate 5 $2,479
Dynamics 365 Commerce MBDE-391 3 $1,529
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Course GSA Net

Course Title Length* Price
Dynamics 365 Commerce Technical (Software Development) MBDE-392 3 $1,529
Dynamics 365 Finance, Supply Chain Training MB-300 Certification - Manufacturing Operations Development Core Technologies (ERP) 2 $1,023
MB-300
Dynamics 365 Finance & Operations Training MB-310 Accounting Controllers, CFO, MB-310 4 $2,137
Dynamics 365 Finance, Supply Chain Business Analyst Training MB-300 Certification - Manufacturing Operations Development Core 2 $1,023
Technologies (ERP) MB-300
Microsoft Customer Data Platform MB-260 Training Specialist - Certification: Customer Data Platform Specialty 4 $2,137
Dynamics Business Central Functional Consultant MB-800 Certification Dynamics 365 Business Central Functional Consultant 4 $2,137
Associate
Dynamics 365 Sales Business Analyst Training MB-210 - Certification Dynamics 365 Sales Functional Consultant Associate 1 S510
Dynamics 365 Marketing Training MB-220 Certification Functional Consultant Associate 4 $2,137
Dynamics 365 Customer Service Training MB-230 Certification Functional Consultant 3 $1,529
Dynamics 365 Field Service Training MB-240 Service Scheduling - loT Proactive Automation - Functional Consultant Associate 3 $1,529
Solution Architect for Power Apps + Dynamics 365 (CRM) Software MB-600 3 $1,529
Dynamics 365 Finance Solution Architect Developer MB-700 Certification Finance and Operations Apps Solution Architect 4 $2,137
Dynamics 365 Supply Chain Management Training MB-330 and Certification Certified: Dynamics 365 Supply Chain Management, 5 $2,479
Manufacturing Functional Consultant Associate
Dynamics 365 Commerce Retail Training MB-340 Certification Functional Consultant 4 $2,137
450000 Apex & Visualforce Programming in Salesforce Lightning 5 $2,479
60001 SQL Scripting Essentials 2 $1,023
6002 Smartsheet Fundamentals 2 $1,023
60004 Adobe Premiere Introduction 2 $1,023
60005 Adobe Photoshop Introduction 2 $1,023
60006 Adobe Photoshop Advanced 2 $1,023
6007 Adobe InDesign Introduction 2 $1,023
6008 Adobe InDesign Advanced 2 $1,023
6009 Adobe Illustrator Introduction 2 $1,023
6010 Adobe lllustrator Advanced 2 $1,023
6011 Crystal Reports Essentials 2 $1,023
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Course Title

6012 Adobe Captivate Introduction

6013 Adobe After Effects Introduction

6014 Adobe Acrobat Introduction

200100 Salesforce Lightning: Fundamentals of Administration

211000 Salesforce Lightning: Advanced Administration

402000 Intro to Declarative Programming to Develop Platform Apps (Lightning)

60003 Salesforce Basics for End Users

100201 Salesforce Classic: Admin Basics

100211 Salesforce Classic: Advanced Admin

Managing Modern Desktops MD-101 - Modern Desktop Administrator Associate
Microsoft 365 Mobility and Security MS-101 for Certified: Enterprise Administrator Expert
Microsoft Teams Voice Engineer MS-720 - Certified Microsoft Teams Voice Engineer
Building applications and solutions with Microsoft 365 core services MS-600
Troubleshooting Microsoft Teams MS-740 - Certified: Teams Support Engineer

Windows 11 Client Training Certification MD-100

55039 Windows PowerShell Scripting and Toolmaking

20480 Programming in HTML5 with JavaScript and CSS3

Office 365 Administrator MS-030

Deploying SharePoint Server Hybrid MS-301

Managing Microsoft Teams MS-700

Microsoft 365 Fundamentals MS-900 - Certified

Office 365 Authentication and Identity Management MS-100

Windows 10 Level 1 - Introduction Versions 7, 8 are also available.

SharePoint Hybrid Deployment and Migration MS-050

Access 2019 Level 2 - Intermediate. Versions 2013, 2016 Office 365, & Online are available.
Access 2019 Level 3 - Advanced. Versions 2013, 2016 Office 365, & Online are available.
Excel 2019 Level 1 - Introduction. Versions 2013, 2016, 2019, Office 365, & Online are available.

Excel 2019 Level 2 - Intermediate. Versions 2013, 2016, 2019, Office 365, & Online are available.
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Course GSA Net

Course Title Length* Price
Excel 2019 Level 3 - Advanced. Versions 2013, 2016, 2019, Office 365, & Online are available. 1 $236
Visual Basic for Excel 365 Fundamentals - Excel VBA. Versions 2013, 2016, 2019, Office 365, & Online 2 $1,023
Microsoft Excel Expert (Excel and Excel 2019) MO-201 1 $236
Microsoft 365 Messaging MS-203 - Certified: Messaging Administrator Associate 5 $2,479
Outlook 2019 Level 1 - Introduction. Versions 2013, 2016 Office 365, & Online are available 1 $236
Microsoft PowerPoint (PowerPoint and PowerPoint 2019) MO-300 1 $236
PowerPoint 2019 Level 1 - Introduction. Versions 2013, 2016, 2019 Office 365, & Online are available 1 $236
PowerPoint 2019 Level 2 - Intermediate. Versions 2013, 2016, 2019, Office 365, & Online are available 1 $236
Project 2019 Fundamentals. Versions 2013, 2016, 2019, Office 365, & Online are available 2 S766
OneNote 2019 Level 1. Versions 2013, 2016, 2019, Office 365, & Online are available. 1 $236
Publisher 2019 Level 1. Versions 2013, 2016, 2019, Office 365, & Online are available. 1 $236
Visio 2019 Level 1. Versions 2013, 2016, 2019, Office 365, & Online are available 1 $236
Microsoft Word (Word and Word 2019) M0O-100 1 $236
Microsoft Word Expert (Word and Word 2019) MO-101 1 $236
Word 2019 Level 1 - Introduction. Versions 2013, 2016, 2019, Office 365, & Online are available. 1 $236
Word 2019 Level 2 - Intermediate. Versions 2013, 2016, 2019, Office 365, & Online are also available. 1 $236
Word 2019 Level 3 - Advanced. Versions 2013, 2016, 2019, Office 365, & Online are available 1 $236
Access 2019 Level 1 - Introduction. Versions 2013, 2016 Office 365, & Online are available. 2 S766
Microsoft Access Expert (Access and Access 2019) MO-500 1 $510
Microsoft Outlook (Outlook and Outlook 2019) MO-400 1 $236
Microsoft Excel (Excel and Excel 2019) MO-200 1 $236
10962 Advanced Automated Administration with Windows PowerShell 3 $1,529
10961 Automating Administration with Windows PowerShell 5 S2,479
Manage SharePoint and OneDrive in Microsoft 365 MS-040 3 $1,529
70001 Python Programming Essentials 3 $1,529
70002 Python Advanced Programming 2 $1,023
7003 Java Programming 5 $2,479
7004 HTML and CSS Combo Course 4 $2,137
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Course Title

7005 Intro to Programming & Coding Using JavaScript

7006 JavaScript for Programmers

7007 jQuery Introduction

7008 WordPress Essentials

7009 React Fundamentals

7010 Angular Fundamentals Boot Camp

7011 Angular Intermediate Course

7012 Angular Advanced Course

7013 Hadoop Foundation

7014 PowerShell for SQL Server Administrators (2 days)

7016 PowerShell for SQL Server Administrators (3 days)

7017 DOCKER FOUNDATION

7018 Cassandra for Users

7015 Windows PowerShell Scripting & Toolmaking #55039

Power Bl Developer to embed Power Bl content

Power Bl Paginated Reports

Data Analysis Expressions DAX Power Bl Data Shape Modeling

Power Bl Advanced Data Modeling and Shaping with Power Bl Desktop
Advanced Visualization with Power BI

Dataverse for Teams Training Power Apps Virtual Agents

Build Your Own Power Apps and Dynamics 365 App MBDE-404

Power Platform Developer Consultant Training PL-200 Functional Consultant
Power Apps Platform Developer PL-400 Certification with Visual Studio Code Plugins
Analyzing Data Corporate Microsoft Power Bl based on Microsoft DA-100
Microsoft Power Platform Fundamentals Training PL-900 Certification
Analyzing Government Data with Microsoft Power Bl DA-100

Power Platform App Maker Associate PL-100 for Government Analysts
Analyzing Data with Power Bl DA-100
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Course Title

Microsoft Power Bl Data Analyst PL-300

Power Bl Data Analyst for US Government Federal Agencies Workshop

Power Platform Solution Architect Training Certification PL-600 - Certified: Power Platform Solution Architect Expert
Building Power Apps for US Government Federal Agencies Workshop

Transitioning from Excel to Power Bl for Government Agency Users

Power Platform-PowerApps & Power Automate Development Combo Class (PL-900 and PL-400)

Government Citizen Developer - Power App in a Day

10961 Automating Administration with Windows PowerShell

Windows Server 2019 Administration Training WS-011 MCSE Upgrade from Prior Windows Server 2012, 2014, 2016, 2019
Querying SQL Data with Microsoft Transact-SQL DP-080

Windows Server 2019 Hybrid and Azure laaS Course WS-012 MCSE Upgrade from Windows Server to Azure

10961 Automating Administration Windows PowerShell

Windows Server 2019 Hybrid and Azure laaS Course WS-012 MCSE Upgrade from Windows Server to Azure

10961 Automating Administration Windows PowerShell
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10961 AUTOMATING ADMINISTRATION WINDOWS POWERSHELL

Learn the functionality of Windows PowerShell and use it to run and find basic commands.

10961 AUTOMATING ADMINISTRATION

WINDOWS POWERSHELL CERTIFICATION EXAM AZ-040

NEW COURSE IS AZ-040 AUTOMATING ADMINISTRATION WITH POWERSHELL
You will Learn:
After completing this course, students will be able to:

Describe the functionality of Windows PowerShell and use it to run and find basic commands. ldentify and
run cmdlets for server administration.

Work with Windows PowerShell pipeline.

Describe the techniques Windows PowerShell pipeline uses.

Use PSProviders and PSDrives to work with other forms of storage.

Query system information by using WMI and CIM.

Work with variables, arrays, and hash tables.

Write basic scripts in Windows PowerShell.

Write advanced scripts in Windows PowerShell.

Administer remote computers.

Use background jobs and scheduled jobs.

Use advanced Windows PowerShell techniques.

Is this the Right Course for you? 10961 Automating Administration Windows PowerShell AZ-040
This course is intended for IT Professionals who are already experienced in general Windows Server and Windows
Client administration, and who want to learn more about using Windows PowerShell for administration. No prior
experience with any version of Windows PowerShell, or any scripting language, is assumed. This course is also
suitable for IT Professionals already experienced in server administration, including Exchange Server, SharePoint
Server, SQL Server, System Center, and others.

Course Outline - 10961 Automating Administration Windows PowerShell AZ-040
1 - GETTING STARTED WITH WINDOWS POWERSHELL

Overview and Background
Understanding command syntax

Finding commands

Lab : Configuring Windows PowerShell

Lab : Finding and Running Basic Commands
2 - CMDLETS FOR ADMINISTRATION

® Active Directory administration cmdlets
Network configuration cmdlets
Other server administration cmdlets

Lab : Windows Administration
3 - WORKING WITH THE WINDOWS POWERSHELL PIPELINE

Understanding the Pipeline

Selecting, Sorting, and Measuring Objects
Filtering Objects Out of the Pipeline
Enumerating Objects in the Pipeline
Sending pipeline data as output

Lab : Using the Pipeline

Lab : Filtering Objects

Lab : Enumerating Objects

Lab : Sending output to a file
4 - UNDERSTANDING HOW THE PIPELINE WORKS

® Passing the pipeline data
Advanced considerations for pipeline data

Lab : Working with Pipeline Parameter Binding
5 - USING PSPROVIDERS AND PSDRIVES

® Using PSProviders
Using PSDrives
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Lab : Using PSProviders and PSDrives
6 - QUERYING MANAGEMENT INFORMATION BY USING WMI AND CIM

® Understanding WMI and CIM
Querying Data with WMI and CIM
Making changes with WMI/CIM

Lab : Working with WMI and CIM
7 - WORKING WITH VARIABLES, ARRAYS, AND HASH TABLES

® Using variables
Manipulating variables
Manipulating arrays and hash tables

Lab : Working with variables
8 - BASIC SCRIPTING

® Introduction to scripting

Scripting constructs

Importing data from files

Lab : Basic scripting

9 - ADVANCED SCRIPTING

Accepting user input

Overview of script documentation
Troubleshooting and error handling
Functions and modules

o Lab: Accepting data from users

Lab : Implementing functions and modules
10 - ADMINISTERING REMOTE COMPUTERS

® Using basic Windows PowerShell remoting

Using advanced Windows PowerShell remoting techniques
Using PSSessions

Lab : Using basic remoting

Lab : Using PSSessions
11 - USING BACKGROUND JOBS AND SCHEDULED JOBS

® Using Background Jobs
Using Scheduled Jobs

Lab : Using Background Jobs and Scheduled Jobs
12 - USING ADVANCED WINDOWS POWERSHELL TECHNIQUES

® Creating profile scripts

Using advanced techniques

Lab : Practicing advanced techniques

Lab : Practicing script development (optional)
SKU: 2719

Price: $2,895.00

AZURE

AZURE ADMINISTRATOR POWERSHELL AZ-040 AUTOMATE AND ADMINISTER

Use PowerShell to Administer and Automate Azure VMs and Windows Servers. Learn which scripts to use and
where in GitHub to find PowerShell Scripts

AUTOMATE EVERYTHING AND ADMINISTER WITH POWERSHELL AZURE AZ-040

PowerShell automation can save you time and effort. Stop making human errors that require human intervention
to fix. Be an IT Hero and start speeding up processes by removing the time intensive error prone manual processes
that your organization is using today! You can be an IT hero!

Want to automate more: checkout our Power Automate classes:

JOIN US FOR A FUN CLASS AND YOU WILL LEARN:
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The functionality of Windows PowerShell and use it to run and find basic commands.
Identify and run cmdlets for local system administration.
Work with the Windows PowerShell pipeline.
Use PSProviders and PSDrives to work with other forms of storage.
Query system information by using WMI and CIM.
Work with variables, arrays, and hash tables.
Create basic scripts in Windows PowerShell.
Administer remote computers with Windows PowerShell.
Manage Azure resources with PowerShell.
Manage Microsoft 365 services with PowerShell.
Use background jobs and scheduled jobs.
WE MAKE THIS BETTER, BUT HERE IS WHAT MICROSOFT PROVIDES - COURSE OVERVIEW
This course provides students with the fundamental knowledge and skills to use PowerShell for administering and
automating administration of Windows servers. This course provides students with the skills to identify and build
the command they require to perform a specific task. In addition, students learn how to build scripts to accomplish
advanced tasks such as automating repetitive tasks and generating reports.
This course provides prerequisite skills supporting a broad range of Microsoft products, including Windows Server,
Windows Client, Microsoft Azure, and Microsoft 365. In keeping with that goal, this course will not focus on any
one of those products, although Windows Server, which is the common platform for all of those products, will serve
as an example for the techniques this course teaches.
THIS COURSE IS A GOOD CAREER CHOICE FOR YOU:
(PowerShell is cool, might as well start with this course) Administrators with No prior experience with any version
of PowerShell or any scripting language is assumed. This course is also suitable for IT
Professionals already experienced in server administration, including Microsoft Exchange Server, Microsoft
SharePoint Server, and Microsoft SQL Server. This is for IT Professionals who are already experienced in general
Windows Server, Windows client, Azure, and Microsoft 365 administration who want to learn more about using
Windows PowerShell for administration.
NICE TO HAVE BEFORE YOU COME TO CLASS:
® Experience with Windows networking technologies and implementation.
Experience with Windows Server administration, maintenance, and troubleshooting.
HERE IS WHAT MICROSOFT COURSE OUTLINE
Module 1: Getting started with Windows PowerShell
This module will introduce you to Windows PowerShell and provide an overview of the product’s functionality. The
module explains how to open and configure Windows PowerShell. It also explains how to run commands and use
the built-in Help system in Windows PowerShell.
Lessons
® Windows PowerShell overview
Understand Windows PowerShell command syntax
Find commands and get help in Windows PowerShell
Lab : Configuring Windows PowerShell, and finding and running commands
® Configuring the Windows PowerShell console application
® Configuring the Windows PowerShell ISE application
: Finding and running Windows PowerShell commands Using
About files
After this module, students will be able to:
® Describe key features of Windows PowerShell, and open and configure it.
Discover, learn, and run Windows PowerShell commands.
Find Windows PowerShell commands for performing specific tasks.
Module 2: Windows PowerShell for local systems administration
This module introduces you to the different types of cmdlets commonly used for system administration. While you
can search for cmdlets each time you need to accomplish a task, it is more efficient to have at least a basic
understanding of these cmdlets. This module also explains how to manage Windows 10 by using PowerShell..
Lessons
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Active Directory Domain Services administration cmdlets
Network configuration cmdlets
Server administration cmdlets
Windows PowerShell in Windows 10
Lab : Performing local system administration with PowerShell
® Creating and managing Active Directory objects
Configuring network settings on Windows Server Creating a
website
After completing this module, students will be able to:
® Identify and use cmdlets for AD DS administration.
Identify and use cmdlets for network configuration.
Identify and use cmdlets for server administration tasks.
Manage Windows 10 using PowerShell
Module 3: Working with the Windows PowerShell pipeline
This module introduces the pipeline feature of Windows PowerShell. The pipeline feature is included in several
command-line shells such as the command prompt in the Windows operating system. However, the pipeline
feature in Windows PowerShell provides more complex, flexible, and capable functionalities compared to other
shells. This module provides you with the skills and knowledge that will help you use Windows PowerShell more
effectively and efficiently.
Lessons
Understand the pipeline
Select, sort, and measure objects
Filter objects out of the pipeline
Enumerate objects in the pipeline
Send and pass pipeline data as output Lab :
Using PowerShell pipeline
¢ Selecting, sorting, and displaying data
Filtering objects
Enumerating objects Converting
objects
After this module, students will be able to:
® Describe the purpose of the Windows PowerShell pipeline.
Select, sort, and measure objects in the pipeline.
Filter objects out of the pipeline.
Enumerate objects in the pipeline.
Send output consisting of pipeline data.
Module 4: Using PSProviders and PSDrives
This module introduces the PSProviders and PSDrives adapters. A PSProvider is basically a Windows PowerShell
adapter that makes some form of storage resemble a hard drive. A PSDrive is an actual connection to a form of
storage. You can use these two technologies to work with various forms of storage by using the same commands
and techniques that you use to manage the file system.
Lessons
® Using PSProviders
Using PSDrives
Lab : Using PSProviders and PSDrives with PowerShell
Creating files and folders on a remote computer
Creating a registry key for your future scripts
Create a new Active Directory group
After this module, students will be able to:
® Use PSProviders. Use
PSDrives.
Module 5: Querying management information by using CIM and WMI
This module introduces you to two parallel technologies: Windows Management Instrumentation (WMI) and
Common Information Model (CIM). Both these technologies provide local and remote access to a repository of
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management information including access to robust information available from the operating system, computer
hardware, and installed software.
Lessons
® Understand CIM and WMI
Query data by using CIM and WMI
Make changes by using CIM and WMI
Lab : Querying information by using WMI and CIM
Querying information by using WMI
Querying information by using CIM Invoking
methods
After completing this module, students will be able to:
® Differentiate between CIM and WMI.
Query management information by using CIM and WMI.
Invoke methods by using CIM and WMI.
Module 6: Working with variables, arrays, and hash tables
Variables are an essential component of scripts. You can use variables to accomplish complex tasks that you can't
complete by using a single command. This module explains how to work with variables, arrays, and hash tables as
steps in learning how to create Windows PowerShell scripts.
Lessons
® Use variables
Manipulate variables
Manipulate arrays and hash tables
Lab : Using variables, arrays, and hash tables in PowerShell
® Working with variable types
Using arrays
Using hash tables
After this module, students will be able to:
® Assign a value to variables.
Describe how to manipulate variables.
Describe how to manipulate arrays and hash tables.
Module 7: Windows PowerShell scripting
This module explains how to package a Windows PowerShell command in a script. Scripts allow you to perform
repetitive tasks and more complex tasks than cannot be accomplished in a single command.
Lessons
® Introduction to scripting with Windows PowerShell
Script constructs
Import data from files
Accept user input
o Troubleshooting and error handling
Functions and modules
Lab : Using scripts with PowerShell
Signing a script
Processing an array with a For Each loop
Processing items by using If statements
Creating users based on a CSV file
Querying disk information from remote computers
Updating the script to use alternate credentials
After completing this module, students will be able to:
® Run a Windows PowerShell script.
Use Windows PowerShell scripting constructs.
: Import data from a file.
« Accept user input for a script.
o Implement error handling for a script.
Explain functions and modules.
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Module 8: Administering remote computers with Windows PowerShell
This module introduces you to the Windows PowerShell remote technology that enables you to connect to one or
more remote computers and instruct them to run commands on your behalf.
Lessons
® Use basic Windows PowerShell remoting
Use advanced Windows PowerShell remoting techniques Use
PSSessions
Lab : Performing remote administration with PowerShell
Enabling remoting on the local computer
Performing one-to-one remoting
Performing one-to-many remoting Using
implicit remoting
After this module, students will be able to:
® Describe remote architecture and security.
Use advanced Windows PowerShell remote techniques.
Create and manage persistent remote sessions.
Module 9: Managing Azure resources with PowerShell
This module provides information about installing the necessary modules for cloud services management. It
explains how to use PowerShell commands to perform some simple administrative tasks on cloud resources such as
Azure virtual machines (VMs), Azure storage accounts, and Azure subscriptions. This module also describes how to
use the Azure Cloud Shell environment to perform PowerShell-based or Bash-based administration directly from
the Azure portal.
Lessons
® Azure PowerShell
Introduce Azure Cloud Shell
Manage Azure VMs with PowerShell
Manage storage and subscriptions
Lab : Azure resource management with PowerShell
Activating the Azure subscription and installing the PowerShell Az module
Using Azure Cloud Shell
Managing Azure resources with Azure PowerShell
After completing this module, students will be able to:
® Describe, install, and use the Azure PowerShell environment
Describe and use Azure Cloud Shell. Manage Azure VMs with
PowerShell.
Manage Azure storage accounts and subscriptions with Azure PowerShell.

Module 10: Managing Microsoft 365 services with PowerShell
Describes how to use PowerShell to manage Microsoft 365 user accounts, licenses, and groups, Exchange Online,
SharePoint Online, and Microsoft Teams.
Lessons
® Manage Microsoft 365 user accounts, licenses, and groups with PowerShell
Manage Exchange Online with PowerShell
Manage SharePoint Online with PowerShell
Manage Microsoft Teams with PowerShell
Lab : Managing Microsoft 365 with PowerShell
® Managing users and groups in Azure AD
Managing Exchange Online
Managing SharePoint
Managing Microsoft Teams
After this module, students will be able to:
® Use PowerShell to manage users, groups, and licenses in Azure AD Manage
Exchange Online with PowerShell.
Manage SharePoint Online with PowerShell.
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Manage Microsoft Teams with PowerShell.
Module 11: Using background jobs and scheduled jobs
This describes how to use background jobs and scheduled jobs. It also explains how to create scheduled jobs and
retrieve job results.
Lessons
® Use background jobs
Use scheduled jobs
Lab : Jobs management with PowerShell
Starting and managing jobs Creating a
scheduled job
After completing this module, students will be able to:
® Create and manage background jobs.
Create and manage scheduled jobs.
COURSE REVIEW AND AUTOMATING ADMINISTRATION WITH POWERSHELL AZ-040 CERTIFICATION
EXAM REVIEW

Related Courses:
AZ-103: Microsoft Azure Administrator

Related Certifications:

Microsoft Azure Training and Certifications

Microsoft Certified: Azure Administrator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Course.
Read More

SKU: 2337

Price: $2,995.00

AZURE ADMINISTRATOR CERTIFICATION COURSE AZ-104 TRAINING-AZURE ADMINISTRATOR
ASSOCIATE

Learn to manage the Cloud: Azure subscriptions, secure identities, administer the infrastructure, configure virtual
networking, connect Azure and on-premises sites, manage network traffic, implement storage solutions, create and
scale virtual machines, implement web apps, containers, back up data and monitor.

MICROSOFT AZURE ADMINISTRATOR

TRAINING CLASS FOR CERTIFICATION EXAM AZ-104

MICROSOFT CERTIFIED: AZURE ADMINISTRATOR ASSOCIATE AZ-104 YOU WILL LEARN HOW

TO:

Manage Azure Active Directory ldentities
Manage Subscriptions and RBACLab : Manage Governance via Azure Policy
Manage Azure resources by Using the Azure Portal, ARM Templates, Azure PowerShell and Azure
CLI
Implement Virtual Networking
Implement Intersite Connectivity
Implement Traffic Management
Manage Azure storage
Manage virtual machines
Implement Web Apps, Azure Container Instances, and Azure Kubernetes Service
Implement Data Protection
Implement Monitoring
THIS AZ-104 MICROSOFT CERTIFIED: AZURE ADMINISTRATOR ASSOCIATE COURSE
IT Professionals learn how to manage their Azure subscriptions, secure identities, administer the infrastructure,
configure virtual networking, connect Azure and on-premises sites, manage network traffic, implement storage
solutions, create and scale virtual machines, implement web apps and containers, back up and share data, and
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monitor your solution.
IS THIS THE RIGHT AZ-104 MICROSOFT CERTIFIED: AZURE ADMINISTRATOR ASSOCIATE COURSE FOR
YOu?
The Azure Administrator implements, manages, and monitors identity, governance, storage, compute, and virtual
networks in a cloud environment and provision, size, monitor, and adjust resources.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Azure Administrators experience in virtualization, networking, identity, and storage.
® Understanding of on-premises virtualization technologies, including: VMs, virtual networking, and virtual
hard disks.
Understanding of network configurations, including TCP/IP, Domain Name System (DNS), virtual private
. hetworks (VPNs), firewalls, and encryption technologies.
o Understanding of Active Directory concepts, including users, groups, and role-based access control.
Understanding of resilience and disaster recovery, including backup and restore operations.
COURSE OUTLINE
Module 1: Identity
In this module, you will learn how to secure identities with Azure Active Directory and implement users and groups.
Lessons
® Azure Active Directory
Users and Groups
Lab : Manage Azure Active Directory Identities
After completing this module, students will be able to:
® Secure and manage identities with Azure Active Directory.
Implement and manage users and groups.
Module 2: Governance and Compliance
In this module, you will learn about managing your subscriptions and accounts, implementing Azure policies, and
using Role-Based Access Control.
Lessons
® Subscriptions and Accounts
Azure Policy
Role-based Access Control (RBAC)
Lab : Manage Subscriptions and RBAC
Lab : Manage Governance via Azure Policy
After completing this module, students will be able to:
® Implement and manage Azure subscriptions and accounts.
Implement Azure Policy, including custom policies.
Use RBAC to assign permissions.
Module 3: Azure Administration
In this module, you will learn about the tools an Azure Administrator uses to manage their infrastructure. This
includes the Azure Portal, Cloud Shell, Azure PowerShell, CLI, and Resource Manager Templates. This module
includes:
Lessons
® Azure Resource Manager
Azure Administrator Tools
ARM Templates
Lab : Manage Azure resources by Using ARM Templates
Lab : Manage Azure resources by Using Azure PowerShell (optional)
Lab : Manage Azure resources by Using Azure CLI (optional)
Lab : Manage Azure resources by Using the Azure Portal
After completing this module, students will be able to:
® Leverage Azure Resource Manager to organize resources.
Use the Azure Portal and Cloud Shell.
Use Azure PowerShell and CLI.
Use ARM Templates to deploy resources.
Module 4: Virtual Networking
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In this module, you will learn about basic virtual networking concepts like virtual networks and subnetting, IP
addressing, network security groups, Azure Firewall, and Azure DNS.
Lessons
® Virtual Networks
Network Security groups

o .
Azure Firewall

* Azure DNS
Lab : Implement Virtual Networking
After completing this module, students will be able to:
® Implement virtual networks and subnets.
Configure network security groups.
Configure Azure Firewall.
Configure private and public DNS zones.
Module 5: Intersite Connectivity
In this module, you will learn about Intersite connectivity features including VNet Peering, Virtual Network
Gateways, and Site-to-Site Connections.
Lessons
® VNet Peering
VPN Gateway Connections
ExpressRoute and Virtual WAN
Lab : Implement Intersite Connectivity
After completing this module, students will be able to:
® Configure VNet Peering.
Configure VPN gateways.
Choose the appropriate Intersite connectivity solution.
Module 6: Network Traffic Management
In this module, you will learn about network traffic strategies including network routing and service endpoints,
Azure Load Balancer, and Azure Application Gateway.
Lessons
® Network Routing and Endpoints
Azure Load Balancer
Azure Application Gateway
Lab : Implement Traffic Management
After completing this module, students will be able to:
® Configure network routing including custom routes and service endpoints.
Configure an Azure Load Balancer.
Configure and Azure Application Gateway.
Module 7: Azure Storage
In this module, you will learn about basic storage features including storage accounts, blob storage, Azure files and
File Sync, storage security, and storage tools.
Lessons
Storage Accounts
Blob Storage
Storage Security
Azure Files and File Sync
Managing Storage
Lab : Manage Azure storage
After completing this module, students will be able to:
® Create Azure storage accounts.
Configure blob containers.
Secure Azure storage.
Configure Azure files shares and file sync.
Manage storage with tools such as Storage Explorer.
Module 8: Azure Virtual Machines
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In this module, you will learn about Azure virtual machines including planning, creating, availability and extensions.
Lessons
® Virtual Machine Planning
Creating Virtual Machines
Virtual Machine Availability
Virtual Machine Extensions
Lab : Manage virtual machines
After completing this module, students will be able to:
® Plan for virtual machine implementations.
Create virtual machines.
Configure virtual machine availability, including scale sets.
Use virtual machine extensions.
Module 9: PaaS Compute Options
In this module, you will learn how to administer serverless computing features like Azure App Service, Azure
Container Instances, and Kubernetes.
Lessons
® Azure App Service Plans
Azure App Service
Container Services
Azure Kubernetes Service
Lab : Implement Web Apps
Lab : Implement Azure Kubernetes Service
Lab : Implement Azure Container Instances
After completing this module, students will be able to:
® Create an app service plan.
Create a web app.
Implement Azure Container Instances.
Implement Azure Kubernetes Service.
Module 10: Data Protection
In this module, you will learn about backing up files and folders, and virtual machine backups.
Lessons
® File and Folder Backups
Virtual Machine Backups
Lab : Implement Data Protection
After completing this module, students will be able to:
® Backup and restore file and folders.
Backup and restore virtual machines.
Module 11: Monitoring
In this module, you will learn about monitoring your Azure infrastructure including Azure Monitor, alerting, and log
analytics.
Lessons
® Azure Monitor
Azure Alerts
Log Analytics
Network Watcher
Lab : Implement Monitoring
After completing this module, students will be able to:
® Use Azure Monitor.
Create Azure alerts.
Query using Log Analytics. Use
Network Watcher.

COURSE REVIEW ON MICROSOFT AZURE
ADMINISTRATOR TRAINING CLASS A-104 CERTIFICATION EXAM REVIEW
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Related Courses:

AZ-103: Microsoft Azure Administrator
AZ-010: Azure Administration for AWS SysOps

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Azure Developer Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

SKU: 2411

Price: $2,595.00

MICROSOFT AZURE FUNDAMENTALS TRAINING CLASS AZ-900 AND PREPRATION FOR
CERTIFICATION AZURE FUNDAMENTALSEXAM (2 DAY)

This course will provide foundational level knowledge on core Azure concepts; core Azure services; core solutions
and management tools; general security and network security; governance, privacy, and compliance features;
Azure cost management and service level agreements.
MICROSOFT AZURE FUNDAMENTALS TRAINING CLASS AZ-900
PREPRATION FOR CERTIFICATION AZURE FUNDAMENTALS EXAM (2 DAY) AZ-900
(WANT TO PASS THE AZ-900 EXAM, START WITH THIS CLASS AND PAY ATTENTION.
EVEN SALESPEOPLE PASS THIS CERTIFICATION EXAM.) YOU WILL
LEARN:
® Core Azure concepts
Core Azure services
Core Solutions and Management Tools on Azure
General Security and Network Security Features
« ldentity, Governance, Privacy, and Compliance features
Azure cost management and service level agreements (be a hero and pay for this class by managing Azure
cost)
COURSE OVERVIEW
This course will provide foundational level knowledge on core Azure concepts; core Azure services; core solutions
and management tools; general security and network security; governance, privacy, and compliance features;
Azure cost management and service level agreements. Note: This course provides an Azure pass and time for
students to participate in hands-on labs. If you do not need hands-on experience, consider the AZ-900T01:
Microsoft Azure Fundamentals (1 day) course. The content for both courses aligns to the AZ-900 exam objective
domain.
IS THIS THE RIGHT COURSE FOR YOU?
If you are just beginning to work with Azure. We have you covered, and this class uses the Azure portal to create
services and does not require scripting skills (see AZ-040: Automating Administration with PowerShell for scripting)
(call us for JavaScript, .Net or Webscripts) . You will gain confidence for role-based courses and certifications, such
as Azure Administrator (AZ-104) . This course provides an Azure pass and optional lab environment. You can attend
this course to prepare for the AZ-900 exam.
GOOD TO KNOW BEFORE YOU ATTEND THIS CLASS:
You're lucky, there are no prerequisites for taking this course! Even salespeople pass this certification exam.
COURSE OUTLINE
Module 1: Overview of Core Azure concepts
In this module, you'll take an entry level end-to-end look at Azure and its capabilities, which will provide you with a
solid foundation for completing the available modules for Azure Fundamentals.
Lessons
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Introduction to Azure fundamentals
Discuss Azure fundamental concepts
Describe core Azure architectural components
After completing this module, students will be able to:
® Understand the benefits of cloud computing in Azure and how it can save you time and money
Explain concepts such as high availability, scalability, elasticity, agility, and disaster recovery Describe core
Azure architecture components such as subscriptions, management groups, resources and
Summarize geographic distribution concepts such as Azure regions, region pairs, and availability
Module 2: Describe core Azure services
In this module, you learn about core Azure services like Azure database, Azure compute, Azure storage, and Azure
Networking.
Lessons
® Explore Azure database and analytics services
Explore Azure compute services
Explore Azure Storage services
Explore Azure networking services
After completing this module, students will be able to:
® Understand the breadth of services available in Azure including compute, network, storage, and data
Identify virtualization services such as Azure Virtual Machines, Azure Container Instances, Azure Ku
Compare Azure's database services such as Azure Cosmos DB, Azure SQL, Azure Database for MySQL, Azur
Examine Azure networking resources such as Virtual Networks, VPN Gateways, and Azure ExpressRoute
e« Summarize Azure storage services such Azure Blob Storage, Azure Disk Storage, and Azure File Storage
Module 3: Describe core solutions and management tools on Azure
¢ In this module, you'll learn about Al machine learning, Azure DevOps, monitoring fundamentals,
management fundamentals, serverless computing fundamentals. and loT fundamentals.
Lessons
Choose the best Al service for your needs
Choose the best tools to help organizations build better solutions
Choose the best monitoring service for visibility, insight, and outage mitigation
Choose the best tools for managing and configuring your Azure environment
o Choose the best Azure serverless technology for your business scenario Choose the
best Azure loT service for your application
After completing this module, students will be able to:
® Choose the correct Azure Artificial Intelligence service to address different kinds of business. Choose the
best software development process tools and services for a given business scenario. Choose the correct
cloud monitoring service to address different kinds of business challenges. Choose the correct Azure
management tool to address different kinds of technical needs and challenge
« Choose the right serverless computing technology for your business scenario.
e Choose the best Azure loT service for a given business scenario.
Module 4: Describe general security and network security features
In this module, you will learn how to protect yourself against security threats and secure your networks with Azure.
Lessons
® Protect against security threats on Azure Secure
network connectivity on Azure
After completing this module, students will be able to:
¢ Strengthen your security posture and protect against threats by using Azure Security Center.
Collect and act on security data from many different sources by using Azure Sentinel.
Manage dedicated physical servers to host your Azure VMs for Windows and Linux by using Azure Dedicate
Identify the layers that make up a defense in depth strategy.
Explain how Azure Firewall enables you to control what traffic is allowed on the network.
Configure network security groups to filter network traffic to and from Azure resources within a Mic Explain
how Azure DDoS Protection helps protect your Azure resources from DDoS attacks.
Module 5: Describe identity, governance, privacy, and compliance features
In this module, you will learn about Azure identity services, how to build a cloud governance strategy, and privacy,
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compliance and data protection standards on Azure.
Lessons
® Secure access to your applications by using Azure identity services
Build a cloud governance strategy on Azure
Examine privacy, compliance, and data protection standards on Azure
After completing this module, students will be able to:
® Explain the difference between authentication and authorization.
Describe how Azure Active Directory provides identity and access management.
Explain the role single sign-on (SSO), multifactor authentication, and Conditional Access play.
Make organizational decisions about your cloud environment by using the CAF for Azure.
Define who can access cloud resources by using Azure role-based access control.
Apply a resource lock to prevent accidental deletion of your Azure resources. Apply tags
to your Azure resources to help describe their purpose.
® Control and audit how your resources are created by using Azure Policy.
Enable governance at scale across multiple Azure subscriptions by using Azure Blueprints.
Explain the types of compliance offerings that are available on Azure.
Gain insight into regulatory standards and compliance on Azure.
Explain Azure capabilities that are specific to government agencies.
Module 6: Describe Azure cost management and service level agreements
In this module, you will learn how to plan and manage Azure costs, and how to choose the right Azure services
though SLAs and service lifecycle.
Lessons
® Plan and manage your Azure costs
Choose the right Azure services by examining SLAs and service lifecycle
After completing this module, students will be able to:
® Use the Total Cost of Ownership Calculator.
Describe the different ways you can purchase Azure products and services.
Use the Pricing calculator to estimate the monthly cost of running your cloud workloads.
Define the major factors that affect total cost and apply recommended practices to minimize cost.
Describe what a service-level agreement (SLA) is and why SLAs are important.
Identify factors, such as the service tier you choose, that can affect an SLA.
Combine SLAs to compute a composite SLA. Describe
the service lifecycle in Azure.

Related Courses:

AZ-204 Developing Solutions for Microsoft Azure

AZ-305 Designing Microsoft Azure Infrastructure Solutions

AZ-120 Planning and Administering Microsoft Azure for SAP Workloads
Related Certifications:

Microsoft Azure Training and Certifications

Microsoft Certified: Azure Fundamentals

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

SKU: 2419

Price: $1,390.00

AZURE HYBRID SERVICES DESIGN, IMPLEMENT, AND MAINTAIN AZ-801

Windows Server Hybrid Skills for Administrators who want to extend the capabilities of their on-premises

environments by combining on-premises and hybrid technologies.

CONFIGURE WINDOWS SERVER HYBRID ADVANCED SERVICES (AZ-801)

For Windows Server Hybrid Administrators who already implement and manage on-premises core technologies
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want to secure and protect their environments, migrate virtual and physical workloads to Azure 1aaS, enable a
highly available, fully redundant environment, and perform monitoring and troubleshooting.

Design and implement core Azure networking infrastructure, hybrid networking connections, load balance traffic,
network routing, private access to Azure services, network security and monitoring. The azure network engineer
will manage networking solutions for optimal performance, resiliency, scale, and security.
YOU WILL LEARN:

® Harden the security configuration of the Windows Server operating system environment. Enhance hybrid
security using Azure Security Center, Azure Sentinel, and Windows Update Management.
Apply security features to protect critical resources.
Implement high availability and disaster recovery solutions.
Implement recovery services in hybrid scenarios.
Plan and implement hybrid and cloud-only migration, backup, and recovery scenarios.
Perform upgrades and migration related to AD DS, and storage.
Manage and monitor hybrid scenarios using WAC, Azure Arc, Azure Automation and Azure Monitor.
Implement service monitoring and performance monitoring and apply troubleshooting.

ADMINISTER WINDOWS SERVER HYBRID CORE INFRASTRUCTURE
Network Engineers learn how to design, implement, and maintain Azure networking solutions. This course covers
the process of designing, implementing, and managing core Azure networking infrastructure, Hybrid Networking
connections, load balancing traffic, network routing, private access to Azure services, network security and
monitoring. Learn how to design and implement a secure, reliable, network infrastructure in Azure and how to
establish hybrid connectivity, routing, private access to Azure services, and monitoring in Azure.
Prerequisite
Successful Azure Network experience in enterprise networking, on-premises or cloud infrastructure and network
security.
® Understanding of on-premises virtualization technologies, including: VMs, virtual networking, and virtual
hard disks.
Learning network configurations, including TCP/IP, Domain Name System (DNS), virtual private networks
« (VPNs), firewalls, and encryption technologies.
« Understanding of software defined networking.
¢ Learning hybrid network connectivity methods, such as VPN.
Understanding resilience and disaster recovery, including high availability and restore operations.
COURSE OUTLINE
Module 1: Windows Server security
This module discusses how to protect an Active Directory environment by securing user accounts to least privilege
and placing them in the Protected Users group. The module covers how to limit authentication scope and
remediate potentially insecure accounts. The module also describes how to harden the security configuration of a
Windows Server operating system environment. In addition, the module discusses the use of Windows Server
Update Services to deploy operating system updates to computers on the network. Finally, the module covers how
to secure Windows Server DNS to help protect the network name resolution infrastructure.
Lessons
® Secure Windows Sever user accounts
Hardening Windows Server
* Windows Server Update Management
Secure Windows Server DNS
Lab : Configuring security in Windows Server
Configuring Windows Defender Credential Guard
Locating problematic accounts Implementing
LAPS
After completing this module, students will be able to:
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Diagnose and remediate potential security vulnerabilities in Windows Server resources.
Harden the security configuration of the Windows Server operating system environment. Deploy
operating system updates to computers on a network by using Windows Server Update Services.
. Secure Windows Server DNS to help protect the network name resolution infrastructure.
o Implement DNS policies.
Module 2: Implementing security solutions in hybrid scenarios
This module describes how to secure on-premises Windows Server resources and Azure laaS workloads.
The module covers how to improve the network security for Windows Server infrastructure as a service (laaS)
virtual machine (VMs) and how to diagnose network security issues with those VMs. In addition, the module
introduces Azure Security Center and explains how to onboard Windows Server computers to Security Center. The
module also describes how to enable Azure Update Management, deploy updates, review an update assessment,
and manage updates for Azure VMs. The modules explain how Adaptive application controls and BitLocker disk
encryption are used to protect Windows Server laaS VMs. Finally, the module explains how to monitor Windows
Server Azure laaS VMs for changes in files and the registry, as well as monitoring modifications made to application
software.
Lessons
Implement Windows Server laaS VM network security.
Audit the security of Windows Server laa$S Virtual Machines
Manage Azure updates
Create and implement application allow lists with adaptive application control
Configure BitLocker disk encryption for Windows laaS Virtual Machines
Implement change tracking and file integrity monitoring for Windows Server laaS VMs
Lab : Using Azure Security Center in hybrid scenarios
Provisioning Azure VMs running Windows Server
Configuring Azure Security Center
Onboarding on-premises Windows Server into Azure Security Center
Verifying the hybrid capabilities of Azure Security Center Configuring
Windows Server 2019 security in Azure VMs
After completlng this module, students will be able to:
Diagnose network security issues in Windows Server laa$S virtual machines.
Onboard Windows Server computers to Azure Security Center.
Deploy and manage updates for Azure VMs by enabling Azure Automation Update Management.
Implement Adaptive application controls to protect Windows Server laaS VMs.
Configure Azure Disk Encryption for Windows laaS virtual machines (VMs).
Back up and recover encrypted data.
Monitor Windows Server Azure laaS VMs for changes in files and the registry.
Module 3: Implementing high availability
This module describes technologies and options to create a highly available Windows Server
environment. The module introduces Clustered Shared Volumes for shared storage access across multiple cluster
nodes. The module also highlights failover clustering, stretch clusters, and cluster sets for implementing high
availability of Windows Server workloads. The module then discusses high availability provisions for Hyper-V and
Windows Server VMs, such as network load balancing, live migration, and storage migration. The module also
covers high availability options for shares hosted on Windows Server file servers. Finally, the module describes how
to implement scaling for virtual machine scale sets and load balanced VMs, and how to implement Azure Site
Recovery.
Lessons
® Introduction to Cluster Shared Volumes.
Implement Windows Server failover clustering.
Implement high availability of Windows Server VMs.
Implement Windows Server File Server high availability.
Implement scale and high availability with Windows Server VMs.
Lab : Implementing failover clustering
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Configuring iSCSI storage
Configuring a failover cluster
Deploying and configuring a highly available file server
Validating the deployment of the highly available file server
After completlng this module, students will be able to:
Implement highly available storage volumes by using Clustered Share Volumes.
Implement highly available Windows Server workloads using failover clustering.
Describe Hyper-V VMs load balancing.
Implement Hyper-V VMs live migration and Hyper-V VMs storage migration.
Describe Windows Server File Server high availability options.
Implement scaling for virtual machine scale sets and load balanced VMs.
Implement Azure Site Recovery.
Module 4: Disaster recovery in Windows Server
This module introduces Hyper-V Replica as a business continuity and disaster recovery solution for a virtual
environment. The module discusses Hyper-V Replica scenarios and use cases, and prerequisites to use it. The
module also discusses how to implement Azure Site Recovery in on-premises scenarios to recover from disasters.
Lessons
® Implement Hyper-V Replica
Protect your on-premises infrastructure from disasters with Azure Site Recovery
Lab : Implementing Hyper-V Replica and Windows Server Backup
® Implementing Hyper-V Replica
Implementing backup and restore with Windows Server Backup
After completing this module, students will be able to:
® Describe Hyper-V Replica, pre-requisites for its use, and its high-level architecture and components Describe
Hyper-V Replica use cases and security considerations.
Configure Hyper-V Replica settings, health monitoring, and failover options.
Describe extended replication.
Replicate, failover, and failback virtual machines and physical servers with Azure Site Recovery.
Module 5: Implementing recovery services in hybrid scenarios
This module covers tools and technologies for implementing disaster recovery in hybrid scenarios, whereas the
previous module focusses on BCDR solutions for on-premises scenarios. The module begins with Azure Backup as a
service to protect files and folders before highlighting how to implement Recovery Vaults and Azure Backup
Policies. The module describes how to recover Windows laaS virtual machines, perform backup and restore on-
premises workloads, and manage Azure VM backups. The modules also covers how to provide disaster recovery for
Azure infrastructure by managing and orchestrating replication, failover, and failback of Azure virtual machines with
Azure Site Recovery.
Lessons
® Implement hybrid backup and recovery with Windows Server laaS
Protect your Azure infrastructure with Azure Site Recovery
Protect your virtual machines by using Azure Backup
Lab : Implementing Azure-based recovery services
® Implementing the lab environment
® Creating and configuring an Azure Site Recovery vault
: Implementing Hyper-V VM protection by using Azure Site Recovery Vault Implementing
Azure Backup
After completing this module, students will be able to:
® Recover Windows Server laa$ virtual machines by using Azure Backup.
Use Azure Backup to help protect the data for on-premises servers and virtualized workloads.
Implement Recovery Vaults and Azure Backup policies.
Protect Azure VMs with Azure Site Recovery.
o Run a disaster recovery drill to validate protection.
Failover and failback Azure virtual machines.
Module 6: Upgrade and migrate in Windows Server
This module discusses approaches to migrating Windows Server workloads running in earlier versions of Windows
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Server to more current versions. The module covers the necessary strategies needed to move domain controllers to
Windows Server 2022 and describes how the Active Directory Migration Tool can consolidate domains within a
forest or migrate domains to a new AD DS forest. The module also discusses the use of Storage Migration Service to
migrate files and files shares from existing file servers to new servers running Windows Server 2022. Finally, the
module covers how to install and use the Windows Server Migration Tools cmdlets to migrate commonly used
server roles from earlier versions of Windows Server.
Lessons
¢ Active Directory Domain Services migration
Migrate file server workloads using Storage Migration Service Migrate
Windows Server roles
Lab : Migrating Windows Server workloads to laaS VMs
® Deploying AD DS domain controllers in Azure
Migrating file server shares by using Storage Migration Service
After completing this module, students will be able to:
® Compare upgrading an AD DS forest and migrating to a new AD DS forest.
Describe the Active Directory Migration Tool (ADMT).
Identify the requirements and considerations for using Storage Migration Service.
Describe how to migrate a server with storage migration.
Use the Windows Server Migration Tools to migrate specific Windows Server roles.
Module 7: Implementing migration in hybrid scenarios
This module discusses approaches to migrating workloads running in Windows Server to an infrastructure as a
service (laaS) virtual machine. The module introduces using Azure Migrate to assess and migrate on-premises
Windows Server instances to Microsoft Azure. The module also covers how migrate a workload running in Windows
Server to an infrastructure as a service (laaS) virtual machine (VM) and to Windows Server 2022 by using Windows
Server migration tools or the Storage Migration Service. Finally, this module describes how to use the Azure
Migrate App Containerization tool to containerize and migrate ASP.NET applications to Azure App Service.
Lessons
® Migrate on-premises Windows Server instances to Azure laaS virtual machines
Upgrade and migrate Windows Server laaS virtual machines
Containerize and migrate ASP.NET applications to Azure App Service
Lab : Migrating on-premises VMs servers to laaS VMs
Implementing assessment and discovery of Hyper-V VMs using Azure Migrate Implementing
migration of Hyper-V workloads using Azure Migrate
After completing this module, students will be able to:
® Plan a migration strategy and choose the appropriate migration tools.
Perform server assessment and discovery using Azure Migrate.
Migrate Windows Server workloads to Azure VM workloads using Azure Migrate.
Explain how to migrate workloads using Windows Server Migration tools.
Migrate file servers by using the Storage Migration Service.
Discover and containerize ASP.NET applications running on Windows.
Migrate a containerized application to Azure App Service.
Module 8: Server and performance monitoring in Windows Server
This module introduces a range of tools to monitor the operating system and applications on a Windows
Server computer as well as describing how to configure a system to optimize efficiency and to troubleshoot
problems. The module covers how Event Viewer provides a convenient and accessible location for observing events
that occur, and how to interpret the data in the event log. The module also covers how to audit and diagnose a
Windows Server environment for regulatory compliance, user activity, and troubleshooting. Finally, the module
explains how to troubleshoot AD DS service failures or degraded performance, including recovery of deleted
objects and the AD DS database, and how to troubleshoot hybrid authentication issues.
Lessons
® Monitor Windows Server performance
Manage and monitor Windows Server event logs
Implement Windows Server auditing and diagnostics Troubleshoot
Active Directory
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Lab : Monitoring and troubleshooting Windows Server
Establishing a performance baseline
Identifying the source of a performance problem Viewing
and configuring centralized event logs
After completing this module, students will be able to:
® Explain the fundamentals of server performance tuning.
Use built-in tools in Windows Server to monitor server performance.
Use Server Manager and Windows Admin Center to review event logs.
Implement custom views.
Configure an event subscription.
Audit Windows Server events.
Configure Windows Server to record diagnostic information.
Recover the AD DS database and objects in AD DS.
Troubleshoot AD DS replication.
Troubleshoot hybrid authentication issues.
Module 9: Implementing operational monitoring in hybrid scenarios
This module covers using monitoring and troubleshooting tools, processes, and best practices to streamline app
performance and availability of Windows Server laaS VMs and hybrid instances. The module describes how to
implement Azure Monitor for 1aaS VMs in Azure, implement Azure Monitor in on-premises environments, and use
dependency maps. The module then explains how to enable diagnostics to get data about a VM, and how to view
VM metrics in Azure Metrics Explorer, and how to create a metric alert to monitor VM performance. The module
then covers how to monitor VM performance by using Azure Monitor VM Insights. The module then describes
various aspects of troubleshooting on premises and hybrid network connectivity, including how to diagnose
common issues with DHCP, name resolution, IP configuration, and routing. Finally, the module examines how to
troubleshoot configuration issues that impact connectivity to Azure-hosted Windows Server virtual machines
(VMs), as well as approaches to resolve issues with VM startup, extensions, performance, storage, and encryption.
Lessons
® Monitor Windows Server laa$S Virtual Machines and hybrid instances
Monitor the health of your Azure virtual machines by using Azure Metrics Explorer and metric alerts
Monitor performance of virtual machines by using Azure Monitor VM Insights
Troubleshoot on-premises and hybrid networking
Troubleshoot Windows Server Virtual Machines in Azure
Lab : Monitoring and troubleshooting of 1aaS VMs running Windows Server
Enabling Azure Monitor for virtual machines
Setting up a VM with boot diagnostics
Setting up a Log Analytics workspace and Azure Monitor VM Insights
After completing this module, students will be able to:
® Implement Azure Monitor for laaS VMs in Azure and in on-premises environments.
Implement Azure Monitor for laaS VMs in Azure and in on-premises environments.
View VM metrics in Azure Metrics Explorer.
Use monitoring data to diagnose problems.
Evaluate Azure Monitor Logs and configure Azure Monitor VM Insights.
Configure a Log Analytics workspace.
Troubleshoot on-premises connectivity and hybrid network connectivity.
Troubleshoot AD DS service failures or degraded performance.
Recover deleted security objects and the AD DS database. Troubleshoot
hybrid authentication issues.

Related Courses:

AZ-800 Administering Windows Server Hybrid Core Infrastructure
WS-011 Windows Server 2019 Administration

WS-012 Windows Server 2019 Hybrid and Azure laaS

WS-013 Azure Stack HCI

WS-050 Migrating Application Workloads to Azure
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Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Windows Server Hybrid Administrator Associate

Learning Paths
MCT Information

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2715

Price: $2,085.00

MICROSOFT AZURE SOLUTIONS FOR AWS DEVELOPERS AZ-020

In this course, you will learn how developers use Azure services, with additional focus on features and tasks that
differ from AWS, and what that means for you as you develop applications that will be hosted by using Azure
services.

AZURE SOLUTIONS FOR AWS DEVELOPERS AZ-020

ABOUT THIS COURSE

You will learn AWS (Amazon Web Services) developers build end-to-end solutions in Microsoft Azure. You will
construct Azure App Service Web App solutions and Azure Functions, use blob or Cosmos DB storage in solutions,
implement secure cloud solutions that include user authentication and authorization, implement APl management,
and develop event- and message-based solutions, and monitor, troubleshoot, and optimize your Azure solutions.
You will learn how developers use Azure services, with additional focus on features and tasks that differ from AWS,
and what that means for you as you develop applications that will be hosted by using Azure services.

IS THIS THE RIGHT COURSE FOR YOU?
You should have 1-2 years professional development experience and experience with AWS and able to program in
an Azure Supported Language.

COURSE OUTLINE
Module 1: Create Azure App Service Web Apps
Students will learn how to build a web application on the Azure App Service platform. They will learn how the
platform functions and how to create, configure, scale, secure, and deploy to the App Service platform.
Lessons

® Azure App Service core concepts
Creating an Azure App Service Web App
Configuring and Monitoring App Service apps
Scaling App Service apps
Azure App Service staging environments
Module 2: Implement Azure functions
This module covers creating Functions apps, and how to integrate triggers and inputs/outputs into the app.
Lessons

® Azure Functions overview

Developing Azure Functions
Implement Durable Functions

Module 3: Develop solutions that use blob storage
Students will learn how Azure Blob storage works, how to manage data through the hot/cold/archive blob storage
lifecycle, and how to use the Azure Blob storage client library to manage data and metadata. Also, students will
learn how to create an ARM (Azure Resource Manager) Template.
Lessons

® Azure Blob storage core concepts
Managing the Azure Blob storage lifecycle
Working with Azure Blob storage
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Create an Azure Resource Manager Template
Module 4: Develop solutions that use Cosmos DB storage
Students will learn how Cosmos DB is structured and how data consistency is managed. Students will also learn how
to create Cosmos DB accounts and create databases, containers, and items by using a mix of the Azure Portal and
the .NET SDK.
Lessons
® Azure Cosmos DB overview
Azure Cosmos DB data structure
Working with Azure Cosmos DB resources and data
Create and deploy ARM templates
Module 5: Create and deploy Azure Resource Manager (ARM) templates
Students will learn how to create and deploy Azure Resource Manager templates that can be used to speed new
deployment and create consistency across resources.
Lessons
Create and deploy ARM templates
Module 6: Implement user authentication and authorization
Students will learn how to leverage the Microsoft Identity Platform v2.0 to manage authentication and access
resources. Students will also learn how to use the Microsoft Authentication Library and Microsoft Graph to
authenticate a user and retrieve information stored in Azure, and how and when to use Shared Access Signatures.
Lessons
® Implementing Microsoft Identity platform
Implement Microsoft Authentication Library
Secure app configuration data by using Azure App Configuration
Module 7: Implement secure cloud solutions
This module covers how to secure the information (keys, secrets, certificates) an application uses to access
resources. It also covers securing application configuration information.
Lessons
® Manage keys, secrets, and certificates by using the KeyVault API
Implement Managed ldentities for Azure resources
Secure app configuration data by using Azure App Configuration
Module 8: Implement APl Management
Students will learn how to publish APIs, create policies to manage information shared through the API, and to
manage access to their APIs by using the Azure APl Management service.
Lessons
® Implement APl Management
Defining policies for APIs
Securing your APls
Module 9: Develop event-based solutions
Students will learn how to build applications with event-based architectures.
Lessons
® Implement Azure Event Grid
Implement Azure Event Hubs
Implement Azure Notification Hub
Module 10: Develop message-based solutions
Students will learn how to build applications with message-based architectures.
Lessons
® Implement solutions that use Azure Service Bus
Implement solutions that use Azure Queue Storage queues
Module 11: Monitor and optimize Azure solutions
This module teaches students how to instrument their code for telemetry.
Lessons
® Applications of Azure Application Insights
Instrument an app for monitoring

COURSE REVIEW AND AZ-020: AZURE
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SOLUTIONS FOR AWS DEVELOPERS’ CERTIFICATION EXAM REVIEW

Related Courses:
AZ-103: Microsoft Azure Administrator

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Azure Administrator Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Technologies Course.
Read More

SKU: 2405

Price: $2,085.00

LEARN TO ADMINISTER WINDOWS SERVER HYBRID CORE INFRASTRUCTURE AZ-800

The AZ-800 course covers the process of designing and implementing, managing core Azure networking
infrastructure, Hybrid Networking connections, load balancing traffic, network routing, private access to Azure
services, network security and monitoring.

LEARN TO ADMINISTER WINDOWS SERVER

HYBRID CORE INFRASTRUCTURE (AZ-800)

SKILLS YOU WILL GAIN:
® How to design, implement and manage hybrid network connections
How to design and implement core Azure networking infrastructure
How to secure and monitor networks
How to design and implement routing and load balancing in Azure
How to design and implement private access to Azure Services
ADMINISTER WINDOWS SERVER HYBRID CORE INFRASTRUCTURE COURSE OVERVIEW
This course teaches Network Engineers how to design, implement, and maintain Azure networking solutions. This
course covers the process of designing, implementing, and managing core Azure networking infrastructure, Hybrid
Networking connections, load balancing traffic, network routing, private access to Azure services, network security
and monitoring. Learn how to design and implement a secure, reliable, network infrastructure in Azure and how to
establish hybrid connectivity, routing, private access to Azure services, and monitoring in Azure.
AUDIENCE PROFILE
The AZ-800 course is for Network Engineers looking to specialize in Azure networking solutions. An Azure Network
engineer designs and implements core Azure networking infrastructure, hybrid networking connections, load
balance traffic, network routing, private access to Azure services, network security and monitoring. The azure
network engineer will manage networking solutions for optimal performance, resiliency, scale, and security.
PREREQUISITE
Successful Azure Network experience in enterprise networking, on-premises or cloud infrastructure and network
security.
® Understanding of on-premises virtualization technologies, including: VMs, virtual networking, and virtual
hard disks.
Learning network configurations, including TCP/IP, Domain Name System (DNS), virtual private networks
(VPNs), firewalls, and encryption technologies.
® Understanding of software defined networking.
Learning hybrid network connectivity methods, such as VPN.
Understanding resilience and disaster recovery, including high availability and restore operations.
COURSE OUTLINE
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Module 1: Introduction to Azure Virtual Networks
In this module you will learn how to design and implement fundamental Azure Networking resources such as virtual
networks, public and private IPs, DNS, virtual network peering, routing, and Azure Virtual NAT.
Lessons
® Explore Azure Virtual Networks
Configure public IP services
Design name resolution for your Virtual Network
Enable Cross-VNet connectivity with peering
« Implement virtual network traffic routing
Configure internet access with Azure Virtual NAT
Lab : Exercise: design and implement a Virtual Network in Azure
Lab : Exercise: configure DNS settings in Azure
Lab : Exercise: connect two Azure Virtual Networks using global virtual network peering
After completing this module, students will be able to:
® Implement virtual networks Configure
public IP services
Configure private and public DNS zones
Design and implement cross-VNET connectivity
Implement virtual network routing
Design and implement an Azure Virtual Network NAT
Module 2: Design and Implement Hybrid Networking
In this module you will learn how to design and implement hybrid networking solutions such as Site-to Site VPN
connections, Point-to-Site VPN connections, Azure Virtual WAN and Virtual WAN hubs.
Lessons
® Design and implement Azure VPN Gateway
Connect networks with Site-to-site VPN connections
Connect devices to networks with Point-to-site VPN connections
Connect remote resources by using Azure Virtual WANs
Create a network virtual appliance (NVA) in a virtual hub
Lab : Exercise: create a Virtual WAN by using Azure Portal Lab : Exercise:
create and configure a virtual network gateway
After completing this module, students will be able to:
® Design and implement a site-to-site VPN connection
Design and implement a point-to-site VPN connection
Design and implement Azure Virtual WAN Resources
Module 3: Design and implement Azure ExpressRoute
In this module you will learn how to design and implement Azure ExpressRoute, ExpressRoute Global Reach,
ExpressRoute FastPath and ExpressRoute Peering options.
Lessons
Explore Azure ExpressRoute
Design an ExpressRoute deployment
Configure peering for an ExpressRoute deployment
Connect an ExpressRoute circuit to a VNet
o Connect geographically dispersed networks with ExpressRoute global reach
o Improve data path performance between networks with ExpressRoute FastPath Troubleshoot
ExpressRoute connection issues
Lab : Exercise: configure an ExpressRoute gateway
Lab : Exercise: provision an ExpressRoute circuit
After completing this module, students will be able to:
Design and implement Expressroute
Design and implement Expressroute Direct
Design and implement Expressroute FastPath
Module 4: load balancing non-HTTP(S) traffic in Azure
In this module you will learn how to design and implement load balancing solutions for non-HTTP(S) traffic in Azure
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with Azure Load balancer and Traffic Manager.
Lessons
® Explore load balancing
Design and implement Azure load balancer using the Azure portal Explore
Azure Traffic Manager
Lab : Exercise: create a Traffic Manager profile using the Azure portal
Lab : Exercise: create and configure an Azure load balancer
After completing this module, students will be able to:
® Design and implement Azure Load Balancers
Design and implement Azure Traffic Manager
Module 5: Load balancing HTTP(S) traffic in Azure
In this module you will learn how to design and implement load balancing solutions for HTTP(S) traffic in Azure with
Azure Application gateway and Azure Front Door.
Lessons
® Design Azure application gateway
Configure Azure application gateway
Design and configure Azure front door
Lab : Exercise: deploy Azure application gateway
Lab : Exercise: create a front door for a highly available web application
After completing this module, students will be able to:
Design and implement Azure Application Gateway Implement
Azure Front Door
Module 6: Design and implement network security
In this module you will learn to design and imponent network security solutions such as Azure DDoS, Azure
Firewalls, Network Security Groups, and Web Application Firewall.
Lessons
Secure your virtual networks in the Azure portal
Deploy Azure DDoS Protection by using the Azure portal
Deploy Network Security Groups by using the Azure portal
Design and implement Azure Firewall
o Working with Azure Firewall Manager
Implement a Web Application Firewall on Azure Front Door
Lab : Exercise: deploy and configure Azure Firewall using the Azure portal
Lab : Exercise: secure your virtual hub using Azure Firewall Manager
Lab : Exercise: configure DDoS Protection on a virtual network using the Azure portal
After completing this module, students will be able to:
® Configure and monitor an Azure DDoS protection plan
implement and manage Azure Firewall
Implement network security groups
Implement a web application firewall (WAF) on Azure Front Door
Module 7: Design and implement private access to Azure Services
In this module you will learn to design and implement private access to Azure Services with Azure Private Link, and
virtual network service endpoints.
Lessons
® Define Private Link Service and private endpoint
Explain virtual network service endpoints
Integrate Private Link with DNS
Integrate your App Service with Azure virtual networks
Lab : Exercise: create an Azure private endpoint using Azure PowerShell
Lab : Exercise: restrict network access to PaaS resources with virtual network service endpoints
After completing this module, students will be able to:
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Define the difference between Private Link Service and private endpoints
Design and configure private endpoints
Explain virtual network service endpoints
Design and configure access to service endpoints

o Integrate Private Link with DNS

Integrate your App Service with Azure virtual networks
Module 8: Design and implement network monitoring
In this module you will learn to design and implement network monitoring solutions such as Azure Monitor and
Network watcher.
Lessons

® Monitor your networks with Azure Monitor

Monitor your networks with Azure Network Watcher

Lab : Exercise: Monitor a load balancer resource by using Azure Monitor
After completing this module, students will be able to:

® Configure network health alerts and logging by using Azure Monitor
Create and configure a Connection Monitor instance
Configure and use Traffic Analytics
Configure NSG flow logs
Enable and configure diagnostic logging
Configure Azure Network Watcher

Related Courses:

AZ-801 Configuring Windows Server Hybrid Advanced Services
WS-011 Windows Server 2019 Administration

WS-012 Windows Server 2019 Hybrid and Azure laaS

WS-013 Azure Stack HCI

WS-050 Migrating Application Workloads to Azure

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Windows Server Hybrid Administrator Associate

Learning Paths
MCT Information

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2714

Price: $2,085.00

DESIGNING MICROSOFT AZURE INFRASTRUCTURE SOLUTIONS AZ-305

This course teaches Solutions Architects how to translate business requirements into secure, scalable, and reliable
solutions.

COURSE OVERVIEW

This course teaches Azure Solution Architects how to design infrastructure solutions. Course topics cover
governance, compute, application architecture, storage, data integration, authentication, networks, business
continuity, and migrations. The course combines lecture with case studies to demonstrate basic architect design
principles.

AUDIENCE PROFILE

Successful students have experience and knowledge in IT operations, including networking, virtualization, identity,
security, business continuity, disaster recovery, data platforms, and governance. Students also have experience
designing and architecting solutions.

SKILLS GAINED
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Design a governance solution.
Design a compute solution.
Design an application architecture.
Design storage, non-relational and relational.
Design data integration solutions.
Design authentication, authorization, and identity solutions.
Design network solutions.
Design backup and disaster recovery solutions.
Design monitoring solutions. Design
migration solutions.
PREREQUISITE
Before attending this course, students must have previous experience deploying or administering Azure resources
and conceptual knowledge of:
® Azure Active Directory
Azure compute technologies such as VMs, containers and serverless solutions
Azure virtual networking to include load balancers
Azure Storage technologies (unstructured and databases)
General application design concepts such as messaging and high availability
COURSE OUTLINE
Module 1: Design governance and compute solutions
In this module you will learn about governance and compute solutions.
Lessons
® Design a governance solution
Design a compute solution
Lab : Case studies
After completing this module, students will be able to:
® Design a governance solution.
Design a compute solution.
Module 2: Design storage and data integration solutions
In this module, you will learn about non-relational storage, relational storage, and data integration solutions.
Lessons
® Design a non-relational storage solution
Design a relational storage solution
Design a data integration solution
Lab : Case studies
After completing this module, students will be able to:
® Design a non-relational storage solution.
Design a relational storage solution.
Design a data integration solution.
Module 3: Design app architecture, access, and monitoring solutions
In this module you will learn about app architecture, authentication and authorization, and logging and monitoring
solutions.
Lessons
Design an app architecture solution
Design authentication and authorization solutions
Design a logging and monitoring solution
Lab : Case studies
After completing this module, students will be able to:
® Design an app architecture solution.
Design authentication and authorization solutions.
Design a logging and monitoring solution.
Module 4: Design network, continuity, and migration solutions
In this module you will learn about networking, business continuity, and migration solutions.
Lessons
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Design a network infrastructure solution
Design a business continuity solution
Design a migration solution

Lab : Case studies

After completing this module, students will be able to:

® Design a networking infrastructure solution.

Design a business continuity solution. Design a
migration solution.

Related Courses:
AZ-303 Microsoft Azure Architect Technologies
AZ-220 Microsoft Azure loT Developer

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Azure Solutions Architect Expert

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2716

Price: $2,995.00

DESIGNING AND IMPLEMENTING AN AZURE Al SOLUTION COURSE AI-100
Gain the necessary knowledge for designing Azure Al solution by building a customer support chat Bot using
artificial intelligence from the Microsoft Azure platform including language understanding and prebuilt Al
functionality in the Azure Cognitive Services.
Designing and Implementing an Azure Al Solution Course Overview
On this course, you will gain the necessary knowledge for designing Azure Al solution by building a customer
support chat Bot using artificial intelligence from the Microsoft Azure platform including language understanding
and pre-built Al functionality in the Azure Cognitive Services.
Is this the Right Course for You?
This course is aimed at Cloud Solution Architects, Azure artificial intelligence designers, and Al developers.
Good to know before you attend the class:
Successful Azure Al Engineers start this role with professional experience with cloud technologies, and experience
with software development kits.
Specifically:
® Implementing solutions in C# or Python

Application development in the cloud

Understanding Azure storage technologies
Course outline
Module 1: Introducing Azure Cognitive Services
The student will learn about the available Cognitive Services on Microsoft Azure and their role in architecting Al
solutions.
Lessons

® Overview of Azure Cognitive Services

Creating a Cogpnitive Service on the Azure Portal

Access and Test a Cognitive Service
Module 2: Creating Bots
The student will learn about the Microsoft Bot Framework and Bot Services.
Lessons
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Introducing the Bot Service
Creating a Basic Chat Bot
Testing with the Bot Emulator
Module 3: Enhancing Bots with Q&A Maker
The student will learn about the Q&A Maker and how to integrate Bots and Q&A Maker to build up a useful
knowledge base for user interactions.
Lessons
® Introducing Q&A Maker
Implement a Knowledge Base with Q&A Maker Integrate
Q&A with a Bot
Module 4: Learn How to Create Language Understanding Functionality with LUIS
The student will learn about Language Understanding with Intents and Utterances (LUIS) and how to create intents
and utterances to support a natural language processing solution.
Lessons
® Introducing Language Understanding
Create a new LUIS Service
Build LUIS
Module 5: Enhancing Your Bots with LUIS
The student will learn about integrating LUIS with a Bot to better understand the users’ intentions when interacting
with the Bot.
Lessons
® Overview of language understanding for Al applications
Integrate LUIS and Bot to create an Al-based solution
Module 6: Integrate Cognitive Services with Bots and Agents
The student will learn about integrating Bots and Agents with Azure Cognitive Services for advanced features such
as sentiment analysis, image and text analysis, and OCR and object detection.
Lessons
Understand Cognitive Services for Bot Interactions
Perform Sentiment Analysis for your Bot with Text Analytics
Detect Language in a Bot with the Language Cognitive Services Integrate
Computer Vision with Bots

Do not hesitate to Contact Us or Live Chat if you have questions or concerns about Designing and
Implementing an Azure Al Solution Course.

Read More

SKU: 2607

Price: $2,085.00

PLANNING AND ADMINISTERING MICROSOFT AZURE FOR SAP WORKLOADS COURSE AZ-120
Students of this course will learn through concepts, scenarios, procedures, and hands-on labs how to best plan and
implement migration and operation of an SAP solution on Azure.
COURSE OVERVIEW
This course teaches IT Professionals experienced in SAP solutions how to leverage Azure resources that include
deployment and configuration of virtual machines, virtual networks, storage accounts, and Azure AD that includes
implementing and managing hybrid identities. Students of this course will learn through concepts, scenarios,
procedures, and hands-on labs how to best plan and implement migration and operation of an SAP solution on
Azure. Your will receive guidance on subscriptions, create and scale virtual machines, implement storage solutions,
configure virtual networking, back up and share data, connect Azure and on-premises sites, manage network traffic,
implement Azure Active Directory, secure identities, and monitor your solution.
AUDIENCE PROFILE
This course is for Azure Administrators who migrate and manage SAP solutions on Azure. Azure
Administrators manage the cloud services that span storage, networking, and compute cloud capabilities, with a
deep understanding of each service across the full IT lifecycle. They take end-user requests for new cloud
applications and make recommendations on services to use for optimal performance and scale, as well as provision,
size, monitor and adjust as appropriate. This role requires communicating and coordinating with vendors. Azure
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Administrators use the Azure Portal and as they become more proficient they use PowerShell and the Command
Line Interface.
SKILLS GAINED
® Migrate SAP Workloads to Azure
Design an Azure Solution to Support SAP Workloads
Build and Deploy Azure for SAP Workloads
Validate Azure Infrastructure for SAP Workloads
Operationalize Azure SAP Architecture
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Before attending this course, students should have:
Hands-on experience with Azure laaS and PaaS solutions, including VM, VNet, Load Balancers,
Storage (Blob, Files, Disks).
Understanding of on-premises and cloud virtualization technologies, including: VMs, virtual networking, and
virtual hard disks.
Understanding of network configuration, including TCP/IP, Domain Name System (DNS), virtual private
networks (VPNs), firewalls, and encryption technologies. Understanding of Active Directory concepts
Experience with Linux/Unix environments.
o Solid knowledge of SAP Applications, SAP HANA, S/4HANA, SAP NetWeaver, SAP BW, OS Servers for SAP
Applications and Databases.
* Understanding of SAP HANA deployment and configuration. Hands-on
® experience with SAP HANA administration.
Prerequisite Courses (or equivalent knowledge and hands-on experience):
® AZ-104 Azure Administrator
Knowledge of SAP products such as SAP HANA or SAP NetWeaver
COURSE OUTLINE
Module 1: Explore Azure for SAP workloads
Contains Lessons covering Azure on SAP workloads, SAP and Azure common terms and meanings, SAP certified
configurations, and architectures for both SAP NetWeaver with Any DB and SAP S4 HANA on Azure virtual
machines.
Module 2: Explore the foundations of Infrastructure as a Service (laaS)
Contains lessons on Azure compute, Azure storage, Azure networking, and databases in Azure.
Module 3: Explore the foundations of identity and governance
Contains lessons on identity services, Azure remote management, and Azure governance and manageability.
Lab : Implementing Linux clustering on Azure VMs
Lab : Implementing Windows clustering on Azure VMs
Module 4: Deploy SAP on Azure
Contains lessons on deployment of single-instance implementations (2-tier and 3-tier), and implementation of high
availability in SAP NetWeaver with Any DB on Azure virtual machines.
Lab : Implement SAP architecture on Azure VMs running Windows
Lab : Implement SAP architecture on Azure VMs running Linux
Module 5: Ensure business continuity and implement disaster recovery for SAP solutions on Azure
Contains lessons on implementation of high availability for SAP workloads in Azure, disaster recovery for SAP
workloads in Azure, and backups and restores.
Module 6: Migrate SAP workloads to Azure
Contains lessons on use of the SAP workload planning and deployment checklist, migration options including
database migration option (DMO) methodology and cloud migration options; and how to migrate very large
databases (VLDB) to Azure.
Module 7: Monitor and troubleshoot Azure for SAP workloads
Contains lessons on monitoring requirements of Azure for SAP workloads, configuration of Azure Enhanced
Monitoring Extension for SAP, and Azure virtual machine licensing, pricing, and support.
Module 8: Explore SAP HANA on Azure (Large Instances)
Contains lessons on Explore the foundations of SAP HANA on Azure (Large Instances), SAP HANA on Azure
(Large Instances) certified offerings, SAP HANA on Azure (Large Instances) sample architecture, SAP HANA on Azure
(Large Instances) planning considerations, SAP HANA on Azure (Large Instances) high availability and disaster
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recovery, "backup, security, licensing, and support" considerations for SAP HANA on Azure (Large Instances),
implementation and deployment of SAP HANA on Azure (Large Instances), management of SAP HANA on Azure
(Large Instances), monitor and troubleshoot SAP HANA on Azure (Large Instances), implementation of business
continuity, disaster recovery, and backup.

Related Courses:

AZ-700 Designing and Implementing Microsoft Azure Networking Solutions
AZ-305 Designing Microsoft Azure Infrastructure Solutions

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Azure for SAP Workloads Specialty

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2412

Price: $2,595.00

CONFIGURING AND OPERATING WINDOWS VIRTUAL DESKTOP ON MICROSOFT AZURE COURSE AZ-

140
In this course, students will learn through a mix of demonstrations and hands-on lab experiences deploying virtual
desktop experiences and apps on Windows Virtual Desktop and optimizing them to run in multi-session virtual
environments.
Course Overview
Configuring and Operating Windows Virtual Desktop on Microsoft Azure course teaches Azure administrators how
to plan, deliver, and manage virtual desktop experiences and remote apps, for any device, on Azure. Students will
learn through a mix of demonstrations and hands-on lab experiences deploying virtual desktop experiences and
apps on Windows Virtual Desktop and optimizing them to run in multi-session virtual environments.
Is this the Right Course for You?
Students for AZ-140: Configuring and Operating Windows Virtual Desktop on Microsoft Azure are interested in
delivering applications on Windows Virtual Desktop and optimizing them to run in multisession virtual
environments. As a Windows Virtual Desktop administrator, you will closely with the Azure Administrators and
Architects, along with Microsoft 365 Administrators. Windows Virtual Desktop administrator responsibilities include
planning, deploying, packaging, updating, and maintaining the Azure Windows Virtual Desktop infrastructure. They
also create session host images, implement and manage FSLogix, monitor Windows Virtual Desktop performance,
and automate Windows Virtual Desktop management tasks.
Skills gained
Select an appropriate licensing model for Windows Virtual Desktop
Implement networking for Windows Virtual Desktop
Manage Windows Virtual Desktop session hosts by using Azure Bastion
Configure storage for FSLogix components
Create and manage session host images
Implement Azure roles and role-based access control (RBAC) for Windows Virtual Desktop
Configure user Windows Virtual Desktop experience settings
Install and configure apps on a session host
Implement business continuity and disaster recovery

Monitor and manage Windows Virtual Desktop performance
Course outline
Module 1: Plan a Windows Virtual Desktop Architecture
In this module, you will learn how to assess existing physical and virtual desktop environments, plan and configure
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name resolution for Active Directory (AD) and Azure Active Directory Domain Services (Azure AD DS), and plan for
Windows Virtual Desktop client deployments.
Lessons
® Windows Virtual Desktop Architecture
Design the WVD architecture
Design for user identities and profiles
Lab: Prepare for deployment of Azure Windows Virtual Desktop (Azure AD DS)
Lab: Prepare for deployment of Azure Windows Virtual Desktop (AD DS)
After completing this module, students will be able to:
® Understand Windows Virtual Desktop Components
Understand personal and pooled desktops
Recommend an operating system for a WVD implementation Plan a
host pools architecture
Module 2: Implement a WVD Infrastructure
In this module, you will learn how to manage connectivity to the internet and on-premises networks, create a host
pool by using the Azure portal, deploy host pools and hosts by using Azure Resource Manager templates, apply OS
and application updates to a running WVD host, and create a master image.
Lessons
® Implement and manage networking for WVD
Implement and manage storage for WVD
Create and configure host pools and session hosts
Create and manage session host image
1 Lab: Create and configure host pools and session hosts (Azure AD DS)
2 Lab: Deploy host pools and session hosts by using the Azure portal (AD DS)
3 Lab: Implement and manage storage for WVD (Azure AD DS)
4 Lab: Deploy host pools and hosts by using Azure Resource Manager Templates Lab: Deploy and manage host
pools and hosts by using PowerShell
After completing this module, students will be able to:
® Implement Azure virtual network connectivity
Manage connectivity to the internet and on-premises networks
Understanding Windows Virtual Desktop network connectivity
Configure WVD session hosts using Azure Bastion
Setup storage for FSLogix components
Configure disks and file shares
Modify a session host image
Create and use a Shared Image Gallery (SIG)
Module 3: Manage Access and Security
In this module, you will learn how to plan and implement Azure roles and RBAC for WVD, implement Conditional
Access policies for connections, plan and implement MFA, and manage security by using Azure Security Center.
Lessons
® Manage access
Manage security
Lab: Configure Conditional Access policies for connections to WVD (AD DS)
After completing this module, students will be able to:
® Manage local roles, groups and rights assignment on WVD session hosts.
Configure user restrictions by using AD group policies and Azure AD policies
Understand Conditional Access policy components
Prepare for Azure Active Directory (Azure AD)-based Conditional Access for Windows Virtual Desktop
o Implement Azure AD-based Conditional Access for Windows Virtual Desktop
Module 4: Manage User Environments and Apps
In this module, you will learn how to plan for FSLogix, install FSLogix, configure Cloud Cache, deploy an application
as a RemoteApp, and implement and manage OneDrive for Business for a multi-session environment.
Lessons
Implement and manage FSLogix
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Configure user experience settings
Install and configure apps on a session host
1 Lab: Windows Virtual Desktop profile management (Azure AD DS)
2 Lab: Windows Virtual Desktop profile management (AD DS) 3 Lab: Windows Virtual Desktop
application packaging (AD DS)

After completing this module, students will be able to:

® Configure Profile Containers
Configure Azure Files to store profile containers for WVD in an AAD DS environment
Implement FSLogix based profiles for Windows Virtual Desktop in Azure AD DS environment
Implement FSLogix based profiles for Windows Virtual Desktop

o Prepare for and create MSIX app packages

Implement MSIX app attach container for Windows Virtual Desktop in AD DS environment
Module 5: Monitor and maintain a WVD infrastructure
In this module, you will learn how to plan and implement a disaster recovery plan for WVD, configure automation
for WVD, implement autoscaling in host pools, and optimize session host capacity and performance.

Lessons
[ ]

Plan and implement business continuity and disaster recovery
Automate WVD management tasks

Monitor and manage performance and health Lab:
Implement autoscaling in host pools (AD DS)
After completing this module, students will be able to:

® Plan and implement a disaster recovery plan for WVD

Configure automation for WVD
Monitor WVD by using Azure Monitor
Customize Azure Workbooks for WVD monitoring
Configure autoscaling of Windows Virtual Desktop session hosts Verify
autoscaling of Windows Virtual Desktop session host

Related Courses:

AZ-700 Designing and Implementing Microsoft Azure Networking Solutions
AZ-305 Designing Microsoft Azure Infrastructure Solutions

AZ-120 Planning and Administering Microsoft Azure for SAP Workloads
AZ-204 Developing Solutions for Microsoft Azure

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Azure Virtual Desktop Specialty

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Configuring and Operating Windows
Virtual Desktop on Microsoft Azure.

SKU: 2414

Price: $2,595.00

CONFIGURING AND OPERATING A HYBRID CLOUD WITH MICROSOFT AZURE STACK HUB AZ-600
This course teaches Azure administrators and Azure Stack Hub operators how to plan, deploy, package, update, and
maintain the Azure Stack Hub infrastructure. Lessons include deploying Azure Stack Hub, managing the Azure Stack
Hub Marketplace, offering App Services and Event Hub resource providers, managing Azure Stack Hub registration,
and maintaining system health.
COURSE OVERVIEW
This course teaches Azure administrators and Azure Stack Hub operators how to plan, deploy, package, update, and
maintain the Azure Stack Hub infrastructure. Lessons include deploying Azure Stack Hub, managing the Azure Stack
Hub Marketplace, offering App Services and Event Hub resource providers, managing Azure Stack Hub registration,
and maintaining system health.
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IS THIS THE RIGHT COURSE FOR YOU?
Students for AZ-600: Configuring and Operating a Hybrid Cloud with Microsoft Azure Stack Hub are interested in
becoming Azure Stack Hub operators who provide cloud services to end users or customers from within their own
datacenter using Azure Stack Hub. Azure Stack Hub operators’ responsibilities include planning, deploying,
packaging, updating, and maintaining the Azure Stack Hub infrastructure. They also offer hybrid cloud resources
and requested services and manage infrastructure as a service (laaS) and platform as a service (PaaS).
SKILLS GAINED
® Prepare for Azure Stack Hub deployment
Manage infrastructure certificates for Azure Stack Hub
Manage Azure Stack Hub registration
Configure an Azure Stack Hub home directory
Provision a service principal for Azure Stack Hub
Recommend a business continuity disaster recovery (BCDR) strategy
Manage Azure Stack Hub by using privileged endpoints
Manage Azure Stack Hub Marketplace
Offer App Services and Event Hub resource providers Lastly,
Manage usage and billing
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Azure Stack Hub students have prior experience with operating systems, virtualization, cloud
infrastructure, storage structures, and networking:
Understanding of on-premises virtualization technologies, including VMs and virtual networking
Understanding of network configuration, including TCP/IP, Domain Name System (DNS), virtual private
networks (VPNs), firewalls, and encryption technologies
Lastly, Understanding of Active Directory concepts, including domains, forests, and domain controllers
COURSE OUTLINE
Module 1: Overview of Azure Stack Hub
In this module, you will learn how Azure Stack Hub is an extension of Azure that provides a way to run apps in an
on-premises environment and deliver Azure services in your datacenter.
Lessons
® Azure Stack Hub
Datacenter integration
Azure Stack Hub PowerShell
Lastly, Module review questions
After completing this module, students will be able to:
® Describe edge and disconnected solutions
Describe Azure Stack Hub integrated systems architecture
Explain Azure Stack Hub deployment options
Lastly, Define differences between Azure Stack Hub, Azure Stack HCI, and global Azure
Module 2: Provide Services
In this module, you will learn how to populate Azure Stack Hub Marketplace in a disconnected environment, deploy
an App Services resource provider, deploy Event Hubs resource provides, create and manage quotas, plans, offers,
and subscriptions, and manage usage and billing.
Lessons
® Manage Azure Stack Hub Marketplace
Offer an App Services resource provider
An Event Hubs resource provider
Offeror services
Manage usage and billing

Manage offers and plans in Azure Stack Hub
Add custom Marketplace Items by using the Azure Gallery Packager
Validate Azure Resource Manager (ARM) Templates with Azure Stack Hub Optional Lab : Implement SQL
Server Resource Provider in Azure Stack Hub
After completing this module, students will be able to:
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Create a custom Azure Stack Hub Marketplace item
Deploy and update an App Services resource provider
Plan an Event Hubs resource provider deployment
Create and manage user subscriptions
Lastly, Manage usage and billing in multi-tenant and CSP scenarios
Module 3: Implement Data Center Integration
In this module, you will learn how to prepare a Stack Hub deployment, recommend and validate certificates, and
register in a connected and disconnected environment.
Lessons

® Prepare for Azure Stack Hub deployment

Manage Azure Stack Hub Registration Module
review questions

After completing this module, students will be able to:

® View and retrieve usage data by using the Usage API
Recommend a name resolution strategy
Validate identity provider integration
Validate certificates
Lastly, Recommend a registration mode
Module 4: Manage Identity and Access for Azure Stack Hub
In this module, you will learn how to configure the Azure Stack Hub home directory, register the guest tenant
directory with Azure Stack Hub, and identify an appropriate method for access (service principal, users, groups).
Lessons

® Manage multi-tenancy
Manage access

Module review questions Labs

Delegate Offer Management in Azure Stack Hub
Manage Service Principals in Azure Stack Hub
After completing this module, students will be able to:
® Register the guest tenant directory with Azure Stack Hub
Update the guest tenant directory
Configure access in Azure Stack Hub
Lastly, Create a custom role
Module 5: Manage the Azure Stack Hub Infrastructure
In this module, you will learn how monitor system health by using the REST API, monitor system health by using
Syslog Server, collect diagnostic logs on demand by using PowerShell, configure a storage target for infrastructure
backup, and download and import update packages manually.
Lessons
® Manage system health
Azure Monitor on Azure Stack Hub
Plan and configure business continuity and disaster recovery
Manage capacity
Update infrastructure
Manage Azure Stack Hub by using privileged endpoints
Lastly, Module review questions Labs :
Connect to Azure Stack Hub via PowerShell
Access the Privileged Endpoint in Azure Stack Hub
Manage Log Collection in Azure Stack Hub
Configure and manage Azure Stack Hub Storage Accounts
Manage Public IP Addresses in Azure Stack Hub Configure Azure Stack Hub
Infrastructure Backup
After completing this module, students will be able to:
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Include resource providers such as Event Hubs

Manage field replacement or repair

Configure storage targets for infrastructure backups
Update Azure Stack Hub

Unlock a support session

Connect to a privileged endpoint

Lastly, perform system diagnostics by using Test-Azure Stack

Related Courses:

AZ-303 Microsoft Azure Architect Technologies

AZ-305 Designing Microsoft Azure Infrastructure Solutions
AZ-220 Microsoft Azure |oT Developer

Related Certifications:

Microsoft Azure Training and Certifications

Microsoft Certified: Azure Stack Hub Operator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies

"\hRead More
SKU: 2406
Price: $2,595.00

MICROSOFT AZURE FUNDAMENTALS (1 DAY) AZ-901

This course will provide foundational level knowledge on Azure concepts; core Azure services; core solutions and

management tools; general security and network security; governance, privacy, and compliance features; Azure

cost management and service level agreements.

MICROSOFT AZURE FUNDAMENTALS TRAINING CLASS AZ-901

PREPRATION FOR CERTIFICATION AZURE FUNDAMENTALS EXAM (1 DAY) AZ-901

(WANT TO PASS THE AZ-900 EXAM, START WITH THIS CLASS AND PAY ATTENTION.

EVEN SALESPEOPLE PASS THIS CERTIFICATION EXAM.) YOU WILL

LEARN:
® Core Azure concepts

Core Azure services

Core Solutions and Management Tools on Azure

General Security and Network Security Features

o ldentity, Governance, Privacy, and Compliance features

Azure cost management and service level agreements (be a hero and pay for this class by managing Azure

cost)

COURSE OVERVIEW MICROSOFT AZURE FUNDAMENTALS

This course will provide foundational level knowledge on Azure concepts; core Azure services; core solutions and
management tools; general security and network security; governance, privacy, and compliance features; Azure
cost management and service level agreements.

Note: This course does not provide an Azure pass or time for students to participate in hands-on labs. If you are
interested in a more interactive hands-on lab experience, consider the AZ-900T00: Microsoft Azure Fundamentals
(2 day) course, which includes trainer-directed hands-on labs. The content for both courses align to the AZ-900
exam objective domain.

IS THIS THE RIGHT COURSE FOR YOU?

This course is suitable for program managers and technical sales, with a general IT background. These students
want to learn about our offerings, see how components are implemented, and ask questions about products and
features. This course does not provide an Azure pass or time in the classroom for students to do any hands-on
activities. Students can get a free trial and do the walkthroughs outside of class. This course is primarily lecture and
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demonstrations. This course will help prepare someone for the AZ-900 exam.

SKILLS GAINED
® Discuss the basics of cloud computing and Azure, and how to get started with Azure's subscriptions and

accounts.

Describe the advantages of using cloud computing services, learning to differentiate between the categories
and types of cloud computing, and how to examine the various concepts, resources, and terminology that are
necessary to work with Azure architecture.
® Outline the core services available with Microsoft Azure.

Learn the core solutions that encompass a wide array of tools and services from Microsoft Azure. Describe

the general security and network security features, and how you can use the various Azure services to help

ensure that your cloud resources are safe, secure, and trusted.

Discuss the identity, governance, privacy, and compliance features, and how Azure can help your secure
access to cloud resources, what it means to build a cloud governance strategy, and how Azure adheres to
common regulatory and compliance standards.

Learn the factors that influence cost, tools you can use to help estimate and manage your cloud spend, and
how Azure's service-level agreements (SLAs) can impact your application design decisions.

GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:

There are no prerequisites for taking this course. However, the more technical knowledge a student has, the more

they will understand about the cloud.

COURSE OUTLINE

Module 1: Describe core Azure concepts

In this module, you'll take an entry level end-to-end look at Azure and its capabilities, which will provide you with a

solid foundation for completing the available modules for Azure Fundamentals.

Lessons
® Introduction to Azure fundamentals

Discuss Azure fundamental concepts

Describe core Azure architectural components

After completing this module, students will be able:

Understand the benefits of cloud computing in Azure and how it can save you time and money. Explain
concepts such as high availability, scalability, elasticity, agility, and disaster recovery. Describe core Azure
architecture components such as subscriptions, management groups, and resources.

Summarize geographic distribution concepts such as Azure regions, region pairs, and availability zones.

Module 2: Describe core Azure services

In this module, you learn about core Azure services like Azure database, Azure compute, Azure storage, and Azure

Networking.

Lessons

Explore Azure database and analytics services

Explore Azure compute services

Explore Azure Storage services

Explore Azure networking services

After completing this module, students will be able:

Understand the services available in Azure including compute, network, storage, and databases. Identify
virtualization services such as Azure VMs, Azure Container Instances, and Azure Kubernetes.

Compare Azure's database services such as Azure Cosmos DB, Azure SQL, and Azure Database for MySQL.
Examine Azure networking resources such as Virtual Networks, VPN Gateways, and Azure ExpressRoute.
Summarize Azure storage services such Azure Blob Storage, Azure Disk Storage, and Azure File Storage.

Module 3: Describe core solutions and management tools on Azure

In this module, you'll learn about Al machine learning, Azure DevOps, monitoring fundamentals, management

fundamentals, serverless computing fundamentals. and loT fundamentals.

Lessons
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Choose the best Al service for your needs
Choose the best tools to help organizations build better solutions
Choose the best monitoring service for visibility, insight, and outage mitigation
Choose the best tools for managing and configuring your Azure environment
Choose the best Azure serverless technology for your business scenario Choose the
est Azure loT service for your application
After completmg this module, students will be able:
Choose the correct Azure Al service to address different kinds of business challenges.
Choose the best software development process tools and services for a given business scenario.
Choose the correct cloud monitoring service to address different kinds of business challenges.
Choose the correct Azure management tool to address different kinds of technical needs.
o« Choose the right serverless computing technology for your business scenario.
Choose the best Azure loT service for a given business scenario.
Module 4: Describe general security and network security features
In this module, you will learn how to protect yourself against security threats and secure your networks with Azure.
Lessons
® Protect against security threats on Azure Secure
network connectivity on Azure
After completing this module, students will be able:
® Strengthen your security posture and protect against threats by using Azure Security Center.
Collect and act on security data from many different sources by using Azure Sentinel.
Manage dedicated physical servers to host your Azure VMs for Windows and Linux.
Identify the layers that make up a defense in depth strategy.
Explain how Azure Firewall enables you to control what traffic is allowed on the network.
Configure network security groups to filter network traffic to and from Azure resources.
Explain how Azure DDoS Protection helps protect your Azure resources from DDoS attacks.
Module 5: Describe identity, governance, privacy, and compliance features
In this module, you will learn about Azure identity services, how to build a cloud governance strategy, and privacy,
compliance and data protection standards on Azure.
Lessons
Secure access to your applications by using Azure identity services
® Build a cloud governance strategy on Azure
Examine privacy, compliance, and data protection standards on Azure
After completing this module, students will be able to:
® Explain the difference between authentication and authorization.
Describe how Azure Active Directory provides identity and access management.
Explain the role single sign-on (SSO), multifactor authentication, and Conditional Access play.
Make organizational decisions about your cloud environment by using the CAF for Azure.
Define who can access cloud resources by using Azure role-based access control.
Apply a resource lock to prevent accidental deletion of your Azure resources.
Apply tags to your Azure resources to help describe their purpose.
Control and audit how your resources are created by using Azure Policy.
Enable governance at scale across multiple Azure subscriptions by using Azure Blueprints.
Explain the types of compliance offerings that are available on Azure.
Gain insight into regulatory standards and compliance on Azure.
Explain Azure capabilities that are specific to government agencies.
Module 6: Describe Azure cost management and service level agreements
In this module, you will learn how to plan and manage Azure costs, and how to choose the right Azure services
though SLAs and service lifecycle.
Lessons
® Plan and manage your Azure costs
Choose the right Azure services by examining SLAs and service lifecycle
After completing this module, students will be able to:
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Use the Total Cost of Ownership Calculator.

Describe the different ways you can purchase Azure products and services.

Use the Pricing calculator to estimate the monthly cost of running your cloud workloads.

Define the major factors that affect total cost and apply recommended practices to minimize cost.
Describe what a service-level agreement (SLA) is and why SLAs are important.

Identify factors, such as the service tier you choose, that can affect an SLA.

Combine SLAs to compute a composite SLA. Describe

the service lifecycle in Azure.

Related Courses:

AZ-700 Designing and Implementing Microsoft Azure Networking Solutions
AZ-204 Developing Solutions for Microsoft Azure

AZ-305 Designing Microsoft Azure Infrastructure Solutions

AZ-120 Planning and Administering Microsoft Azure for SAP Workloads
AZ-140 Developing Solutions for Microsoft Azure

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Azure Fundamentals

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

"\hRead More
SKU: 2409
Price: $695.00

AZURE STACK HCI WINDOWS SERVER 2019 TRAINING WS-013
This course is intended primarily for IT Professionals who already have significant experience with managing an on-
premises Windows Server environment. Its purpose is to cover advanced topics related to Windows Server
software-defined datacenter, Azure Stack HCI, and other Azure Stack products.
MICROSOFT CERTIFIED: AZURE
ADMINISTRATOR HCI STACK TRAINING CLASS WS-013
YOU WILL LEARN HOW TO:
® Describe the Azure Stack portfolio, including Azure Stack HCI, Hub, and Edge
Teach the process of a typical Azure Stack HCl implementation and describe its core technologies and
management tools.
. ldentify Azure Stack HCI hybrid capabilities and implement, manage, and maintain its workloads.
« Plan for and implement Azure Stack HCI Storage, including Storage QoS and Storage Replica. Plan for
Azure Stack HCI Networking and implement Software Defined Networks on it.
THIS WS-013 MICROSOFT CERTIFIED: AZURE ADMINISTRATOR HCI STACK COURSE
IT Professionals with significant experience with managing an on-premises Windows Server environment.
Advanced topics related to Windows Server software-defined datacenter, Azure Stack HCI, and other Azure Stack
products. The course uses existing Microsoft System Center products to implement and manage software-defined
datacenters with Windows Server 2019. An advanced course for people to run their virtual workloads on Windows
Server 2019 at medium-to-large scale using software-defined datacenter and hyper-converged principles.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
IT professionals who manage on-premises Windows Server environments and use Azure to manage server
workloads and run their virtual workloads on Windows Server 2019. Microsoft System Center products to
implement and manage software-defined datacenters with Windows Server 2019.

GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
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Intermediate experience with managing Windows Server operating systems and Windows Server virtualized
workloads in on-premises scenarios
And, with common Windows Server management tools (implied by the first prerequisite) Intermediate
knowledge of core Microsoft compute, storage, networking, and virtualization technologies
« And, of Windows Server—based compute and storage high-availability technologies
Basic experience with implementing and managing Infrastructure as a service (laaS) services in Microsoft
Azure
* Basic knowledge of Azure Active Directory (Azure AD)
Intermediate knowledge of Microsoft virtualization security-related technologies
Intermediate knowledge of PowerShell scripting and PowerShell Desired State Configuration (DSC)
COURSE OUTLINE
Module 1: Introducing Azure Stack HCI
This module describes the basic characteristics of Azure Stack HCI, along with its peer offerings that are part of the
Azure stack portfolio, including Azure Stack Hub and Edge.
Lessons
Technologies
Management tools
Hybrid capabilities

After completing this module, students will be able to:

® Describe basic capabilities and use cases of the Microsoft Azure Stack portfolio.
Identify the core components of the Azure Stack HCl architecture.
Identify common management tools used to deploy and manage a hyperconverged infrastructure.
Describe the purpose and capabilities of Azure Arc.
Identify Azure infrastructure services that you can integrate into your on-premises environment.
Configure cloud witness as the quorum witness type.
Describe how to establish a Point-to-Site VPN to an Azure virtual network with Azure Network Adapter
Describe the characteristics and use cases for Azure File Sync and Azure Monitor.
Explain now to maintain business continuity, using Azure Backup and Azure Site Recovery.
Describe Azure Update Management use cases and architecture.
Describe the high-level process for provisioning an Azure Stack HCl implementation.

Module 2: Operating and maintaining Azure Stack HCI
This module describes how to implement, manage, and maintain workloads on Azure Stack HCI. As described in the
first module, it is designed to optimize performance, resiliency, and scalability of specific types of workloads.
Implementing these workloads follows the initial configuration, which involves provisioning virtualized storage and
networking layers on top of the hardware approved by Microsoft that is running the Windows Server 2019
operating system. This module provides an overview of different Azure services and Windows Server functionality
that can be used to manage and maintain those workloads, leveraging integration of Windows Server 2019 with
Azure.
Lessons
® Implementing and managing workloads

Maintaining Azure Stack HCI
Lab : Lab B: Using Windows Admin Center in hybrid scenarios

Integrating hyperconverged infrastructure with Azure services

Reviewing Azure integration functionality

Managing updates to hyperconverged infrastructure
After completing this module, students will be able to:
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Implement shared clustering with shared disks.
Describe components required to deploy shielded VMs.
Implement Virtual Desktop Infrastructure (VDI) workloads.
Host container-based deployments
Create a Point-to-Site (P2S) VPN connection to an Azure virtual network, with Azure Network Adapter.
Describe Azure File Sync architecture.
Implement Azure File Sync to replicate files between on-premises and an Azure file share.
* Manage Azure Stack HCI workloads with Azure Arc.
Module 3: Planning for and implementing Azure Stack HCI storage
This module describes how to plan for and implement Azure Stack HCI Storage. The module covers the core HCI
storage technologies in detail and includes specific coverage of Storage QoS and Storage Replica. The module
describes the process of planning, implementation and management of storage.
Lessons
® Overview of core technologies
Planning for Storage Spaces
Implementing a Storage Spaces Direct-based hyper-converged infrastructure
Managing Storage Spaces
e Planning for and implementing Storage QoS
Planning for and implementing Storage Replica
Lab: Implementlng a Storage Spaces Direct cluster
Implementing a Storage Spaced Direct cluster by using Windows PowerShell
Managing of a Storage Spaces Direct cluster by using Windows Admin Center and Windows PowerShell
Monitoring and managing resiliency of a Storage Spaces Direct cluster
« Managing Storage Spaces Direct cluster tiers
« ldentifying and analyzing metadata of a Storage Spaces Direct cluster (optional)
After completing this module, students will be able to:
® Describe Azure Stack HCI storage core technologies.
Plan for Storage Spaces.
Implement Storage Spaces Direct-based Hyper-Converged Infrastructure.
Manage Storage Spaces.
« Plan for and implement Storage QoS.
Plan for and implement Storage Replica.
Module 4: Planning for and implementing Azure Stack HCI networking
This module describes how to plan for and implement Software Defined Networking in Azure Stack HCI.
The module focuses on the technology and its basic functionality, with emphasis on Windows Admin Center as the
primary SDN management tool. The module also covers in more detail four specific components of SDN; Switch
Embedded Teaming (SET), Software Load Balancing (SLB), Datacenter Firewall, and RAS Gateways.
Lessons
® Overview core networking technologies
Overview of network virtualization and Software-Defined Networking
Planning for and implementing Switch Embedded Teaming
Datacenter Firewall
Software Load Balancing
And also, RAS Gateways
Lab : Lab A: Deploying Software-Defined Networking
Deploying Software-Defined Networking by using PowerShell
Managing virtual networks by using Windows Admin Center and PowerShell
Implementing SDN Access Control List by using Windows Admin Center
Implementing SDN Software Load Balancing by using Windows Admin Center and Windows PowerShell
After completing this module, students will be able to:
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Describe the core Software-Defined Networking (SDN) components.

Distinguish between software-only and hardware-only features

Describe the use case for Simplified SMB Multichannel and Multi-NIC Cluster Networks.
Network virtualization in the context of.

The process of deploying SDN.

Plan for and implement SET.

Describe SLB functionality and infrastructure and implement SLB.

Implement and configure Datacenter Firewall.

Implement, configure, and troubleshoot RAS Gateway.

Related Courses:

AZ-800 Administering Windows Server Hybrid Core Infrastructure
AZ-801 Configuring Windows Server Hybrid Advanced Services
WS-011 Windows Server 2019 Administration

WS-012 Windows Server 2019 Hybrid and Azure laaS

WS-050 Migrating Application Workloads to Azure

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Windows Server Hybrid Administrator Associate

Learning Paths
Microsoft Certified: Azure Administrator Associate

Prerequisites

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2703

Price: $2,085.00

AZURE AI-102 DESIGNING & IMPLEMENTING SOLUTION CERTIFICATION MICROSOFT AZURE Al

ENGINEER ASSOCIATE
This course is intended for software developers wanting to build Al infused applications that leverage Azure
Cognitive Services, Azure Cognitive Search, and Microsoft Bot Framework. The course will use C# or Python as the
programming language.
Al-102 DESIGNING AND IMPLEMENTING A
MICROSOFT AZURE Al SOLUTION
SKILLS GAINED
® Describe considerations for Al-enabled application development
Create, configure, deploy, and secure Azure Cognitive Services
Develop applications that analyze text
Develop speech-enabled applications
Create applications with natural language understanding capabilities
Q&A applications creation
Create conversational solutions with bots
Use computer vision services to analyze images and videos
Create custom computer vision models
Develop applications that detect, analyze, and recognize faces
Develop applications that read and process text in images and documents Create
intelligent search solutions for knowledge mining

DESIGNING AND IMPLEMENTING A MICROSOFT AZURE Al SOLUTION AIl-102
This course is intended for software developers wanting to build Al infused applications that leverage Azure
Cognitive Services, Azure Cognitive Search, and Microsoft Bot Framework. The course will use C# or Python as the
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programming language.

IS THIS DESIGNING AND IMPLEMENTING A MICROSOFT AZURE Al SOLUTION THE RIGHT CLASS FOR YOU?
Software engineers concerned with building, managing and deploying Al solutions that leverage Azure
Cognitive Services, Azure Cognitive Search, and Microsoft Bot Framework. They are familiar with C# or Python and
have knowledge on using REST-based APIs to build computer vision, language analysis, knowledge mining,
intelligent search, and conversational Al solutions on Azure.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Before attending this course, students must have:
Knowledge of Microsoft Azure and ability to navigate the Azure portal
Knowledge of either C# or Python
Familiarity with JSON and REST programming semantics
To gain C# or Python skills, complete the free Take your first steps with C# or Take your first steps with Python
learning path before attending the course.
COURSE OUTLINE
Module 1: Introduction to Al on Azure
Artificial Intelligence (Al) is increasingly at the core of modern apps and services. In this module, you'll learn about
some common Al capabilities that you can leverage in your apps, and how those capabilities are implemented in
Microsoft Azure. You'll also learn about some considerations for designing and implementing Al solutions
responsibly.
Lessons
® Introduction to Artificial Intelligence Artificial
Intelligence in Azure
After completing this module, students will be able to:
® Describe considerations for creating Al-enabled applications
Identify Azure services for Al application development
Module 2: Developing Al Apps with Cognitive Services
Cognitive Services are the core building blocks for integrating Al capabilities into your apps. In this module, you'll
learn how to provision, secure, monitor, and deploy cognitive services.
Lessons
® Getting Started with Cognitive Services
Using Cognitive Services for Enterprise Applications
Lab : Get Started with Cognitive Services
Lab : Manage Cognitive Services Security
Lab : Monitor Cognitive Services
Lab : Use a Cognitive Services Container
After completing this module, students will be able to:
Provision and consume cognitive services in Azure
Manage cognitive services security
Monitor cognitive services
Use a cognitive services container
Module 3: Getting Started with Natural Language Processing
Natural Language processing (NLP) is a branch of artificial intelligence that deals with extracting insights from
written or spoken language. In this module, you'll learn how to use cognitive services to analyze and translate text.
Lessons
Analyzing Text
Translating Text
Lab : Translate Text
Lab : Analyze Text
After completing this module, students will be able to:
® Use the Text Analytics cognitive service to analyze text
Use the Translator cognitive service to translate text
Module 4: Building Speech-Enabled Applications
Many modern apps and services accept spoken input and can respond by synthesizing text. In this module, you'll
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continue your exploration of natural language processing capabilities by learning how to build speech-enabled
applications.
Lessons
® Speech Recognition and Synthesis
Speech Translation
Lab : Recognize and Synthesize Speech
Lab : Translate Speech
After completing this module, students will be able to:
® Use the Speech cognitive service to recognize and synthesize speech
Use the Speech cognitive service to translate speech
Module 5: Creating Language Understanding Solutions
To build an application that can intelligently understand and respond to natural language input, you must define
and train a model for language understanding. In this module, you'll learn how to use the Language Understanding
service to create an app that can identify user intent from natural language input.
Lessons
® Creating a Language Understanding App
Publishing and Using a Language Understanding App
Using Language Understanding with Speech
Lab : Create a Language Understanding Client Application
Lab : Create a Language Understanding App
Lab : Use the Speech and Language Understanding Services
After completing this module, students will be able to:
® Create a Language Understanding app
Create a client application for Language Understanding
Integrate Language Understanding and Speech
Module 6: Building a Q&A Solution
One of the most common kinds of interaction between users and Al software agents is for users to submit
questions in natural language, and for the Al agent to respond intelligently with an appropriate answer. In this
module, you'll explore how the Q&A Maker service enables the development of this kind of solution.
Lessons
® Creating a Q&A Knowledge Base
Publishing and Using a Question and Answer (Q&A) Knowledge Base
Lab : Create a Q&A Solution
After completing this module, students will be able to:
® Use Q&A Maker to create a knowledge base
Use a Q&A knowledge base in an app or bot
Module 7: Conversational Al and the Azure Bot Service
Bots are the basis for an increasingly common kind of Al application in which users engage in conversations with Al
agents, often as they would with a human agent. In this module, you'll explore the Microsoft Bot Framework and
the Azure Bot Service, which together provide a platform for creating and delivering conversational experiences.
Lessons
® Bot Basics
Implementing a Conversational Bot
Lab : Create a Bot with the Bot Framework SDK
Lab : Create a Bot with Bot Framework Composer
After completing this module, students will be able to:
® Use the Bot Framework SDK to create a bot
Use the Bot Framework Composer to create a bot
Module 8: Getting Started with Computer Vision
Computer vision is an area of artificial intelligence in which software applications interpret visual input from images
or video. In this module, you'll start your exploration of computer vision by learning how to use cognitive services
to analyze images and video.
Lessons
® Analyzing Images
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Analyzing Videos
Lab : Analyze Video
Lab : Analyze Images with Computer Vision
After completing this module, students will be able to:
® Use the Computer Vision service to analyze images
Use Video Analyzer to analyze videos
Module 9: Developing Custom Vision Solutions
While there are many scenarios where pre-defined general computer vision capabilities can be useful, sometimes
you need to train a custom model with your own visual data. In this module, you'll explore the Custom Vision
service, and how to use it to create custom image classification and object detection models.
Lessons
® Image Classification
Object Detection
Lab : Classify Images with Custom Vision
Lab : Detect Objects in Images with Custom Vision
After completing this module, students will be able to:
® Use the Custom Vision service to implement image classification
Use the Custom Vision service to implement object detection
Module 10: Detecting, Analyzing, and Recognizing Faces
Facial detection, analysis, and recognition are common computer vision scenarios. In this module, you'll explore the
user of cognitive services to identify human faces.
Lessons
® Detecting Faces with the Computer Vision Service Using the
Face Service
Lab : Detect, Analyze, and Recognize Faces
After completing this module, students will be able to:
® Detect faces with the Computer Vision service
Detect, analyze, and recognize faces with the Face service
Module 11: Reading Text in Images and Documents
Optical character recognition (OCR) is another common computer vision scenario, in which software extracts text
from images or documents. In this module, you'll explore cognitive services that can be used to detect and read
text in images, documents, and forms.
Lessons
® Reading text with the Computer Vision Service
Extracting Information from Forms with the Form Recognizer service
Lab : Read Text in Images
Lab : Extract Data from Forms
After completing this module, students will be able to:
® Use the Computer Vision service to read text in images and documents
Use the Form Recognizer service to extract data from digital forms
Module 12: Creating a Knowledge Mining Solution
Ultimately, many Al scenarios involve intelligently searching for information based on user queries. Al powered
knowledge mining is an increasingly important way to build intelligent search solutions that use Al to extract
insights from large repositories of digital data and enable users to find and analyze those insights.
Lessons
® Implementing an Intelligent Search Solution
Developing Custom Skills for an Enrichment Pipeline Creating a
Knowledge Store
Lab : Create a Custom Skill for Azure Cognitive Search
Lab : Create an Azure Cognitive Search solution
Lab : Create a Knowledge Store with Azure Cognitive Search
After completing this module, students will be able to:
® Create an intelligent search solution with Azure Cognitive Search

Implement a custom skill in an Azure Cognitive Search enrichment pipeline Use Azure
[
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Cognitive Search to create a knowledge store

Related Courses:
Al-900 Microsoft Azure Al Fundamentals
AZ-104: Microsoft Azure Administrator

Related Certifications:

Microsoft Certified: Azure Al Engineer Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure
Read More

SKU: 2410

Price: $2,595.00

AZURE Al MICROSOFT FUNDAMENTALS AI-900

Learn the concepts for artificial intelligence (Al), and Azure to support Al solutions.
YOU WILL LEARN:

Describe Artificial Intelligence workloads and considerations

Fundamental principles of machine learning on Azure

Describe features of computer vision workloads on Azure

Natural Language Processing (NLP) workloads on Azure

And also, of conversational Al workloads on Azure

THIS AlI-900 MICROSOFT AZURE Al FUNDAMENTALS AI-900 CERTIFICATION

This course is designed for candidates looking to demonstrate foundational-level knowledge of machine learning
(ML) and artificial intelligence (Al) concepts, and related Microsoft Azure services. In this course, you will learn how
to use Azure services to create machine learning, computer vision, natural language processing, and also on
conversational Al solutions through hands-on activities.

The course is intended for candidates with both technical and non-technical backgrounds. Data science and
software engineering experience are not required; however, some general programming knowledge or experience
would be beneficial.

IS THIS THE RIGHT COURSE FOR YOU?

This Azure Al Fundamentals course and exam are designed for anyone interested in learning about the types of
solution artificial intelligence (Al) makes possible, and the services on Microsoft Azure that you can use to create
them. You don’t need to have any experience of using Microsoft Azure before taking this course, but a basic level of
familiarity with computer technology and the Internet is assumed. Some of the concepts covered in the course
require a basic understanding of mathematics, such as the ability to interpret charts. The course includes hands-on
activities that involve working with data and running code, so a knowledge of fundamental programming principles
will be helpful.

GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Azure Al Fundamental students start with some basic awareness of computing and internet concepts,
and an interest in using Azure Al services.
Specifically:
® Experience using computers and the internet.
Interest in use cases for Al applications and machine learning models.
Lastly, a willingness to learn through hands-on exploration.

COURSE OUTLINE
Module 1: Introduction to Al
In this module, you'll learn about common uses of artificial intelligence (Al), and the different types of workloads
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associated with Al. You'll then explore considerations and principles for responsible Al development.
Lessons
¢ Artificial Intelligence in Azure Responsible
Al
After completing this module, you will be able to:
Describe Artificial Intelligence workloads and considerations
Module 2: Machine Learning
Machine learning is the foundation for modern Al solutions. In this module, you'll learn about some fundamental
concepts, and how to use the Azure Machine Learning service to create and publish its models.
Lessons
® Introduction to Machine Learning Azure
Machine Learning
After completing this module, you will be able to:
Describe fundamental principles of machine learning on Azure
Module 3: Computer Vision
Computer vision is the area of Al that deals with understanding the world visually, through images, video files, and
cameras. In this module you'll explore multiple computer vision techniques and services.
Lessons
® Computer Vision Concepts Computer
Vision in Azure
After completing this module, you will be able to:
Describe features of computer vision workloads on Azure
Module 4: Natural Language Processing
This module describes scenarios for Al solutions that can process written and spoken language. You'll learn about
Azure services that can be used to build solutions. This Azure services also helps on analyzing text, recognizing and
synthesizing speech, translating between languages, and interpreting commands.
After completing this module, you will be able to:
Describe features of Natural Language Processing (NLP) workloads on Azure
Module 5: Conversational Al
Conversational Al enables users to engage in a dialog with an Al agent, or bot, through communication channels
such as email, webchat interfaces, social media, and others. This module describes some basic principles for
working with bots and gives you an opportunity to create a bot that can respond intelligently to user questions
Lessons
¢ Conversational Al Concepts Conversational
Al in Azure
After completing this module, you will be able to:
Describe features of conversational Al workloads on Azure

Related Courses:
Al-102 Designing and Implementing a Microsoft Azure Al Solution
AZ-104: Microsoft Azure Administrator

Related Certifications:

Microsoft Certified: Azure Al Fundamentals

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure
Read More

SKU: 2608

Price: $695.00

MIGRATE OPEN-SOURCE DATA WORKLOADS TO AZURE DP-070
This course will enable the students to understand Azure SQL Database and educate the students on what is
required to migrate MySQL and PostgreSQL workloads to Azure SQL Database.
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SKILLS GAINED
Migrate on-premises MySQL to Azure SQL DB for MySQL
Migrate on-premises PostgreSQL to Azure SQL DB for PostgreSQL
MIGRATE OPEN-SOURCE DATA WORKLOADS TO AZURE DP-070 COURSE OVERVIEW
You will understand Azure SQL Database and educate the students on what is required to migrate MySQL and
PostgreSQL workloads to Azure SQL Database.
IS THIS THE RIGHT COURSE FOR YOU?
This course is for database developers who plan to migrate their MySQL or Postgres DB workloads to Azure SQL DB.
Also, MySQL/Postgres administrators to raise awareness of the features and benefits of Azure SQL DB. Will work
for Mongo DB.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful students start this role with a fundamental knowledge of cloud computing concepts and experience with
open-source relational database management systems.
Specifically:
® Working with PostgreSQL and/or MySQL
Using backup and recovery techniques with open-source data SQL
administration

MIGRATE OPEN-SOURCE DATA WORKLOADS TO AZURE DP-070 COURSE OUTLINE
Module 1: Migrate to Azure SQL DB for MySQL & PostgreSQL
This module describes the benefits and architecture of Azure SQL DB.
Lessons
® 0SS databases overview
Common OSS database workloads
Customer challenges in migration
Lab : Creating source OSS databases
® Installation of Postgres migration DB server
® Installation of MySQL migration DB server
: Backups / data dumps from Postgres / MySQL Restore
from data dumps
At the end of this module, the students will be able to:
® 0SS databases overview
Common OSS database workloads
Customer challenges in migration
Module 2: Migrate on-premises MySQL to Azure SQL DB for MySQL
This module describes the benefits and process of migrating MySQL workloads to Azure SQL DB Lessons
® Configure and Manage Azure SQL DB for MySQL
Migrate on-premises MySQL to SQL DB for MySQL
* Application Migration
Post-migration considerations
Lab : Migrating MySQL DB Workloads to Azure SQL DB
® Migrating MySQL DB Workloads to Azure SQL DB
®* Define Source and Target DBs
: Perform Migration
Verify Migration
At the end of this module, the students will be able to:
® Configure and Manage Azure SQL DB for MySQL
Migrate on-premises MySQL to SQL DB for MySQL
* Application Migration
Post-migration considerations
Module 3: Migrate on-premises PostgreSQL to Azure SQL DB for PostgreSQL
This module describes the benefits and process of migrating PostgreSQL DB workloads to Azure SQL DB Lessons
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Configure and Manage Azure SQL DB for PostgreSQL
Migrate on-premises MySQL to SQL DB for PostgreSQL
Application Migration

Post-migration considerations

Lab : Migrating PostgreSQL DB Workloads to Azure SQL DB
Configure Azure SQL DB for PostgreSQL

Define Source and Target DBs

Perform Migration

Verify Migration

At the end of this module, the students will be able to:
Configure and Manage Azure SQL DB for PostgreSQL
Migrate on-premises MySQL to SQL DB for PostgreSQL
Application Migration

Post-migration considerations

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900
Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Database Administrator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2606

Price: $695.00

DESIGNING AN AZURE DATA SOLUTION DP-201

Learn to design data platform solutions to enhance your business and technical requirements.

COURSE OVERVIEW DESIGNING AN AZURE DATA SOLUTION

In this course, the students will design various data platform technologies into solutions that are in line with
business and technical requirements. This can include on-premises, cloud, and hybrid data scenarios which
incorporate relational, NoSQL, or Data Warehouse data. They will also learn how to design process architectures
using a range of technologies for both streaming and batch data. The students will also explore how to design data
security, including data access, data policies, and standards. They will also design Azure data solutions, which
includes the optimization, availability, and disaster recovery of big data, batch processing, and streaming data
solutions.

IS THIS THE RIGHT COURSE FOR YOU?

The audience for this course is Data Professionals, Data Architects, and Business Intelligence

Professionals who want to learn about the data platform technologies that exist on Microsoft Azure. The secondary
audience for this course is individuals who develop applications that deliver content from the data platform
technologies that exist on Microsoft Azure.

GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:

Successful students start this course with knowledge of cloud computing and core data concepts and professional
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experience with data solutions.
Specifically completing:
® AZ-900 - Azure Fundamentals
® DP-900 - Microsoft Azure Data Fundamentals
DP-200 — Implementing an Azure Data Solution
COURSE OUTLINE
Module 1: Data Platform Architecture Considerations
In this module, the students will learn how to design and build secure, scalable, and performant solutions in Azure
by examining the core principles found in every good architecture. They will learn how using key principles
throughout architecture, regardless of technology choice, can help you design, build, and continuously improve the
architecture for an organization's benefit.
Lessons
® Core Principles of Creating Architectures
Design with Security in Mind
Performance and Scalability
Design for availability and recoverability
Design for efficiency and operations Case
Study
Lab : Case Study
Design with security in mind
Consider performance and scalability
Design for availability and recoverability Design for
efficiency and operations
After completing this module, students will be able to:
® Design with security in mind
Consider performance and scalability
Design for availability and recoverability
Design for efficiency and operations
Module 2: Azure Batch Processing Reference Architectures
In this module, students will learn the reference design and architecture patterns for dealing with the batch
processing of data. The student will be exposed to dealing with the movement of data from on-premises systems
into a cloud data warehouse and how it can be automated. The students will also be exposed to an Al architecture
and how the data platform can integrate with an Al solution.
Lessons
® Lambda architectures from a Batch Mode Perspective
Design an Enterprise Bl solution in Azure
* Automate enterprise Bl solutions in Azure
Architect an Enterprise-grade Conversational Bot in Azure
Lab : Architect an Enterprise-grade Conversational Bot in Azure
® Designing an Enterprise Bl solution in Azure
Automate an Enterprise Bl solution in Azure
Automate an Enterprise Bl solution in Azure
After completing this module, students will be able to:
® Understand the core principles of creating architectures
Describe Lambda architectures from a Batch Mode Perspective
Design an Enterprise Bl solution in Azure
Automate enterprise Bl solutions in Azure
Architect an Enterprise-grade conversational bot in Azure
Module 3: Azure Real-Time Reference Architectures
In this module, the students will learn the reference design and architecture patterns for dealing with streaming
data. Students will learn how streaming data can be ingested by Event Hubs and Stream Analytics to deliver real-
time analysis of data. They will also explore a data science architecture that streams data into Azure Databricks to
perform trend analysis. And finally, learn how an Internet of Things (IoT) architecture will require data platform
technologies to store data.
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Lessons
Describe Lambda architectures for a Real-Time Perspective
Architect a stream processing pipeline with Azure Stream Analytics
Design a stream processing pipeline with Azure Databricks
Create an Azure loT reference architecture
Lab : Azure Real-Time Reference Architectures
® Architect a stream processing pipeline with Azure Stream Analytics
Design a stream processing pipeline with Azure Databricks
Create an Azure loT reference architecture
After completing this module, students will be able to:
Describe Lambda architectures for a Real-Time Mode Perspective
Architect a stream processing pipeline with Azure Stream Analytics
* Design a stream processing pipeline with Azure Databricks
Create an Azure loT reference architecture
Module 4: Data Platform Security Design Considerations
In this module, the students will learn how to incorporate security into an architecture design and learn the key
decision points in Azure provided to help create a secure environment through all the layers of architecture.
Lessons
® Defense in Depth Security Approach
Identity Management
Infrastructure Protection
Encryption Usage
« Network Level Protection
Application Security
Lab : Data Platform Security Design Considerations
® Defense in Depth Security Approach Identity
Protection
After completing this module, students will understand the following:
® Defense in Depth Security Approach
Identity Management
Infrastructure Protection
Encryption Usage
« Network Level Protection
Application Security
Module 5: Designing for Resiliency and Scale
In this module, students will learn scaling services to handle load. They will learn how identifying network
bottlenecks and optimizing storage performance are important to ensure users have the best experience. They will
also learn how to handle infrastructure and service failure, recover from the loss of data, and recover from a
disaster by designing availability and recoverability into the architecture.
Lessons
Adjust Workload Capacity by Scaling
Optimize Network Performance
Design for Optimized Storage and Database Performance
Identify Performance Bottlenecks
o Design a Highly Available Solution
Incorporate Disaster Recovery into Architectures
Design Backup and Restore strategies
Lab : Designing for Resiliency and Scale
® Adjust Workload Capacity by Scaling
Design for Optimized Storage and Database Performance
Design a Highly Available Solution
Incorporate Disaster Recovery into Architectures
After completing this module, students will be able to:
® Adjust Workload Capacity by Scaling
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Optimize Network Performance
Design for Optimized Storage and Database Performance
Identify Performance Bottlenecks
Design a Highly Available Solution
Incorporate Disaster Recovery into Architectures
Design Backup and Restore strategies
Module 6: Design for Efficiency and Operations
In this module, students will learn how to design an Azure architecture that is operationally efficient and minimizes
costs by reducing spend and they will understand how to design architectures that eliminate waste and gives them
full visibility into what is being utilized in the organization's Azure environment.
Lessons
® Maximizing the Efficiency of your Cloud Environment

Use Monitoring and Analytics to Gain Operational Insights

Use Automation to Reduce Effort and Error
Lab : Design for Efficiency and Operations

Maximize the Efficiency of your Cloud Environment

Use Monitoring and Analytics to Gain Operational Insights Use

Automation to Reduce Effort and Error
After completing this module, students will be able to:

® Maximize the Efficiency of your Cloud Environment
Use Monitoring and Analytics to Gain Operational Insights
Use Automation to Reduce Effort and Error

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB

Related Certifications:

Microsoft Certified: Azure Data Engineer Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More
SKU: 2601
Price: $1,390.00

AZURE DATA SOLUTIONS FOR DATA ARCHITECTS, DATA SCIENTIST AND BUSINESS INTELLIGENCE
PROFESSIONALS. BIG DATA AND RELATIONAL DP-200

In this course, the students will implement various data platform technologies into solutions that are in line with
business and technical requirements including on-premises, cloud, and hybrid data scenarios incorporating both
relational and No-SQL data.

COURSE OVERVIEW

In this course, the students will implement various data platform technologies into solutions that are in line with
business and technical requirements including on-premises, cloud, and hybrid data scenarios incorporating both
relational and No-SQL data. They will also learn how to process data using a range of technologies and languages
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for both streaming and batch data.
The students will also explore how to implement data security including authentication, authorization, data policies
and standards. They will also define and implement data solution monitoring for both the data storage and data
processing activities. Finally, they will manage and troubleshoot Azure data solutions which includes the
optimization and disaster recovery of big data, batch processing and streaming data solutions.
IS THIS THE RIGHT COURSE FOR YOU?
The primary audience for this course is data professionals, data architects, and business intelligence professionals
who want to learn about the data platform technologies that exist on Microsoft Azure.
The secondary audience for this course is individuals who develop applications that deliver content from the data
platform technologies that exist on Microsoft Azure.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful students start this course with knowledge of cloud computing and core data concepts and professional
experience with data solutions.
Specifically completing:
AZ-900 - Azure Fundamentals
DP-900 - Microsoft Azure Data Fundamentals

COURSE OUTLINE
Module 1: Azure for the Data Engineer
This module explores how the world of data has evolved and how cloud data platform technologies are providing
new opportunities for businesses to explore their data in different ways. The students will gain an overview of the
various data platform technologies that are available and how a Data Engineer's role and responsibilities has
evolved to work in this new world to an organization's benefit.
Lessons

® Explain the evolving world of data
Survey the services in the Azure Data Platform
Identify the tasks that are performed by a Data Engineer
Describe the use cases for the cloud in a Case Study
Lab : Azure for the Data Engineer

*® Identify the evolving world of data

: Determine the Azure Data Platform Services

Identify tasks to be performed by a Data Engineer Finalize the
data engineering deliverables

After completing this module, students will be able to:

® Explain the evolving world of data
Survey the services in the Azure Data Platform
Identify the tasks that are performed by a Data Engineer
Describe the use cases for the cloud in a Case Study
Module 2: Working with Data Storage
This module teaches the variety of ways to store data in Azure. The students will learn the basics of storage
management in Azure, how to create a Storage Account, and how to choose the right model for the data that want
to be stored in the cloud. They will also understand how Data Lake storage can be created to support a wide variety
of big data analytics solutions with minimal effort.
Lessons

® Choose a data storage approach in Azure
Create an Azure Storage Account
Explain Azure Data Lake storage
Upload data into Azure Data Lake
Lab : Working with Data Storage
Choose a data storage approach in Azure
Create a Storage Account
Explain Data Lake Storage
Upload data into Data Lake Store
After completing this module, students will be able to:
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Choose a data storage approach in Azure
Create an Azure Storage Account
Explain Azure Data Lake Storage
Upload data into Azure Data Lake
Module 3: Enabling Team Based Data Science with Azure Databricks
This module introduces students to Azure Databricks and how a Data Engineer works with it to enable an
organization to perform Team Data Science projects. They will learn the fundamentals of Azure Databricks and
Apache Spark notebooks; how to provision the service and workspaces; and how to perform data preparation task
that can contribute to the data science project.
Lessons
® Explain Azure Databricks
Work with Azure Databricks
Read data with Azure Databricks
Perform transformations with Azure Databricks
Lab : Enabling Team Based Data Science with Azure Databricks
® Explain Azure Databricks
® Work with Azure Databricks
: Read data with Azure Databricks
Perform transformations with Azure Databricks
After completing this module, students will be able to:
Explain Azure Databricks
Work with Azure Databricks
Read data with Azure Databricks
Perform transformations with Azure Databricks
Module 4: Building Globally Distributed Databases with Cosmos DB
In this module, students will learn how to work with NoSQL data using Azure Cosmos DB. They will learn how to
provision the service, how they can load and interrogate data in the service using Visual Studio Code extensions,
and the Azure Cosmos DB .NET Core SDK. They will also learn how to configure the availability options so that users
are able to access the data from anywhere in the world.
Lessons
® Create an Azure Cosmos DB database built to scale
Insert and query data in your Azure Cosmos DB database
Build a .NET Core app for Cosmos DB in Visual Studio Code
Distribute data globally with Azure Cosmos DB
Lab : Building Globally Distributed Databases with Cosmos DB
Create an Azure Cosmos DB
Insert and query data in Azure Cosmos DB
Build a .Net Core App for Azure Cosmos DB using VS Code Distribute data
globally with Azure Cosmos DB
After completing this module, students will be able to:
® Create an Azure Cosmos DB database built to scale
Insert and query data in your Azure Cosmos DB database
Build a .NET Core app for Azure Cosmos DB in Visual Studio Code
Distribute data globally with Azure Cosmos DB
Module 5: Working with Relational Data Stores in the Cloud
In this module, students will explore the Azure relational data platform options, including SQL Database and SQL
Data Warehouse. The students will be able explain why they would choose one service over another, and how to
provision, connect, and manage each of the services.
Lessons
Use Azure SQL Database
Describe Azure SQL Data Warehouse
Creating and Querying an Azure SQL Data Warehouse
Use PolyBase to Load Data into Azure SQL Data Warehouse
Lab : Working with Relational Data Stores in the Cloud
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Use Azure SQL Database
Describe Azure SQL Data Warehouse
Creating and Querying an Azure SQL Data Warehouse
Use PolyBase to Load Data into Azure SQL Data Warehouse
After completing this module, students will be able to:
® Use Azure SQL Database
Describe Azure Data Warehouse
Create and Query an Azure SQL Data Warehouse
Use PolyBase to Load Data into Azure SQL Data Warehouse
Module 6: Performing Real-Time Analytics with Stream Analytics
In this module, students will learn the concepts of event processing and streaming data and how this applies to
Events Hubs and Azure Stream Analytics. The students will then set up a stream analytics job to stream data and
learn how to query the incoming data to perform analysis of the data. Finally, they will learn how to manage and
monitor running jobs.
Lessons
® Explain data streams and event processing Data
Ingestion with Event Hubs
Processing Data with Stream Analytics Jobs
Lab : Performing Real-Time Analytics with Stream Analytics
® Explain data streams and event processing Data
Ingestion with Event Hubs
Processing Data with Stream Analytics Jobs
After completing this module, students will:
® Be able to explain data streams and event processing
Understand Data Ingestion with Event Hubs
Understand Processing Data with Stream Analytics Jobs
Module 7: Orchestrating Data Movement with Azure Data Factory
In this module, students will learn how Azure Data Factory can be used to orchestrate the data movement and
transformation from a wide range of data platform technologies. They will be able to explain the capabilities of the
technology and be able to set up an end-to-end data pipeline that ingests and transforms data.

Lessons
® Explain how Azure Data Factory works
Azure Data Factory Components
Azure Data Factory and Databricks
Lab : Orchestrating Data Movement with Azure Data Factory
® Explain how Data Factory Works
Azure Data Factory Components
Azure Data Factory and Databricks
After completing this module, students will:
Understand Azure Data Factory and Databricks
Understand Azure Data Factory Components
Be able to explain how Azure Data Factory works
Module 8: Securing Azure Data Platform
In this module, students will learn how Azure provides a multi-layered security model to protect data. The students
will explore how security can range from setting up secure networks and access keys, to defining permission, to
monitoring across a range of data stores.
Lessons
® Anintroduction to security
Key security components
Securing Storage Accounts and Data Lake Storage
Data Stores
Streaming Data
Lab : Securing Azure Data Platform

72



An introduction to security
Key security components
Securing Storage Accounts and Data Lake Storage
Data Stores
Streaming Data
After completing this module, students will:

® Have an introduction to security

Understand key security components
Securing Storage Accounts and Data Lake Storage, Data Stores and Streaming Data

Module 9: Monitoring and Troubleshooting Data Storage and Processing
In this module, the students will get an overview of the range of monitoring capabilities that are available to
provide operational support should there be an issue with a data platform architecture. They will explore the
common data storage and data processing issues. Finally, disaster recovery options are revealed to ensure business
continuity.
Lessons

® Explain the monitoring capabilities available
Troubleshoot common data storage issues and processing issues Manage
disaster recovery
Lab : Monitoring and Troubleshooting Data Storage and Processing
Explain the monitoring capabilities that are available
Troubleshoot common data storage issues and processing issues
Manage disaster recovery

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900 Microsoft
Azure Data Fundamentals

Related Certifications:
Microsoft Certified: Azure Data Engineer Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

"\hRead More
SKU: 2604
Price: $2,085.00

MICROSOFT AZURE DATABASE AND CLOUD CONCEPTS DATA SCIENCE, DATABASE

ADMINISTRATOR, DATABASE DEVELOPER FUNDAMENTALS DP-900

In this course, students will learn the fundamentals of database concepts in a cloud environment, get basic skilling
in cloud data services, and build their foundational knowledge of cloud data services within Microsoft Azure.
YOU WILL LEARN:

Describe core data concepts in Azure

Explain concepts of relational data in Azure

Explain concepts of non-relational data in Azure
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Lastly, Identify components of a modern data warehouse in Azure
AZURE DATABASE AND CLOUD CONCEPTS
DATA SCIENCE, DATABASE ADMINISTRATOR, DATABASE DEVELOPER FUNDAMENTALS DP-900 - COURSE
OVERVIEW
In this course, students will learn the fundamentals of database concepts in a cloud environment, get basic skilling
in cloud data services, and build their foundational knowledge of cloud data services within Microsoft Azure.
Students will also identify and describe core data concepts such as relational, nonrelational, big data, and analytics,
and explore how this technology is implemented with Microsoft Azure.

Roles, tasks, and responsibilities in the world of data will also be explored, including relational data offerings,
provisioning and deploying relational databases, and querying relational data through cloud data solutions with
Microsoft Azure. They will also explore non-relational data offerings, provisioning and deploying non-relational
databases, and non-relational data stores with Microsoft Azure. Students will also learn about the processing
options available for building data analytics solutions in Azure. They will explore Azure Synapse Analytics, Azure
Databricks, and Azure HDInsight and will know what Power Bl is, including its building blocks and how they work
together.

IS THIS THE RIGHT COURSE FOR YOU?
The audience for this course is individuals who want to learn the fundamentals of database concepts in a cloud
environment, get basic skilling in cloud data services, and build their foundational knowledge of cloud data services
within Microsoft Azure.
GOOD TO KNOW BEFORE CLASS:
Understanding of Azure Data Fundamentals and basic awareness of computing and Internet concepts, and an
interest in extracting insights from data.
Specifically:
® Experience using a web browser, such as Microsoft Edge.

Familiarity with basic data-related concepts, such as working with tables of data in a spreadsheet and

visualizing data using charts.

Lastly, willingness to learn through hands-on exploration.
AZURE DATABASE AND CLOUD CONCEPTS
DATA SCIENCE, DATABASE ADMINISTRATOR,
DATABASE DEVELOPER FUNDAMENTALS DP-900 - COURSE OUTLINE
Module 1: Explore core data concepts
Students will learn the fundamentals of database concepts in a cloud environment, get basic skilling in cloud data
services, and build their foundational knowledge of cloud data services within Microsoft Azure. Students will
identify and describe core data concepts such as relational, non-relational, big data, and analytics, and explore how
this technology is implemented with Azure. Students will explore the roles, tasks, and responsibilities in the world
of data.

Lessons
® Explore core data concepts
Explore roles and responsibilities in the world of data
Describe concepts of relational data
Explore concepts of non-relational data
Explore concepts of data analytics
After completing this module, students will be able to:
® Show foundational knowledge of cloud data services within Azure
Identify and describe core data concepts such as relational, non-relational, big data, and analytics Explain
how this technology is implemented with Azure
Module 2: Explore relational data in Azure
Students will learn the fundamentals of database concepts in a cloud environment, get basic skilling in cloud data
services, and build their foundational knowledge of cloud data services within Microsoft Azure. Students will
explore relational data offerings, provisioning and deploying relational databases, and querying relational data
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through cloud data solutions with Azure.
Lessons
® Explore relational data services in Azure
Explore provisioning and deploying relational database services in Azure Query
relational data in Azure
After completing this module, students will be able to:
® Describe relational data services on Azure
Explain provisioning and deploying relational databases on Azure
Query relational data through cloud data solutions in Azure
Module 3: Explore non-relational data in Azure
Students will learn the fundamentals of database concepts in a cloud environment, get basic skilling in cloud data
services, and build their foundational knowledge of cloud data services within Azure. Students will explore non-
relational data services, provisioning and deploying non-relational databases, and nonrelational data stores with
Microsoft Azure.
Lessons
® Explore non-relational data services in Azure
Explore provisioning and deploying non-relational data services on Azure Manage non-
relational data stores in Azure
After completing this module, students will be able to:
® Describe non-relational data services on Azure
Explain provisioning and deploying non-relational databases on Azure Describe
non-relational data stores on Azure
Module 4: Explore modern data warehouse analytics in Azure
Students will learn the fundamentals of database concepts in a cloud environment, get basic skilling in cloud data
services, and build their foundational knowledge of cloud data services within Azure. Students will explore the
processing options available for building data analytics solutions in Azure. Students will explore Azure Synapse
Analytics, Azure Databricks, and Azure HDInsight. Students will learn what Power Bl is, including its building blocks
and how they work together.
Lessons
® Examine components of a modern data warehouse
Explore large-scale data analytics
Get started building with Power BI
After completing this module, students will be able to:
® Describe processing options available for building data analytics solutions in Azure
Describe Azure Synapse Analytics, Azure Databricks, and Azure HDInsight
Explain what Microsoft Power Bl is, including its building blocks and how they work together

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designhing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB

Related Certifications:

Microsoft Certified: Azure Database Administrator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

SKU: 2605
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Price: $2,595.00

DATA ENGINEERING ON MICROSOFT AZURE DP-203
In this course, the student will learn about the data engineering patterns and practices as it pertains to working
with batch and real-time analytical solutions using Azure data platform technologies. Students will begin by
understanding the core compute and storage technologies that are used to build an analytical solution.
SKILLS GAINED FOR DATA ENGINEERING ON
MICROSOFT AZURE COURSE DP-203
® Explore compute and storage options for data engineering workloads in Azure
Design and implement the serving layer
Understand data engineering considerations
Run interactive queries using serverless SQL pools
Explore, transform, and load data into the Data Warehouse using Apache Spark
Perform data Exploration and Transformation in Azure Databricks
Ingest and load Data into the Data Warehouse
Transform Data with Azure Data Factory or Azure Synapse Pipelines
Integrate Data from Notebooks with Azure Data Factory or Azure Synapse Pipelines
Optimize Query Performance with Dedicated SQL Pools in Azure Synapse
Analyze and Optimize Data Warehouse Storage
Support Hybrid Transactional Analytical Processing (HTAP) with Azure Synapse Link
Perform end-to-end security with Azure Synapse Analytics
Perform real-time Stream Processing with Stream Analytics
Create a Stream Processing Solution with Event Hubs and Azure Databricks
Build reports using Power Bl integration with Azure Synapse Analytics
Lastly, Perform Integrated Machine Learning Processes in Azure Synapse Analytics
DATA ENGINEERING ON MICROSOFT AZURE DP-203 COURSE OVERVIEW
You will learn about the data engineering patterns and practices as it pertains to working with batch and real-time
analytical solutions using Azure data platform technologies. They will also begin understanding the core compute
and storage technologies that are used to build an analytical solution. As a result, they explore how to design an
analytical serving layer and focus on data engineering considerations for working with source files. This course will
also teach the students how to interactively explore data stored in files in a data lake. They will learn the various
ingestion techniques that can be used to load data using the Apache Spark capability found in Azure Synapse
Analytics or Azure Databricks, or how to ingest using Azure Data Factory or Azure Synapse pipelines.

In this course, students will also learn the various ways they can transform the data using the same technologies
that is used to ingest data. The student will spend time on the course learning how to monitor and analyze the
performance of an analytical system so that they can optimize the performance of data loads, or queries that are
issued against the systems. They will understand the importance of implementing security to ensure that the data is
protected at rest or in transit. The student will then show how the data in an analytical system can be used to
create dashboards or build predictive models in Azure Synapse Analytics.

AUDIENCE PROFILE FOR DATA ENGINEERING ON MICROSOFT AZURE COURSE DP-203
For data professionals, data architects, and business intelligence professionals who want to learn about data
engineering and building analytical solutions using data platform technologies that exist on Microsoft Azure. Also,
data analysts and data scientists who work with analytical solutions built on Microsoft Azure.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS: FOR DATA ENGINEERING ON
A knowledge of cloud computing and core data concepts and professional experience with data solutions.
Specifically completing:

AZ-900 - Azure Fundamentals

DP-900 - Microsoft Azure Data Fundamentals

DATA ENGINEERING ON MICROSOFT AZURE DP-203 - COURSE OUTLINE
Module 1: Explore compute and storage options for Data Engineering workloads
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(Data Engineering on Microsoft Azure Course)
This module provides an overview of the Azure compute and storage technology options that are available to data
engineers building analytical workloads. This module teaches ways to structure the data lake, and to optimize the
files for exploration, streaming, and batch workloads. The student will learn how to organize the data lake into
levels of data refinement as they transform files through batch and stream processing. Then they will learn how to
create indexes on their datasets, such as CSV, JSON, and Parquet files, and use them for potential query and
workload acceleration.
Lessons
Introduction to Azure Synapse Analytics
Describe Azure Databricks
Introduction to Azure Data Lake storage
Describe Delta Lake architecture
Lastly, Work with data streams by using Azure Stream Analytics
Lab : Explore compute and storage options for Data Engineering workloads
Combine streaming and batch processing with a single pipeline
Organize the data lake into levels of file transformation
Index data lake storage for query and workload acceleration
After completing this module, students will be able to describe.
® Azure Synapse Analytics
Databricks
Data Lake storage
Delta Lake architecture
Lastly, Azure Stream Analytics
Module 2: Design and implement the serving layer (Data Engineering on Microsoft Azure Course)
This module teaches how to design and implement data stores in a modern data warehouse to optimize analytical
workloads. The student will learn how to design a multidimensional schema to store fact and dimension data. Then
the student will learn how to populate slowly changing dimensions through incremental data loading from Azure
Data Factory.
Lessons
Design a multidimensional schema to optimize analytical workloads
Code-free transformation at scale with Azure Data Factory
Lastly, populate slowly changing dimensions in Azure Synapse Analytics pipelines
Lab : Designing and Implementing the Serving Layer
Design a star schema for analytical workloads
Populate slowly changing dimensions with Azure Data Factory and mapping data flows
After completing this module, students will be able to:
® Design a star schema for analytical workloads
Lastly, populate a slowly changing dimensions with Azure Data Factory and mapping data flows
Module 3: Data engineering considerations for source files (Data Engineering on Microsoft Azure Course)
This module explores data engineering considerations that are common when loading data into a modern data
warehouse analytical from files stored in an Azure Data Lake and understanding the security consideration
associated with storing files stored in the data lake.
Lessons
® Design a Modern Data Warehouse using Azure Synapse Analytics
Secure a data warehouse in Azure Synapse Analytics
Lab : Data engineering considerations
Managing files in an Azure data lake
Securing files stored in an Azure data lake
After completing this module, students will be able to:
® Design a Modern Data Warehouse using Azure Synapse Analytics
Lastly, Secure a data warehouse in Azure Synapse Analytics
Module 4: Run interactive queries using Azure Synapse Analytics serverless SQL pools (Data Engineering on
Microsoft Azure Course)
In this module, students will learn how to work with files stored in the data lake and external file sources, through
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T-SQL statements executed by a serverless SQL pool in Azure Synapse Analytics. Students will query Parquet files
stored in a data lake, as well as CSV files stored in an external data store. Next, they will create Azure Active
Directory security groups and enforce access to files in the data lake through Role-Based Access Control (RBAC) and
Access Control Lists (ACLs).
Lessons
Explore Azure Synapse serverless SQL pools capabilities
Query data in the lake using Azure Synapse serverless SQL pools
Create metadata objects in Azure Synapse serverless SQL pools
Lastly, Secure data and manage users in Azure Synapse serverless SQL pools
Lab : Run interactive queries using serverless SQL pools
Query Parquet data with serverless SQL pools
Create external tables for Parquet and CSV files
Create views with serverless SQL pools
Secure access to data in a data lake when using serverless SQL pools
Lastly, configure data lake security using Role-Based Access Control (RBAC) and Access Control List
After completing this module, students will be able to:
® Understand Azure Synapse serverless SQL pools capabilities
Query data in the lake using Azure Synapse serverless SQL pools
Create metadata objects in Azure Synapse serverless SQL pools
Lastly, Secure data and manage users in Azure Synapse serverless SQL pools
Module 5: Explore, transform, and load data into the Data Warehouse using Apache Spark and describe
Data Engineering
This module teaches how to explore data stored in a data lake, transform the data, and load data into a relational
data store. The student will explore Parquet and JSON files and use techniques to query and transform JSON files
with hierarchical structures. Then the student will use Apache Spark to load data into the data warehouse and join
Parquet data in the data lake with data in the dedicated SQL pool.
Lessons
® Understand big data engineering with Apache Spark in Azure Synapse Analytics
Ingest data with Apache Spark notebooks in Azure Synapse Analytics
Transform data with DataFrames in Apache Spark Pools in Azure Synapse Analytics
Lastly, Integrate SQL and Apache Spark pools in Azure Synapse Analytics
Lab : Explore, transform, and load data into the Data Warehouse using Apache Spark
® Perform Data Exploration in Synapse Studio
® Ingest data with Spark notebooks in Azure Synapse Analytics
: Transform data with DataFrames in Spark pools in Azure Synapse Analytics Lastly,
Integrate SQL and Spark pools in Azure Synapse Analytics
After completing this module, students will be able to:
Describe big data engineering with Apache Spark in Azure Synapse Analytics
Ingest data with Apache Spark notebooks in Azure Synapse Analytics
Transform data with DataFrames in Apache Spark Pools in Azure Synapse Analytics
Lastly, Integrate SQL and Apache Spark pools in Azure Synapse Analytics
Module 6: Data exploration and transformation in Azure Databricks (Data Engineering on Microsoft Azure
Course)
This module teaches how to use various Apache Spark DataFrame methods to explore and transform data in Azure
Databricks. The student will learn how to perform standard DataFrame methods to explore and transform data.
They will also learn how to perform more advanced tasks, such as removing duplicate data, manipulating date/time
values, rename columns, and aggregate data.
Lessons
® Describing Azure Databricks
Read and write data in Azure Databricks
Work with DataFrames in Azure Databricks
Lastly, Work with DataFrames advanced methods in Azure Databricks
Lab : Data Exploration and Transformation in Azure Databricks
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Use DataFrames in Azure Databricks to explore and filter dataCache a DataFrame for faster subsequent
queries
Remove duplicate data
Manipulate date/time values
Remove and rename DataFrame columns Lastly,
Aggregate data stored in a DataFrame
After completing this module, students will be able to:
® Describe Azure Databricks
Read and write data in Azure Databricks
Work with DataFrames in Azure Databricks
Lastly, Work with DataFrames advanced methods in Azure Databricks
Module 7: Ingest and load data into the data warehouse (Data Engineering on Microsoft Azure Course)
This module teaches students how to ingest data into the data warehouse through T-SQL scripts and
Synapse Analytics integration pipelines. The student will learn how to load data into Synapse dedicated SQL pools
with PolyBase and COPY using T-SQL. The student will also learn how to use workload management along with a
Copy activity in an Azure Synapse pipeline for petabyte-scale data ingestion.
Lessons
® Use data loading best practices in Azure Synapse Analytics
Petabyte-scale ingestion with Azure Data Factory
Lab : Ingest and load Data into the Data Warehouse
Perform petabyte-scale ingestion with Azure Synapse Pipelines
Import data with PolyBase and COPY using T-SQL
Lastly, use data loading best practices in Azure Synapse Analytics
After completing this module, students will be able to:
® Use data loading best practices in Azure Synapse Analytics
Petabyte-scale ingestion with Azure Data Factory
Module 8: Transform data with Azure Data Factory or Azure Synapse Pipelines (Data Engineering on
Microsoft Azure Course)
This module teaches students how to build data integration pipelines to ingest from multiple data sources,
transform data using mapping data flows, and perform data movement into one or more data sinks.
Lessons
® Data integration with Azure Data Factory or Azure Synapse Pipelines
Code-free transformation at scale with Azure Data Factory or Azure Synapse Pipelines
Lab : Transform Data with Azure Data Factory or Azure Synapse Pipelines
Execute code-free transformations at scale with Azure Synapse Pipelines
Create data pipeline to import poorly formatted CSV files Lastly,
Create Mapping Data Flows
After completing this module, students will be able to:
® Perform data integration with Azure Data Factory
Lastly, Perform code-free transformation at scale with Azure Data Factory
Module 9: Orchestrate data movement and transformation in Azure Synapse Pipelines (Data Engineering on
Microsoft Azure Course)
In this module, you will learn how to create linked services, and orchestrate data movement and transformation
using notebooks in Azure Synapse Pipelines.
Lessons
Orchestrate data movement and transformation in Azure Data Factory
Lab : Orchestrate data movement and transformation in Azure Synapse
Pipelines
Integrate Data from Notebooks with Azure Data Factory or Azure Synapse Pipelines
After completing this module, students will be able to:
Orchestrate data movement and transformation in Azure Synapse Pipelines
Module 10: Optimize query performance with dedicated SQL pools in Azure Synapse (Data Engineering on
Microsoft Azure Course)
In this module, students will learn strategies to optimize data storage and processing when using dedicated SQL
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pools in Azure Synapse Analytics. The student will know how to use developer features, such as windowing and
HyperLog functions, use data loading best practices, and optimize and improve query performance.
Lessons
® Optimize data warehouse query performance in Azure Synapse Analytics
Understand data warehouse developer features of Azure Synapse Analytics
Lab : Optimize Query Performance with Dedicated SQL Pools in Azure Synapse
Understand developer features of Azure Synapse Analytics
Optimize data warehouse query performance in Azure Synapse Analytics Lastly,
Improve query performance
After completing this module, students will be able to:
® Optimize data warehouse query performance in Azure Synapse Analytics
Understand data warehouse developer features of Azure Synapse Analytics
Module 11: Analyze and Optimize Data Warehouse Storage (Data Engineering on Microsoft Azure Course)
In this module, students will learn how to analyze then optimize the data storage of the Azure Synapse dedicated
SQL pools. The student will know techniques to understand table space usage and column store storage details.
Next the student will know how to compare storage requirements between identical tables that use different data
types. Finally, the student will observe the impact materialized views have when executed in place of complex
gueries and learn how to avoid extensive logging by optimizing delete operations.
Lessons
Analyze and optimize data warehouse storage in Azure Synapse Analytics
Lab : Analyze and Optimize Data Warehouse Storage
® Check for skewed data and space usage
® Understand column store storage details
: Study the impact of materialized views
Lastly, Explore rules for minimally logged operations
After completing this module, students will be able to:
Analyze and optimize data warehouse storage in Azure Synapse Analytics
Module 12: Support Hybrid Transactional Analytical Processing (HTAP) with Azure Synapse Link (Data
Engineering on Microsoft Azure Course)
In this module, students will learn how Azure Synapse Link enables seamless connectivity of an Azure
Cosmos DB account to a Synapse workspace. The student will understand how to enable and configure Synapse
link, then how to query the Azure Cosmos DB analytical store using Apache Spark and SQL serverless.
Lessons
® Design hybrid transactional and analytical processing using Azure Synapse Analytics
Configure Azure Synapse Link with Azure Cosmos DB
Query Azure Cosmos DB with Apache Spark pools
Lastly, Query Azure Cosmos DB with serverless SQL pools
Lab : Support Hybrid Transactional Analytical Processing (HTAP) with Azure
Synapse Link
® Configure Azure Synapse Link with Azure Cosmos DB
Query Azure Cosmos DB with Apache Spark for Synapse Analytics
Lastly, Query Azure Cosmos DB with serverless SQL pool for Azure Synapse Analytics
After completing this module, students will be able to:
® Design hybrid transactional and analytical processing using Azure Synapse Analytics
Configure Azure Synapse Link with Azure Cosmos DB
Query Azure Cosmos DB with Apache Spark for Azure Synapse Analytics
Lastly, Query Azure Cosmos DB with SQL serverless for Azure Synapse Analytics
Module 13: End-to-end security with Azure Synapse Analytics (Data Engineering on Microsoft Azure Course)
In this module, students will learn how to secure a Synapse Analytics workspace and its supporting infrastructure.
The student will observe the SQL Active Directory Admin, manage IP firewall rules, manage secrets with Azure Key
Vault and access those secrets through a Key Vault linked service and pipeline activities. The student will
understand how to implement column-level security, row-level security, and dynamic data masking when using
dedicated SQL pools.
Lessons
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® Secure a data warehouse in Azure Synapse Analytics

Configure and manage secrets in Azure Key Vault
Lastly, Implement compliance controls for sensitive data
Lab : End-to-end security with Azure Synapse Analytics
Secure Azure Synapse Analytics supporting infrastructure, workspace and managed services and workspace
data
After completing this module, students will be able to:
Secure a data warehouse in Azure Synapse Analytics
Configure and manage secrets in Azure Key Vault
Lastly, Implement compliance controls for sensitive data
Module 14: Real-time Stream Processing with Stream Analytics (Data Engineering on Microsoft Azure
Course)
In this module, students will learn how to process streaming data with Azure Stream Analytics. The student will
ingest vehicle telemetry data into Event Hubs, then process that data in real time, using various windowing
functions in Azure Stream Analytics. They will output the data to Azure Synapse Analytics. Finally, the student will
learn how to scale the Stream Analytics job to increase throughput.
Lessons
® Enable reliable messaging for Big Data applications using Azure Event Hubs
Work with data streams by using Azure Stream Analytics
Lastly, Ingest data streams with Azure Stream Analytics
Lab : Real-time Stream Processing with Stream Analytics
Use Stream Analytics to process real-time data from Event Hubs
Use Stream Analytics windowing functions to build aggregates and output to Synapse Analytics
Scale the Azure Stream Analytics job to increase throughput through partitioning Lastly,
Repartition the stream input to optimize parallelization
After completing this module, students will be able to:
® Enable reliable messaging for Big Data applications using Azure Event Hubs
Work with data streams by using Azure Stream Analytics
Lastly, Ingest data streams with Azure Stream Analytics
Module 15: Create a Stream Processing Solution with Event Hubs and Azure Databricks (Data Engineering on
Microsoft Azure Course)
In this module, students will learn how to ingest and process streaming data at scale with Event Hubs and
Spark Structured Streaming in Azure Databricks. The student will learn the key features and uses of Structured
Streaming. The student will implement sliding windows to aggregate over chunks of data and apply watermarking
to remove stale data. Finally, the student will connect to Event Hubs to read and write streams.
Lessons
Process streaming data with Azure Databricks structured streaming
Lab : Create a Stream Processing Solution with Event Hubs and Azure
Databricks
Explore key features and uses of Structured Streaming
Stream data from a file and write it out to a distributed file system
Use sliding windows to aggregate over chunks of data rather than all data
Apply watermarking to remove stale data
Lastly, Connect to Event Hubs read and write streams
After completing this module, students will be able to:
Process streaming data with Azure Databricks structured streaming
Module 16: Build reports using Power Bl integration with Azure Synapse Analytics (Data Engineering on
Microsoft Azure Course)
In this module, the student will learn how to integrate Power Bl with their Synapse workspace to build reports in
Power BI. The student will create a new data source and Power Bl report in Synapse Studio. Then the student will
learn how to improve query performance with materialized views and result-set caching. Finally, the student will
explore the data lake with serverless SQL pools and create visualizations against that data in Power BI.
Lessons
Create reports with Power Bl using its integration with Azure Synapse Analytics
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Lab : Build reports using Power Bl integration with Azure Synapse Analytics
Integrate an Azure Synapse workspace and Power B
Optimize integration with Power BI
Improve query performance with materialized views and result-set caching Lastly,
visualize data with SQL server less and create a Power Bl report
After completing this module, students will be able to:

Create reports with Power Bl using its integration with Azure Synapse Analytics
Module 17: Perform Integrated Machine Learning Processes in Azure Synapse Analytics (Data Engineering on
Microsoft Azure Course)
This module explores the integrated, end-to-end Azure Machine Learning and Azure Cognitive Services experience
in Azure Synapse Analytics. You will learn how to connect an Azure Synapse Analytics workspace to an Azure
Machine Learning workspace using a Linked Service and then trigger an Automated ML experiment that uses data
from a Spark table. You will also learn how to use trained models from Azure Machine Learning or Azure Cognitive
Services to enrich data in a SQL pool table and then serve prediction results using Power BI.
Lessons

Use the integrated machine learning process in Azure Synapse Analytics

Lab : Perform Integrated Machine Learning Processes in Azure Synapse
Analytics

® Create an Azure Machine Learning linked service
Trigger an Auto ML experiment using data from a Spark table
Enrich data using trained models
Lastly, serve prediction results using Power Bl
After completing this module, students will be able to:

Use the integrated machine learning process in Azure Synapse Analytics

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB

Related Certifications:

Microsoft Certified: Azure Data Engineer Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

SKU: 2418
Price: $2,595.00

DESIGNING AND IMPLEMENTING MICROSOFT AZURE NETWORKING SOLUTIONS AZ-700

This course teaches Network Engineers how to design, implement, and maintain Azure networking solutions. This
course covers the process of designing and implementing, managing core Azure networking infrastructure, Hybrid
Networking connections, load balancing traffic, network routing, private access to Azure services, network security
and monitoring.

COURSE OVERVIEW
This course teaches Network Engineers how to design, implement, and maintain Azure networking solutions. This
course covers the process of designing, implementing, and managing core Azure networking infrastructure, Hybrid
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Networking connections, load balancing traffic, network routing, private access to Azure services, network security
and monitoring. Learn how to design and implement a secure, reliable, network infrastructure in Azure and how to
establish hybrid connectivity, routing, private access to Azure services, and monitoring in Azure.
AUDIENCE PROFILE
This course is for Network Engineers looking to specialize in Azure networking solutions. An Azure Network
engineer designs and implements core Azure networking infrastructure, hybrid networking connections, load
balance traffic, network routing, private access to Azure services, network security and monitoring. The azure
network engineer will manage networking solutions for optimal performance, resiliency, scale, and security.
SKILLS GAINED
® Design, implement and manage hybrid network connections
Design and implement core Azure networking infrastructure
Secure and monitor networks
Design and implement routing and load balancing in Azure
Design and implement private access to Azure Services
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Azure Network Engineers start this role with experience in enterprise networking, on-premises or cloud
infrastructure and network security.
® Understanding of on-premises virtualization technologies, including: VMs, virtual networking, and virtual
hard disks.
Learning network configurations, including TCP/IP, Domain Name System (DNS), virtual private networks
« (VPNs), firewalls, and encryption technologies.
o Understanding of software defined networking.
e Learning hybrid network connectivity methods, such as VPN.
Understanding resilience and disaster recovery, including high availability and restore operations.
COURSE OUTLINE
Module 1: Introduction to Azure Virtual Networks
In this module you will learn how to design and implement fundamental Azure Networking resources such as virtual
networks, public and private IPs, DNS, virtual network peering, routing, and Azure Virtual NAT.
Lessons
® Explore Azure Virtual Networks
Configure public IP services
Design name resolution for your Virtual Network
Enable Cross-VNet connectivity with peering
« Implement virtual network traffic routing
Configure internet access with Azure Virtual NAT
Lab : Exercise: design and implement a Virtual Network in Azure
Lab : Exercise: configure DNS settings in Azure
Lab : Exercise: connect two Azure Virtual Networks using global virtual network peering
After completing this module, students will be able to:
® Implement virtual networks Configure
public IP services
Configure private and public DNS zones
Design and implement cross-VNET connectivity
Implement virtual network routing
Design and implement an Azure Virtual Network NAT
Module 2: Design and Implement Hybrid Networking
In this module you will learn how to design and implement hybrid networking solutions such as Site-to Site VPN
connections, Point-to-Site VPN connections, Azure Virtual WAN and Virtual WAN hubs.
Lessons
® Design and implement Azure VPN Gateway
Connect networks with Site-to-site VPN connections
Connect devices to networks with Point-to-site VPN connections
Connect remote resources by using Azure Virtual WANs
Create a network virtual appliance (NVA) in a virtual hub
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Lab : Exercise: create a Virtual WAN by using Azure Portal Lab : Exercise:
create and configure a virtual network gateway
After completing this module, students will be able to:
® Design and implement a site-to-site VPN connection
Design and implement a point-to-site VPN connection
Design and implement Azure Virtual WAN Resources
Module 3: Design and implement Azure ExpressRoute
In this module you will learn how to design and implement Azure ExpressRoute, ExpressRoute Global Reach,
ExpressRoute FastPath and ExpressRoute Peering options.
Lessons
® Explore Azure ExpressRoute
Design an ExpressRoute deployment
Configure peering for an ExpressRoute deployment
Connect an ExpressRoute circuit to a VNet
Connect geographically dispersed networks with ExpressRoute global reach
Improve data path performance between networks with ExpressRoute FastPath Troubleshoot
ExpressRoute connection issues
Lab : Exercise: configure an ExpressRoute gateway
Lab : Exercise: provision an ExpressRoute circuit
After completing this module, students will be able to:
Design and implement Expressroute
Design and implement Expressroute Direct
Design and implement Expressroute FastPath
Module 4: load balancing non-HTTP(S) traffic in Azure
In this module you will learn how to design and implement load balancing solutions for non-HTTP(S) traffic in Azure
with Azure Load balancer and Traffic Manager.
Lessons
® Explore load balancing
Design and implement Azure load balancer using the Azure portal Explore
Azure Traffic Manager
Lab : Exercise: create a Traffic Manager profile using the Azure portal
Lab : Exercise: create and configure an Azure load balancer
After completing this module, students will be able to:
® Design and implement Azure Load Balancers
Design and implement Azure Traffic Manager
Module 5: Load balancing HTTP(S) traffic in Azure
In this module you will learn how to design and implement load balancing solutions for HTTP(S) traffic in Azure with
Azure Application gateway and Azure Front Door.
Lessons
® Design Azure application gateway
Configure Azure application gateway
Design and configure Azure front door
Lab : Exercise: deploy Azure application gateway
Lab : Exercise: create a front door for a highly available web application
After completing this module, students will be able to:
® Design and implement Azure Application Gateway Implement
Azure Front Door
Module 6: Design and implement network security
In this module you will learn to design and imponent network security solutions such as Azure DDoS, Azure
Firewalls, Network Security Groups, and Web Application Firewall.
Lessons
® Secure your virtual networks in the Azure portal
Deploy Azure DDoS Protection by using the Azure portal
Deploy Network Security Groups by using the Azure portal
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® Design and implement Azure Firewall

Working with Azure Firewall Manager
Implement a Web Application Firewall on Azure Front Door
Lab : Exercise: deploy and configure Azure Firewall using the Azure portal
Lab : Exercise: secure your virtual hub using Azure Firewall Manager
Lab : Exercise: configure DDoS Protection on a virtual network using the Azure portal
After completing this module, students will be able to:
¢ Configure and monitor an Azure DDoS protection plan
implement and manage Azure Firewall
* Implement network security groups
Implement a web application firewall (WAF) on Azure Front Door
Module 7: Design and implement private access to Azure Services
In this module you will learn to design and implement private access to Azure Services with Azure Private Link, and
virtual network service endpoints.
Lessons
® Define Private Link Service and private endpoint
Explain virtual network service endpoints
° Integrate Private Link with DNS
Integrate your App Service with Azure virtual networks
Lab : Exercise: create an Azure private endpoint using Azure PowerShell
Lab : Exercise: restrict network access to PaaS resources with virtual network service endpoints
After completlng this module, students will be able to:
Define the difference between Private Link Service and private endpoints
Design and configure private endpoints
Explain virtual network service endpoints
Design and configure access to service endpoints
o Integrate Private Link with DNS
Integrate your App Service with Azure virtual networks
Module 8: Design and implement network monitoring
In this module you will learn to design and implement network monitoring solutions such as Azure Monitor and
Network watcher.
Lessons
® Monitor your networks with Azure Monitor
Monitor your networks with Azure Network Watcher
Lab : Exercise: Monitor a load balancer resource by using Azure Monitor
After completing this module, students will be able to:
® Configure network health alerts and logging by using Azure Monitor
Create and configure a Connection Monitor instance
Configure and use Traffic Analytics
Configure NSG flow logs
Enable and configure diagnostic logging
onfigure Azure Network Watcher

e © o o o

Related Courses:

AZ-204 Developing Solutions for Microsoft Azure

AZ-305 Designing Microsoft Azure Infrastructure Solutions

AZ-120 Planning and Administering Microsoft Azure for SAP Workloads

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Azure Network Engineer Associate

Learning Paths
Credly & Job Opportunities
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Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2407

Price: $2,085.00

MICROSOFT AZURE DATABRICKS IMPLEMENTING - MACHINE LEARNING SOLUTION DP-090
YOU WILL LEARN:
Provision an Azure Databricks workspace and cluster
Use Azure Databricks to train a machine learning model
Use MLflow to track experiments and manage machine learning models
Integrate Azure Databricks with Azure Machine Learning
MACHINE LEARNING SOLUTION WITH MICROSOFT AZURE DATABRICKS DP-090 COURSE OVERVIEW
Azure Databricks is a cloud-scale platform for data analytics and machine learning. In this one-day course, you'll
learn how to use Azure Databricks to explore, prepare, and model data; and integrate Databricks machine learning
processes with Azure Machine Learning.
IS THIS THE RIGHT CLASS FOR YOU?
Become a data scientist with experience of Pythion who need to learn how to apply their data science and machine
learning skills on Azure Databricks
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Before attending this course, you should have experience of using Python to work with data, and some knowledge
of machine learning concepts.
MICROSOFT AZURE DATABRICKS
IMPLEMENTING - MACHINE LEARNING SOLUTION DP-090 - COURSE OUTLINE
Module 1: Introduction to Azure Databricks
In this module, you will learn how to provision an Azure Databricks workspace and cluster and use them to work
with data.
Lessons

Getting Started with Azure Databricks

Working with Data in Azure Databricks
Lab : Getting Started with Azure Databricks
Lab : Working with Data in Azure Databricks
After completing this module, you will be able to:

Provision an Azure Databricks workspace and cluster

Use Azure Databricks to work with data
Module 2: Training and Evaluating Machine Learning Models
In this module, you will learn how to use Azure Databricks to prepare data for modeling, and train and validate a
machine learning model.
Lessons

Preparing Data for Machine Learning

Training a Machine Learning Model
Lab : Training a Machine Learning Model
Lab : Preparing Data for Machine Learning
After completing this module, you will be able to use Azure Databricks to:

® Prepare data for modeling

® Train and validate a machine learning model
Module 3: Managing Experiments and Models
In this module, you will learn how to use MLflow to track experiments running in Azure Databricks, and how to
manage machine learning models.
Lessons

® Using MLflow to Track Experiments

Managing Models

Lab : Using MLflow to Track Experiments
Lab : Managing Models
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After completing this module, you will be able to:
® Use MLflow to track experiments
Manage models
Module 4: Integrating Azure Databricks and Azure Machine Learning
In this module, you will learn how to integrate Azure Databricks with Azure Machine Learning Lessons
® Tracking Experiments with Azure Machine Learning Deploying
Models
Lab : Deploying Models in Azure Machine Learning Lab : Running
Experiments in Azure Machine Learning
After completing this module, you will be able to:
® Run Azure Machine Learning experiments on Azure Databricks compute Deploy
models trained on Azure Databricks to Azure Machine Learning

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-100 Designing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900
Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Database Administrator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2603

Price: $695.00

AMAZON WEB SERVICES TO AZURE ADMINISTRATOR ACCELERATED COURSE FOR AWS SYSTEM

ADMINISTRATOR AND OPERATIONS SYSOPS AZ-010

This workshop combines lecture with hands-on practical exercises and discussion/review. During the workshop
students will build an end-to-end architecture that demonstrates the main features discussed in the course.
AZURE ADMINISTRATION FOR AWS SYSOPS AZ-010

Amazon Web Services to Azure Administrator Accelerated course for Experienced for AWS System Administrators
and Operations SysOps professionals

This two-day course is designed for AWS Sysops administrators interested in learning how Azure is different from
AWS, and how Azure is administered. The workshops main topics are Azure

Administration, Azure Networking, Azure Compute, Azure Storage, and Azure Governance. This workshop combines
lecture with hands-on practical exercises and discussion/review. During the workshop students will build an end-to-
end architecture that demonstrates the main features discussed in the course.

This course is for an AWS Sysops Administrator Associate or equivalent. You have experience with AWS
deployment, management, and operations. Students taking this course are interested in learning how Azure is
different from AWS, and how Azure is administered.

Additional Courses: AZ-103 Microsoft Azure Administrator certification exam, or the AZ-900 Azure Fundamentals
exam.

IS THIS THE RIGHT COURSE FOR YOU?

Successful AWS Sysops start this course with experience in operating systems, virtualization, cloud infrastructure,
storage structures, identity solutions, and networking. Specifically, students should have:
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A working knowledge of how to construct CLI commands, including using the help pages to determine

appropriate parameters and command structure.

Understanding of virtual network concepts, Domain Name System (DNS), virtual private networks (VPNs),

firewalls, gateways, and encryption technologies.

Understanding of virtual machines, how they are used, and configuration options like CPU performance and
o disks.
¢ Understanding virtual storage concepts such as storage accounts, blobs, file shares, and disk types.
Understanding of governance concepts, including role-based access control, identity management, and
identity protection.

AZURE ADMINISTRATION FOR AWS SYSOPS

AZ-010 COURSE OUTLINE

MODULE 1: AZURE ADMINISTRATION

In this module, you'll learn about the tools and principle concepts needed to administer Azure.

Topics include:
® Resource Manager

Resource Groups

Azure Portal

Azure CLI

Azure Templates

Cloud Shell

Azure Marketplace
Azure PowerShell

MODULE 2: AZURE NETWORKING

You'll learn about Azure networking features.

Topics include:
® Azure Regions,

Virtual Networks and Subnets,

IP Addressing,

Network Security Groups,

Virtual Network Peering,

VNet-to-VNet Connections,

ExpressRoute, Load

Balancers Network

Watcher.

MODULE 3: AZURE COMPUTE
You’ll learn about configuring and monitoring Azure virtual machines.
Topics include:
® Azure Virtual Machines,
Creating Virtual Machines,
Virtual Machine Sizes,
Virtual Machine Disks,
Availability Zones,
Availability Sets,
Windows VM Connections,
Linux VM Connections
Azure Monitor Azure
Alerts.
MODULE 4: AZURE STORAGE
You'll learn about Azure storage features and implementation.
Topics include:
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Storage Accounts
Blob Storage
Blob Performance Tiers,
File Shares
File Sync,
Data Box,
Content Delivery Network,
Shared Access Signatures,
Service Endpoints
MODULE 5: AZURE IDENTITY
You'll learn about Azure identity solutions.
Topics include:
® Azure Domains
Role-based Access Control
Azure Active Directory,
Multi-Factor Authentication,
o Azure AD Identity Protection
Azure Policy
COURSE REVIEW AND AZ-010: AZURE
ADMINISTRATION FOR AWS SYSOPS CERTIFICATION EXAM REVIEW

Related Courses:

AZ-103: Microsoft Azure Administrator

AZ-104: Microsoft Azure Administrator

Microsoft Azure Training and Certifications
Microsoft Certified: Azure Administrator Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Technologies Course.
Read More

SKU: 9001

Price: $1,390.00

MICROSOFT AZURE FOR AWS ARCHITECTS AZ-030 AMAZON WEB SERVICES INTO RELIABLE
SOLUTIONS FOR AZURE

AWS Solutions Architects with Amazon Web Services experience translating business requirements into secure,
scalable, and reliable solutions for Azure.

MICROSOFT AZURE FOR AWS ARCHITECTS AZ-030

Learn how Solutions Architects designed for Amazon Web Services translate business requirements into secure,
scalable, and reliable solutions for Azure. Lessons include virtualization, automation, networking, storage, identity,
security, data platform, and application infrastructure. This course outlines how decisions in each theses area
affects an overall solution

This course is for AWS Cloud Architects with expertise in designing and implementing solutions running on AWS
who now want to design for Microsoft Azure.

YOU WILL LEARN:

Secure identities with Azure Active Directory and users and groups.

Implement identity solutions spanning on-premises and cloud-based capabilities

Apply monitoring solutions for collecting, combining, and analyzing data from different sources.

Manage subscriptions, accounts, Azure policies, and Role-Based Access Control.

Administer Azure using the Resource Manager, Azure portal, Cloud Shell, and CLI.

Configure intersite connectivity solutions like VNet Peering, and virtual network gateways. Administer Azure
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App Service, Azure Container Instances, and Kubernetes.

IS THIS COURSE FOR YOU?

Experience (>1year) as an AWS Architect designing secure and scalable AWS cloud solutions across storage
structures, compute, networking, and the interaction with external resources/services.

Understanding of on-premises virtualization technologies, including: VMs, virtual networking, and virtual hard
disks.
Understanding of network configuration, including TCP/IP, Domain Name System (DNS), virtual private
networks (VPNs), firewalls, and encryption technologies.
Understanding of Active Directory concepts, including domains, forests, domain controllers, replication,
Kerberos protocol, and Lightweight Directory Access Protocol (LDAP).
Understanding of resilience and disaster recovery, including backup and restore operations. Understanding of
programming fundamentals and use of a scripting language.

COURSE OUTLINE
Module 1: Introduction to Azure
You’ll learn about how Azure organizes subscriptions and accounts, and you can set up resource groups and
templates to standardize creation and life-cycle management of your resources.
Lessons
® Subscriptions and accounts
Resource groups and templates in Azure Resource Manager
After this module you will be able to:
® Determine the type of account and subscription best suited to your solution.
Create resource groups and templates to standardize and manage solutions.
Module 2: Azure global infrastructure
You'll see the worldwide architecture of Microsoft Azure and how that architecture affects the availability and
reliability of your applications and sites.
Lessons
® Azure regions
Azure Availability Zones Comparison
with AWS
After this module you will be able to:
Implement an architecture that provides the availability and reliability required by your solution.
Module 3: Implement Azure Active Directory
You will learn how to secure identities with Azure Active Directory and implement users and groups.
Lessons
® Introduction to Azure Active Directory
Domains and custom domains
Safety features
Guest users in Azure Active Directory
e« Manage multiple directories
Comparison with AWS
After this module you will be able to:
® Secure identities with Azure Active Directory. Implement
users and groups.
Module 4: Implement and manage hybrid identities
In this module, you will learn how to extend your on-premise Active Directory accounts to the cloud, and how to
sync the accounts.
Lessons
® Introduction to Azure AD Connect Comparison
with AWS
After this module you will be able to:
® Use your on-premise Active Directory account to authenticate to your cloud solution. Sync
accounts between on-premise and the cloud.
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Module 5: Implement virtual networking
You will learn about basic virtual networking concepts like virtual networks and subnetting, IP addressing, Azure
DNS, network security groups, and Azure Firewall.
Lessons
® Azure Virtual Network and VNet peering
VPN and ExpressRoute connections Comparison
with AWS
After this module you will be able to:
Design virtual networks with security in mind.
Module 6: Implement VMs for Windows and Linux
You will learn how to configure VMs for high availability and how to deploy and configure scale sets.
Lessons
Configure high availability Comparison
with AWS
After this module you will be able to:
® Implement VMs to create high availability solutions. Deploy
and configure scale sets.
Module 7: Implement load balancing and network security
You will learn how to implement Azure Load Balancer, and how to set up security groups.
Lessons
® Implement Azure Load Balancer
Implement an Azure Application Gateway
Implement Azure Firewall
Implement network security groups and application security groups Comparison with
AWS
After this module you will be able to:
® Implement the components of load balancing.
Set up network and application security groups.
Module 8: Implement container-based applications
You will learn how to configure the Azure Kubernetes Service and how to publish a solution on an Azure container.
Lessons
® Configure Azure Kubernetes Service
Publish a solution on an Azure Container Instance Comparison
with AWS
After this module you will be able to:
® Configure Azure Kubernetes Service for your solution. Publish
your solution on an Azure Container Instance.
Module 9: Implement an application infrastructure
You'll learn the basics of selecting an App Service plan, configuring your plan, and setting up Logic Apps and Azure
Functions.
Lessons
Create an App Service plan
Create and configure Azure App Service
Configure networking for an App Service
Introduction to Logic Apps and Azure Functions Comparison
with AWS
After this module you will be able to:
® Select an App Service plan suitable for your solution.
Configure the App Service.
Incorporate Logic Apps and Azure Functions into your solution.
Module 10: Implement storage accounts
You’ll be introduced to Azure Storage and how to configure network access, replication, authentication, access, and
failover.
Lessons
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Azure Storage core concepts
Managing the Azure Blob storage lifecycle
Working with Azure Blob storage Comparison
with AWS
After this module you will be able to:
® Select an appropriate Azure Storage account for your solution. Configure your
storage account.
Module 11: Implement NoSQL databases
You will learn about Azure Cosmos DB and how to configure it.
Lessons
® Introduction to Azure Cosmos DB
Consistency
Select appropriate CosmosDB APIs
Set up replicas in CosmosDB
Comparison with AWS DynamoDB
After this module you will be able to:
Configure a NoSQL database solution by using Azure Cosmos DB.
Module 12: Implement Azure SQL databases
You will learn how to implement managed instances of Azure SQL database and how to configure it for high
availability.
Lessons
Configure Azure SQL database settings
Implement Azure SQL Database managed instances
Configure high availability for an Azure SQL database Comparison with
AWS
After completing this module, you will be able to:
® Implement managed instances of Azure SQL database. Configure
your database for high availability.
Module 13: Implement cloud infrastructure monitoring
You will learn how to use Azure Monitor to set alerts and how to log and manage costs.
Lessons
® Monitor security
Monitor cost
Configure a Log Analytics workspace Comparison
with AWS
After this module you will be able to:
® Set up security monitoring for your solution. Monitor
costs by analyzing logs.
Module 14: Implement and manage Azure governance solutions
You will learn how to configure role-based access control and how to configure Azure Policy to force compliance
with governance requirements.
Lessons
Assign RBAC roles
Configure management access to Azure
. Implement and configure an Azure Policy Comparison
with AWS
After this module you will be able to:
® Configure RBAC roles for governance access.
Configure an Azure Policy to enforce compliance with governance requirements.
Module 15: Manage security for applications
In this module, you will learn how to implement and configure KeyVault, how to register and manage application in
Azure Active Directory, and how to configure Azure Active Directory Managed ldentities.
Lessons
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Implement Azure Key Vault
Implement and configure Azure AD Managed Identities
Register and manage applications in Azure AD Comparison
with AWS
After this module you will be able to:

Register your app in Azure Active Directory.

Configure Azure Active Directory for managed identities used by your app to access data.
Module 16: Migration, backup, and disaster recovery management
You will learn how to migrate workloads, and now to manage backup, disaster recovery, and updates.
Lessons
Migrate workloads
Implement Azure Backup for VMs
Implement disaster recovery Comparison
with AWS
After completing this module, you will be able to:

® Migrate workloads to the cloud and across VMs.

Implement cloud backups.
Implement disaster recovery options.
Implement update strategies that avoid negative impacts to availability and performance.
COURSE REVIEW AND AZ-030: AZURE FOR
AWS ARCHITECTS CERTIFICATION EXAM REVIEW

Related Courses:
AZ-103: Microsoft Azure Administrator
AZ-104: Microsoft Azure Administrator

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Azure Administrator Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Technologies Courses.
SKU: 2426
Price: $2,595.00

DEVELOPING SOLUTIONS FOR MICROSOFT AZURE COURSE AZ-204 - COMPUTE, AZURE FUNCTIONS,
WEB SERVICES, WEB APP, SERVICES

This course is for Developers, and you will learn how to create end-to-end solutions in Microsoft Azure. Experience
with Azure laaS, PaaS solutions, Azure Portal.

BECOME A DEVELOPER AND LEARN HOW TO CREATE END-TO-END SOLUTIONS IN MICROSOFT AZURE.
A MICROSOFT EXAM VOUCHER IS INCLUDED WITH CLASS!

Learn how to implement Azure compute solutions, create Azure Functions, implement and manage web apps,
develop solutions utilizing Azure storage, implement authentication and authorization, and secure their solutions
by using KeyVault and Managed Identities. Students will also learn how to connect to and consume Azure services
and third-party services and include event- and message-based models in their solutions. Additional topics include
monitoring, troubleshooting, and optimizing Azure solutions.

You get One Microsoft exam voucher with class.

DEVELOPING SOLUTIONS FOR MICROSOFT AZURE COURSE AZ-204 - COURSE OVERVIEW

Developing Solutions for Microsoft Azure is a course that teaches developers how to create end-to-end solutions in
Microsoft Azure. Students will learn how to implement Azure compute solutions, create Azure Functions,
implement and manage web apps, develop solutions utilizing Azure storage, implement authentication and
authorization, and secure their solutions by using KeyVault and Managed Identities. Students will also learn how to
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connect to and consume Azure services and third-party services, include event- and message-based models in their
solutions. The course also covers monitoring, troubleshooting, and optimizing Azure solutions.
IS THIS THE RIGHT COURSE FOR YOU?
Students in this course are interested in Azure development or in passing the Microsoft Azure Developer Associate
certification exam.
IS THIS THE RIGHT COURSE FOR YOU?
TO BE SUCCESSFUL IN THIS COURSE, LEARNERS SHOULD HAVE THE FOLLOWING:
Hands-on experience with Azure laaS and PaaS solutions, and the Azure Portal.
Experience writing in an Azure supported language at the intermediate level. (C#, JavaScript, Python, or
Java)
Ability to write code to connect and perform operations on a SQL or NoSQL database product. (SQL Server,
o Oracle, MongoDB, Cassandra or similar)
Experience writing code to handle authentication, authorization, and other security principles at the
¢ intermediate level.
A general understanding of HTML, the HTTP protocol and REST APl interfaces.
If you are new to Azure and cloud computing consider one of the following resources:
Free online: Azure Fundamentals
(https://docs.microsoft.com/en-us/learn/paths/azure-fundamentals/) Instructor-led
course: AZ-900: Azure Fundamentals
COURSE OUTLINE
Module 1: Create Azure App Service web apps
Learn how Azure App Service functions and how to create and update an app. Explore App Service authentication
and authorization, configuring app settings, scale apps, and how to use deployment slots.
Lessons
® Explore Azure App Service
Configure web app settings
Scale apps in Azure App Service
Explore Azure App Service deployment slots
Module 2: Implement Azure functions
Learn how to create and deploy Azure Functions. Explore hosting options, bindings, triggers, and how to use
Durable Functions to define stateful workflows.
Lessons
® Explore Azure Functions
Develop Azure Functions
Implement Durable Functions
Module 3: Develop solutions that use Blob storage
Learn how to create Azure Blob storage resources, manage data through the blob storage lifecycle, and work with
containers and items by using the Azure Blob storage client library V12 for .NET.
Lessons
Explore Azure Blob storage
Manage the Azure Blob storage lifecycle
Work with Azure Blob storage
Module 4: Develop solutions that use Azure Cosmos DB
Learn how to create Azure Cosmos DB resources with the appropriate consistency levels, choose and create a
partition key, and perform data operations by using the .NET SDK V3 for Azure Cosmos DB.
Lessons
® Explore Azure Cosmos DB
Implement partitioning in Azure Cosmos DB
Work with Azure Cosmos DB
Module 5: Implement infrastructure as a service solution
Learn how to create and deploy virtual machine, deploy resources using Azure Resource Manager templates, and
manage and deploy containers.
Lessons
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Provision virtual machines in Azure
Create and deploy Azure Resource Manager templates
Manage container images in Azure Container Registry
Run container images in Azure Container Instances
Module 6: Implement user authentication and authorization
Learn how to implement authentication and authorization to resources by using the Microsoft identity platform,
Microsoft Authentication Library, shared access signatures, and use Microsoft Graph.
Lessons
® Explore the Microsoft identity platform
Implement authentication by using the Microsoft Authentication Library
Implement shared access signatures
Explore Microsoft Graph
Module 7: Implement secure cloud solutions
Learn how to more securely deploy apps in Azure by using Azure Key Vault, managed identities, and Azure App
Configuration.
Lessons
® Implement Azure Key Vault
Implement managed identities
Implement Azure App Configuration
Module 8: Implement APl Management
Learn how the APlI Management service functions, how to transform and secure APIls, and how to create a backend
API.
Lessons
Explore APl Management
Module 9: Develop event-based solutions
Learn how to build applications with event-based architectures by integrating Azure Event Grid and Azure Event
Hubs into your solution.
Lessons
® Explore Azure Event Grid
Explore Azure Event Hubs
Module 10: Develop message-based solutions
Learn how to build applications with message-based architectures by integrating Azure Service Bus and Azure
Queue Storage into your solution.
Lessons
Discover Azure message queues
Module 11: Instrument solutions to support monitoring and logging
Learn how to instrument apps to enable Application Insights to monitor performance and help troubleshoot issues.
Lessons
Monitor app performance
Module 12: Integrate caching and content delivery within solutions
Learn how to improve the performance and scalability of your applications by integrating Azure Cache for Redis and
Azure Content Delivery Network into your solution.
Lessons
Develop for Azure Cache for Redis Develop
for storage on CDN
COURSE REVIEW AND AZ-204: DEVELOPING
SOLUTIONS FOR MICROSOFT
AZURE CERTIFICATION EXAM REVIEW

Related Courses:

AZ-700 Designing and Implementing Microsoft Azure Networking Solutions
AZ-305 Designing Microsoft Azure Infrastructure Solutions

AZ-120 Planning and Administering Microsoft Azure for SAP Workloads AZ-140
Developing Solutions for Microsoft Azure
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Related Certifications:

Microsoft Azure Training and Certifications

Microsoft Certified: Azure Developer Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Read More

SKU: 2403

Price: $2,995.00

MICROSOFT AZURE 10T DEVELOPER COURSE AZ-220
This course provides students with the skills and knowledge required to successfully create and maintain the cloud
and edge portions of an Azure |oT solution. The course includes full coverage of the core Azure loT services such as
loT Hub, Device Provisioning Services, Azure Stream Analytics, Time Series Insights, and more.
Microsoft Azure loT Developer Course Overview
Microsoft Azure loT Developer is a course that provides students with the skills and knowledge required to
successfully create and maintain the cloud and edge portions of an Azure loT solution. The course includes full
coverage of the core Azure loT services such as loT Hub, Device Provisioning Services, Azure Stream Analytics, Time
Series Insights, and more. In addition to the focus on Azure PaaS services, the course includes sections on loT Edge,
device management, monitoring and troubleshooting, security concerns, and Azure loT Central.
Is this the Right Course for You? for Microsoft Azure 10T Developer
An Azure loT Developer is responsible for implementing and then maintaining the cloud and edge portions of an
Azure loT solution. In addition to configuring and maintaining devices by using Azure |oT services and other
Microsoft tools, the loT Developer also sets up the physical devices and is responsible for maintaining the devices
throughout the life cycle. The loT Developer implements designs for IoT solutions, including device topology,
connectivity, debugging and security.
For Edge device scenarios, the loT Developer also deploys compute/containers and configures device networking,
which could include various edge gateway implementations. The loT Developer implements designs for solutions to
manage data pipelines, including monitoring and data transformation as it relates to loT. The loT Developer works
with data engineers and other stakeholders to ensure successful business integration. loT Developers should have a
good understanding of Azure services, including data storage options, data analysis, data processing, and the Azure
loT PaaS versus Saa$S options. IoT Developers should have basic programming skills in at least one Azure-supported
language, including C#, Node.js, C, Python, or Java.
Skills gained

® Create, configure, and manage an Azure loT hub.
Provision devices by using loT Hub and DPS, including provisioning at scale.
Establish secure 2-way communication between devices and loT Hub.
Implement message processing by using loT Hub routing and Azure Stream Analytics.
o Configure the connection to Time Series Insights and support business integration requirements.
e Implement loT Edge scenarios using marketplace modules and various edge gateway patterns. Implement
loT Edge scenarios that require developing and deploying custom modules and containers.
Execute device management using device twins and direct methods.
Implement solution monitoring, logging, and diagnostics testing.
Recognize and address security concerns and implement Azure Security Center for loT.
Build an 1oT Solution by using Azure loT Central and recognize SaaS opportunities for loT.
Microsoft Azure loT Developer Good to know before you attend the class:

® Cloud Solution Awareness: Students should have experience using the Azure Portal and a basic

understanding of Paa$, Saa$, and laaS implementations.

Software Development Experience: Software development experience is a prerequisite for this course, but
no specific software language is required, and the experience does not need to be at a professional level.
Data Processing Experience: General understanding of data storage and data processing is recommended but

not required.
Microsoft Azure loT Developer Course Outline
Module 1: Introduction to loT and Azure loT Services
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In this module, students will begin by examining the business considerations for various loT implementations and
reviewing how the Azure loT Reference Architecture supports loT solutions. This module also provides students
with an overview of the Azure services commonly used in an loT solution and provides an introduction to the Azure
portal.
Lessons
® Business Opportunities for loT
Introduction to IoT Solution Architecture
loT Hardware and Cloud Services
Labs Scenario for this Course
Lab : Getting Started with Azure
Lab : Setting Started with Azure loT Services
After completing this module, students will be able to:
Explain how loT and Azure loT could be applied to their business
Describe the core components of an Azure loT Solution Architecture
Describe the Azure loT Services and how they relate to an loT solution
Create an Azure account and use the Azure portal to create an loT Hub and DPS service
Module 2: Devices and Device Communication
In this module, students will take a closer look at the Azure loT Hub service and will learn how to configure secure
two-way communication between loT hub and devices. Students will also be introduced to IoT Hub features such as
Device Twins and loT Hub Endpoints that will be explored in more depth as the course continues.
Lessons
® loT Hub and Devices
loT Developer Tools
Device Configuration and Communication Lab :
Connect loT Device to Azure
Lab : Setup the Development Environment
After completing this module, students will be able to:
Explain the core features of the IoT Hub services
Describe the lifecycle of an Azure 10T device
Describe how loT Hub manages device identities and implements other security features
Register devices with the loT Hub using the Azure portal, Azure CLI, and Visual Studio Code
Implement the loT Hub Device and Service SDKs
Module 3: Device Provisioning at Scale
In this module, students will focus on device provisioning and how to configure and manage the Azure Device
Provisioning Service. Students will learn about the enrollment process, auto-provisioning and reprovisioning,
disenrollment, and how to implement various attestation mechanisms.
Lessons
® Device Provisioning Service Terms and Concepts
Configure and Manage the Device Provisioning Service Device
Provisioning Tasks
Lab : Individual Enrollment of Devices in DPS
Lab : Automatic Enrollment of Devices in DPS
After completing this module, students will be able to:
® Explain the process of device provisioning and the features of the Device Provisioning Service
Explain the security considerations associated with device provisioning and how they are managed
Implement the Device Provisioning Service SDKs
Manage the device enrollment process, including deprovisioning and disenroliment
Module 4: Message Processing and Analytics
In this module, students will examine how loT Hub, and other Azure services can be used to process messages.
Students will begin with an investigation of how to configure message and event routing and how to implement
routing to built-in and custom endpoints. Students will learn about some of the Azure storage options that are
common for loT solutions. To round out his module, students will implement Azure Stream Analytics and queries
for a number of ASA patterns.
Lessons

97



Messages and Message Processing
Data Storage Options
Azure Stream Analytics
Lab : Filtering and Aggregating Message Data
Lab : Device Message Routing
After completing this module, students will be able to:
® Configure message and event routing
Route data to the built-in and custom endpoints
Implement message enrichment
« Implement Azure Stream Analytics Inputs, Queries, and Outputs
« Store message data in a warm storage for historical purposes and additional analysis
Use an Azure Function within a message processing and analytics solution
Module 5: Insights and Business Integration
In this module, students will learn about the Azure services and other Microsoft tools that can be used to generate
business insights and enable business integration. Students will implement Azure Logic Apps and Event Grid, and
they will configure the connection and data transformations for data visualization tools such as Time Series Insights
and Power BI.
Lessons
® Business Integration for loT Solutions
Data Visualization with Time Series Insights
Data Visualization with Power BI
Lab : Integrate loT Hub with Event Grid
Lab : Explore and Analyze Time Stamped Data with Time Series Insights
After completing this module, students will be able to:
® Explain the options for business integration within an IoT solution and how to achieve them
Develop business integration support using Logic Apps and Event Grid
Configure loT Data for Visualization in Time Series Insights
Configure loT Data for Visualization in Power Bl
Module 6: Azure loT Edge Deployment Process
In this module, students will learn how to deploy a module to an Azure loT Edge device. Students will also learn
how to configure and use an loT Edge device as a gateway device.
Lessons
® Introduction to Azure loT Edge
Edge Deployment Process
Edge Gateway Devices
Lab : Set Up an loT Edge Gateway
Lab : Introduction to loT Edge
After completing this module, students will be able to:
® Describe the difference between an loT device and an loT Edge device
Configure an loT Edge device

[ ] . .
Implement an loT Edge deployment using a deployment manifest

* Configure an loT Edge device as a gateway device
Module 7: Azure loT Edge Modules and Containers
In this module, students will develop and deploy custom edge modules, and will implement support for an offline
scenario that relies on local storage. Students will use Visual Studio Code to build custom modules as containers
using a supported container engine.
Lessons

® Develop Custom Edge Modules

Offline and Local Storage

Lab : Develop, Deploy, and Debug a Custom Module on Azure loT Edge
Lab : Run an loT Edge Device in Restricted Network and Offline
After completing this module, students will be able to:
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Explain the requirements for building a custom edge module
Configure Visual Studio Code for developing containerized modules
Deploy a custom module to an loT Edge device
Implement local storage on an loT Edge device in support of an offline scenario
Module 8: Device Management
In this module, students will learn how to implement device management for their loT solution. Students will
develop device management solutions that use devoice twins and solutions that use direct methods.
Lessons
® Introduction to loT Device Management
Manage loT and loT Edge Devices
Device Management at Scale
Lab : Automatic Device Management
Lab : Remotely Monitor and Control Devices with Azure loT Hub
After completing this module, students will be able to:
Describe the most common device management patterns and configuration best practices
Describe when and how to use device twins and direct methods to implement device management
Implement device management for various patterns using device twins and direct methods
Implement device management at scale using automatic device management and jobs
Module 9: Solution Testing, Diagnostics, and Logging
In this module, students will configure logging and diagnostic tools that help developers to test their loT solution.
Students will use loT Hub and Azure Monitor to configure alerts and track conditions such as device connection
state that can be used to troubleshoot issues.
Lessons
® Monitoring and Logging
Troubleshooting
Lab : Configure Metrics and Logs in Azure loT Hub
Lab : Monitor and Debug Connection Failures
After completing this module, students will be able to:
® Describe the options for monitoring and logging an Azure 10T solution
Configure Azure Monitor to support of an loT solution
Configure loT Hub Metrics to support of an loT solution
Implement diagnostics logging
Troubleshoot |oT device connection and communication issues
Module 10: Azure Security Center and loT Security Considerations
In this module, students will examine the security considerations that apply to an loT solution. Students will begin
by investigating security as it applies to the solution architecture and best practices, and then look at how Azure
Security Center for loT supports device deployment and loT Hub integration. Students then use Azure Security
Center for loT Agents to enhance the security of their solution.
Lessons
® Security Fundamentals for loT Solutions
Introduction to Azure Security Center for loT
Enhance Protection with Azure Security Center for loT Agents Lab :
Implementing Azure Security Center for loT
After completing this module, students will be able to:
® Describe security concerns and best practices for an loT solution
Describe the Azure loT Security Architecture and Threat Modeling
Explain the features and support provided by Azure Security Center for loT
Configure Security Agents and Security Module Twins
Aggregate Azure Security Center for loT Events
Module 11: ADT
In this module, students will examine the concepts of an Azure Digital Twins solution and take their first steps
toward implementing ADT. Students will begin by investigating the concepts behind the Azure Digital Twins service
and an ADT solution, followed by an introduction to the development tools that can be used to build and monitor
an ADT solution. Students will then use the development tools to create custom models, build and query an ADT
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environment graph, ingest loT device telemetry, and implement business logic and data processing.
Lessons
® Introduction to Azure Digital Twins
Introduction to ADT solution development
Monitor and troubleshoot ADT
Lab : Develop Azure Digital Twins (ADT) solutions
After completing this module, students will be able to:
® Describe the components of an Azure Digital Twins (ADT) solution
Explain how to create and configure an ADT instance
Explain how to create, query, and manage the ADT graph
Describe how to ingest ADT data from IoT hub and implement support for downstream services Describe
how to monitor and troubleshoot ADT
Module 12: Build an loT Solution with loT Central
In this module, students will learn how to configure and implement Azure IoT Central as a SaaS solution for loT.
Students will begin with a high-level investigation of loT Central and how it works. With a basic understanding of
loT central establish, students will move on to creating and managing device templates, and then managing devices
in their loT Central application.
Lessons
® Introduction to loT Central
Create and Manage Device Templates
Manage Devices in Azure loT Central
Lab : Build an lot Solution with lIoT Central
After completing this module, students will be able to:
® Describe the difference between Azure loT Central and the Azure loT PaaS$ services
Explain the features provided by Azure loT Central
Describe the purpose and components of a Device Template
Create and publish a Device Template
Manage devices using rules and notifications
Mange devices at scale using jobs

Related Courses:
AZ-303 Microsoft Azure Architect Technologies
AZ-305 Designing Microsoft Azure Infrastructure Solutions

Related Certifications:

Microsoft Azure Training and Certifications

Microsoft Certified: Azure loT Developer Specialty

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Read More

SKU: 2401

Price: $2,995.00

MICROSOFT AZURE ARCHITECT TECHNOLOGIES COURSE AZ-303

This course teaches Solutions Architects how to translate business requirements into secure, scalable, and reliable
solutions.

Course Overview

Microsoft Azure Architect Technologies is a course that teaches Solutions Architects how to translate business
requirements into secure, scalable, and reliable solutions. Lessons include virtualization, automation, networking,
storage, identity, security, data platform, and application infrastructure. This course outlines how decisions in each
theses area affects an overall solution.

Is this the Right Course for You?

This course is for IT Professionals with expertise in designing and implementing solutions running on Microsoft
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Azure. They should have broad knowledge of IT operations, including networking, virtualization, identity, security,
business continuity, disaster recovery, data platform, budgeting, and governance. Azure Solution Architects use the
Azure Portal and as they become more adept they use the Command Line Interface. Candidates must have expert-
level skills in Azure administration and have experience with Azure development processes and DevOps processes.

Skills g

ained

Secure identities with Azure Active Directory and users and groups.

Implement identity solutions spanning on-premises and cloud-based capabilities

Apply monitoring solutions for collecting, combining, and analyzing data from different sources.

Manage subscriptions, accounts, Azure policies, and Role-Based Access Control.

Administer Azure using the Resource Manager, Azure portal, Cloud Shell, and CLI.

Configure intersite connectivity solutions like VNet Peering, and virtual network gateways. Administer Azure

App Service, Azure Container Instances, and Kubernetes.
Microsoft Azure Architect Technologies Good to know before you attend the class:
Successful Azure Solution Architects start this role with experience on operating systems, virtualization, cloud
infrastructure, storage structures, and networking.

Understanding of on-premises virtualization technologies, including: VMs, virtual networking, and virtual
hard disks.

Understanding of network configuration, including TCP/IP, Domain Name System (DNS), virtual private
networks (VPNs), firewalls, and encryption technologies.

Gain knowledge about Active Directory concepts, including domains, forests, domain controllers,
replication, Kerberos protocol, and Lightweight Directory Access Protocol (LDAP).

Understanding of resilience and disaster recovery, including backup and restore operations.
COURSE OUTLINE
Module 1: Implement Azure Active Directory
In this module, you will learn how to secure identities with Azure Active Directory and implement users and groups.
This module includes:
Lessons

Overview of Azure Active Directory
Users and Groups

Domains and Custom Domains
Azure AD Identity Protection
Implement Conditional Access
Configure Fraud Alerts for MFA
Implement Bypass Options
Configure Guest Users in Azure AD
Configure Trusted IPs

Manage Multiple Directories
After completing this module, students will be able to:

Understand how Multiple AAD organizations interact
Add Guest Users to Azure AD

Configure Location Condition Configuration
Configure Azure MFA settings

Implement Conditional Access Azure MFA Create a

Blueprint
Module 2: Implement and Manage Hybrid Identities
In this module, you will learn how to install and configure Azure AD Connect and implement Azure AD Connect

Health.

This module includes:

Lessons

Install and Configure Azure AD Connect
Configure Password Sync and Password Writeback Configure
Azure AD Connect Health

After completing this module, students will be able to:

Implement Azure AD seamless Single Sign-On
Perform an Azure AD Connect installation
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Implement Azure AD Connect Health
Module 3: Implement Virtual Networking
In this module, you will learn about basic virtual networking concepts like virtual networks and subnetting, IP
addressing, network security groups, Azure Firewall, and Azure DNS. This module includes:
Lessons
® Virtual Network Peering
Implement VNet Peering
After completing this module, students will be able to:
® Connect services with Virtual Network Peering
Configure VNet Peering
Understand Service Chaining
Modify or delete VNet Peering
Module 4: Implement VMs for Windows and Linux
In this module, you will learn about Azure virtual machines including planning, creating, availability and extensions.
Lessons
e  Select Virtual Machine Size
e  Configure High Availability
e Implement Azure Dedicated Hosts
e  Deploy and Configure Scale Sets Configure
Azure Disk Encryption
After completing this module, students will be able to:
® Plan for virtual machine implementations
Create virtual machines
° Configure virtual machine availability, including scale sets
Understand High Availability options for VMs in Azure
Module 5: Implement Load Balancing and Network Security
In this module, you will learn about network traffic strategies including network routing and service endpoints,
Azure Load Balancer, Azure Application Gateway, and Traffic Manager.
Lessons
® Implement Azure Load Balancer
Implement an Application Gateway
Understand Web Application Firewall
Implement Azure Firewall
Implement Azure Front Door
Implementing Azure Traffic Manager
Implement Network Security Groups and Application Security Groups Implement
Azure Bastion
Lab : Implementing Highly Available Azure laaS Compute Architecture
Describe characteristics of highly available Azure VMs residing in the same availability set
Describe characteristics of highly available Azure VMs residing in different availability zones
Describe characteristics of automatic horizontal scaling of Azure VM Scale Sets Describe
characteristics of manual vertical scaling of Azure VM Scale Sets
After completing this module, students will be able to:
® Select a Load Balancer solution
Configure Application Gateway
Implement Azure Firewall
Create an Azure Front Door
« Understand Traffic Manager routing methods
Configure Network Security Groups (NSGs)
Module 6: Implement Storage Accounts
In this module, you will learn about basic storage features including storage accounts, blob storage, Azure files and
File Sync, storage security, and storage tools.
Lessons
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Storage Accounts
Blob Storage
Storage Security
Managing Storage
Accessing Blobs and Queues using AAD
Lab : Implementing and Configuring Azure Storage File and Blob Services
® Implement authorization of Azure Storage blobs by leveraging shared access signatures
® Implement authorization of Azure Storage blobs by leveraging Azure Active Directory
: Implement authorization of Azure Storage file shares by leveraging access keys Configure Azure
Storage Firewalls and Virtual Networks
After completing this module, students will be able to:
® Understand Storage Account services and types
Configure Blob storage, accounts, containers, and access tiers
° Implement Shared Access Signatures (SAS)
Understand Azure Storage firewalls and virtual networks
Module 7: Implement NoSQL Databases
In this module, you will learn about Azure Table Storage and recommend options for CosmsoDB APlIs.
Lessons
® Configure Storage Account Tables
Select Appropriate CosmosDB APIs
After completing this module, students will be able to:
® Outline the Table Service Data Model
Understand options for Azure Cosmos DB
Understand high availability using CosmosDB
Module 8: Implement Azure SQL Databases
In this module, you will create an Azure SQL Database single database, create an Azure SQL Database Managed
Instance, and review high-availability and Azure SQL database.
Lessons
® Configure Azure SQL Database Settings
Implement Azure SQL Database Managed Instances
High-Availability and Azure SQL Database
In this module, you will learn how to
Create an Azure SQL Database (single database)
Create an Azure SQL Database Managed Instance
Recommend high-availability architectural models used in Azure SQL Database
Module 9: Automate Deployment and Configuration of Resources
In this module, you will learn about the tools an Azure Administrator uses to manage their infrastructure. This
includes the Azure Portal, Cloud Shell, Azure PowerShell, CLI, and Resource Manager Templates.
Lessons
® Azure Resource Manager Templates
Save a Template for a VM
: Evaluate Location of New Resources
. Configure a Virtual Hard Disk Template
o Deploy from a template
Create and Execute an Automation Runbook
After completing this module, students will be able to:
® Leverage Azure Resource Manager to organize resources
Use ARM Templates to deploy resources
Create and Execute an Automation Runbook
Deploy an Azure VM from a VHD
Understand Azure encryption technologies
Module 10: Implement and Manage Azure Governance
In this module, you will learn about managing your subscriptions and accounts, implementing Azure policies, and
using Role-Based Access Control.
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Lessons
® Create Management Groups, Subscriptions, and Resource Groups
Overview of Role-Based Access Control (RBAC)
Role-Based Access Control (RBAC) Roles
Azure AD Access Reviews
Implement and Configure an Azure Policy Azure
Blueprints
Lab : Implementing and Configuring Azure Storage File and Blob Services
Implement authorization of Azure Storage blobs by leveraging shared access signatures
Implement authorization of Azure Storage blobs by leveraging Azure Active Directory
Implement authorization of Azure Storage file shares by leveraging access keys
Lab : Managing Azure Role-Based Access Control
Define a custom RBAC role
Assign a custom RBAC role
After completing this module, students will be able to:
® Understand Resource Group Organization
Understand how RBAC works
Create an Azure AD access review
Create and manage policies to enforce compliance
Module 11: Manage Security for Applications
In this module, you will learn about Azure Key Vault and implementing authentication using Azure Managed
Identities.
Lessons
® Azure Key Vault
Azure Managed Identity
After completing this module, students will be able to:
® Explain Key Vault uses such as secrets, key, and Certificate management Use
Managed ldentities with Azure resources
Module 12: Manage Workloads in Azure
In this module, you will learn how to migrate workloads using Azure Migrate, perform VMware agent based and
agent-less migrations, and perform Azure Backup and Azure Site Recovery.
Lessons
® Migrate Workloads using Azure Migrate
VMware - Agentless Migration
VMware - Agent-Based Migration
Implement Azure Backup
Azure to Azure Site Recovery
mplement Azure Update Management
Lab : Protecting Hyper-V VMs by using Azure Site Recovery
Configure Azure Site Recovery
Perform test failover
Perform planned failover
Perform unplanned failover
After completing this module, students will be able to:
® Understand agent-based migration architecture
Prepare for Azure for migration
Prepare an on-premises VMware environment
Understand Azure VM backup architecture
Manage updates and patches for Azure VMs
Module 13: Implement Container-Based Applications
In this module, you will learn how to run Azure Container instances and how to deploy Kubernetes with AKS.
Lessons
® Azure Container Instances
Configure Azure Kubernetes Service
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After completing this module, students will be able to:
® Run Azure Container instances
Deploy Kubernetes with AKS
Module 14: Implement an Application Infrastructure
In this module, you will learn how to create an App Service web App for Containers, create and configure an App
Service Plan, and create and manage Deployment Slots.
Lessons
® Create and Configure Azure App Service
Create an App Service Web App for Containers
Create and Configure an App Service Plan
Configure Networking for an App Service
Create and Manage Deployment Slots
Implement Logic Apps
Implement Azure Functions
Lab : Configuring a Message-Based Integration Architecture
® Configure and validate an Azure Function App Storage Blob trigger
Configure and validate an Azure Event Grid subscription-based queue messaging
Lab : Implementing an Azure App Service Web App with a Staging Slot
® Implement Blue/Green deployment pattern by using deployment slots of Azure App Service web apps
Perform A/B testing by using deployment slots of Azure App Service web apps
After completing this module, students will be able to:
Configure an Azure App Service
Create an App Service Plan
Create a Workflow using Azure Logic Apps
Create a Function App
Module 15: Implement Cloud Infrastructure Monitoring
In this module, you will learn about Azure Monitor, Azure Workbooks, Azure Alerts, Network Watcher, Azure
Service Health, Azure Application Insights.
Lessons
® Azure Infrastructure Security Monitoring
Azure Monitor
Azure Workbooks
Azure Alerts
Log Analytics
Network Watcher
Azure Service Health
Monitor Azure Costs
Azure Application Insights
Unified Monitoring in Azure
In this module, you will learn how to
® Understand Azure Log Analytics
Understand Azure Service Health

Related Courses:
AZ-220 Microsoft Azure loT Developer

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: Azure Solutions Architect Expert

Learning Paths
Credly & Job Opportunities

Read More
SKU: 2408
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Price: $2,995.00

MICROSOFT AZURE ARCHITECT DESIGN AZ-304
This course teaches Solutions Architects how to translate business requirements into secure, scalable, and reliable
solutions.
COURSE OVERVIEW
This course teaches Solutions Architects how to translate business requirements into secure, scalable, and reliable
solutions. Lessons include design considerations related to logging, cost analysis, authentication and authorization,
governance, security, storage, high availability, and migration. This role requires decisions in multiple areas that
affect an overall design solution.
IS THIS THE RIGHT COURSE FOR YOU?
This course is for IT Professionals with expertise in designing and implementing solutions running on Microsoft
Azure. They should have broad knowledge of IT operations, including networking, virtualization, identity, security,
business continuity, disaster recovery, data platform, budgeting, and governance. Azure Solution Architects use the
Azure Portal and as they become more adept they use the Command Line Interface. Candidates must have expert-
level skills in Azure administration and have experience with Azure development processes and DevOps processes.
SKILLS GAINED
® Recommend solutions to minimize costs
Recommend a solution for Conditional Access, including multi-factor authentication
Recommend a solution for a hybrid identity including Azure AD Connect and Azure AD Connect
Recommend a solution for using Azure Policy
Recommend a solution that includes KeyVault
Recommend a solution that includes Azure AD Managed Identities
Recommend a storage access solution
Design and Azure Site Recovery solution
Recommend a solution for autoscaling
Recommend a solution for containers
Recommend a solution for network security
Recommend a solution for migrating applications and VMs
Recommend a solution for migration of databases
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Azure Solution Architects start this role with experience on operating systems, virtualization, cloud
infrastructure, storage structures, networking, applications and databases.
® Understanding of on-premises virtualization technologies, including: VMs, virtual networking, and virtual
hard disks.
Understanding of network configuration, including TCP/IP, Domain Name System (DNS), virtual private
networks (VPNs), firewalls, and encryption technologies.
Understanding of Active Directory concepts, including domains, forests, domain controllers, replication,
Kerberos protocol, and Lightweight Directory Access Protocol (LDAP).
® Understanding of resilience and disaster recovery, including backup and restore operations.
Understanding of Applications development and APls.
Understanding of Databases, both SQL such as MS SQL, MySQL or Postgres, and Non-SQL databases like
MongoDB.
« Understanding of decoupling Applications and services, for example, Queues, tables, Cache. Understanding
of Security concepts to protect your environment, like encryption at rest, encryption in transit, SSL, TLS.

COURSE OUTLINE

Module 1: Design a Compute Solution

In this module, you will learn about the appropriate compute technologies, including virtual machines, App
Services, Service Fabric, Azure Functions, Windows Virtual Desktop, and containers.

Lessons
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Recommend a Solution for Compute Provisioning
Determine Appropriate Compute Technologies
Recommend a Solution for Containers
Recommend a Solution for Automating Compute Management
Lab : Implementing Containers on Azure
Implement containers running in Azure VMs
Deploy containers to Azure Container Instances
Deploy containers to Azure Kubernetes Service (AKS) clusters
After completing this module, students will be able to:
® Refer solution for automating compute management
Recommend the appropriate compute technologies, including virtual machines, and App Services
Recommend the appropriate AKS and ACI and the configurations
Module 2: Design a Network Solution
In this module, you will learn about solutions for network addressing and name resolution, network provisioning,
and network security.
Lessons
® Recommend a Solution for Network Addressing and Name Resolution
Recommend a Solution for Network Provisioning
Recommend a Solution for Network Security
Recommend a Solution for Internet Connectivity and On-Premises Networks
Recommend a Solution for Automating Network Management
Recommend a Solution for Load Balancing and traffic Routing
After completing this module, students will be able to:
® Solutions for network addressing and name resolution
Solutions for network security including private endpoints, firewalls, and gateways
* Recommendations for network connectivity to the Internet, on-premises networks, and other VNets
Recommendations for load balancing and traffic routing
Module 3: Design for Migration
In this module, you will learn about recommend a solution for migrating applications and VMs and a solution for
migration of databases.
Lessons
® Assess and On-Premises Servers and Applications for Migration
Recommend a Solution for Migrating Applications and VMs Recommend a
Solution for Migration of Databases
After completing this module, students will be able to:
® Assess on-premises servers and applications for migration
Suggest solutions for migrating applications and VMs
Determine migration scope, including redundant, related, trivial, and outdated data
Module 4: Design Authentication and Authorization
In this module, you will learn how to provide Identities to services and understand the hierarchy of Management
Groups and Subscriptions.
Lessons
® Tips for Identity and Access Management
Recommend a Solution for Multi-Factor Authentication
Five Steps for Securing Identity Infrastructure
Recommend a Solution for Single-Sign On (SSO)
Recommend a Solution for a Hybrid Identity
Recommend a Solution for B2B Integration
Recommend a Hierarchical Structure for Management Groups
Lab : Managing Azure AD Authentication and Authorization
Deploy an Azure VM hosting an AD DS domain controller
Create and configure an Azure AD tenant
Integrate an AD DS forest with an Azure AD tenant
After completing this module, students will be able to:
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Recommend hierarchy of Management Groups and Subscriptions.
Configure custom RBAC Role definitions and assignments
Plan for an MFA Deployment
Recommend a Solution for Single-Sign On (SSO)
Recommend a Solution for a Hybrid Identity
Module 5: Design Governance
In this module, you will learn apply an Azure Policy, identify non-compliant resources, and manage tag governance
with Azure Policy.
Lessons
® Recommend a Solution for using Azure Policy
Recommend a Solution for using Azure Blueprint
After completing this module, students will be able to:
® Organize Policies with Initiatives
Manage Tag Governance with Azure Policy
Provide guidance on Azure Blueprints
Module 6: Design a Solution for Databases
In this module, you will be able to recommend the appropriate data store and recommend Azure SQL Database and
Azure SQL Managed Instance Service tiers.
Lessons
Select an Appropriate Data Platform Based on Requirements
Overview of Azure Data Storage
Recommend Database Service Tier Sizing
Dynamically Scale Azure SQL Database and Azure SQL Managed Instances
Recommend a Solution for Encrypting Data at Rest, Transmission, and In Use
After completing this module, students will be able to:
® Recommend Database Service Tier Sizing
Recommend a Solution for Encrypting Data at Rest, Transmission, and In Use
Understand Azure Data Lake Store and Azure Blob Storage containers
Module 7: Select an Appropriate Storage Account
In this module, you will learn about recommending a design a strategy for using tiered storage and manage tiered
Storage using Azure tools.
Lessons
Understanding Storage Tiers
Recommend a Storage Access Solution
Recommend Storage Management Tools
After completing this module, students will be able to:
® Recommend tools for working with Azure Storage
Design for Azure Blob Storage access tiers
Module 8: Design Data Integration
In this module, you will learn about data flows using Azure Data Factory and Azure Synapse Analytics architecture.
Lessons
®* Recommend a Data Flow
Recommend a Solution for Data Integration
After completing this module, students will be able to:
® Implement Azure Synapse Analytics
Describe how data flows using Azure Data Factory
Demonstrate how to use Azure Data Factory to load data into SQL Data Warehouse
Module 9: Design a Solution for Logging and Monitoring
In this module, you will learn about Azure Monitor, Azure Application Insights, and Azure Sentinel. You will be able
to monitor Azure Resources with Azure Monitor and collect and analyze resource Logs for Azure. using Azure tools.
Lessons
® Azure Monitoring Services Azure
Monitor
After completing this module, students will be able to:
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® Monitor Azure resources with Azure Monitor

Collect and analyze Resource Logs for Azure resources
Understand how Azure Sentinel collects data on the devices, users, infrastructure, and applications
Module 10: Design a Solution for Backup and Recovery
In this module, you will learn about solutions for site recovery capacity and site failover and failback. You will be
able to recommend solutions for recovery in different regions.
Lessons
Recommend a Recovery Solution for Hybrid and On-Premises Workloads
Design and Azure Site Recovery Solution
Recommend a Solution for Recovery in Different Regions
Recommend a Solution for Azure Backup Management Design a
Solution for Data Archiving and Retention
After completing this module, students will be able to:
® Recommend solutions for Azure hybrid and on-premises workloads that meets recovery objectives
Recommend a solution for site recovery capacity
* Recommend storage types and methodology for data archiving Identify
requirements for data archiving
Module 11: Design for High Availability
In this module, you will learn about solutions for application and workload redundancy, including compute,
database, and storage.
Lessons
® Recommend a Solution for Application and Workload Redundancy
Recommend a Solution for Autoscaling
Identify Resources that Require High Availability
Identify Storage Types for High Availability
Recommend a Solution for Geo-Redundancy of Workloads
After completing this module, students will be able to:
® Recommend a solution for autoscaling
Identify storage types for high availability
Recommend a solution for geo-redundancy of workloads
Module 12: Design for Cost Optimization
In this module, you will learn how to optimize costs from recommendations, breakdown costs by Azure Service, and
download and review usage details. 01-View
Lessons
® Recommend Solutions for Cost Management
Recommended Viewpoints for Minimizing Costs
After completing this module, students will be able to:
® Optimize with Azure Cost Management
Design with Cost in mind
Optimize Costs from recommendations
Module 13: Design an Application Architecture
In this module, you will learn about solution for deployment of applications including ARM templates, Logic Apps,
or Azure Functions. You will also learn about microservices architecture including Event Grid, Event Hubs, Service
Bus, Storage Queues, Logic Apps, Azure Functions, and webhooks.
Lessons
® Recommend a Microservices Architecture
Recommend an Orchestration Solution for Deployment of Applications Recommend a
Solution for API Integration
Lab : Implement Azure Logic Apps Integration with Azure Event Grid
Integrate Azure Logic Apps with Event Grid
Trigger execution of Logic Apps in response to an event representing a change to a resource within
a
After completing this module, students will understand :
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Recommend deployment solutions using ARM templates, Logic Apps, or Azure Functions
Recommend a solution for monitoring automation
Recommend a hosting structure for API management
Module 14: Design Security for Applications
In this module, you will learn about solution for deployment of applications including ARM templates, Logic Apps,
or Azure Functions. You will also learn about microservices architecture including Event Grid, Event Hubs, Service
Bus, Storage Queues, Logic Apps, Azure Functions, and webhooks.
Lessons
® Security for Applications and Services
Recommend a Solution using Key Vault
Recommend Solutions using Azure AD Managed Identities
After completing this module, students will be able to:
® Understand Key Vault authentication and authorization
Understand Azure Key Vault availability and redundancy
Understand how Blueprints differ from Resource Manager Templates and Azure Policy

Related Courses:

AZ-303 Microsoft Azure Architect Technologies

AZ-305 Designing Microsoft Azure Infrastructure Solutions
AZ-220 Microsoft Azure |oT Developer

Related Certifications:

Microsoft Azure Training and Certifications

Microsoft Certified: Azure Solutions Architect Expert

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies

"\hRead More
SKU: 2402
Price: $2,085.00

DESIGNING AND IMPLEMENTING MICROSOFT DEVOPS SOLUTIONS AZ-400

This course provides the knowledge and skills to design and implement DevOps processes and practices.

COURSE OVERVIEW

This course provides the knowledge and skills to design and implement DevOps processes and practices. Students
will learn how to plan for DevOps, use source control, scale Git for an enterprise, consolidate artifacts, design a
dependency management strategy, manage secrets, implement continuous integration, implement a container
build strategy, design a release strategy, set up a release management workflow, implement a deployment pattern,
and optimize feedback mechanisms.

IS THIS THE RIGHT COURSE FOR YOU?

Students in this course are interested in implementing DevOps processes or in passing the Microsoft Azure DevOps
Solutions certification exam.

SKILLS GAINED
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Plan for the transformation with shared goals and timelines

Select a project and identify project metrics and KPls

Create a team and agile organization structure

Describe the benefits of using Source Control

Migrate from TFVC to Git

Scale Git for Enterprise DevOps

Configure build pipeline to access package security and license rating

Configure secure access to package feeds

Inspect codebase to identify code dependencies that can be converted to packages

Identify and recommend standardized package types and versions across the solution

Refactor existing build pipelines to implement version strategy that publishes packages
Manage security and compliance

Differentiate between a release and a deployment

Define the components of a release pipeline

Explain things to consider when designing your release strategy

Classify a release versus a release process and outline how to control the quality of both
Describe the principle of release gates and how to deal with release notes and documentation
Explain deployment patterns, both in the traditional sense and in the modern sense Choose a
release management tool

Explain the terminology used in Azure DevOps and other Release Management Tooling
Describe what a Build and Release task is, what it can do, and some available deployment tasks
Deploy and manage infrastructure using Microsoft automation technologies such as ARM templates,
PowerShell, and Azure CLI

Describe deployment models and services that are available with Azure

Deploy and configure a Managed Kubernetes cluster

Deploy and configure infrastructure using 3rd party tools and services with Azure, such as Chef, Puppet,
Ansible, SaltStack, and Terraform

Define an infrastructure and configuration strategy and appropriate toolset for a release pipeline and
application infrastructure

Implement compliance and security in your application infrastructure

Design practices to measure end-user satisfaction

Design processes to capture and analyze user feedback from external sources

Design routing for client application crash report data

Recommend monitoring tools and technologies

Recommend system and feature usage tracking tools

Analyze alerts to establish a baseline

Analyze telemetry to establish a baseline

Perform live site reviews and capture feedback for system outages

Perform ongoing tuning to reduce meaningless or non-actionable alerts

GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:

Fundamental knowledge about Azure, version control, Agile software development, and core software
development principles. It would be helpful to have experience in an organization that delivers software.
Successful learners will have prior knowledge and understanding of:

Cloud computing concepts, including an understanding of PaaS, Saa$, and laaS implementations. Both Azure
administration and Azure development with proven expertise in at least one of these areas.

Version control, Agile software development, and core software development principles. It would be helpful
to have experience in an organization that delivers software.

COURSE OUTLINE

Module 1: Planning for DevOps
Lessons
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Transformation Planning
Project Selection
Team Structures
Migrating to Azure DevOps
Lab : Agile Planning and Portfolio Management with Azure Boards
After completing this module, students will be able to:
® Plan for the transformation with shared goals and timelines
Select a project and identify project metrics and Key Performance Indicators (KPI's)
Create a team and agile organizational structure
Design a tool integration strategy
Design a license management strategy (e.g., Azure DevOps and GitHub users)
Design a strategy for end-to-end traceability from work items to working software
Design an authentication and access strategy
Design a strategy for integrating on-premises and cloud resources
Module 2: Getting Started with Source Control
Lessons
® What is Source Control
Benefits of Source Control
: Types of Source Control Systems
. Introduction to Azure Repos
o Introduction to GitHub
Migrating from Team Foundation Version Control (TFVC) to Git in Azure Repos Lab : Version
Controlling with Git in Azure Repos
After completing this module, students will be able to:
® Describe the benefits of using Source Control
Describe Azure Repos and GitHub
Migrate from TFVC to Git
Module 3: Managing Technical Debt
Lessons
® Identifying Technical Debt
Knowledge Sharing within Teams
Modernizing Development Environments with Codespaces
Lab : Sharing Team Knowledge using Azure Project Wikis
After completing this module, students will be able to:
® Manage code quality including technical debt SonarCloud, and other tooling solutions Build
organizational knowledge on code quality
Module 4: Working with Git for Enterprise DevOps
Lessons
® How to Structure Your Git Repo
Git Branching Workflows
: Collaborating with Pull Requests in Azure Repos
« Why Care About Git Hooks
o Fostering Inner Source
Managing Git Repositories
Lab : Version Controlling with Git in Azure Repos
After completing this module, students will be able to:
® Explain how to structure Git repos
Describe Git branching workflows
Leverage pull requests for collaboration and code reviews
Leverage Git hooks for automation
Use Git to foster inner source across the organization
Module 5: Configuring Azure Pipelines
Lessons
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The Concept of Pipelines in DevOps
Azure Pipelines
Evaluate use of Hosted versus Self-Hosted Agents
Agent Pools
Pipelines and Concurrency
Azure DevOps and Open-Source Projects (Public Projects)
Azure Pipelines YAML versus Visual Designer
Lab : Configuring Agent Pools and Understanding Pipeline Styles
After completing this module, students will be able to:
® Explain the role of Azure Pipelines and its components
Configure Agents for use in Azure Pipelines
Module 6: Implementing Continuous Integration using Azure Pipelines
Lessons
® Continuous Integration Overview
Implementing a Build Strategy
Integration with Azure Pipelines
Integrating External Source Control with Azure Pipelines Set Up
Self-Hosted Agents
Lab : Enabling Continuous Integration with Azure Pipelines Lab :
Integrating External Source Control with Azure Pipelines
After completing this module, students will be able to:
® Explain why continuous integration matters
Implement continuous integration using Azure Pipelines
Module 7: Managing Application Configuration and Secrets
Lessons
® Introduction to Security
Implement a Secure Development Process
Rethinking Application Configuration Data
Manage Secrets, Tokens, and Certificates
Integrating with Identity Management Systems
Implementing Application Configuration
Lab : Integrating Azure Key Vault with Azure DevOps
After completing this module, students will be able to:
® Manage application configuration and secrets
Integrate Azure Key Vault with a pipeline
Module 8: Implementing Continuous Integration with GitHub Actions
Lessons
® GitHub Actions
Continuous Integration with GitHub Actions
Securing Secrets for GitHub Actions
Lab : GitHub Actions Continuous Integration
After completing this module, students will be able to:
® Create and work with GitHub Actions and Workflows
Implement Continuous Integration with GitHub Actions
Module 9: Designing and Implementing a Dependency Management Strategy
Lessons
® Packaging Dependencies
Package Management
Migrating and Consolidating Artifacts
Package Security
Implementing a Versioning Strategy
Lab : Package Management with Azure Artifacts
After completing this module, students will be able to:

113



Recommend artifact management tools and practices
Abstract common packages to enable sharing and reuse
Migrate and consolidate artifacts
Migrate and integrate source control measures
Module 10: Designing a Release Strategy
Lessons
® Introduction to Continuous Delivery
Release Strategy Recommendations
* Building a High-Quality Release pipeline
Choosing the Right Release Management Tool
Lab : Controlling Deployments using Release Gates
Lab : Creating a Release Dashboard
After completing this module, students will be able to:
® Differentiate between a release and a deployment
Define the components of a release pipeline
Explain things to consider when designing your release strategy
Classify a release versus a release process, and outline how to control the quality of both
Describe the principle of release gates and how to deal with release notes and documentation Choose a
release management tool
Module 11: Implementing Continuous Deployment using Azure Pipelines
Lessons
Create a Release Pipeline
Provision and Configure Environments
Manage and Modularize Tasks and Templates
Configure Automated Integration and Functional Test Automation Automate
Inspection of Health
Lab : Configuring Pipelines as Code with YAML
Lab : Setting up and Running Functional Tests
After completing this module, students will be able to:
® Explain the terminology used in Azure DevOps and other Release Management Tooling
Describe what a Build and Release task is, what it can do, and some available deployment tasks
Explain why you sometimes need multiple release jobs in one release pipeline
Differentiate between multi-agent and multi-configuration release job
Use release variables and stage variables in your release pipeline
Deploy to an environment securely using a service connection
List the different ways to inspect the health of your pipeline and release by using alerts, service hooks, and
reports
Module 12: Implementing an Appropriate Deployment Pattern
Lessons
Introduction to Deployment Patterns
Implement Blue Green Deployment
Feature Toggles
Canary Releases
o Dark Launching
e ABTesting
Progressive Exposure Deployment
Lab : Feature Flag Management with LaunchDarkly and Azure DevOps
After completing this module, students will be able to:
® Describe deployment patterns
Implement Blue Green Deployment

° Implement Canary Release

[ ]
Implement Progressive Exposure Deployment
Module 13: Managing Infrastructure and Configuration using Azure Tools

Lessons

114



Infrastructure as Code and Configuration Management
Create Azure Resources using ARM Templates
Create Azure Resources using Azure CLI
Azure Automation with DevOps
Desired State Configuration (DSC)
Lab : Azure Deployments using Resource Manager Templates
After completing this module, students will be able to:
® Apply infrastructure and configuration as code principles.
Deploy and manage infrastructure using Microsoft automation technologies such as ARM templates,
PowerShell, and Azure CLI
Module 14: Third Party Infrastructure as Code Tools Available with Azure
Lessons
® Chef
Puppet
Ansible
Terraform
Lab : Automating Infrastructure Deployments in the Cloud with Terraform and Azure Pipelines
Lab : Deploying Apps with Chef on Azure
Lab : Deploy App with Puppet on Azure
Lab : Ansible with Azure
After completing this module, students will be able to:
Deploy and configure infrastructure using 3rd party tools and services with Azure, such as Chef, Puppet,
Ansible, and Terraform
Module 15: Managing Containers using Docker
Lessons
® Implementing a Container Build Strategy
Implementing Docker Multi-Stage Builds
Lab : Modernizing Existing ASP.NET Apps with Azure
After completing this module, students will be able to:
® Implement a container strategy including how containers are different from virtual machines and how
microservices use containers Implement containers using Docker
Implement Docker multi-stage builds
Module 16: Creating and Managing Kubernetes Service Infrastructure
Lessons
® Azure Kubernetes Service
Kubernetes Tooling
Integrating AKS with Pipelines
Lab : Deploying a Multi-Container Application to Azure Kubernetes Service
After completing this module, students will be able to:
Deploy and configure a Managed Kubernetes cluster
Module 17: Implementing Feedback for Development Teams
Lessons
Implement Tools to Track System Usage, Feature Usage, and Flow
Implement Routing for Mobile Application Crash Report Data
Develop Monitoring and Status Dashboards
Integrate and Configure Ticketing Systems
Lab : Monitoring Application Performance with Application Insights
After completing this module, students will be able to:
Implement tools to track system usage, feature usage, and flow
Configure crash report integration for client applications
Implement routing for client application crash report data
Develop monitoring and status dashboards
Integrate and configure ticketing systems with development team's work management
Module 18: Implementing System Feedback Mechanisms
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Lessons
® Site Reliability Engineering
Design Practices to Measure End-User Satisfaction
Design Processes to Capture and Analyze User Feedback
Design Processes to Automate Application Analytics
o Managing Alerts
Blameless Retrospectives and a Just Culture Lab : Integration
between Azure DevOps and Teams
After completing this module, students will be able to:
® Define Site Reliability Engineering
Design processes to measure end-user satisfaction and analyze user feedback
Design processes to automate application analytics
Manage alerts and reduce meaningless and non-actionable alerts
Carry out blameless retrospectives and create a just culture
Module 19: Implementing Security in DevOps Projects
Lessons
® Security in the Pipeline
Azure Security Center
Lab : Implement Security and Compliance in an Azure DevOps Pipeline
After completing this module, students will be able to:
® Define an infrastructure and configuration strategy and appropriate toolset for a release pipeline and
application infrastructure
Implement compliance and security in your application infrastructure
Module 20: Validating Code Bases for Compliance
Lessons
® Open-Source Software
Managing Security and Compliance Policies
Integrating License and Vulnerability Scans
Lab : Managing Technical Debt with SonarQube and Azure DevOps
After completing this module, students will be able to:
® Describe the potential challenges with integrating open-source software
Inspect open-source software packages for security and license compliance
Manage organizational security and compliance policies
Integrate license and vulnerability scans into build and deployment pipelines Configure build
pipelines to access package security and license ratings

Related Courses:

AZ-700 Designing and Implementing Microsoft Azure Networking Solutions
AZ-305 Designing Microsoft Azure Infrastructure Solutions

AZ-204 Developing Solutions for Microsoft Azure

AZ-120 Planning and Administering Microsoft Azure for SAP Workloads AZ-140
Developing Solutions for Microsoft Azure

Related Certifications:
Microsoft Azure Training and Certifications
Microsoft Certified: DevOps Engineer Expert

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

SKU: 2404

Price: $2,995.00
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MICROSOFT AZURE SECURITY TECHNOLOGIES AZ-500 CERTIFICATION MICROSOFT AZURE SECURITY
TECHNOLOGIES
This course provides IT Security Professionals with the knowledge and skills needed to implement security controls,
maintain an organization’s security posture, and identify and remediate security vulnerabilities.
YOU WILL LEARN:
® Implement enterprise governance strategies including role-based access control, Azure policies, and

resource locks.
Implement an Azure AD infrastructure including users, groups, and multi-factor authentication. Implement
Azure AD Identity Protection including risk policies, conditional access, and access reviews.
o Implement Azure AD Privileged Identity Management including Azure AD roles and Azure resources.
e Implement Azure AD Connect including authentication methods and on-premises directory synchronization.

Implement perimeter security strategies including Azure Firewall.
* Implement network security strategies including Network Security Groups and Application Security Groups.
Implement host security strategies including endpoint protection, remote access management, update
management, and disk encryption.
Implement container security strategies including Azure Container Instances, Azure Container Registry, and
Azure Kubernetes.
Implement Azure Key Vault including certificates, keys, and secretes.
Implement application security strategies including app registration, managed identities, and service
endpoints.
Implement storage security strategies including shared access signatures, blob retention policies, and Azure
Files authentication.
Implement database security strategies including authentication, data classification, dynamic data masking,
and always encrypted.
Implement Azure Monitor including connected sources, log analytics, and alerts.
Implement Azure Security Center including policies, recommendations, and just in time virtual machine access.
Implement Azure Sentinel including workbooks, incidents, and playbooks.

MICROSOFT AZURE SECURITY TECHNOLOGIES

AZ-500 - CERTIFICATION - COURSE OVERVIEW

This course provides IT Security Professionals with the knowledge and skills needed to implement security controls,
maintain an organization’s security posture, and identify and remediate security vulnerabilities. This course
includes security for identity and access, platform protection, data and applications, and security operations.

IS THIS THE RIGHT COURSE FOR YOU?

This course is for Azure Security Engineers who are planning to take the associated certification exam, or who are
performing security tasks in their day-to-day job. This course would also be helpful to an engineer that wants to
specialize in providing security for Azure-based digital platforms and play an integral role in protecting an
organization's data.

GOOD TO KNOW BEFORE YOU ATTEND THIS MICROSOFT AZURE SECURITY TECHNOLOGIES AZ-500
CLASS:

To get the most out of this course students should:

Understand security best practices and industry security requirements such as defense in depth, least
privileged access, role-based access control, multi-factor authentication, shared responsibility, and zero trust
model.

Be familiar with security protocols such as Virtual Private Networks (VPN), Internet Security Protocol (IPSec),

Secure Socket Layer (SSL), disk and data encryption methods.

Have some experience deploying Azure workloads. This course does not cover the basics of Azure
administration, instead the course content builds on that knowledge by adding security specific information.
Have experience with Windows and Linux operating systems and scripting languages. Course labs may use

PowerShell and the CLI.
MICROSOFT AZURE SECURITY TECHNOLOGIES
AZ-500- COURSE OUTLINE
Module 1: Manage Identity and Access

117



This module covers Azure Active Directory, Azure Identity Protection, Enterprise Governance, Azure AD PIM, and
Hybrid Identity.
Lessons
® Azure Active Directory
Hybrid Identity
Azure ldentity Protection
Azure AD Privileged Identity Management
Enterprise Governance
Lab : Role-Based Access Control
Lab : Azure Policy
Lab : Resource Manager Locks
Lab : MFA, Conditional Access and AAD Identity Protection
Lab : Azure AD Privileged Identity Management
Lab : Implement Directory Synchronization
After completing this module, students will be able to:
® Implement enterprise governance strategies including role-based access control, Azure policies, and
resource locks.
Implement an Azure AD infrastructure including users, groups, and multi-factor authentication. Implement
Azure AD Identity Protection including risk policies, conditional access, and access reviews.
o Implement Azure AD Privileged Identity Management including Azure AD roles and Azure resources.
e Implement Azure AD Connect including authentication methods and on-premises directory synchronization.
Module 2: Implement Platform Protection
This module covers perimeter, network, host, and container security.
Lessons
® Perimeter Security
Network Security
. Host Security
Container Security
Lab : Configuring and Securing ACR and AKS
Lab : Azure Firewall
Lab : Network Security Groups and Application Security Groups
After completing this module, students will be able to:
® Implement perimeter security strategies including Azure Firewall.
Implement network security strategies including Network Security Groups and Application Security Groups.
Implement host security strategies including endpoint protection, remote access management, update
management, and disk encryption.
o Implement container security strategies including Azure Container Instances, Azure Container Registry, and
Azure Kubernetes.
Module 3: Secure Data and Applications
This module covers Azure Key Vault, application security, storage security, and SQL database security.
Lessons
Azure Key Vault
Application Security
* Storage Security
SQL Database Security
Lab : Key Vault (Implementing Secure Data by setting up Always Encrypted)
Lab : Securing Azure SQL Database
Lab : Service Endpoints and Securing Storage
After completing this module, students will be able t
® Implement Azure Key Vault including certificates, keys
Implement application security strategies including app registration, managed identities, and service
endpoints.
Implement storage security strategies including shared access signatures, blob retention policies, and Azure
o Files authentication.
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Implement database security strategies including authentication, data classification, dynamic data masking,
and always encrypted.
Module 4: Manage Security Operations
This module covers Azure Monitor, Azure Security Center, and Azure Sentinel.
Lessons
® Azure Monitor
Azure Security Center
Azure Sentinel
Lab : Azure Sentinel
Lab : Azure Security Center
Lab : Azure Monitor
After completing this module, students will be able to:
® Implement Azure Monitor including connected sources, log analytics, and alerts.
Implement Azure Security Center including policies, recommendations, and just in time virtual machine
access.
Implement Azure Sentinel including workbooks, incidents, and playbooks.

Related Courses:

MS-500 Microsoft 365 Security Administration

SC-200 Microsoft Security Operations Analyst

SC-300 Microsoft Identity and Access Administrator

SC-400 Microsoft Information Protection Administrator

SC-900 Microsoft Security, Compliance, and Identity Fundamentals

Related Certifications:
Microsoft Certified: Azure Security Engineer Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

"\hRead More
SKU: 2207
Price: $2,595.00

MIGRATE SQL WORKLOADS TO AZURE COURSE DP-050

In this course, the students will explore the objectives of data platform modernization and how it is suitable for
given business requirements.

YOU WILL LEARN:

Understand Data Platform Modernization

Choose the right tools for Data Migration

Migrate SQL Workloads to Azure Virtual Machines

Azure SQL Databases to Migrate SQL Workloads

Lastly, Migrate SQL Workloads to Azure SQL Database Managed Instance

MIGRATE SQL WORKLOADS TO AZURE COURSE DP-050 - COURSE OVERVIEW

Migrate SQL Workloads to Azure course will teach the students will explore the objectives of data platform
modernization and how it is suitable for given business requirements. They will also explore each stage of the data
platform modernization process and define what tasks are involved at each stage, such as the assessment and
planning phase. Students will also learn the available migration tools and how they are suitable for each stage of
the data migration process.

The student will learn how to migrate to the three target platforms for SQL based workloads: Azure Virtual
Machines, Azure SQL Databases and Azure SQL Database Managed Instances. The student will learn the benefits
and limitations of each target platform and how they can be used to fulfil both business and technical requirements
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for modern SQL workloads. The student will explore the changes that may need to be made to existing SQL based
applications, so that they can make best use of modern data platforms in Azure.
IS THIS DP-050 THE RIGHT COURSE FOR YOU?
This course is data professionals and data architects who want to learn about migrating data platform technologies
that exist on Microsoft Azure and how existing SQL based workloads can be migrated and modernized. Also,
secondary audience for this course is individuals who manage data platforms or develop applications that deliver
content from the existing data platform technologies.
GOOD TO KNOW BEFORE YOU ATTEND
MIGRATE SQL WORKLOADS TO AZURE COURSE DP-050
A fundamental knowledge of cloud computing concepts and professional experience in implementing SQL
solutions.
Specifically:
® Working with and maintaining SQL workloads
Experience with Azure, such as deploying and managing resources
MIGRATE SQL WORKLOADS TO AZURE
DP-050 COURSE OUTLINE
Module 1: Introducing Data Platform Modernization
In this module, the students will learn the purpose of Data Platform Modernization and they will outline the
benefits that data platform modernization can bring to an organization. The students will then learn the various
stages of a data platform migration projects to understand what is involve in each stage to maximize the chances of
a successful Data Platform Modernization Projects. Finally, students will explore the various data migration paths to
understand how each approach is different and why you would choose one migration approach over another.
Lessons
® Understand Data Platform Modernization
Understanding the stages of migration
Data Migration Paths
Lab : Introducing Data Platform Modernization
Understand Data Platform Modernization
Understand the Stages of Migration Data
Migration Paths
After completing this module, students will be able to:
® Understand Data Platform Modernization
Understand the Stages of Migration
Data Migration Paths
Module 2: Choose the right tools for Data Migration
In this module, the student will be introduced to the Data Migration Guide as a starting point for the source of
information that your organization should use for step-by-step guidance for modernizing your existing data
platform. They will then learn the value of the Microsoft Assessment and Planning Toolkit to help discover the data
assets that currently exist in their environments. The students will then learn the tools that can be used to help
them to assess for compatibility or workload issues using both the Data Migration and Data Experimentation
Assistant. The students will then see how the Azure Database Migration Service can be used to aid online migration
of databases to reduce the amount of downtime. Finally, an overview of the SQL Migration assistant is provided to
show student how to migrate no-SQL Server workloads.
Lessons
® Discover the Database Migration Guide
Build your data estate inventory using Map Toolkit
Identify Migration candidates using Data Migration Assistant
Evaluate a Data workload using Database Experimentation Assistant
Data Migration using Azure Database Migration Service
Migrate non-SQL Server workloads to Azure using SQL Migration Assistant
Lab : Choose the right Tools for Data Migration
Identify Migration candidates using Data Migration Assistant
Evaluate a Data workload using Database Experimentation Assistant
After completing this module, students will be able to:

120



Identify Migration candidates using Data Migration Assistant
Evaluate a Data workload using Database Experimentation Assistant
Module 3: Migrating SQL Workloads to Azure Virtual Machines
In this module, the student will learn how to migrate on-premises SQL workloads to Azure Virtual Machines that are
running SQL Server. Students will first explore the migration consideration when migrating from on-premises SQL
Server to Azure Virtual Machines and the benefits they can gain by performing the migration.
They will then learn the different migration options that can be performed when migrating to Azure Virtual
Machines. This will include a look at the benefits and limitations of each approach. The students will finally look at
SQL Server workloads that include High Availability and Disaster Recovery to ensure service continuity.
Lessons
® Considerations of SQL Server to Azure VM Migrations
SQL Workloads to Azure VM Migration Options
Implementing High Availability and Disaster Recovery Scenarios Lab :
Migrating SQL Workloads to Azure Virtual Machines
After completing this module, students will be able to:
® Considerations of SQL Server to Azure VM Migrations
SQL Workloads to Azure VM Migration Options
Implementing High Availability and Disaster Recovery Scenarios
Module 4: Migrate SQL Workloads to Azure SQL Databases
In this module, the students will explore what is Azure SQL Database and why it is a suitable target for SQL based
workloads. It teaches students how to choose the appropriate SQL Server instance option and why it can fulfil
business requirements for data platform modernization.
The modules will also show students how they can perform both offline and online migrations to Azure SQL
Database. By doing so, they can assess which method maybe appropriate to their scenarios at work. It will also
show the tools that can be used to enable the data migration process. Finally, they will explore the methods that
can be used to load data into Azure SQL Database from an on-premises instance.
Lessons
Choose the right SQL Server Instance option in Azure
Migrate SQL Server to Azure SQL DB offline
Migrate SQL Server to Azure SQL DB online
Load and Move data to Azure SQL Database Lab :
Migrate SQL Workloads to Azure SQL Databases
After completing this module, students will be able to:
® Choose the right SQL Server Instance option in Azure
Migrate SQL Server to Azure SQL DB offline
Migrate SQL Server to Azure SQL DB online
Load and Move data to Azure SQL Database
Module 5: Migrate SQL Workloads to Azure SQL Database Managed Instance
This module will explore what is an Azure SQL Database Managed Instance and why it is a suitable target for SQL
based workloads. They also learn how Azure SQL Database Managed Instance can fulfil the business requirements
for data platform modernization. The students will then explore the tools that can be used to enable the data
migration process to Azure SQL Database Managed Instance. They will then explore the methods and tools that can
be used to load data into Azure SQL Database Managed Instance from an on-premises instance. Finally, they will
learn some of the changes that may need to be made to existing SQL based applications so that they can use Azure
SQL Database Managed Instance.
Lessons
® Evaluate migration scenarios to SQL Database Managed Instance
Migrate to SQL Database Managed instance
Load and Move data to SQL Database Managed instance
Application Configuration and Optimization
Lab : Migrate SQL Workloads to Azure SQL Database Managed Instance
After completing this module, students will be able to:
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Evaluate migration scenarios to SQL Database Managed Instance
Migrate to SQL Database Managed instance

Load and Move data to SQL Database Managed instance
Application Configuration and Optimization

Related Courses:

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900
Microsoft Azure Data Fundamentals

Related Certifications:
Microsoft Certified: Azure Database Administrator Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2415

Price: $1,390.00

MIGRATE NOSQL WORKLOADS TO AZURE COSMOS DB DP-060
Learn to migrate MongoDB and Cassandra workloads to Cosmos DB. - Good for Mongo DB & MySQL
YOU WILL LEARN:
Building Globally Distributed Applications with Cosmos DB
Migrate MongoDB Workloads to Cosmos DB
Migrate Cassandra DB Workloads to Cosmos DB
MIGRATE NOSQL WORKLOADS TO AZURE COSMOS DB DP-060 - OVERVIEW
Migrate NoSQL workloads to Azure Cosmos DB is a one-day (1) course that will teach the students what is Cosmos
DB and how you can migrate MongoDB and Cassandra workloads to Cosmos DB.
IS THIS THE RIGHT COURSE FOR YOU?
The primary audience for this course is database developers who plan to migrate their MongoDB or Cassandra DB
workloads to Azure using Cosmos DB.

GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful students start this role with a fundamental knowledge of cloud computing concepts and professional
experience in configuring NoSQL applications.
Specifically:
® The fundamental concepts of partitioning, replication, and resource governance for building and
configuring scalable NoSQL applications that are agnostic of Cosmos DB API. Experience with Azure,
such as deploying and managing resources
MIGRATE NOSQL WORKLOADS TO AZURE COSMOS DB COURSE OUTLINE
Module 1: Building Globally Distributed Applications with Cosmos DB
This module describes the benefits and architecture of Cosmos DB.
Lessons
® Cosmos DB overview
Cosmos DB APIs
Provisioning Throughput
Partitioning/Sharding Best Practices
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- At the end of this module, the students will be able to describe:
® Cosmos DB overview

Cosmos DB APlIs

Provisioning Throughput

Partitioning/Sharding Best Practices

Module 2: Migrate MongoDB Workloads to Cosmos DB

Migrate MongoDB Workloads to Cosmos DB

Lessons
® Understand Migration Benefits

Migration Planning

Data Migration

Application Migration

Post-migration considerations

Lab : Migrating MongoDB Workloads to Cosmos DB

Create a Migration Project

Define Source and Target

Perform Migration

Verify Migration

- At the end of this module, the students will be able to:
® Understand Migration Benefits

Perform Migration Planning

Complete Data Migration

Perform Application Migration

Undertake Post-migration considerations

Module 3: Migrate Cassandra DB Workloads to Cosmos DB

This module describes the benefits and process of migrating Cassandra DB workloads to

Cosmos DB.

Lessons

Understand Migration Benefits

Migration Planning

Data Migration

Application Migration

Post-migration considerations

Lab : Migrating Cassandra DB Workloads to Cosmos DB

Export the Schema

Move Data Using CQLSH COPY

Move Data Using Spark Verify

Migration

At the end of this module, the students will be able to:

Understand Migration Benefits

Perform Migration Planning

Implement Data Migration

Perform Application Migration

Undertake Post-migration consideration

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designhing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900
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Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Database Administrator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2400

Price: $695.00

DATA SCIENCE SOLUTION ON AZURE DP-100
This course teaches you to leverage your existing knowledge of Python and machine learning to manage data
ingestion and preparation, model training and deployment, and machine learning solution monitoring in Microsoft
Azure.
YOU WILL LEARN:
® Use Azure to services to develop machine learning solutions
®* Deploy machine learning models - How to configure ML models
: Automate Machine Learning with Azure Machine Learning service
Manage and Monitor Machine Learning Models with the Azure Machine Learning service
DATA SCIENCE SOLUTION ON AZURE DP-100 COURSE AND CERTIFICATION OVERVIEW
Data Science Solution on Azure Design and Implementation will understand how to operate machine learning
solutions at cloud scale using Azure Machine Learning. This course teaches you to leverage your existing knowledge
of Python and machine learning to manage data ingestion and preparation, model training and deployment, and
machine learning solution monitoring in Microsoft Azure.
IS THIS THE RIGHT COURSE FOR YOU?
This course is designed for data scientists with existing knowledge of Python and machine learning frameworks like
Scikit-Learn, PyTorch, and Tensorflow, who want to build and operate machine learning solutions in the cloud.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
You need a fundamental knowledge of cloud computing concepts, and experience in general data science and
machine learning tools and techniques.
Specifically:
® Creating cloud resources in Microsoft Azure.
Using Python to explore and visualize data.
Training and validating machine learning models using common frameworks like Scikit-Learn, PyTorch, and
TensorFlow.
Working with containers
DATA SCIENCE SOLUTION ON AZURE DP-100 COURSE OUTLINE
Module 1: Getting Started with Azure Machine Learning
In this module, you will learn how to provision an Azure Machine Learning workspace and use it to manage
machine learning assets such as data, compute, model training code, logged metrics, and trained models. You will
learn how to use the web-based Azure Machine Learning studio interface as well as the Azure Machine Learning
SDK and developer tools like Visual Studio Code and Jupyter Notebooks to work with the assets in your workspace.
Lessons
® Introduction to Azure Machine Learning
Working with Azure Machine Learning
Lab : Create an Azure Machine Learning Workspace
After completing this module, you will be able to
® Provision an Azure Machine Learning workspace
Use tools and code to work with Azure Machine Learning
Module 2: Visual Tools for Machine Learning
This module introduces the Automated Machine Learning and Designer visual tools, which you can use to train,
evaluate, and deploy machine learning models without writing any code.
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Lessons
Automated Machine Learning
Azure Machine Learning Designer
Lab : Use Automated Machine Learning
Lab : Use Azure Machine Learning Designer
After completing this module, you will be able to
® Use automated machine learning to train a machine learning model
Use Azure Machine Learning designer to train a model
Module 3: Running Experiments and Training Models
In this module, you will get started with experiments that encapsulate data processing and model training code and
use them to train machine learning models.
Lessons
® Introduction to Experiments
Training and Registering Models
Lab : Train Models
Lab : Run Experiments
After completing this module, you will be able to
® Run code-based experiments in an Azure Machine Learning workspace Train and
register machine learning models
Module 4: Working with Data
Data is a fundamental element in any machine learning workload, so in this module, you will learn how to create
and manage datastores and datasets in an Azure Machine Learning workspace, and how to use them in model
training experiments.
Lessons
Working with Datastores
Working with Datasets
Lab : Work with Data
After completing this module, you will be able to
® Create and use datastores
Create and use datasets
Module 5: Working with Compute
One of the key benefits of the cloud is the ability to leverage compute resources on demand and use them to scale
machine learning processes to an extent that would be infeasible on your own hardware. In this module, you'll
learn how to manage experiment environments that ensure consistent runtime consistency for experiments, and
how to create and use compute targets for experiment runs.
Lessons
Working with Environments
Working with Compute Targets
Lab : Work with Compute
After completing this module, you will be able to
® Create and use environments
Create and use compute targets
Module 6: Orchestrating Operations with Pipelines
Now that you understand the basics of running workloads as experiments that leverage data assets and compute
resources, it's time to learn how to orchestrate these workloads as pipelines of connected steps. Pipelines are key
to implementing an effective Machine Learning Operationalization (ML Ops) solution in Azure, so you'll explore how
to define and run them in this module.
Lessons
® Introduction to Pipelines
Publishing and Running Pipelines
Lab : Create a Pipeline
After completing this module, you will be able to
® Create pipelines to automate machine learning workflows Publish
and run pipeline services
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Module 7: Deploying and Consuming Models
Models are designed to help decision making through predictions, so they're only useful when deployed and
available for an application to consume. In this module learn how to deploy models for real-time inferencing, and
for batch inferencing.
Lessons
Real-time Inferencing
Batch Inferencing
Continuous Integration and Delivery
Lab : Create a Real-time Inferencing Service
Lab : Create a Batch Inferencing Service
After completing this module, you will be able to
® Publish a model as a real-time inference service
Publish a model as a batch inference service
Describe techniques to implement continuous integration and delivery
Module 8: Training Optimal Models
By this stage of the course, you've learned the end-to-end process for training, deploying, and consuming machine
learning models; but how do you ensure your model produces the best predictive outputs for your data? In this
module, you'll explore how you can use hyperparameter tuning and automated machine learning to take advantage
of cloud-scale compute and find the best model for your data.
Lessons
® Hyperparameter Tuning
Automated Machine Learning
Lab : Use Automated Machine Learning from the SDK
Lab : Tune Hyperparameters
After completing this module, you will be able to
® Optimize hyperparameters for model training
Use automated machine learning to find the optimal model for your data
Module 9: Responsible Machine Learning
Data scientists have a duty to ensure they analyze data and train machine learning models responsibly, respecting
individual privacy, mitigating bias, and ensuring transparency. This module explores some considerations and
techniques for applying responsible machine learning principles.
Lessons
® Differential Privacy
Model Interpretability
Fairness
Lab : Explore Differential privacy
Lab : Interpret Models
Lab : Detect and Mitigate Unfairness
After completing this module, you will be able to
® Apply differential privacy to data analysis
Use explainers to interpret machine learning models Evaluate
models for fairness
Module 10: Monitoring Models
After a model has been deployed, it's important to understand how the model is being used in production, and to
detect any degradation in its effectiveness due to data drift. This module describes techniques for monitoring
models and their data.
Lessons
® Monitoring Models with Application Insights
Monitoring Data Drift
Lab : Monitor Data Drift
Lab : Monitor a Model with Application Insights
After completing this module, you will be able to
® Use Application Insights to monitor a published model
Monitor data drift
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Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900
Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Data Scientist Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2707

Price: $2,085.00

AZURE MIGRATING APPLICATION WORKLOADS TO AZURE WINDQOES SERVER 2019 WS-050

This workshop teaches IT Professionals how to migrate existing on-premises workloads and assets to the cloud,

specifically to the Microsoft Azure platform.

MICROSOFT CERTIFIED: WINDOWS SERVER

2019 MIGRATING APPLICATION WORKLOADS

TO AZURE TRAINING WS-050

YOU WILL LEARN HOW TO:

Identify the tools and services specific to each phase of the migration.

Identify the tools and services specific to each phase of the migration

Discover and assess on-premises workloads for migration to Azure

Obtain deeper profiling of an environment using app dependency mapping and assessment customizations

Perform an end-to-end migration of on-premises workloads to Azure using Azure Migrate

Replicate data from an on-premises datacenter to Azure or to a secondary site

e Migrate data from existing data sources to Azure data platforms using the Database Migration Service
Secure and manage migrated workloads using Azure Security Center, Azure Backup, and Log Analytics

® Ensure an effective business continuity strategy that includes high availability, disaster recovery

Back up and protect Azure laa$ virtual machines from any location using the Azure Backup Service

Define a recovery plan to ensure virtual machines fail over properly before running a full failover

« WINDOWS SERVER 2019 MIGRATING

APPLICATION WORKLOADS TO AZURE TRAINING WS-050 - COURSE OVERVIEW

This workshop teaches migrating existing on-premises workloads and assets to the cloud, specifically to the

Microsoft Azure platform. You will learn how to assess and evaluate an existing on-premises environment in

preparation for a cloud migration. Students also learn how to monitor and optimize their Azure-based workloads to

maximize return on investment (ROI) and use Azure services to protect and manage your virtual machines,

applications, and data.

IS THIS THE RIGHT COURSE FOR YOU?

This workshop is for IT Administrators and staff who need to plan, implement and manage migrations of on-

premises resources to Azure, or to replicate Azure virtual machines to other Azure locations. They take business

requests from workload owners to migrate workloads to the cloud in order to take advantage of the benefits that a

cloud-enabled strategy provides over a traditional datacenter approach. This role requires communicating and

coordinating with different individuals within an organization’s IT department and business groups, as well as

vendors.

GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
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IT Administrators start this role with experience on operating systems, virtualization, cloud infrastructure,
storage structures, and networking. In addition, IT administrators should have experience or equivalent
knowledge in administering an laaS Azure infrastructure.
Understanding of on-premises virtualization technologies, including: VMs, virtual networking, and virtual
hard disks.
Understanding of network configuration, including TCP/IP, Domain Name System (DNS), virtual private
networks (VPNs), firewalls, and encryption technologies.
Understanding of Active Directory concepts, including domains, forests, domain controllers, replication,
Kerberos protocol, and Lightweight Directory Access Protocol (LDAP).
e Understanding of resilience and disaster recovery, including backup and restore operations. Familiarity with
using Azure, including the Azure portal, Cloud Shell, Azure PowerShell, CLI and ARM template.
® Understanding of Azure Active Directory and cloud identity management.
Understanding of management of subscriptions, users, groups, and billing, and Azure policies.
COURSE OUTLINE
Module 1: Planning and Assessing and Azure Migration
In this module, you'll learn about the key business and technical drivers leading to a cloud migration, the phases of
an Azure migration and tools and services used for each phase. You will learn how to discover and assess your on-
premises environments in preparation to migrate the appropriate workloads to Azure.
Lessons
® Cloud Migration - Business Motivations, Goals and Outcomes Discovery and
Assessment
Lab : Discover and Assess On-Premises Resources for Migration
Module 2: Introduction to Data Migration
In this module, you'll learn about solutions you can use when you need to securely send terabytes of data to Azure.
You will learn about the Azure Data Box family of products with both online and offline transfer options. You will
then learn about migrating an on-premises SQL Server 2008R2 database to Azure SQL Database Managed Instance
(M), using the Azure Database Migration Service (DMS).
Lessons
® Azure Data Box
Database Migration
Lab : Migrate On-Premises SQL Server Database to Azure SQL Managed Instance
Module 3: Implementing Migration using Azure Migrate Services
In this module, you’ll learn how to prepare the on-premises infrastructure and the Azure components ahead of the
planned migration. You’ll also learn how to perform and end to end migration using Azure Migrate Services.
Lessons
® Overview of Azure Migrate Server Migration
VMware - Agentless Migration
VMware - Agent-based Migration
Securing Migrated Workloads
Datacenter Migration using Microsoft Migration Factory Lab :
Replicate Virtual Machines to Azure
Module 4: Backup and Disaster Recovery in Azure
In this module, you'll learn about the key components of a business continuity strategy and what is required for a
highly available solution. You will also learn how to implement Azure laaS virtual machine back up using the Azure
Backup service. Additionally, you will learn how to replicate Azure VMs to any other Azure location using Azure Site
Recovery.
Lessons
® Azure Backup Overview
Implementing Azure laaS Backup
Azure to Azure Site Recovery
Application Disaster Recovery

Related Courses:
AZ-800 Administering Windows Server Hybrid Core Infrastructure
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AZ-801 Configuring Windows Server Hybrid Advanced Services
WS-011 Windows Server 2019 Administration

WS-012 Windows Server 2019 Hybrid and Azure laaS

WS-013 Azure Stack HCI

Related Certifications:

Microsoft Azure Training and Certifications

Microsoft Certified: Windows Server Hybrid Administrator Associate
Learning Paths

Microsoft Certified: Azure Administrator Associate

Prerequisites

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2704

Price: $1,390.00

CYBER SECURITY

MICROSOFT AZURE SECURITY TECHNOLOGIES AZ-500 CERTIFICATION MICROSOFT AZURE SECURITY
TECHNOLOGIES
This course provides IT Security Professionals with the knowledge and skills needed to implement security controls,
maintain an organization’s security posture, and identify and remediate security vulnerabilities.
YOU WILL LEARN:
® Implement enterprise governance strategies including role-based access control, Azure policies, and
resource locks.
Implement an Azure AD infrastructure including users, groups, and multi-factor authentication. Implement
Azure AD Identity Protection including risk policies, conditional access, and access reviews.
Implement Azure AD Privileged Identity Management including Azure AD roles and Azure resources.
Implement Azure AD Connect including authentication methods and on-premises directory synchronization.
Implement perimeter security strategies including Azure Firewall.
Implement network security strategies including Network Security Groups and Application Security Groups.
Implement host security strategies including endpoint protection, remote access management, update
management, and disk encryption.
Implement container security strategies including Azure Container Instances, Azure Container Registry, and
Azure Kubernetes.
Implement Azure Key Vault including certificates, keys, and secretes.
o Implement application security strategies including app registration, managed identities, and service
endpoints.
Implement storage security strategies including shared access signatures, blob retention policies, and Azure
® Files authentication.
Implement database security strategies including authentication, data classification, dynamic data masking,
and always encrypted.
Implement Azure Monitor including connected sources, log analytics, and alerts.
Implement Azure Security Center including policies, recommendations, and just in time virtual machine
access.
e Implement Azure Sentinel including workbooks, incidents, and playbooks.
MICROSOFT AZURE SECURITY TECHNOLOGIES AZ-500 - CERTIFICATION - COURSE OVERVIEW
This course provides IT Security Professionals with the knowledge and skills needed to implement security controls,
maintain an organization’s security posture, and identify and remediate security vulnerabilities. This course
includes security for identity and access, platform protection, data and applications, and security operations.
IS THIS THE RIGHT COURSE FOR YOU?
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This course is for Azure Security Engineers who are planning to take the associated certification exam, or who are
performing security tasks in their day-to-day job. This course would also be helpful to an engineer that wants to
specialize in providing security for Azure-based digital platforms and play an integral role in protecting an
organization's data.

GOOD TO KNOW BEFORE YOU ATTEND THIS MICROSOFT AZURE SECURITY TECHNOLOGIES AZ-500

CLASS:
To get the most out of this course students should:

Understand security best practices and industry security requirements such as defense in depth, least
privileged access, role-based access control, multi-factor authentication, shared responsibility, and zero trust
model.

Be familiar with security protocols such as Virtual Private Networks (VPN), Internet Security Protocol (IPSec),

Secure Socket Layer (SSL), disk and data encryption methods.

Have some experience deploying Azure workloads. This course does not cover the basics of Azure
administration, instead the course content builds on that knowledge by adding security specific information.
Have experience with Windows and Linux operating systems and scripting languages. Course labs may use

PowerShell and the CLI.
MICROSOFT AZURE SECURITY TECHNOLOGIES AZ-500- COURSE OUTLINE
Module 1: Manage Identity and Access
This module covers Azure Active Directory, Azure Identity Protection, Enterprise Governance, Azure AD PIM, and
Hybrid Identity.
Lessons
® Azure Active Directory
Hybrid Identity
Azure Identity Protection
Azure AD Privileged Identity Management
Enterprise Governance
Lab : Role-Based Access Control
Lab : Azure Policy
Lab : Resource Manager Locks
Lab : MFA, Conditional Access and AAD Identity Protection
Lab : Azure AD Privileged Identity Management
Lab : Implement Directory Synchronization
After completing this module, students will be able to:
® Implement enterprise governance strategies including role-based access control, Azure policies, and
resource locks.
Implement an Azure AD infrastructure including users, groups, and multi-factor authentication. Implement
Azure AD Identity Protection including risk policies, conditional access, and access reviews.
o Implement Azure AD Privileged Identity Management including Azure AD roles and Azure resources.
e Implement Azure AD Connect including authentication methods and on-premises directory synchronization.
Module 2: Implement Platform Protection
This module covers perimeter, network, host, and container security.
Lessons
® Perimeter Security
Network Security
Host Security
Container Security
Lab : Configuring and Securing ACR and AKS
Lab : Azure Firewall
Lab : Network Security Groups and Application Security Groups
After completing this module, students will be able to:
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Implement perimeter security strategies including Azure Firewall.
Implement network security strategies including Network Security Groups and Application Security Groups.
Implement host security strategies including endpoint protection, remote access management, update
management, and disk encryption.
« Implement container security strategies including Azure Container Instances, Azure Container Registry, and
Azure Kubernetes.
Module 3: Secure Data and Applications
This module covers Azure Key Vault, application security, storage security, and SQL database security.
Lessons
® Azure Key Vault
Application Security
Storage Security
SQL Database Security
Lab : Key Vault (Implementing Secure Data by setting up Always Encrypted)
Lab : Securing Azure SQL Database
Lab : Service Endpoints and Securing Storage
After completing this module, students will be able to:
® Implement Azure Key Vault including certificates, keys, and secrets.
Implement application security strategies including app registration, managed identities, and
service endpoints.
Implement storage security strategies including shared access signatures, blob retention policies, and Azure
Files authentication.
Implement database security strategies including authentication, data classification, dynamic data masking,
and always encrypted.
Module 4: Manage Security Operations
This module covers Azure Monitor, Azure Security Center, and Azure Sentinel.
Lessons
® Azure Monitor
Azure Security Center
Azure Sentinel
Lab : Azure Sentinel
Lab : Azure Security Center
Lab : Azure Monitor
After completing this module, students will be able to:
® Implement Azure Monitor including connected sources, log analytics, and alerts.
Implement Azure Security Center including policies, recommendations, and just in time virtual machine
access.
Implement Azure Sentinel including workbooks, incidents, and playbooks.

Related Courses:

MS-500 Microsoft 365 Security Administration

SC-200 Microsoft Security Operations Analyst

SC-300 Microsoft Identity and Access Administrator

SC-400 Microsoft Information Protection Administrator

SC-900 Microsoft Security, Compliance, and Identity Fundamentals

Related Certifications:
Microsoft Certified: Azure Security Engineer Associate

Learning Paths
Credly & Job Opportunities

Price: $2,595.00
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MANAGING MODERN DESKTOPS MD-101 - MODERN DESKTOP
ADMINISTRATOR ASSOCIATE

Learn how to plan and implement an operating system deployment strategy, update strategy for modern
deployment method
YOU WILL LEARN:
Plan, develop, and implement an Operating System deployment, upgrade, and update strategy.
Understand the benefits and methods of co-management strategies.
Plan and implement device enroliment and configuration.
Manage and deploy applications and plan a mobile application management strategy.
Manage users and authentication using Azure AD and Active Directory DS.

Describe and implement methods used to protect devices and data.
MANAGING MODERN DESKTOPS MD-101 COURSE OVERVIEW -
MICROSOFT 365 CERTIFIED: MODERN DESKTOP ADMINISTRATOR ASSOCIATE
You will learn how to plan and implement an operating system deployment strategy using modern deployment
methods, as well as how to implement an update strategy. Students will be introduced to key components of
modern management and co-management strategies. This course also covers what it takes to incorporate
Microsoft Intune into your organization. Students will also learn about methods for deployment and management
of apps and browser-based applications. Students will be introduced to the key concepts of security in modern
management including authentication, identities, access, and compliance policies. You will be introduced to
technologies such Azure Active Directory, Azure Information Protection and Windows Defender Advanced Threat
Protection, as well as how to leverage them to protect devices and data.
IS THIS THE RIGHT COURSE FOR YOU?
The Modern Desktop Administrator deploys, configures, secures, manages, and monitors devices and client
applications in an enterprise environment. Responsibilities include managing identity, access, policies, updates, and
apps. The MDA collaborates with the M365 Enterprise Administrator to design and implement a device strategy
that meets the business needs of a modern organization.
The Modern Desktop Administrator must be familiar with M365 workloads and must have strong skills and
experience of deploying, configuring, and maintaining Windows 10 and non-Windows devices. The MDA role
focuses on cloud services rather than on-premises management technologies.
GOOD TO KNOW BEFORE YOU ATTEND THE
MANAGING MODERN DESKTOPS MD-101 CLASS:
The Modern Desktop Administrator must be familiar with M365 workloads and must have strong skills and
experience of deploying, configuring, and maintaining Windows 10 and non-Windows devices. The MDA role
focuses on cloud services rather than on-premises management technologies. It is recommended students
complete course MD-100, Windows 10, prior to taking this course.
MANAGING MODERN DESKTOP MD-101-
COURSE OUTLINE
Module 1: Modern Management
This module explains the concepts of supporting the desktop through its entire lifecycle. Finally, students will be
introduced to the tools and strategies used for desktop deployment. Students well be introduced to the concept of
directory in the cloud with Azure AD. Students will learn the similarities and differences between Azure AD and
Active Directory DS and how to synchronize between the two. Students will explore identity management in Azure
AD and learn about identity protection using Windows Hello for Business, as well as Azure AD Identity Protection
and multi-factor authentication.
Lessons

® The Enterprise Desktop

Azure AD Overview
Managing Identities in Azure AD

Lab : Managing identities in Azure AD
Lab : Using Azure AD Connect to connect Active Directories
After completing this module, students will be able to:
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Describe the enterprise desktop lifecycle.
Describe the capabilities of Azure AD.
Manage users using Azure AD with Active Directory DS.
Implement Windows Hello for Business.
Join devices to Azure AD.
Module 2: Device Enrollment
This module will also cover Azure AD join and will be introduced to Microsoft Endpoint Manager, as well as learn
how to configure policies for enrolling devices to Endpoint Manager and Intune.
Lessons
® Manage Device Authentication
Device Enrollment using Microsoft Endpoint Configuration Manager Device
Enrollment using Microsoft Intune
Lab : Manage Device Enrollment into Intune
Lab : Configuring and managing Azure AD Join
Lab : Enrolling devices into Microsoft Intune
After completing this module, students will be able to:
® Configure and join devices to Azure AD
Configure device enrollment in Microsoft Endpoint Manager
Enroll devices in Endpoint Configuration Manager and Intune
Module 3: Configuring Profiles
This module dives deeper into Intune device profiles including the types of device profiles and the difference
between built-in and custom profiles. The student will learn about assigning profiles to Azure AD groups and
monitoring devices and profiles in Intune. You will be introduced to the various user profile types that exist in
Windows for on-premises devices. You will learn about the benefits of various profiles and how to switch between
types of profiles. You will examine how Folder Redirection works and how to set it up. The lesson will then conclude
with an overview of Enterprise State roaming and how to configure it for Azure AD devices.
Lessons
® Configuring Device Profiles
Managing User Profiles
Lab : Configuring Enterprise State Roaming
Lab : Creating and Deploying Configuration Profiles
Lab : Monitor device and user activity in Intune
After completing this module, students will be able to:
® Describe the various types of device profiles in Intune
Create, manage and monitor profiles
Manage PowerShell scripts in Intune
Explain the various user profile types that exist in Windows.
e Explain how to deploy and configure Folder Redirection.
Configure Enterprise State Roaming for Azure AD devices.
Module 4: Application Management
In this module, students learn about application management on-premise and cloud-based solutions. This module
will cover how to manage Office 365 ProPlus deployments in Endpoint Manager as well as how to manage apps on
non-enrolled devices. The module will also include managing Win32 apps and deployment using the Microsoft
Store for Business. This module will conclude with an overview of Microsoft Edge and Enterprise Mode.
Lessons
® Implement Mobile Application Management (MAM)
Deploying and updating applications
Administering applications
Lab : Configure App Protection Policies for Mobile Device
Lab : Deploying cloud apps using Intune
Lab : Deploy Apps using Endpoint Configuration Manager
Lab : Deploy Apps using Microsoft Store for Business
After completing this module, students will be able to:
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Describe the methods for application management.
Deploy applications using Endpoint Manager and Group Policy.
Configure Microsoft Store for Business.
Deploy Office365 ProPlus using Intune.
Manage and report application inventory and licenses.
Module 5: Managing Authentication in Azure AD
This module covers the various solutions for managing authentication. The student will also learn about the
different types of VPNs. This module also covers compliance policies and how to create conditional access policies.
Lessons
® Protecting Identities in Azure AD
Enabling Organization Access
Implement Device Compliance Policies Using
Reporting
Lab : Creating device inventory reports
Lab : Configuring and validating device compliance
Lab : Configuring Multi-factor Authentication
Lab : Configuring Self-service password reset for user accounts in Azure AD
After completing this module, students will be able to:
® Describe Windows Hello for Business
Describe Azure AD Identity Protection
Describe and manage multi-factor authentication
Describe VPN types and configuration
Deploy device compliance and conditional access policies
Generate inventory reports and Compliance reports using Endpoint Manager
Module 6: Managing Security
In this module, students will learn about data protection. Topics will include Windows & Azure Information
Protection, and various encryption technologies supported in Windows. This module also covers key capabilities of
Microsoft Defender for Endpoint and how to implement these capabilities on devices in your organization. The
module concludes using Microsoft Defender and using functionalities such as antivirus, firewall and Credential
Guard.
Lessons
® Implement device data protection
Managing Microsoft Defender for Endpoint
Managing Microsoft Defender in Windows Client
Lab : Configuring Endpoint security using Intune
Lab : Configure and Deploy Windows Information Protection Policies by using Intune
Lab : Configuring Disk Encryption Using Intune
After completing this module, students will be able to:
® Describe the methods protecting device data.
Describe the capabilities and benefits of Windows ATP.
Deploy and manage settings for Windows Defender clients.
Module 7: Deployment using Microsoft Endpoint Manager - Part 1
In this two-part module, students well be introduced to deployment using Microsoft Endpoint Manager. Part 1 will
cover the tools for assessing the infrastructure and planning a deployment, followed by deployment using the
Microsoft Deployment Toolkit and Endpoint Configuration Manager.
Lessons
® Assessing Deployment Readiness
On-Premise Deployment Tools and Strategies
Lab : Deploying Windows 10 using Microsoft Deployment Toolkit
Lab : Deploying Windows 10 using Endpoint Configuration Manager
After completing this module, students will be able to:
® Describe the tools for planning a deployment.
Deploy Windows clients using the Microsoft Deployment Toolkit
Deploy Windows clients using Endpoint Configuration Manager
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Module 8: Deployment using Microsoft Endpoint Manager - Part 2
This module continues with deployment using Microsoft Endpoint Manager. In part two, the student will learn
about using Windows Autopilot and deployment using Microsoft Intune. This module will also include dynamic OS
deployment methods, such as Subscription Activation. The module will conclude learning how Co-Management can
be used to transitioning to modern management. Finally, students will be introduced to Azure Virtual Desktops and
how to configure and manage cloud PC using Windows 365.
Lessons
® Deploying New Devices
Dynamic Deployment Methods
Planning a Transition to Modern Management
Managing Virtual Desktops
Lab : Configuring Co-Management Using Configuration Manager
Lab : Deploying Windows 10 with Autopilot
After completing this module, students will be able to:
® Deploy Windows 10 using Autopilot
Configure OS deployment using subscription activation and provisioning packages
Upgrade, migrate and manage devices using modern management methods
Module 9: Managing Updates and Using Analytics
This module covers managing updates to Windows. This module introduces the servicing options for Windows
clients. Students will learn the different methods for deploying updates and how to configure windows update
policies. Finally, students will learn how to ensure and monitor updates using Desktop Analytics.
Lessons
Updating Windows Clients
Windows Update for Business
Desktop Analytics
Endpoint Analytics
Lab : Managing Windows 10 security and feature updates
After completing this module, students will be able to:
® Describe the Windows client servicing channels.
Configure a Windows update policy using Group Policy settings.
Configure Windows Update for Business to deploy OS updates.
Use Desktop Analytics to assess upgrade readiness.
Use Endpoint Analytics to monitor user experience and assess Windows 11 readiness

Related Courses:

MD-100 Windows Client

MS-030 Office 365 Administrator

MS-040 Manage SharePoint and OneDrive in Microsoft 365
MS-100 Microsoft 365 Identity and Services
MS-101 Microsoft 365 Mobility and Security
MS-203 Microsoft 365 Messaging

MS-700 Managing Microsoft Teams

MS-720 Microsoft Teams Voice Engineer
MS-740 Troubleshooting Microsoft Teams
MS-900 Microsoft 365 Fundamentals

Related Certifications:
Microsoft 365 Certified: Modern Desktop Administrator Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.
Read More
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SKU: 2205
Price: $2,995.00

MICROSOFT 365 SECURITY ADMINISTRATION MS-500 CERTIFIED: SECURITY ADMINISTRATOR
ASSOCIATE

In this course you will learn how to secure user access to your organization’s resources. The course covers user
password protection, multi-factor authentication, how to enable Azure Identity Protection, how to setup and use
Azure AD Connect, and introduces you to conditional access in Microsoft 365.
YOU WILL LEARN:

® Administer user and group access in Microsoft 365.

® Describe and manage Azure Identity Protection features.

: Plan and implement Azure AD Connect.

« Manage synchronized identities.

o Specify and use conditional access. Tell

cyber-attack threat vectolllustrate security

solutions for Microsoft 365.
Use Microsoft Secure Score to evaluate your security posture.
Configure various advanced threat protection services for Microsoft 365.
Configure Advanced Threat Analytics.
Plan and deploy secure mobile devices.
Implement information rights management.
Secure messages in Office 365.
Configure Data Loss Prevention policies.
Deploy and manage Cloud App Security.
Implement Windows information protection for devices.
Plan and deploy a data archiving and retention system.
Create and manage an eDiscovery investigation.

Manage GDPR data subject requests.
MICROSOFT 365 SECURITY ADMINISTRATION MS-500 - COURSE OVERVIEW
Microsoft 365 Security Administration course will let you learn how to secure user access to your organization’s
resources. The course covers user password protection, multi-factor authentication, how to enable Azure Identity
Protection, how to set up and use Azure AD Connect, and introduces you to conditional access in Microsoft 365.
You will learn about threat protection technologies that help protect your Microsoft 365 environment.
Specifically, you will learn about threat vectors and Microsoft’s security solutions to mitigate threats. You will learn
about Secure Score, Exchange Online Protection, Azure Advanced Threat Protection, Windows Defender Advanced
Threat Protection, and threat management. In the course, you will learn about information protection technologies
that help secure your Microsoft 365 environment. The course discusses information rights-managed content,
message encryption, as well as labels, policies and rules that support data loss prevention and information
protection. Lastly, you will learn about archiving and retention in Microsoft 365 as well as data governance and how
to conduct content searches and investigations. This course covers data retention policies and tags, in-place records
management for SharePoint, email retention, and how to conduct content searches that support eDiscovery
investigations.
IS THIS THE RIGHT MICROSOFT 365 SECURITY ADMINISTRATION MS-500 COURSE FOR YOU?
The Microsoft 365 Security administrator collaborates with the Microsoft 365 Enterprise Administrator, business
stakeholders and other workload administrators to plan and implement security strategies and to ensures that the
solutions comply with the policies and regulations of the organization. This role proactively secures Microsoft 365
enterprise environments. Responsibilities include responding to threats, implementing, managing and monitoring
security and compliance solutions for the Microsoft 365 environment. They respond to incidents, investigations and
enforcement of data governance. The Microsoft 365 Security administrator is familiar with Microsoft 365 workloads
and hybrid environments. This role has strong skills and experience with identity protection, information
protection, threat protection, security management and data governance.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Learners should start this course already having the following skills:

® Basic conceptual understanding of Microsoft Azure. Experience

136



with Windows 10 devices.
Experience with Office 365.
Basic understanding of authorization and authentication.
Basic understanding of computer networks.
Working knowledge of managing mobile devices.
MICROSOFT 365 SECURITY ADMINISTRATION
MS-500 - COURSE OUTLINE
Module 1: User and Group Management
Learn how to manage user accounts and groups in Microsoft 365 MS-500. It introduces you to the Zero Trust
concept as well as authentication. The module sets the foundation for the remainder of the course.
Lessons
® Identity and Access Management concepts
The Zero Trust model
Plan your identity and authentication solution
User accounts and roles
Password Management
Lab : Initialize your tenant - users and groups
Set up your Microsoft 365 tenant
Manage users and groups
Lab : Password management
Configure Self-service password reset (SSPR) for user accounts in Azure AD Deploy Azure
AD Smart Lockout
After completing this module, students will be able to:
® Create and manage user accounts.
Describe and use Microsoft 365 admin roles.
Plan for password policies and authentication.
Describe the concepts of Zero Trust security.
Explain the Zero Trust model.
Module 2: Identity Synchronization and Protection
This module explains concepts related to synchronizing identities for Microsoft 365. Specifically, it focuses on Azure
AD Connect and managing directory synchronization to ensure the right people are connecting to your Microsoft
365 system.
Lessons
® Plan directory synchronization
Configure and manage synchronized identities
Azure AD Identity Protection
Lab : Implement Identity Synchronization
Set up your organization for identity synchronization
After completing this module, students will be able to:
Explain directory synchronization.
Plan directory synchronization.
Describe and use Azure AD Connect.
Configure Azure AD Connect Good to know before you attend the class:. Manage users
and groups with directory synchronization.
Describe Active Directory federation.
Enable Azure Identity Protection
Module 3: Identity and Access Management
This module explains conditional access for Microsoft 365 and how it can be used to control access to resources in
your organization. The module also explains Role Based Access Control (RBAC) and solutions for external access. We
discuss identity governance as a concept and its components.
Lessons
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Application Management
Identity Governance
Manage device access
Role Based Access Control (RBAC)

« Solutions for external access

Privileged Identity Management
Lab : Use Conditional Access to enable MFA

MFA Authentication Pilot (require MFA for specific apps)
MFA Conditional Access (complete an MFA roll out)

Lab : Configure Privileged Identity Management
Manage Azure resources
Assign directory roles
Activate and deactivate PIM roles
Directory roles

e« PIM resource workflows

View audit history for Azure AD roles in PIM
After completing this module, students will be able to:

® Describe the concept of conditional access.
Describe and use conditional access policies.
Plan for device compliance.
Configure conditional users and groups.
Configure role based access control
Describe the concepts of identity governance

Configure and use Privileged Identity Management
Module 4: Security in Microsoft 365
This module explains the various cyber-attack threats that exist. It then introduces you to the Microsoft solutions
used to mitigate those threats. The module finishes with an explanation of Microsoft Secure Score and how it can
be used to evaluate and report your organizations security posture.
Lessons

® Threat vectors and data breaches
Security strategy and principles
Microsoft security solutions
Secure Score
Lab : Use Microsoft Secure Score

Improve your secure score in the Microsoft 365 Security Center
After completing this module, students will be able to:

® Describe several techniques attackers use to compromise user accounts through email.
Describe techniques attackers use to gain control over resources.
List the types of threats that can be avoided by using EOP and Microsoft Defender for Office 365. Describe
the benefits of Secure Score and what kind of services can be analyzed.
Describe how to use Secure Score to identify gaps in your current Microsoft 365 security posture.
Module 5: Threat Protection
This module explains the various threat protection technologies and services available for Microsoft 365. The
module covers message protection through Exchange Online Protection, Microsoft Defender for Identity and
Microsoft Defender for Endpoint.
Lessons

® Exchange Online Protection (EOP)
Microsoft Defender for Office 365
Manage Safe Attachments
Manage Safe Links
Microsoft Defender for Identity

Microsoft Defender for Endpoint
Lab : Manage Microsoft 365 Security Services
Implement Microsoft Defender Policies
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After completlng this module, students will be able to:
Describe the anti-malware pipeline as email is analyzed by Exchange Online Protection. Describe how
Safe Attachments is used to block zero-day malware in email attachments and documents.
Describe how Safe Links protect users from malicious URLs embedded in email and documents that point
Configure Microsoft Defender for Identity.
o Configure Microsoft Defender for Endpoint.
e Module 6: Threat Management
This module explains Microsoft Threat Management which provides you with the tools to evaluate and address
cyber threats and formulate responses. You will learn how to use the Security dashboard and Azure Sentinel for
Microsoft 365.
Lessons
® Security dashboard
Threat investigation and response
Azure Sentinel
Advanced Threat Analytics
Lab : Using Attack Simulator
® Conduct a simulated Spear phishing attack Conduct
simulated password attacks
After completing this module, students will be able to:
® Describe how Threat Explorer can be used to investigate threats and help to protect your tenant.
Describe how the Security Dashboard gives C-level executives insight into top risks and trends.
Describe what Advanced Thread Analytics (ATA) is and what requirements are needed to deploy it.
Configure Advanced Threat Analytics.
Use the attack simulator in Microsoft 365.
Describe how Azure Sentinel can used for Microsoft 365.
Module 7: Microsoft Cloud Application Security
This module focuses on cloud application security in Microsoft 365. The module will explain cloud discovery, app
connectors, policies, and alerts. You will learn how these features work to secure you cloud applications.
Lessons
® Deploy Cloud Application Security
Use cloud application security information
After completing this module, students will be able to:
® Describe Cloud App Security.
Explain how to deploy Cloud App Security.
Control your Cloud Apps with Policies.
Use the Cloud App Catalog.
Use the Cloud Discovery dashboard.
Manage cloud app permissions.
Module 8: Mobility
This module focuses on securing mobile devices and applications. You will learn about Mobile Device Management
and how it works with Microsoft Intune. You will also learn about how Intune and Azure AD can be used to secure
mobile applications.
Lessons
® Mobile Application Management (MAM)
Mobile Device Management (MDM)
Deploy mobile device services
Enroll devices to Mobile Device Management
Lab : Device Management
® Enable Device Management
Configure Azure AD for Intune
Create compliance and conditional access policies
After completing this module, students will be able to:
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Describe mobile application considerations.
Manage devices with MDM.
Configure Domains for MDM.
Manage Device Security Policies.
e Enroll devices to MDM.
Configure a Device Enrollment Manager Role.
Module 9: Information Protection and Governance
This module focuses on data loss prevention in Microsoft 365. You will learn about how to create policies, edit
rules, and customize user notifications to protect your data.
Lessons
® Information protection concepts
Governance and Records Management
Sensitivity labels
Archiving in Microsoft 365
Retention in Microsoft 365
Retention policies in the Microsoft 365 Compliance Center
Archiving and retention in Exchange
In-place records management in SharePoint
Lab : Archiving and Retention
Initialize compliance
Configure retention tags and policies
After completing this module, students will be able to:
Configure sensitivity labels.
Configure archiving and retention in Microsoft 365.
Plan and configure Records Management
Module 10: Rights Management and Encryption
This module explains information rights management in Exchange and SharePoint. The module also describes
encryption technologies used to secure messages.
Lessons
® Information Rights Management (IRM)
Secure Multipurpose Internet Mail Extension (S-MIME) Office
365 Message Encryption
Lab : Configure Office 365 Message Encryption
Configure Office 365 Message Encryption Validate
Information Rights Management
After completing this module, students will be able to:
Describe the various Microsoft 365 Encryption Options.
Describe the use of S/MIME.
Describe and enable Office 365 Message Encryption.
Module 11: Data Loss Prevention
This module focuses on data loss prevention in Microsoft 365. You will learn about how to create policies, edit
rules, and customize user notifications to protect your data.
Lessons
® Data loss prevention fundamentals
Create a DLP policy
Customize a DLP policy
Create a DLP policy to protect documents Policy
tips
Lab : Implement Data Loss Prevention policies
Manage DLP Policies
Test MRM and DLP Policies
After completing this module, students will be able to:

140



Describe Data Loss Prevention (DLP).
Use policy templates to implement DLP policies for commonly used information.
Configure the correct rules for protecting content.
Describe how to modify existing rules of DLP policies.

« Configure the user override option to a DLP rule.

Explain how SharePoint Online creates crawled properties from documents.
Module 12: Compliance Management
This module explains the Compliance center in Microsoft 365. It discusses the components of compliance score.
Lessons

Compliance center
After completing this module, students will be able to:

® Describe how to use compliance score to make organizational decisions. Describe how

assessments are used to determine compliance score.

Module 13: Insider Risk Management
This module focuses on insider risk related functionality within Microsoft 365. It covers not only Insider Risk
Management in the compliance center but also information barriers and privileged access management as well.
Lessons

® Insider Risk
Privileged Access

° . .
Information barriers

* Building ethical walls in Exchange Online
Lab : Privileged Access Management
Set up privileged access management and process a request
After completing this module, students will be able to:
® Explain and configure Insider Risk Management in Microsoft 365.
Configure and approve privileged access requests for global administrators.
Configure and use information barriers to conform to organizational regulations.
Build ethical walls in Exchange Online
Configure Customer Lockbox
Module 14: Discover and Respond
This module focuses on content search and investigations. The module covers how to use eDiscovery to conduct
advanced investigations of Microsoft 365 data. It also covers audit logs and discusses GDPR data subject requests.
Lessons
® Content Search
Audit Log Investigations
Advanced eDiscovery
Lab : Manage Search and Investigation
Investigate your Microsoft 365 Data Conduct a
Data Subject Request
After completing this module, students will be able to:
® Conduct content searches in Microsoft 365 Perform
and audit log investigation.
Configure Microsoft 365 for audit logging.
Use Advanced eDiscovery

Related Courses:

AZ-500 Microsoft Azure Security Technologies

SC-200 Microsoft Security Operations Analyst

SC-300 Microsoft Identity and Access Administrator

SC-400 Microsoft Information Protection Administrator

SC-900 Microsoft Security, Compliance, and Identity Fundamentals

Related Certifications:
Microsoft 365 Certified: Security Administrator Associate
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Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2507

Price: $2,595.00

MICROSOFT SECURITY OPERATIONS ANALYST SC-200 CERTIFIED: SECURITY OPERATIONS ANALYST
ASSOCIATE

Learn how to investigate, respond to, and hunt for threats using Microsoft Azure Sentinel, Azure Defender, and
Microsoft 365 Defender. In this course you will learn how to mitigate cyberthreats using these technologies.
Specifically, you will configure and use Azure Sentinel as well as utilize Kusto Query Language (KQL).
YOU WILL LEARN:
Explain how Microsoft Defender for Endpoint can remediate risks in your environment
Create a Microsoft Defender for Endpoint environment
Configure Attack Surface Reduction rules on Windows 10 devices
Perform actions on a device using Microsoft Defender for Endpoint
Investigate domains and IP addresses in Microsoft Defender for Endpoint
Investigate user accounts in Microsoft Defender for Endpoint
Configure alert settings in Microsoft Defender for Endpoint
Explain how the threat landscape is evolving
Conduct advanced hunting in Microsoft 365 Defender
Manage incidents in Microsoft 365 Defender
Explain how Microsoft Defender for Identity can remediate risks in your environment.
Investigate DLP alerts in Microsoft Cloud App Security
Explain the types of actions you can take on an insider risk management case.
Configure auto-provisioning in Azure Defender
Remediate alerts in Azure Defender
Construct KQL statements
Filter searches based on event time, severity, domain, and other relevant data using KQL
Extract data from unstructured string fields using KQL
Manage an Azure Sentinel workspace
Use KQL to access the watchlist in Azure Sentinel
Manage threat indicators in Azure Sentinel
Explain the Common Event Format and Syslog connector differences in Azure Sentinel
Connect Azure Windows Virtual Machines to Azure Sentinel
Configure Log Analytics agent to collect Sysmon events
Create new analytics rules and queries using the analytics rule wizard
Create a playbook to automate an incident response
Use queries to hunt for threats
Observe threats over time with livestream
MICROSOFT SECURITY OPERATIONS ANALYST SC-200 - COURSE OVERVIEW
Investigate, respond to, and hunt for threats using Microsoft Azure Sentinel, Azure Defender, and Microsoft 365
Defender. In this course you will learn how to mitigate cyberthreats using these technologies. Specifically, you will
configure and use Azure Sentinel as well as utilize Kusto Query Language (KQL) to perform detection, analysis, and
reporting. This course was designed for people who work in a Security Operations job role and helps learners
prepare for the exam SC-200: Microsoft Security Operations Analyst.
IS THIS THE RIGHT MICROSOFT SECURITY
OPERATIONS ANALYST SC-200 COURSE FOR
YOU? CERTIFIED: SECURITY OPERATIONS ANALYST ASSOCIATE
The Microsoft Security Operations Analyst collaborates with organizational stakeholders to secure information
technology systems for the organization. Their goal is to reduce organizational risk by rapidly remediating active
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attacks in the environment, advising on improvements to threat protection practices, and referring violations of
organizational policies to appropriate stakeholders. Responsibilities include threat management, monitoring, and
response by using a variety of security solutions across their environment. The role primarily investigates, responds
to, and hunts for threats using Microsoft Azure Sentinel, Azure Defender, Microsoft 365 Defender, and third-party
security products. Since the Security Operations Analyst consumes the operational output of these tools, they are
also a critical stakeholder in the configuration and deployment of these technologies.

GOOD TO KNOW BEFORE YOU ATTEND THE MICROSOFT SECURITY OPERATIONS ANALYST SC-

200 CLASS:

® Basic understanding of Microsoft 365
Fundamental understanding of Microsoft security, compliance, and identity products
Intermediate understanding of Windows 10
Familiarity with Azure services, specifically Azure SQL Database and Azure Storage
Familiarity with Azure virtual machines and virtual networking Basic understanding of

scripting concepts.
MICROSOFT SECURITY OPERATIONS ANALYST SC-200 - COURSE OUTLINE
Module 1: Mitigate threats using Microsoft 365 Defender
Analyze threat data across domains and rapidly remediate threats with built-in orchestration and automation in
Microsoft 365 Defender. Learn about cybersecurity threats and how the new threat protection tools from Microsoft
protect your organization’s users, devices, and data. Use the advanced detection and remediation of identity-based
threats to protect your Azure Active Directory identities and applications from compromise.
Lessons

® Introduction to threat protection with Microsoft 365
Mitigate incidents using Microsoft 365 Defender
Remediate risks with Microsoft Defender for Office 365
Microsoft Defender for Identity
Protect your identities with Azure AD Identity Protection
Microsoft Defender for Cloud Apps
Respond to data loss prevention alerts using Microsoft 365 Manage

insider risk in Microsoft 365
Lab : Mitigate threats using Microsoft 365 Defender

Explore Microsoft 365 Defender
After completing this module, students will be able to:

® Explain how the threat landscape is evolving
Manage incidents in Microsoft 365 Defender
Conduct advanced hunting in Microsoft 365 Defender
Investigate alerts in Microsoft 365 Defender

« Describe the investigation and remediation features of Azure Active Directory Identity Protection

Explain how Cloud Discovery helps you see what's going on in your organization
Module 2: Mitigate threats using Microsoft Defender for Endpoint
Implement the Microsoft Defender for Endpoint platform to detect, investigate, and respond to advanced threats.
Learn how Microsoft Defender for Endpoint can help your organization stay secure. Learn how to deploy the
Microsoft Defender for Endpoint environment, including onboarding devices and configuring security. Learn how to
investigate incidents and alerts using Microsoft Defender for Endpoint. Perform advanced hunting and consult with
threat experts. You will also learn how to configure automation in Microsoft Defender for Endpoint by managing
environmental settings. Lastly, you will learn about your environment's weaknesses by using Threat and
Vulnerability Management in Microsoft Defender for Endpoint.
Lessons

143



Protect against threats with Microsoft Defender for Endpoint
Deploy the Microsoft Defender for Endpoint environment
Implement Windows security enhancements
Perform device investigations
Perform actions on a device
Perform evidence and entities investigations
Configure and manage automation
Configure for alerts and detections
Utilize Threat and Vulnerability Management
Lab : Mitigate threats using Microsoft 365 Defender for Endpoint
Deploy Microsoft Defender for Endpoint Mitigate
Attacks using Defender for Endpoint
After completing this module, students will be able to:
® Define the capabilities of Microsoft Defender for Endpoint
Configure Microsoft Defender for Endpoint environment settings
Configure Attack Surface Reduction rules on Windows devices
Describe device forensics information collected by Microsoft Defender for Endpoint
Conduct forensics data collection using Microsoft Defender for Endpoint
Investigate user accounts in Microsoft Defender for Endpoint
Manage automation settings in Microsoft Defender for Endpoint
Manage indicators in Microsoft Defender for Endpoint
Describe Threat and Vulnerability Management in Microsoft Defender for Endpoint
Module 3: Mitigate threats using Microsoft Defender for Cloud
Use Microsoft Defender for Cloud, for Azure, hybrid cloud, and on-premises workload protection and security.
Learn the purpose of Microsoft Defender for Cloud and how to enable it. You will also learn about the protections
and detections provided by Microsoft Defender for Cloud for each cloud workload. Learn how you can add
Microsoft Defender for Cloud capabilities to your hybrid environment.
Lessons
® Plan for cloud workload protections using Microsoft Defender for Cloud
Workload protections in Microsoft Defender for Cloud
Connect Azure assets to Microsoft Defender for Cloud
Connect non-Azure resources to Microsoft Defender for Cloud
Remediate security alerts using Microsoft Defender for Cloud
Lab : Mitigate threats using Microsoft Defender for Cloud
® Deploy Microsoft Defender for Cloud
Mitigate Attacks with Microsoft Defender for Cloud
After completing this module, students will be able to:
® Describe Microsoft Defender for Cloud features
Explain which workloads are protected by Microsoft Defender for Cloud
Explain how Microsoft Defender for Cloud protections function
Configure auto-provisioning in Microsoft Defender for Cloud
Describe manual provisioning in Microsoft Defender for Cloud
Connect non-Azure machines to Microsoft Defender for Cloud
Describe alerts in Microsoft Defender for Cloud
Remediate alerts in Microsoft Defender for Cloud
Automate responses in Microsoft Defender for Cloud
Module 4: Create queries for Microsoft Sentinel using Kusto Query Language (KQL)
Write Kusto Query Language (KQL) statements to query log data to perform detections, analysis, and reporting in
Microsoft Sentinel. This module will focus on the most used operators. The example KQL statements will showcase
security related table queries. KQL is the query language used to perform analysis on data to create analytics,
workbooks, and perform hunting in Microsoft Sentinel. Learn how basic KQL statement structure provides the
foundation to build more complex statements. Learn how to summarize and visualize data with a KQL statement
provides the foundation to build detections in Microsoft Sentinel. Learn how to use the Kusto Query Language
(KQL) to manipulate string data ingested from log sources.
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Lessons
Construct KQL statements for Microsoft Sentinel
Analyze query results using KQL
Build multi-table statements using KQL
Work with string data using KQL statements
Lab : Create queries for Microsoft Sentinel using Kusto Query Language (KQL)
Create queries for Microsoft Sentinel using Kusto Query Language (KQL)
After completing this module, students will be able to:
® Construct KQL statements
Search log files for security events using KQL
Filter searches based on event time, severity, domain, and other relevant data using KQL
Summarize data using KQL statements
Render visualizations using KQL statements
Extract data from unstructured string fields using KQL
Extract data from structured string data using KQL
Create Functions using KQL
Module 5: Configure your Microsoft Sentinel environment
Get started with Microsoft Sentinel by properly configuring the Microsoft Sentinel workspace. Traditional security
information and event management (SIEM) systems typically take a long time to set up and configure. They're also
not necessarily designed with cloud workloads in mind. Microsoft Sentinel enables you to start getting valuable
security insights from your cloud and on-premises data quickly. This module helps you get started. Learn about the
architecture of Microsoft Sentinel workspaces to ensure you configure your system to meet your organization's
security operations requirements. As a Security Operations Analyst, you must understand the tables, fields, and
data ingested in your workspace. Learn how to query the most used data tables in Microsoft Sentinel.
Lessons
Introduction to Microsoft Sentinel
Create and manage Microsoft Sentinel workspaces
Query logs in Microsoft Sentinel
Use watchlists in Microsoft Sentinel
Utilize threat intelligence in Microsoft Sentinel
Lab : Configure your Microsoft Sentinel environment
Configure your Microsoft Sentinel environment
After completing this module, students will be able to:
® Identify the various components and functionality of Microsoft Sentinel.
Identify use cases where Microsoft Sentinel would be a good solution.
Describe Microsoft Sentinel workspace architecture
Install Microsoft Sentinel workspace
Manage an Microsoft Sentinel workspace
Create a watchlist in Microsoft Sentinel
Use KQL to access the watchlist in Microsoft Sentinel
Manage threat indicators in Microsoft Sentinel
Use KQL to access threat indicators in Microsoft Sentinel
Module 6: Connect logs to Microsoft Sentinel
Connect data at cloud scale across all users, devices, applications, and infrastructure, both on-premises and in
multiple clouds to Microsoft Sentinel. The primary approach to connect log data is using the Microsoft Sentinel
provided data connectors. This module provides an overview of the available data connectors. You will get to learn
about the configuration options and data provided by Microsoft Sentinel connectors for Microsoft 365 Defender.
Lessons
Connect data to Microsoft Sentinel using data connectors
Connect Microsoft services to Microsoft Sentinel
Connect Microsoft 365 Defender to Microsoft Sentinel
Connect Windows hosts to Microsoft Sentinel
o Connect Common Event Format logs to Microsoft Sentinel
o Connect syslog data sources to Microsoft Sentinel
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Connect threat indicators to Microsoft Sentinel
Lab : Connect logs to Microsoft Sentinel
Connect data to Microsoft Sentinel using data connectors
Connect Windows devices to Microsoft Sentinel using data connectors
Connect Linux hosts to Microsoft Sentinel using data connectors
Connect Threat intelligence to Microsoft Sentinel using data connectors
After completmg this module, students will be able to:
Explain the use of data connectors in Microsoft Sentinel
Explain the Common Event Format and Syslog connector differences in Microsoft Sentinel Connect
Microsoft service connectors
Explain how connectors auto-create incidents in Microsoft Sentinel
Activate the Microsoft 365 Defender connector in Microsoft Sentinel
Connect Azure Windows Virtual Machines to Microsoft Sentinel
Connect non-Azure Windows hosts to Microsoft Sentinel
Configure Log Analytics agent to collect Sysmon events
Explain the Common Event Format connector deployment options in Microsoft Sentinel
Configure the TAXII connector in Microsoft Sentinel
View threat indicators in Microsoft Sentinel
Module 7: Create detections and perform investigations using Microsoft Sentinel
Detect previously uncovered threats and rapidly remediate threats with built-in orchestration and automation in
Microsoft Sentinel. You will learn how to create Microsoft Sentinel playbooks to respond to security threats. You'll
investigate Microsoft Sentinel incident management, learn about Microsoft Sentinel events and entities, and
discover ways to resolve incidents. You will also learn how to query, visualize, and monitor data in Microsoft
Sentinel.
Lessons
® Threat detection with Microsoft Sentinel analytics
Security incident management in Microsoft Sentinel
Threat response with Microsoft Sentinel playbooks
User and entity behavior analytics in Microsoft Sentinel
Query, visualize, and monitor data in Microsoft Sentinel
Lab : Create detections and perform investigations using Microsoft Sentinel
Activate a Microsoft Security rule
Create a Playbook
Create a Scheduled Query
Understand Detection Modeling
Conduct attacks
Create detections
Investigate incidents Create
workbooks
After completmg this module, students will be able to:
Explain the importance of Microsoft Sentinel Analytics.
Create rules from templates.
Manage rules with modifications.
Explain Microsoft Sentinel SOAR capabilities.
o Create a playbook to automate an incident response.
o Investigate and manage incident resolution.
e Explain User and Entity Behavior Analytics in Microsoft Sentinel
* Explore entities in Microsoft Sentinel
Visualize security data using Microsoft Sentinel workbooks.
Module 8: Perform threat hunting in Microsoft Sentinel
In this module, you'll learn to proactively identify threat behaviors by using Azure Sentinel queries. You'll also learn
to use bookmarks and livestream to hunt threats. You will also learn how to use notebooks in Azure Sentinel for
advanced hunting.
Lessons
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® Threat hunting concepts in Microsoft Sentinel

Threat hunting with Microsoft Sentinel
Hunt for threats using notebooks in Microsoft Sentinel
Lab : Threat hunting in Microsoft Sentinel
Perform threat hunting in Microsoft Sentinel
Threat hunting using notebooks with Microsoft Sentinel
After completing this module, students will be able to:
® Describe threat hunting concepts for use with Microsoft Sentinel Define
a threat hunting hypothesis for use in Microsoft Sentinel Use queries to
: hunt for threats.
« Observe threats over time with livestream.
o Explore API libraries for advanced threat hunting in Microsoft Sentinel Create and
use notebooks in Microsoft Sentinel

Related Courses:

AZ-500 Microsoft Azure Security Technologies

MS-500 Microsoft 365 Security Administration

SC-300 Microsoft Identity and Access Administrator

SC-400 Microsoft Information Protection Administrator

SC-900 Microsoft Security, Compliance, and Identity Fundamentals

Related Certifications:
Microsoft 365 Certified: Security Operations Analyst Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2201

Price: $2,595.00

MICROSOFT IDENTITY AND ACCESS ADMINISTRATOR SC-300 CERTIFIED: IDENTITY AND ACCESS
ADMINISTRATOR ASSOCIATE

This course provides IT Identity and Access Professional, along with IT Security Professional, with the knowledge
and skills needed to implement identity management solutions based on Microsoft Azure AD, and it connected
identity technologies. This course includes identity content for Azure AD and enterprise application registration.
YOU WILL LEARN:

Implement an identity management solution

Plan and implement an identity governance strategy

Implement an authentication and access management solutions Employ

access management for apps

MICROSOFT IDENTITY AND ACCESS

ADMINISTRATOR SC-300 - COURSE OVERVIEW

This course provides IT Identity and Access Professional, along with IT Security Professional, with the knowledge
and skills needed to implement identity management solutions based on Microsoft Azure AD, and it connected
identity technologies. This course includes identity content for Azure AD, enterprise application registration,
conditional access, identity governance, and other identity tools.

IS THIS THE RIGHT MICROSOFT IDENTITY AND ACCESS ADMINISTRATOR SC-300 COURSE FOR YOU?
Identity and Access Administrators who are planning to take the associated certification exam, or who are
performing identity and access administration tasks in their day-to-day job. This course would also be helpful to an
administrator or engineer that wants to specialize in providing identity solutions and access management systems
for Azure-based solutions; playing an integral role in protecting an organization.

GOOD TO KNOW BEFORE YOU ATTEND THE MICROSOFT IDENTITY AND ACCESS
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ADMINISTRATOR SC-300 CLASS:
Successful learners will have prior knowledge and understanding of:
® Security best practices and industry security requirements such as defense in depth, least privileged access,
shared responsibility, and zero trust model.
Be familiar with identity concepts such as authentication, authorization, and active directory. Have some
experience deploying Azure workloads. This course does not cover the basics of Azure administration,
instead the course content builds on that knowledge by adding security specific information.
Some experience with Windows and Linux operating systems and scripting languages is helpful but not
required. Course labs may use PowerShell and the CLI.
MICROSOFT IDENTITY AND ACCESS
ADMINISTRATOR SC-300 - COURSE OUTLINE
Module 1: Implement an identity management solution
Learn to create and manage your initial Azure Active Directory (Azure AD) implementation and configure the users,
groups, and external identities you will use to run your solution.
Lessons
® Implement Initial configuration of Azure AD
Create, configure, and manage identities
Implement and manage external identities
Implement and manage hybrid identity
Lab : Manage user roles
Lab : Setting tenant-wide properties
Lab : Assign licenses to users
Lab : Restore or remove deleted users
Lab : Add groups in Azure AD
Lab : Change group license assignments
Lab : Change user license assighments
Lab : Configure external collaboration
Lab : Add guest users to the directory
Lab : Explore dynamic groups
After completing this module, students will be able to:
® Deploy an initial Azure AD with custom settings
Manage both internal and external identities
Implement a hybrid identity solution
Module 2: Implement an authentication and access management solution
Implement and administer your access management using Azure AD. Use MFA, conditional access, and identity
protection to manager your identity solution.
Lessons
® Secure Azure AD user with MFA
Manage user authentication
Plan, implement, and administer conditional access
Manage Azure AD identity protection
Lab : Configure Azure AD MFA authentication registration policy
Lab : Enable sign-in risk policy
Lab : Manage Azure AD smart lockout values
Lab : Configure authentication session controls
Lab : Implement conditional access policies, roles, and assighments
Lab : Work with security defaults
Lab : Configure and deploy self-service password reset (SSPR)
Lab : Enable Azure AD MFA
After completing this module, students will be able to:
® Configure and manage user authentication including MFA
Control access to resources using conditional access
Use Azure AD Identity Protection to protect your organization
Module 3: Implement access management for Apps
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Explore how applications can and should be added to your identity and access solution with application registration
in Azure AD.
Lessons
® Plan and design the integration of enterprise for SSO
Implement and monitor the integration of enterprise apps for SSO Implement app
registration
Lab : Implement access management for apps
Lab : Create a custom role to management app registration
Lab : Register an application
Lab : Grant tenant-wide admin consent to an application
Lab : Add app roles to applications and receive tokens
After completing this module, students will be able to:
Register a new application to your Azure AD
Plan and implement SSO for enterprise application
Monitor and maintain enterprise applications
Module 4: Plan and implement an identity governance strategy
Design and implement identity governance for your identity solution using entitlement, access reviews, privileged
access, and monitoring your Azure Active Directory (Azure AD).
Lessons
® Plan and implement entitlement management
Plan, implement, and manage access reviews
. Plan and implement privileged access
Monitor and maintain Azure AD
Lab : Configure PIM for Azure AD roles
Lab : Assign Azure AD role in PIM
Lab : Assign Azure resource roles in PIM
Lab : Connect data from Azure AD to Azure Sentinel
Lab : Create access reviews for groups and apps
Lab : Manage the lifecycle of external users with Azure AD identity governance
Lab : Add terms of use acceptance report
Lab : Create and manage a resource catalog with Azure AD entitlement
After completing this module, students will be able to:
® Manage and maintain Azure AD from creation to solution
Use access reviews to maintain your Azure AD
Grant access to users with entitlement management

Related Courses:

AZ-500 Microsoft Azure Security Technologies

MS-500 Microsoft 365 Security Administration

SC-200 Microsoft Security Operations Analyst

SC-400 Microsoft Information Protection Administrator

SC-900 Microsoft Security, Compliance, and Identity Fundamentals

Related Certifications:
Microsoft Certified: Identity and Access Administrator Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2202

Price: $2,595.00
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MICROSOFT INFORMATION PROTECTION ADMINISTRATOR SC-400 - CERTIFIED: INFORMATION
PROTECTION ADMINISTRATOR ASSOCIATE

Learn how to protect information in your Microsoft 365 deployment. This course focuses on data governance and
information protection within your organization. This course covers implementation of data loss prevention
policies, sensitive information types, sensitivity labels, data retention policies and Office 365 message encryption.
YOU WILL LEARN:
Explain and use sensitivity labels.
Configure Data Loss Prevention policies.
Secure messages in Office 365.
Describe the information governance configuration process.
Define key terms associated with Microsoft’s information protection and governance solutions.
Explain the Content explorer and Activity explorer.
Describe how to use sensitive information types and trainable classifiers.
Review and analyze DLP reports.
Identify and mitigate DLP policy violations.
Describe the integration of DLP with Microsoft Cloud App Security (MCAS).
Deploy Endpoint DLP
Describe records management
Configure event driven retention
Import a file plan
Configure retention policies and labels

Create custom keyword dictionaries

Implement document fingerprinting
MICROSOFT INFORMATION PROTECTION ADMINISTRATOR SC-400 - COURSE OVERVIEW
Protect information in your Microsoft 365 deployment. This course focuses on data governance and information
protection within your organization. This course covers implementation of data loss prevention policies, sensitive
information types, sensitivity labels, data retention policies and Office 365 message encryption among other
related topics. The course helps learners prepare for the Microsoft Information Protection Administrator exam (SC-
400).
IS THIS THE RIGHT MICROSOFT INFORMATION PROTECTION ADMINISTRATOR SC-400 COURSE FOR
YOU?
Protection Administrator plans and implements controls that meet organizational compliance needs. This person is
responsible for translating requirements and compliance controls into technical implementation. They assist
organizational control owners to become and stay compliant. They work with information technology (IT)
personnel, business application owners, human resources, and legal stakeholders to implement technology that
supports policies and controls necessary to sufficiently address regulatory requirements for their organization. They
also work with the compliance and security leadership such as a Chief Compliance Officer and Security Officer to
evaluate the full breadth of associated enterprise risk and partner to develop those policies. This person defines
applicable requirements and tests IT processes and operations against those policies and controls. They are
responsible for creating policies and rules for content classification, data loss prevention, governance, and
protection.
GOOD TO KNOW BEFORE YOU ATTEND THE MICROSOFT INFORMATION PROTECTION ADMINISTRATOR
SC-400 CLASS:
Before attending this course, students should have:

® Foundational knowledge of Microsoft security and compliance technologies.
Basic knowledge of information protection concepts.
Understanding of cloud computing concepts.
Understanding of Microsoft 365 products and services.
MICROSOFT INFORMATION PROTECTION
ADMINISTRATOR SC-400 - COURSE OUTLINE
Module 1: Implement Information Protection in Microsoft 365
Organizations require information protection solutions to protect their data against theft and accidental loss. Learn
how to protect your sensitive information. Learn how Microsoft 365 information protection and governance
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solutions help you protect and govern your data, throughout its lifecycle — wherever it lives, or wherever it travels.
Learn about the information available to help you understand your data landscape and know your data. Learn how
to use sensitive information types to support your information protection strategy. Learn about how sensitivity
labels are used to classify and protect business data while making sure that user productivity and their ability to
collaborate are not hindered.
Lessons
Introduction to information protection and governance in Microsoft 365
Classify data for protection and governance
Create and manage sensitive information types
Describe Microsoft 365 encryption
« Deploy message encryption in Office 365
o Configure sensitivity labels
Apply and manage sensitivity labels
Lab : Implement Information Protection
® Assign permissions for compliance
Manage Office 365 message encryption
Manage Sensitive Information Types
Manage Trainable Classifiers Manage
Sensitivity Labels
After completing this module, students will be able to:
® Describe Microsoft’s approach to information protection and governance.
List the components of the Data Classification solution.
Describe how to use sensitive information types and trainable classifiers.
Implement document fingerprinting
Create custom keyword dictionaries
Deploy message encryption in Office 365
Module 2: Implement Data Loss Prevention in Microsoft 365
In this module we discuss how to implement data loss prevention techniques to secure your Microsoft 365 data.
Learn how to discover, classify, and protect sensitive and business-critical content throughout its lifecycle across
your organization. Learn how to configure and implement data loss prevention policies and integrate them with
Microsoft Cloud App Security. Learn how to respond to and mitigate data loss policy violations.
Lessons
® Prevent Data loss in Microsoft 365
Implement Endpoint data loss prevention
Configure DLP policies for Microsoft Cloud App Security and Power Platform Manage DLP
policies and reports in Microsoft 365
Lab : Implement Data Loss Prevention
® Manage DLP policies
Manage Endpoint DLP
Test DLP policies
Manage DLP reports
After completing this module, students will be able to:
Describe the information protection configuration process.
Articulate deployment and adoption best practices.
Describe the integration of DLP with Microsoft Cloud App Security (MCAS).
Configure policies in Microsoft Cloud App Security.
e Review and analyze DLP reports.
o Identify and mitigate DLP policy violations.
Mitigate DLP violations in MCAS.
Module 3: Implement Information Governance in Microsoft 365
In this module you will learn how to plan and implement information governance strategies for an organization.
Learn how to manage your content lifecycle using solutions to import, store, and classify business-critical data so
you can keep what you need and delete what you don't. Learn how to manage retention for Microsoft 365, and
how retention solutions are implemented in the individual Microsoft 365 services. Learn how to use intelligent
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classification to automate and simplify the retention schedule for regulatory, legal, and business-critical records in
your organization.
Lessons
® Govern information in Microsoft 365

Manage data retention in Microsoft 365 workloads

Manage records in Microsoft 365
Lab : Implement Information Governance
Configure Retention Labels
Implement Retention Labels
Configure Service-based Retention
Use eDiscovery for Recovery
Configure Records Management
After completlng this module, students will be able to:
Describe the information governance configuration process.
Articulate deployment and adoption best practices.
Describe the retention features in Microsoft 365 workloads.
Configure retention settings in Microsoft Teams and SharePoint Online.
Implement retention for Exchange Mailbox items.
Recover content protected by retention settings.
Regain protected items from Exchange Mailboxes.
Describe the records management configuration process.

Related Courses:

AZ-500 Microsoft Azure Security Technologies

MS-500 Microsoft 365 Security Administration

SC-200 Microsoft Security Operations Analyst

SC-300 Microsoft Identity and Access Administrator

SC-900 Microsoft Security, Compliance, and Identity Fundamentals

Related Certifications:
Microsoft Certified: Information Protection Administrator Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2203

Price: $1,390.00

MICROSOFT SECURITY, COMPLIANCE, AND IDENTITY FUNDAMENTALS SC-900 - CERTIFIED:

SECURITY, COMPLIANCE, AND IDENTITY FUNDAMENTALS
The audience for this course is looking to familiarize themselves with the fundamentals of security, compliance, and
identity (SCI) across cloud-based and related Microsoft services. The content for this course aligns to the SC-900
exam objective domain. Candidates should be familiar with Microsoft Azure and Microsoft 365.
YOU WILL LEARN:

® Describe basic concepts of security, compliance, and identity.

® Concepts and capabilities of Microsoft identity and access management solutions.

: Capabilities of Microsoft security solutions.

And lastly, describe the compliance management capabilities in Microsoft.

MICROSOFT SECURITY, COMPLIANCE, AND
IDENTITY FUNDAMENTALS SC-900 COURSE OVERVIEW
This course provides foundational level knowledge on security, compliance, and identity concepts and related
cloud-based Microsoft solutions.
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IS THIS THE RIGHT MICROSOFT SECURITY, COMPLIANCE, AND IDENTITY FUNDAMENTALS SC-900
COURSE FOR YOU?
The audience for this course is looking to familiarize themselves with the fundamentals of security, compliance, and
identity (SCI) across cloud-based and related Microsoft services. The content for this course aligns to the SC-900
exam objective domain. Candidates should be familiar with Microsoft Azure and Microsoft 365 and understand how
Microsoft security, compliance, and identity solutions can span across these solution areas to provide a holistic and
end-to-end solution.
GOOD TO KNOW BEFORE YOU ATTEND THE MICROSOFT SECURITY, COMPLIANCE, AND IDENTITY
FUNDAMENTALS SC-900 CLASS:
Before attending this course, students must have:

® General understanding of networking and cloud computing concepts.

Basic IT knowledge or any general experience working in an IT environment.
General understanding of Microsoft Azure and Microsoft 365.

MICROSOFT SECURITY, COMPLIANCE, AND
IDENTITY FUNDAMENTALS SC-900 - COURSE OUTLINE
Module 1: Describe basic concepts of security, compliance, and identity.
Learn about core concepts and methodologies that are foundational to security, compliance, and identity solutions,
including Zero-Trust, shared responsibility, the role of identity providers, and more.
Lessons

Describe security and compliance concepts and methodologies Describe

identity concepts

After completing this module, students will be able to:

Describe security and compliance concepts and methodologies Describe

identity concepts

Module 2: Describe the concepts and capabilities of Microsoft identity and access management solutions
Learn about Azure AD services and identity principals, secure authentication, access management capabilities, as
well as identity protection and governance.
Lessons

® Describe the basic services and identity types of Azure AD
Describe the authentication capabilities of Azure AD
Describe the access management capabilities of Azure AD
Describe the identity protection and governance capabilities of Azure AD
Lab : Explore Azure Active Directory
Lab : Explore Azure AD Authentication with self- service password rese
Lab : Explore access management in Azure AD with Conditional Access
Lab : Explore identity governance in Azure AD with Privileged Identity Management
After completing this module, students will be able to:

® Describe the basic services and identity types of Azure AD Describe the
authentication capabilities of Azure AD.
Describe the access management capabilities of Azure AD.
Describe the identity protection and governance capabilities of Azure AD.
Module 3: Describe the capabilities of Microsoft security solutions
Learn about security capabilities in Microsoft. Topics covered will include network and platform capabilities of
Azure, Azure security management, and Microsoft Sentinel. You'll learn about threat protection with Microsoft 365
Defender and Microsoft 365 security management, and you'll explore endpoint protection with Intune.
Lessons

® Describe the basic security capabilities in Azure
Describe the security management capabilities of Azure
Describe the security capabilities of Microsoft Sentinel
Describe the threat protection capabilities of Microsoft 365
Describe the security management capabilities of Microsoft 365

Describe endpoint security with Microsoft Intune
Lab : Explore Microsoft Defender for Cloud Apps
Lab : Explore Microsoft Sentinel
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Lab : Explore Microsoft Defender for Cloud
Lab : Explore Azure Network Security Groups (NSGs)
Lab : Explore the Microsoft 365 Defender portal
Lab : Explore Microsoft Intune
After completing this module, students will be able to:
® Describe the basic security capabilities in Azure.
Describe the security management capabilities of Azure.
Describe the security capabilities of Microsoft Sentinel.
Describe the threat protection capabilities of Microsoft 365.
Describe the security management capabilities of Microsoft 365.
Describe endpoint security with Microsoft Intune.
Module 4: Describe the capabilities of Microsoft compliance solutions
Learn about compliance solutions in Microsoft. Topics covered will include Compliance center, Information
protection and governance in Microsoft 365, Insider Risk, audit, and eDiscovery solutions. Also covered are Azure
resources governance capabilities.
Lessons
® Describe the compliance management capabilities in Microsoft
Describe the information protection and governance capabilities of Microsoft 365
Describe the insider risk capabilities in Microsoft 365
Describe the eDiscovery and audit capabilities of Microsoft 365
Describe the resource governance capabilities in Azure
Lab : Explore Azure Policy
Lab : Explore the Core eDiscovery workflow
Lab : Explore the Service Trust Portal
Lab : Explore the Microsoft 365 compliance center & Compliance Manager
Lab : Explore sensitivity labels in Microsoft 365
Lab : Explore Insider Risk Management in Microsoft 365
After completing this module, students will be able to:
® Describe the compliance management capabilities in Microsoft.
Describe the information protection and governance capabilities of Microsoft 365.
Describe the insider risk capabilities in Microsoft 365.
Describe the eDiscovery and audit capabilities of Microsoft 365. Describe the
resource governance capabilities in Azure

Related Courses:

AZ-500 Microsoft Azure Security Technologies

MS-500 Microsoft 365 Security Administration

SC-200 Microsoft Security Operations Analyst

SC-300 Microsoft Identity and Access Administrator
SC-400 Microsoft Information Protection Administrator

Related Certifications:
Microsoft Certified: Security, Compliance, and Identity Fundamentals

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2204

Price: $695.00

DATA SCIENCE & Al
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POWER Bl DATA ANALYST FOR US GOVERNMENT FEDERAL AGENCIES WORKSHOP
The perfect course for Government Federal Agency Citizen Developers to get clean & transform data, create
interactive visuals, and publish to Power Bl App.
COURSE OVERVIEW
Significant requirements in large data reporting are changing for the modern agency. Power Bl will help you harness
the rapidly transforming information needed to see at the past, present, and make informed future decisions.
Power Bl is the best tool for the job and connects seamlessly to your legacy and silo information.
This course will discuss the various methods and best practices that are in line with business and technical
requirements for modeling, visualizing, and analyzing data with Power BI. The course will also show you how to
access and process data from a range of data sources including both relational and nonrelational data. This course
will also explore how to implement proper security standards and policies across the Power Bl spectrum including
datasets and groups. This will also discuss how to manage and deploy reports and dashboards for sharing and
content distribution. Finally, this will show how to build paginated reports within the Power Bl service and publish
them to a workspace for inclusion within Power BI.
IS THIS THE RIGHT COURSE FOR YOU?
The audience for this course is anyone working and modeling data. This course also targeted people developing
reports that visualize data from the data platform technologies existing on both the cloud and on-premises.
SKILLS GAINED
® Ingest, clean, and transform data
Model data for performance and scalability
Design and create reports for data analysis
Apply and perform advanced report analytics
e« Manage and share report assets
Lastly, Create paginated reports in Power B
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Data Analysts start this role with experience of working with data in the cloud.
Specifically:
® Understanding core data concepts and knowledge of data analysis and visualization concepts. Knowledge of
working with relational and non-relational data particularly on the cloud.
COURSE OUTLINE
Module 1: Get Started with Microsoft Data Analytics
This module explores the different roles in the data space, outlines the important roles and responsibilities of a
Data Analysts, and then explores the landscape of the Power Bl portfolio.
Lessons
® Data Analytics and Microsoft
Getting Started with Power Bl
Lab: Getting Started
Getting Started
After completing this module, you will be able to:
® Explore the different roles in data
Identify the tasks that are performed by a data analyst
Describe the Power Bl landscape of products and services Use the
Power Bl service
Module 2: Prepare Data in Power Bl
This module explores identifying and retrieving data from various data sources. You will also learn the options for
connectivity and data storage and understand the difference and performance implications of connecting directly
to data vs. importing it.
Lessons
® Get data from various data sources
Optimize performance
Resolve data errors
Lab: Preparing Data in Power Bl Desktop
Prepare Data
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After completing this module, you will be able to:
Identify and retrieve data from different data sources
Understand the connection methods and their performance implications
Optimize query performance
Resolve data import errors
Module 3: Clean, Transform, and Load Data in Power Bl
This module teaches you the process of profiling and understanding the condition of the data. They will learn how
to identify anomalies, look at the size and shape of their data, and perform the proper data cleaning and
transforming steps to prepare the data for loading into the model.
Lessons
® Data shaping
Enhance the data structure
Data Profiling
Lab: Transforming and Loading Data
Loading Data
After completing this module, students will be able to:
® Apply data shape transformations
Enhance the structure of the data
Profile and examine the data
Module 4: Design a Data Model in Power BI
This module teaches the fundamental concepts of desighing and developing a data model for proper performance
and scalability. This module will also help you understand and tackle many of the common data modeling issues,
including relationships, security, and performance.
Lessons
® Introduction to data modeling
Working with tables
Dimensions and Hierarchies
Lab: Data Modeling in Power Bl Desktop
Create Model Relationships
Configure Tables
Review the model interface
Create Quick Measures
Lab: Advanced Data Modeling in Power Bl Desktop
® Configure many-to-many relationships Enforce
row-level security
After completing this module, you will be able to:
® Understand the basics of data modeling
Define relationships and their cardinality
Implement Dimensions and Hierarchies
Create histograms and rankings
Module 5: Create Model Calculations using DAX in Power Bl
This module introduces you to the world of DAX and its true power for enhancing a model. You will learn about
aggregations and the concepts of Measures, calculated columns and tables, and Time Intelligence functions to solve
calculation and data analysis problems.
Lessons
® Introduction to DAX
® DAX context
Advanced DAX
Lab: Introduction to DAX in Power Bl Desktop
® Create calculated tables
Create calculated columns
Create measures
Lab: Advanced DAX in Power Bl Desktop
® Use the CALCULATE() function to manipulate filter context use
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Time Intelligence functions
After completing this module, you will be able to:
® Understand DAX
Use DAX for simple formulas and expressions
Create calculated tables and measures
Build simple measures
Work with Time Intelligence and Key Performance Indicators
Module 6: Optimize Model Performance
In this module you are introduced to steps, processes, concepts, and data modeling best practices necessary to
optimize a data model for enterprise-level performance.
Lessons
® Optimize the model for performance
Optimize DirectQuery Models
Create and manage Aggregations
After completing this module, you will be able to:
® Understand the importance of variables
Enhance the data model
Optimize the storage model
Implement aggregations
Module 7: Create Reports
This module introduces you to the fundamental concepts and principles of designing and building a report,
including selecting the correct visuals, designing a page layout, and applying basic but critical functionality. The
important topic of designing for accessibility is also covered.
Lessons
Design a report
Enhance the report
Lab: Designing a report in Power Bl
® Create a live connection in Power Bl Desktop
Design a report
Configure visual fields and format properties
Lab: Enhancing Power Bl reports with interaction and formatting
® Create and configure Sync Slicers
Create a drillthrough page
Apply conditional formatting Create
and use Bookmarks
After completing this module, you will be able to:
® Design areport page layout
Select and add effective visualizations
: Add basic report functionality
. Add report navigation and interactions
« Improve report performance
Design for accessibility
Module 8: Create Dashboards
In this module you will learn how to tell a compelling story through the use of dashboards and the different
navigation tools available to provide navigation. You will be introduced to features and functionality and how to
enhance dashboards for usability and insights.
Lessons
® Create a Dashboard
Real-time Dashboards
Enhance a Dashboard
Lab: Designing a report in Power Bl Desktop - Part 1
Create a Dashboard
Pin visuals to a Dashboard
Configure a Dashboard tile alert
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Use Q&A to create a dashboard tile
After completing this module, students will be able to:
® Create a Dashboard
Understand real-time Dashboards
Enhance Dashboard usability
Module 9: Create Paginated Reports in Power Bl
This module will teach you about paginated reports, including what they are how they fit into Power BI. You will
then learn how to build and publish a report.
Lessons
® Paginated report overview
Create Paginated reports
Lab: Creating a Paginated report
® Use Power BI Report Builder
Design a multi-page report layout
Define a data source
Define a dataset
Create a report parameter Export
a report to PDF
After completing this module, you will be able to:
® Explain paginated reports
Create a paginated report
Create and configure a data source and dataset
Work with charts and tables
Publish a report
Module 10: Perform Advanced Analytics
This module helps you apply additional features to enhance the report for analytical insights in the data, equipping
you with the steps to use the report for actual data analysis. You will also perform advanced analytics using Al
visuals on the report for even deeper and meaningful data insights.
Lessons
® Advanced Analytics
Data Insights through Al visuals
Lab: Data Analysis in Power Bl Desktop
Create animated scatter charts
Use the visual to forecast values
Work with Decomposition Tree visual Work
with the Key Influencers visual
After completing this module, you will be able to:
® Explore statistical summary
Use the Analyze feature
[ ]
. Identify outliers in data
» Conduct time-series analysis
e« Use the Al visuals
Use the Advanced Analytics custom visual
Module 11: Create and Manage Workspaces
This module will introduce you to Workspaces, including how to create and manage them. You will also learn how
to share content, including reports and dashboards, and then learn how to distribute an App.
Lessons
® Creating Workspaces
Sharing and Managing Assets
Lab: Publishing and Sharing Power Bl Content
® Map security principals to dataset roles
Share a dashboard Publish
an App
After completing this module, you will be able to:
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Create and manage a workspace
Understand workspace collaboration
Monitor workspace usage and performance Distribute
an App
Module 12: Manage Datasets in Power Bl
In this module you will learn the concepts of managing Power Bl assets, including datasets and workspaces. You will
also publish datasets to the Power Bl service, then refresh and secure them. Lessons

® Parameters Datasets
After completing this module, you will be able to:
Create and work with parameters
Manage datasets
Configure dataset refresh
Troubleshoot gateway connectivity
Module 13: Row-level security
This module teaches you the steps for implementing and configuring security in Power Bl to secure Power Bl assets.
Lessons

Security in Power Bl
After completing this module, you will be able to:

® Understand the aspects of Power Bl security
Configure row-level security roles and group memberships

Related Courses:

PL-100 Microsoft Power Platform App Maker

PL-200 Microsoft Power Platform Functional Consultant

PL-600 Microsoft Power Platform Solution Architect

PL-400 Microsoft Power Platform Developer

PL-900 Microsoft Power Platform Fundamentals

Power Platform-PowerApps & Power Automate Development Combo Class (PL-900 and PL-400)

Related Certifications:
Microsoft Certified: Data Analyst Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2305

Price: $2,495.00

MICROSOFT POWER BI DATA ANALYST PL-300

This course will discuss the various methods and best practices that are in line with business and technical
requirements for modeling, visualizing, and analyzing data with Power BI

COURSE OVERVIEW

This course will discuss the various methods and best practices that are in line with business and technical
requirements for modeling, visualizing, and analyzing data with Power BI. The course will also show you how to
access and process data from a range of data sources including both relational and nonrelational data's. This course
will also explore how to implement proper security standards and policies across the Power Bl spectrum including
datasets and groups. This will also discuss how to manage and deploy reports and dashboards for sharing and
content distribution. Finally, this will show how to build paginated reports within the Power Bl service and publish
them to a workspace for inclusion within Power BI.

IS THIS THE RIGHT COURSE FOR YOU?

The audience for this course are data professionals and business intelligence professionals particularly, looking to
learn how they can accurately perform data analysis using Power BI. This course also targeted people developing
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reports that visualize data from the data platform technologies existing on both the cloud and on-premises.
SKILLS GAINED
® Ingest, clean, and transform data
Model data for performance and scalability
Design and create reports for data analysis
Apply and perform advanced report analytics
o Manage and share report assets
Lastly, Create paginated reports in Power B
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Data Analysts start this role with experience of working with data in the cloud.
Specifically:
® Understanding core data concepts and knowledge of data analysis and visualization concepts. Knowledge of
working with relational and non-relational data particularly, on the cloud.
COURSE OUTLINE
Module 1: Get Started with Microsoft Data Analytics
This module explores the different roles in the data space, outlines the important roles and responsibilities of a
Data Analysts, and then explores the landscape of the Power Bl portfolio.
Lessons
® Data Analytics and Microsoft
Getting Started with Power Bl
Lab : Getting Started
Getting Started
After completing this module, you will be able to:
® Explore the different roles in data
Identify the tasks that are performed by a data analyst
Describe the Power Bl landscape of products and services Use the
Power Bl service
Module 2: Prepare Data in Power Bl
This module explores identifying and retrieving data from various data sources. You will also learn the options for
connectivity and data storage, and understand the difference and performance implications of connecting directly
to data vs. importing it.
Lessons
® Get data from various data sources
Optimize performance
Resolve data errors
Lab : Preparing Data in Power Bl Desktop
Prepare Data
After completing this module, you will be able to:
® Identify and retrieve data from different data sources
Understand the connection methods and their performance implications
Optimize query performance
Resolve data import errors
Module 3: Clean, Transform, and Load Data in Power Bl
This module teaches you the process of profiling and understanding the condition of the data. They will learn how
to identify anomalies, look at the size and shape of their data, and perform the proper data cleaning and
transforming steps to prepare the data for loading into the model.
Lessons
® Data shaping
Enhance the data structure
Data Profiling
Lab : Transforming and Loading Data
Loading Data
After completing this module, students will be able to:
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® Apply data shape transformations

Enhance the structure of the data
Profile and examine the data
Module 4: Design a Data Model in Power BI
This module teaches the fundamental concepts of desighing and developing a data model for proper performance
and scalability. This module will also help you understand and tackle many of the common data modeling issues,
including relationships, security, and performance.
Lessons
® Introduction to data modeling
Working with tables
Dimensions and Hierarchies
Lab : Data Modeling in Power Bl Desktop
® Create Model Relationships
® Configure Tables
: Review the model interface
Create Quick Measures
Lab : Advanced Data Modeling in Power Bl Desktop
® Configure many-to-many relationships Enforce
row-level security
After completing this module, you will be able to:
Understand the basics of data modeling
Define relationships and their cardinality
Implement Dimensions and Hierarchies
Create histograms and rankings
Module 5: Create Model Calculations using DAX in Power Bl
This module introduces you to the world of DAX and its true power for enhancing a model. You will learn about
aggregations and the concepts of Measures, calculated columns and tables, and Time Intelligence functions to solve
calculation and data analysis problems.
Lessons
® Introduction to DAX
® DAX context
Advanced DAX
Lab : Introduction to DAX in Power Bl Desktop
Create calculated tables
Create calculated columns
Create measures
Lab : Advanced DAX in Power Bl Desktop
® Use the CALCULATE() function to manipulate filter context use
Time Intelligence functions
After completing this module, you will be able to:
® Understand DAX
Use DAX for simple formulas and expressions
Create calculated tables and measures
Build simple measures
Work with Time Intelligence and Key Performance Indicators
Module 6: Optimize Model Performance
In this module you are introduced to steps, processes, concepts, and data modeling best practices necessary to
optimize a data model for enterprise-level performance.
Lessons
® Optimize the model for performance
Optimize DirectQuery Models
Create and manage Aggregations
After completing this module, you will be able to:
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Understand the importance of variables
Enhance the data model
Optimize the storage model
Implement aggregations
Module 7: Create Reports
This module introduces you to the fundamental concepts and principles of designing and building a report,
including selecting the correct visuals, designing a page layout, and applying basic but critical functionality. The
important topic of designing for accessibility is also covered.
Lessons
® Design a report
Enhance the report
Lab : Designing a report in Power Bl
Create a live connection in Power Bl Desktop
Design a report
Configure visual fields and format properties
Lab : Enhancing Power Bl reports with interaction and formatting
® Create and configure Sync Slicers
: Create a drillthrough page
[ ]

Apply conditional formatting Create
and use Bookmarks
After completing this module, you will be able to:
® Design a report page layout
Select and add effective visualizations
Add basic report functionality
Add report navigation and interactions
Improve report performance
Design for accessibility
Module 8: Create Dashboards
In this module you will learn how to tell a compelling story through the use of dashboards and the different
navigation tools available to provide navigation. You will be introduced to features and functionality and how to
enhance dashboards for usability and insights.
Lessons
® Create a Dashboard
Real-time Dashboards
Enhance a Dashboard
Lab : Designing a report in Power Bl Desktop - Part 1
® Create a Dashboard
: Pin visuals to a Dashboard
[

Configure a Dashboard tile alert
Use Q&A to create a dashboard tile
After completing this module, students will be able to:
® Create a Dashboard
Understand real-time Dashboards
Enhance Dashboard usability
Module 9: Create Paginated Reports in Power BI
This module will teach you about paginated reports, including what they are how they fit into Power BI. You will
then learn how to build and publish a report.
Lessons
® Paginated report overview
Create Paginated reports
Lab : Creating a Paginated report
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Use Power Bl Report Builder
Design a multi-page report layout
Define a data source
Define a dataset
Create a report parameter
xport a report to PDF
After completing this module, you will be able to:
® Explain paginated reports
Create a paginated report
Create and configure a data source and dataset
Work with charts and tables
Publish a report
Module 10: Perform Advanced Analytics
This module helps you apply additional features to enhance the report for analytical insights in the data, equipping
you with the steps to use the report for actual data analysis. You will also perform advanced analytics using Al
visuals on the report for even deeper and meaningful data insights.
Lessons
® Advanced Analytics
Data Insights through Al visuals
Lab : Data Analysis in Power Bl Desktop
® Create animated scatter charts
Use the visual to forecast values
Work with Decomposition Tree visual Work
with the Key Influencers visual
After completing this module, you will be able to:
Explore statistical summary
Use the Analyze feature
Identify outliers in data
Conduct time-series analysis
« Use the Al visuals
Use the Advanced Analytics custom visual
Module 11: Create and Manage Workspaces
This module will introduce you to Workspaces, including how to create and manage them. You will also learn how
to share content, including reports and dashboards, and then learn how to distribute an App.
Lessons
® Creating Workspaces
Sharing and Managing Assets
Lab : Publishing and Sharing Power Bl Content
® Map security principals to dataset roles
Share a dashboard Publish
an App
After completing this module, you will be able to:
® Create and manage a workspace
Understand workspace collaboration

* Monitor workspace usage and performance Distribute

* an App
Module 12: Manage Datasets in Power Bl
In this module you will learn the concepts of managing Power Bl assets, including datasets and workspaces. You will
also publish datasets to the Power Bl service, then refresh and secure them. Lessons

Parameters

Datasets

After completing this module, you will be able to:

me e e o o o
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Create and work with parameters
Manage datasets
Configure dataset refresh
Troubleshoot gateway connectivity
Module 13: Row-level security
This module teaches you the steps for implementing and configuring security in Power Bl to secure Power Bl assets.
Lessons
Security in Power Bl
After completing this module, you will be able to:
® Understand the aspects of Power Bl security
Configure row-level security roles and group memberships

Related Courses:

PL-100 Microsoft Power Platform App Maker

PL-200 Microsoft Power Platform Functional Consultant

PL-600 Microsoft Power Platform Solution Architect

PL-400 Microsoft Power Platform Developer

PL-900 Microsoft Power Platform Fundamentals

Power Platform-PowerApps & Power Automate Development Combo Class (PL-900 and PL-400)

Related Certifications:
Microsoft Certified: Data Analyst Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2304

Price: $2,595.00

DESIGNING AND IMPLEMENTING CLOUD-NATIVE APPLICATIONS USING MICROSOFT AZURE

(COSMOS DB) DP-420
Learn the skills and knowledge to administer a SQL Server databases for Cloud, On-Premises and hybrid databases
and support Cloud relational databases.
YOU WILL LEARN:
Create and configure Azure Cosmos DB SQL APl account, database, and container
Use the .NET SDK to manage resources and perform operations
Perform queries of varying complexity
Design a data modeling and partitioning strategy
Optimize queries and indexes based on characteristics of an application
Use the Azure Resource Manager to manage accounts and resources with CLI or JSON and Bicep templates
DESIGNING & IMPLEMENTING CLOUD-NATIVE
APPLICATIONS - MICROSOFT AZURE (COSMOS DB) DP-420 - COURSE OVERVIEW
Learn how to create application using the SQL APl and SDK for Azure Cosmos DB. Students will learn how to write
efficient queries, create indexing policies, manage and provisioned resources, and perform common operations
with the SDK.
IS THIS THE RIGHT COURSE FOR YOU?
Software engineers tasked with authoring cloud-native solutions that leverage Azure Cosmos DB SQL API and its
various SDKs. They are familiar with C#, Python, Java, or JavaScript. They also have experience writing code that
interacts with a SQL or NoSQL database platform.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Before attending this course, students must have:
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Knowledge of Microsoft Azure and ability to navigate the Azure portal (AZ-900 equivalent)
Experience writing in an Azure-supported language at the intermediate level. (C#, JavaScript, Python, or
Java)
Ability to write code to connect and perform operations on a SQL or NoSQL database product. (SQL Server,
Oracle, MongoDB, Cassandra or similar)
DESIGNING & IMPLEMENTING CLOUD-NATIVE
APPLICATIONS - MICROSOFT AZURE (COSMOS
DB) DP-420 -COURSE OUTLINE
Module 1: Get started with Azure Cosmos DB SQL API
Modern apps thrive on real-time data from different sources and shaped in different forms. These apps require a
modern database that can handle the variety and velocity of data that will be thrown at it. In this module, we will
explore Azure Cosmos DB and how the SQL API can solve some of the problems presented by modern applications.
Lessons
® Introduction to Azure Cosmos DB SQL API
Try Azure Cosmos DB SQL API
Lab : Exercise: Create an Azure Cosmos DB SQL API account
After completing this module, students will be able to:
® Evaluate whether Azure Cosmos DB SQL API is the right database for your application
Describe how the features of the Azure Cosmos DB SQL APl are appropriate for modern applications
Create a new Azure Cosmos DB SQL APl account
Create database, container, and item resources for an Azure Cosmos DB SQL APl account
Module 2: Plan and implement Azure Cosmos DB SQL API
Creating a new Azure Cosmos DB account often requires making a lot of configuration choices that can, at first, be
daunting. While the defaults fit a lot of scenarios, it makes the most sense to familiarize yourself with the
configuration options to ensure that your account and resources are optimally configured for your solution. In this
module, you will learn how to prepare and configure an Azure Cosmos DB account and resources for a new
solution.
Lessons
® Plan Resource Requirements
Configure Azure Cosmos DB SQL API database and containers
Moving data into and out of Azure Cosmos DB SQL API
Lab : Exercise: Configure throughput for Azure Cosmos DB SQL API with the Azure portal
Lab : Exercise: Migrate existing data using Azure Data Factory
After completing this module, students will be able to:
® Evaluate various requirements of your application
Plan for scale and retention requirements
Configure throughput allocation
Configure time-to-live values
Migrate data using Azure services
Migrate data using Spark or Kafka
Module 3: Connect to Azure Cosmos DB SQL API with the SDK
There are various SDKs available to connect to the Azure Cosmos DB SQL API from many popular programming
languages including, but not limited to .NET (C#), Java, Python, and JavaScript (Node.js). In this module, you will get
hands-on with the .NET SDK for the Azure Cosmos DB SQL API.
Lessons
Use the Azure Cosmos DB SQL API SDK
Configure the Azure Cosmos DB SQL API SDK
Lab : Exercise: Configure the Azure Cosmos DB SQL API SDK for offline development
Lab : Exercise: Connect to Azure Cosmos DB SQL API with the SDK
After completing this module, students will be able to:
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Integrate the Microsoft.Azure.Cosmos SDK library from NuGet
Connect to an Azure Cosmos DB SQL APl account using the SDK and .NET
Configure the SDK for offline development
Troubleshoot common connection errors
o Implement parallelism in the SDK
Configure logging using the SDK
Module 4: Access and manage data with the Azure Cosmos DB SQL API SDKs
The SQL API SDK for Azure Cosmos DB is used to perform various point operations, perform transactions, and to
process bulk data. In this module, you will use the SDK to manipulate documents either individually or in groups.
Lessons
® Implement Azure Cosmos DB SQL API point operations
Perform cross-document transactional operations with the Azure Cosmos DB SQL API Process bulk
data in Azure Cosmos DB SQL API
Lab : Exercise: Create and update documents with the Azure Cosmos DB SQL API SDK
Lab : Exercise: Batch multiple point operations together with the Azure Cosmos DB SQL API
SDK
Lab : Exercise: Move multiple documents in bulk with the Azure Cosmos DB SQL API SDK
After completing this module, students will be able to:
® Perform CRUD operations using the SDK
Configure TTL for a specific document
Implement optimistic concurrency control for an operation
Create a transactional batch and review results
Create a bulk operation
o Review the results of a bulk operation
Implement bulk operation best practices
Module 5: Execute queries in Azure Cosmos DB SQL API
The Azure Cosmos DB SQL API supports Structured Query Language (SQL) as a JSON query language. In this module,
you will learn how to create efficient queries using the SQL query language.
Lessons
® Query the Azure Cosmos DB SQL API
Author complex queries with the Azure Cosmos DB SQL API
Lab : Exercise: Paginate cross-product query results with the Azure Cosmos DB SQL API SDK
Lab : Exercise: Execute a query with the Azure Cosmos DB SQL API SDK
After completing this module, students will be able to:
® Create and execute a SQL query
Project query results
Use built-in functions in a query
Implement a corelated subquery
Create a cross-product query
Module 6: Define and implement an indexing strategy for Azure Cosmos DB SQL API
By default, Azure Cosmos DB automatically indexes all paths of documents stored using the SQL API. This is great
for developing new applications as you can create complex queries almost immediately. As your application
matures, you can customize your indexing policy to better match the needs of your solution. In this module, you
will learn how to create a custom indexing policy.
Lessons
® Define indexes in Azure Cosmos DB SQL API
Customize indexes in Azure Cosmos DB SQL API
Lab : Exercise: Review the default index policy for an Azure Cosmos DB SQL API container with the portal
Lab : Exercise: Configure an Azure Cosmos DB SQL API container's index policy with the portal
After completing this module, students will be able to:
® View and understand the default indexing policy for a SQL API container
Customize the indexing policy for a container
Use a composite index in an indexing policy
Module 7: Integrate Azure Cosmos DB SQL API with Azure services
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Azure Cosmos DB has tight integration available with many other Azure servicers such as Azure
Functions, Azure Cognitive Search, Azure Event Hubs, Azure Storage, Azure Data Factory, and Azure Stream
Analytics. Going even further, you can use the change feed to integrate Azure Cosmos DB with many other services
both in and out of Azure. In this module, we will integrate Azure Cosmos DB with both Azure Functions and Azure
Cognitive Search. We will also explore the change feed using the SDK.
Lessons
® Consume an Azure Cosmos DB SQL API change feed using the SDK
Handle events with Azure Functions and Azure Cosmos DB SQL API change feed
Search Azure Cosmos DB SQL API data with Azure Cognitive Search
Lab : Exercise: Archive Azure Cosmos DB SQL API data using Azure Functions
Lab : Exercise: Process change feed events using the Azure Cosmos DB SQL API SDK
Lab : Exercise: Archive data using Azure Functions and Azure Cosmos DB SQL API
After completing this module, students will be able to:
® Process change feed events using the SDK
Implement change feed best practices
Create an Azure Functions trigger for Azure Cosmos DB
Create an Azure Functions input for Azure Cosmos DB
Index Azure Cosmos DB data in Azure Cognitive Search
Module 8: Implement a data modeling and partitioning strategy for Azure Cosmos DB SQL API
Azure Cosmos DB is both horizontally scalable and nonrelational. To achieve this level of scalability, users need to
understand the concepts, techniques, and technologies unique to NoSQL databases for modeling and partitioning
data. In this module, you will model and partition data appropriately for a NoSQL database such as Azure Cosmos
DB SQL API.
Lessons
® Model and partition your data in Azure Cosmos DB
Optimize databases by using advanced modeling patterns for Azure Cosmos DB
Lab : Exercise: Measure performance for customer entities
Lab : Exercise: Advanced modeling patterns
After completing this module, students will be able to:
® Identify application access patterns for an existing application
Decide when to embed or reference data
Use change feed to manage referential integrity
Combine multiple entities in a single container
Denormalize aggregated data in a single container
Module 9: Design and implement a replication strategy for Azure Cosmos DB SQL API
Today's applications are required to be highly responsive and always online. To achieve low latency and high
availability, instances of these applications need to be deployed in datacenters that are close to their users. In this
module, you will explore how to replicate data and manage consistency across the globe using Azure Cosmos DB
SQL API.
Lessons
® Configure replication and manage failovers in Azure Cosmos DB
Use consistency models in Azure Cosmos DB SQL API
Configure multi-region write in Azure Cosmos DB SQL API
Lab : Exercise: Configure consistency models in the portal and the Azure Cosmos DB SQL API
SDK
Lab : Exercise: Connect to different regions with the Azure Cosmos DB SQL API SDK
Lab : Exercise: Connect to a multi-region write account with the Azure Cosmos DB SQL API
SDK
After completing this module, students will be able to:
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Distribute data across various geographies
Define automatic failover policies
Perform manual failovers
Configure default consistency model
Change per-session consistency model
Configure multi-region write in the SDK
Create a custom conflict resolution policy
Module 10: Optimize query performance in Azure Cosmos DB SQL API
Azure Cosmos DB offers a rich set of database operations that operate on the items within a container. The cost
associated with each of these operations varies based on the CPU, 10, and memory required to complete the
operation. In this module, you will explore how to manage indexing policies and edit queries to minimize per-query
request unit (RU) cost.
Lessons
® Choosing indexes in Azure Cosmos DB SQL API
Optimize queries in Azure Cosmos DB SQL API
Implement integrated cache
Lab : Exercise: Optimize an Azure Cosmos DB SQL API container's index policy for common operations
Lab : Exercise: Optimize an Azure Cosmos DB SQL API container's index policy for a specific query
After completing this module, students will be able to:
® Review and compare read-heavy vs. write-heavy index patterns
Update indexing policy to optimize index performance
Measure cost of a query in request units (RUs)
Measure cost of point operations
o Work with item and query integrated cache
Configure integrated cache staleness
Module 11: Administrating and Monitoring tasks for an Azure Cosmos DB SQL API solution
When you have critical applications and business processes relying on Azure resources such as Azure Cosmos DB,
you want to monitor those resources for their availability, performance, and operation. In this module, you will
explore how to monitor events and performance of an Azure Cosmos DB account. You will also learn how to
implement common security measures along with backup and restore in Azure Cosmos DB.
Lessons
® Measure performance in Azure Cosmos DB SQL API
Monitor responses and events in Azure Cosmos DB SQL API
Implementing backup and restore for Azure Cosmos DB SQL API
Implement security in Azure Cosmos DB SQL API
Lab : Exercise: Troubleshoot an application using the Azure Cosmos DB SQL API SDK
Lab : Exercise: Use Azure Monitor to analyze an Azure Cosmos DB SQL APl account
Lab : Exercise: Recover a database or container from a recovery point
Lab : Exercise: Store Azure Cosmos DB SQL APl account keys in Azure Key Vault
After completing this module, students will be able to:
Observe rate-limiting events in a container or database
Query resource logs using Azure Monitor
Review and observe transient and rate-limiting errors
Configure alerts
o Configure continuous backup and recovery
o Perform a point-in-time recovery
e Use role-based access control (RBAC)
Access account resources using Azure AD and Microsoft Identity Platform
Module 12: Manage an Azure Cosmos DB SQL API solution using DevOps practices
Once an Azure Cosmos DB SQL APl account is ready to go through a release lifecycle, it's not uncommon for an
operations team to attempt to automate the creation of Azure Cosmos DB resources in the cloud. Automation
makes it easier to deploy new environments, restore past environments, or scale a service out. In this module, you
will explore how to use Azure Resource Manager to manage an Azure Cosmos DB account and its child resources
using JSON templates, Bicep templates, or the Azure CLI.
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Lessons

® Write scripts for Azure Cosmos DB SQL API

Create resource template for Azure Cosmos DB SQL API

Lab : Exercise: Adjust provisioned throughput using an Azure CLI script
Lab : Exercise: Create an Azure Cosmos DB SQL API container using Azure Resource Manager templates
After completing this module, students will be able to:

® View arguments, groups, and subgroups for a specific CLI command
Create Azure Cosmos DB accounts, databases, and containers using the CLI
Manage an indexing policy using the CLI
Configure database or container throughput using the CLI
Initiate failovers and manage failover regions using the CLI
Identify the three most common resource types for Azure Cosmos DB SQL APl accounts
Create and deploy a JSON Azure Resource Manager template for Azure Cosmos DB SQL API
Create and deploy a Bicep Azure Resource Manager template for Azure Cosmos DB SQL APl Manage

throughput and index policies using JSON or Bicep templates
Module 13: Create server-side programming constructs in Azure Cosmos DB SQL API
Azure Cosmos DB provides language-integrated, transactional execution of JavaScript. When using the
SQL API in Azure Cosmos DB, you can write stored procedures, triggers, and user-defined functions (UDFs) in the
JavaScript language. In this module, you will author JavaScript logic that executes directly inside the database
engine.
Lessons

® Build multi-item transactions with the Azure Cosmos DB SQL API

Expand query and transaction functionality in Azure Cosmos DB SQL API

Lab : Exercise: Implement and then use a UDF using the SDK Lab : Exercise:
Create a stored procedure with the Azure Portal
After completing this module, students will be able to:

® Author stored procedure
Rollback stored procedure transaction
Create UDF
Create pre-* and post-* triggers

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks
DP-100 Designing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-900 Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Cosmos DB Developer Specialty

Learning Paths

Microsoft Tech Community

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2718

Price: $2,595.00

DESIGNING AND IMPLEMENTING AN AZURE Al SOLUTION COURSE Al-100

Gain the necessary knowledge for designing Azure Al solution by building a customer support chat Bot using
artificial intelligence from the Microsoft Azure platform including language understanding and prebuilt Al
functionality in the Azure Cognitive Services.
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Designing and Implementing an Azure Al Solution Course Overview
On this course, you will gain the necessary knowledge for designing Azure Al solution by building a customer
support chat Bot using artificial intelligence from the Microsoft Azure platform including language understanding
and pre-built Al functionality in the Azure Cognitive Services.
Is this the Right Course for You?
This course is aimed at Cloud Solution Architects, Azure artificial intelligence designers, and Al developers.
Good to know before you attend the class:
Successful Azure Al Engineers start this role with professional experience with cloud technologies, and experience
with software development kits.
Specifically:
® Implementing solutions in C# or Python
Application development in the cloud
Understanding Azure storage technologies
Course outline
Module 1: Introducing Azure Cognitive Services
The student will learn about the available Cognitive Services on Microsoft Azure and their role in architecting Al
solutions.
Lessons
® Overview of Azure Cognitive Services
Creating a Cognitive Service on the Azure Portal
Access and Test a Cognitive Service
Module 2: Creating Bots
The student will learn about the Microsoft Bot Framework and Bot Services.
Lessons
® Introducing the Bot Service
Creating a Basic Chat Bot
Testing with the Bot Emulator
Module 3: Enhancing Bots with Q&A Maker
The student will learn about the Q&A Maker and how to integrate Bots and Q&A Maker to build up a useful
knowledge base for user interactions.
Lessons
® Introducing Q&A Maker
Implement a Knowledge Base with Q&A Maker Integrate
Q&A with a Bot
Module 4: Learn How to Create Language Understanding Functionality with LUIS
The student will learn about Language Understanding with Intents and Utterances (LUIS) and how to create intents
and utterances to support a natural language processing solution.
Lessons
® Introducing Language Understanding
Create a new LUIS Service
Build LUIS
Module 5: Enhancing Your Bots with LUIS
The student will learn about integrating LUIS with a Bot to better understand the users’ intentions when interacting
with the Bot.
Lessons
® Overview of language understanding for Al applications
Integrate LUIS and Bot to create an Al-based solution
Module 6: Integrate Cognitive Services with Bots and Agents
The student will learn about integrating Bots and Agents with Azure Cognitive Services for advanced features such
as sentiment analysis, image and text analysis, and OCR and object detection.
Lessons
® Understand Cognitive Services for Bot Interactions
Perform Sentiment Analysis for your Bot with Text Analytics

: Detect Language in a Bot with the Language Cognitive Services Integrate
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Computer Vision with Bots

Do not hesitate to Contact Us or Live Chat if you have questions or concerns about Designing and
Implementing an Azure Al Solution Course.

Read More

SKU: 2607

Price: $2,085.00

AZURE AI-102 DESIGNING & IMPLEMENTING SOLUTION CERTIFICATION MICROSOFT AZURE Al
ENGINEER ASSOCIATE

This course is intended for software developers wanting to build Al infused applications that leverage Azure
Cognitive Services, Azure Cognitive Search, and Microsoft Bot Framework. The course will use C# or Python as the
programming language.
Al-102 DESIGNING AND IMPLEMENTING A
MICROSOFT AZURE Al SOLUTION
SKILLS GAINED
® Describe considerations for Al-enabled application development
Create, configure, deploy, and secure Azure Cognitive Services
Develop applications that analyze text
Develop speech-enabled applications
Create applications with natural language understanding capabilities
Q&A applications creation
Create conversational solutions with bots
Use computer vision services to analyze images and videos
Create custom computer vision models
Develop applications that detect, analyze, and recognize faces
Develop applications that read and process text in images and documents Create
intelligent search solutions for knowledge mining

DESIGNING AND IMPLEMENTING A MICROSOFT AZURE Al SOLUTION Al-102
This course is intended for software developers wanting to build Al infused applications that leverage Azure
Cognitive Services, Azure Cognitive Search, and Microsoft Bot Framework. The course will use C# or Python as the
programming language.
IS THIS DESIGNING AND IMPLEMENTING A MICROSOFT AZURE Al SOLUTION THE RIGHT CLASS FOR
YOu?
Software engineers concerned with building, managing and deploying Al solutions that leverage Azure
Cognitive Services, Azure Cognitive Search, and Microsoft Bot Framework. They are familiar with C# or Python and
have knowledge on using REST-based APIs to build computer vision, language analysis, knowledge mining,
intelligent search, and conversational Al solutions on Azure.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Before attending this course, students must have:
® Knowledge of Microsoft Azure and ability to navigate the Azure portal

Knowledge of either C# or Python

Familiarity with JSON and REST programming semantics
To gain C# or Python skills, complete the free Take your first steps with C# or Take your first steps with Python
learning path before attending the course.
COURSE OUTLINE
Module 1: Introduction to Al on Azure
Artificial Intelligence (Al) is increasingly at the core of modern apps and services. In this module, you'll learn about
some common Al capabilities that you can leverage in your apps, and how those capabilities are implemented in
Microsoft Azure. You'll also learn about some considerations for designing and implementing Al solutions
responsibly.
Lessons
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Introduction to Artificial Intelligence Artificial
Intelligence in Azure
After completing this module, students will be able to:
® Describe considerations for creating Al-enabled applications
Identify Azure services for Al application development
Module 2: Developing Al Apps with Cognitive Services
Cognitive Services are the core building blocks for integrating Al capabilities into your apps. In this module, you'll
learn how to provision, secure, monitor, and deploy cognitive services.
Lessons
® Getting Started with Cognitive Services
Using Cognitive Services for Enterprise Applications
Lab : Get Started with Cognitive Services
Lab : Manage Cognitive Services Security
Lab : Monitor Cognitive Services
Lab : Use a Cognitive Services Container
After completing this module, students will be able to:
® Provision and consume cognitive services in Azure
Manage cognitive services security
Monitor cognitive services
Use a cognitive services container
Module 3: Getting Started with Natural Language Processing
Natural Language processing (NLP) is a branch of artificial intelligence that deals with extracting insights from
written or spoken language. In this module, you'll learn how to use cognitive services to analyze and translate text.
Lessons
Analyzing Text
Translating Text
Lab : Translate Text
Lab : Analyze Text
After completing this module, students will be able to:
® Use the Text Analytics cognitive service to analyze text
Use the Translator cognitive service to translate text
Module 4: Building Speech-Enabled Applications
Many modern apps and services accept spoken input and can respond by synthesizing text. In this module, you'll
continue your exploration of natural language processing capabilities by learning how to build speech-enabled
applications.
Lessons
® Speech Recognition and Synthesis
Speech Translation
Lab : Recognize and Synthesize Speech
Lab : Translate Speech
After completing this module, students will be able to:
® Use the Speech cognitive service to recognize and synthesize speech
Use the Speech cognitive service to translate speech
Module 5: Creating Language Understanding Solutions
To build an application that can intelligently understand and respond to natural language input, you must define
and train a model for language understanding. In this module, you'll learn how to use the Language Understanding
service to create an app that can identify user intent from natural language input.
Lessons
® Creating a Language Understanding App
Publishing and Using a Language Understanding App
Using Language Understanding with Speech
Lab : Create a Language Understanding Client Application
Lab : Create a Language Understanding App
Lab : Use the Speech and Language Understanding Services
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After completing this module, students will be able to:
® Create a Language Understanding app
Create a client application for Language Understanding
Integrate Language Understanding and Speech
Module 6: Building a Q&A Solution
One of the most common kinds of interaction between users and Al software agents is for users to submit
questions in natural language, and for the Al agent to respond intelligently with an appropriate answer. In this
module, you'll explore how the Q&A Maker service enables the development of this kind of solution.
Lessons
® Creating a Q&A Knowledge Base
Publishing and Using a Question and Answer (Q&A) Knowledge Base
Lab : Create a Q&A Solution
After completing this module, students will be able to:
® Use Q&A Maker to create a knowledge base
Use a Q&A knowledge base in an app or bot
Module 7: Conversational Al and the Azure Bot Service
Bots are the basis for an increasingly common kind of Al application in which users engage in conversations with Al
agents, often as they would with a human agent. In this module, you'll explore the Microsoft Bot Framework and
the Azure Bot Service, which together provide a platform for creating and delivering conversational experiences.
Lessons
® Bot Basics
Implementing a Conversational Bot
Lab : Create a Bot with the Bot Framework SDK
Lab : Create a Bot with Bot Framework Composer
After completing this module, students will be able to:
® Use the Bot Framework SDK to create a bot
Use the Bot Framework Composer to create a bot
Module 8: Getting Started with Computer Vision
Computer vision is an area of artificial intelligence in which software applications interpret visual input from images
or video. In this module, you'll start your exploration of computer vision by learning how to use cognitive services
to analyze images and video.
Lessons
® Analyzing Images
Analyzing Videos
Lab : Analyze Video
Lab : Analyze Images with Computer Vision
After completing this module, students will be able to:
® Use the Computer Vision service to analyze images
Use Video Analyzer to analyze videos
Module 9: Developing Custom Vision Solutions
While there are many scenarios where pre-defined general computer vision capabilities can be useful, sometimes
you need to train a custom model with your own visual data. In this module, you'll explore the Custom Vision
service, and how to use it to create custom image classification and object detection models.
Lessons
® Image Classification
Object Detection
Lab : Classify Images with Custom Vision
Lab : Detect Objects in Images with Custom Vision
After completing this module, students will be able to:
® Use the Custom Vision service to implement image classification
Use the Custom Vision service to implement object detection
Module 10: Detecting, Analyzing, and Recognizing Faces
Facial detection, analysis, and recognition are common computer vision scenarios. In this module, you'll explore the
user of cognitive services to identify human faces.
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Lessons
® Detecting Faces with the Computer Vision Service Using the
Face Service
Lab : Detect, Analyze, and Recognize Faces
After completing this module, students will be able to:
® Detect faces with the Computer Vision service
Detect, analyze, and recognize faces with the Face service
Module 11: Reading Text in Images and Documents
Optical character recognition (OCR) is another common computer vision scenario, in which software extracts text
from images or documents. In this module, you'll explore cognitive services that can be used to detect and read
text in images, documents, and forms.
Lessons
® Reading text with the Computer Vision Service
Extracting Information from Forms with the Form Recognizer service
Lab : Read Text in Images
Lab : Extract Data from Forms
After completing this module, students will be able to:
® Use the Computer Vision service to read text in images and documents
Use the Form Recognizer service to extract data from digital forms
Module 12: Creating a Knowledge Mining Solution
Ultimately, many Al scenarios involve intelligently searching for information based on user queries. Al powered
knowledge mining is an increasingly important way to build intelligent search solutions that use Al to extract
insights from large repositories of digital data and enable users to find and analyze those insights.
Lessons
® Implementing an Intelligent Search Solution
Developing Custom Skills for an Enrichment Pipeline Creating a
Knowledge Store
Lab : Create a Custom Skill for Azure Cognitive Search
Lab : Create an Azure Cognitive Search solution
Lab : Create a Knowledge Store with Azure Cognitive Search
After completing this module, students will be able to:
® Create an intelligent search solution with Azure Cognitive Search
Implement a custom skill in an Azure Cognitive Search enrichment pipeline Use
Azure Cognitive Search to create a knowledge store

Related Courses:

Al-900 Microsoft Azure Al Fundamentals
AZ-104: Microsoft Azure Administrator
AZ-900 Microsoft Azure Fundamentals (2 Day)

Related Certifications:

Microsoft Certified: Azure Al Engineer Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure
Read More

SKU: 2410

Price: $2,595.00

AZURE Al MICROSOFT FUNDAMENTALS AI-900
Learn the concepts for artificial intelligence (Al), and Azure to support Al solutions.
YOU WILL LEARN:
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Describe Artificial Intelligence workloads and considerations
Fundamental principles of machine learning on Azure
Describe features of computer vision workloads on Azure
Natural Language Processing (NLP) workloads on Azure
And also, of conversational Al workloads on Azure
THIS AI-900 MICROSOFT AZURE Al FUNDAMENTALS AI-900 CERTIFICATION
This course is designed for candidates looking to demonstrate foundational-level knowledge of machine learning
(ML) and artificial intelligence (Al) concepts, and related Microsoft Azure services. In this course, you will learn how
to use Azure services to create machine learning, computer vision, natural language processing, and also on
conversational Al solutions through hands-on activities.
The course is intended for candidates with both technical and non-technical backgrounds. Data science and
software engineering experience are not required; however, some general programming knowledge or experience
would be beneficial.
IS THIS THE RIGHT COURSE FOR YOU?
This Azure Al Fundamentals course and exam are designed for anyone interested in learning about the types of
solution artificial intelligence (Al) makes possible, and the services on Microsoft Azure that you can use to create
them. You don’t need to have any experience of using Microsoft Azure before taking this course, but a basic level of
familiarity with computer technology and the Internet is assumed. Some of the concepts covered in the course
require a basic understanding of mathematics, such as the ability to interpret charts. The course includes hands-on
activities that involve working with data and running code, so a knowledge of fundamental programming principles
will be helpful.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Azure Al Fundamental students start with some basic awareness of computing and internet concepts,
and an interest in using Azure Al services.
Specifically:
® Experience using computers and the internet.
Interest in use cases for Al applications and machine learning models.
Lastly, a willingness to learn through hands-on exploration.
COURSE OUTLINE
Module 1: Introduction to Al
In this module, you'll learn about common uses of artificial intelligence (Al), and the different types of workload
associated with Al. You'll then explore considerations and principles for responsible Al development.
Lessons
® Artificial Intelligence in Azure Responsible
Al
After completing this module you will be able to:
Describe Artificial Intelligence workloads and considerations
Module 2: Machine Learning
Machine learning is the foundation for modern Al solutions. In this module, you'll learn about some fundamental
concepts, and how to use the Azure Machine Learning service to create and publish its models.
Lessons
® Introduction to Machine Learning Azure
Machine Learning
After completing this module you will be able to:
Describe fundamental principles of machine learning on Azure
Module 3: Computer Vision
Computer vision is a the area of Al that deals with understanding the world visually, through images, video files,
and cameras. In this module you'll explore multiple computer vision techniques and services.
Lessons
® Computer Vision Concepts Computer
Vision in Azure
After completing this module you will be able to:
Describe features of computer vision workloads on Azure
Module 4: Natural Language Processing
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This module describes scenarios for Al solutions that can process written and spoken language. You'll learn about
Azure services that can be used to build solutions. This Azure services also helps on analyzing text, recognizing and
synthesizing speech, translating between languages, and interpreting commands.
After completing this module you will be able to:

Describe features of Natural Language Processing (NLP) workloads on Azure
Module 5: Conversational Al
Conversational Al enables users to engage in a dialog with an Al agent, or bot, through communication channels
such as email, webchat interfaces, social media, and others. This module describes some basic principles for
working with bots and gives you an opportunity to create a bot that can respond intelligently to user questions
Lessons

® Conversational Al Concepts Conversational
Al in Azure

After completing this module you will be able to:

Describe features of conversational Al workloads on Azure

Related Courses:

Al-102 Designing and Implementing a Microsoft Azure Al Solution
AZ-104: Microsoft Azure Administrator

AZ-900 Microsoft Azure Fundamentals (2 Day)

Related Certifications:

Microsoft Certified: Azure Al Fundamentals

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure
Read More

SKU: 2608

Price: $695.00

MIGRATE OPEN SOURCE DATA WORKLOADS TO AZURE DP-070
This course will enable the students to understand Azure SQL Database, and educate the students on what is
required to migrate MySQL and PostgreSQL workloads to Azure SQL Database.
SKILLS GAINED
Migrate on-premises MySQL to Azure SQL DB for MySQL
Migrate on-premises PostgreSQL to Azure SQL DB for PostgreSQL

MIGRATE OPEN SOURCE DATA WORKLOADS TO AZURE DP-070 COURSE OVERVIEW
You will understand Azure SQL Database, and educate the students on what is required to migrate MySQL and
PostgreSQL workloads to Azure SQL Database.
IS THIS THE RIGHT COURSE FOR YOU?
This course is for database developers who plan to migrate their MySQL or Postgres DB workloads to Azure SQL DB.
Also MySQL/Postgres administrators to raise awareness of the features and benefits of Azure SQL DB. Will work for
Mongo DB.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful students start this role with a fundamental knowledge of cloud computing concepts and experience with
open source relational database management systems.
Specifically:

Working with PostgreSQL and/or MySQL

Using backup and recovery techniques with open source data SQL

administration

MIGRATE OPEN SOURCE DATA WORKLOADS TO AZURE DP-070 COURSE OUTLINE
Module 1: Migrate to Azure SQL DB for MySQL & PostgreSQL

This module describes the benefits and architecture of Azure SQL DB.

Lessons
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® 0SS databases overview

Common OSS database workloads
Customer challenges in migration
Lab : Creating source OSS databases
Installation of Postgres migration DB server
Installation of MySQL migration DB server
Backups / data dumps from Postgres / MySQL Restore
from data dumps
At the end of this module, the students will be able to:
® 0SS databases overview
Common OSS database workloads
Customer challenges in migration
Module 2: Migrate on-premises MySQL to Azure SQL DB for MySQL
This module describes the benefits and process of migrating MySQL workloads to Azure SQL DB Lessons
® Configure and Manage Azure SQL DB for MySQL
Migrate on-premises MySQL to SQL DB for MySQL
Application Migration
Post-migration considerations
Lab : Migrating MySQL DB Workloads to Azure SQL DB
Migrating MySQL DB Workloads to Azure SQL DB
Define Source and Target DBs
Perform Migration
Verify Migration
At the end of this module, the students will be able to:
¢ Configure and Manage Azure SQL DB for MySQL
Migrate on-premises MySQL to SQL DB for MySQL
Application Migration
Post-migration considerations
Module 3: Migrate on-premises PostgreSQL to Azure SQL DB for PostgreSQL
This module describes the benefits and process of migrating PostgreSQL DB workloads to Azure SQL DB Lessons
® Configure and Manage Azure SQL DB for PostgreSQL
Migrate on-premises MySQL to SQL DB for PostgreSQL
Application Migration
Post-migration considerations
Lab : Migrating PostgreSQL DB Workloads to Azure SQL DB
Configure Azure SQL DB for PostgreSQL
Define Source and Target DBs
Perform Migration
Verify Migration
At the end of this module, the students will be able to:
® Configure and Manage Azure SQL DB for PostgreSQL
Migrate on-premises MySQL to SQL DB for PostgreSQL
Application Migration
Post-migration considerations

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900
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Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Database Administrator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2606

Price: $695.00

QUERYING SQL DATA WITH MICROSOFT TRANSACT-SQL DP-080
This course will teach the basics of Microsoft's dialect of the standard SQL language: Transact-SQL.
YOU WILL LEARN:
® How to think in an structured way to easily write SQL - this works for: PL/SQL, ANSI SQL, T-SQL, SPL,
SQL/PSM, SQL PL
Use SQL Server query tools
Write SELECT statements to retrieve columns from one or more tables (Union)
Sort and filter selected data
Use built-in functions to returned data values
Create groups of data and aggregate the results
Lastly, Modify data with Transact-SQL using INSERT, UPDATE, DELETE and MERGE
QUERYING DATA WITH MICROSOFT
TRANSACT-SQL DP-080 - COURSE OVERVIEW
You will learn the basics of Microsoft's dialect of the standard SQL language: Transact-SQL. Learn querying and
modifying data in relational databases that are hosted in Microsoft SQL Server-based database systems which
covers Microsoft SQL Server, Azure SQL Database and, Azure Synapse Analytics.
IS THIS THE RIGHT COURSE FOR YOU?
This course can be valuable for anyone who needs to write basic SQL or Transact-SQL queries. This is for data
analyst, a data engineer, a data scientist, a database administrator or a database developer that is working with
data. It can also be useful for others peripherally involved with data, or wanting to learn more about working with
data such as solution architects, students and technology managers.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Azure Stack Hub students have prior experience with operating systems, virtualization, cloud
infrastructure, storage structures, and networking:
® Understanding of on-premises virtualization technologies, including VMs and virtual networking
Network configuration, including TCP/IP, Domain Name System (DNS), virtual private networks
(VPNs), firewalls, and encryption technologies
And also, of Active Directory concepts, including domains, forests, and domain controllers
QUERYING DATA WITH MICROSOFT
TRANSACT-SQL DP-080 COURSE OUTLINE
Module 1: Getting Started with Transact-SQL
In this module you will learn about the basics of the Transact-SQL (T-SQL) language, as well as general properties
and terminology of relational databases. This module will also introduce the basic SELECT statement for retrieving
data from a table.
Lessons
® Introduction to Transact-SQL
Using the SELECT statement
Lab : Get started with SQL Server query tools and writing queries in T-SQL
After completing this module, students will be able to:
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Using a query tool to write and execute queries in Transact-SQL
Understand the basic concepts of relational database and the T-SQL language
Write SELECT statements to retrieve data from a relational database table
Understand basic datatypes and how they are used
Lastly, understand the basics of NULL values
Module 2: Sorting and Filtering Query Results
You will learn how to control what data is returned and the order in which it is returned. You will also use the
ORDER BY clause, with and without paging and learn about various kinds of filters that can be used in the WHERE
clause to control which data rows are returned. Lastly, you will also learn how to manage the results by removing
duplicates with DISTINCT.
Lessons
® Sorting query results
Filtering the data
Lab : Sort and filter data returned by SELECT queries
After completing this module, students will be able to:
® Use ORDER BY to sort results from a T-SQL SELECT statement
Add a TOP clause to limit the ordered rows returned
Page the sorted data with OFFSET-FET
Write WHERE clauses to filter the rows returned
Lastly, use DISTINCT to eliminate duplicate rows in the results
Module 3: Using Joins and Subqueries
In this module, you will explore T-SQL queries which access data from multiple tables with various kinds of JOIN
operations and simple subqueries.
Lessons
® Using JOIN operations
Using subqueries
Lab : Write queries with JOIN operations Lab : Write
SELECT statements using subqueries
After completing this module, students will be able to:
® Write queries accessing data from multiple tables using JOIN operations
Understand the differences between type of JOIN operations: INNER JOIN, OUTER JOIN, CROSS JOIN
Understand how to join a table to itself with a self-join
Write subqueries within a SELECT statement
« Understand the difference between scalar and multi-valued subqueries
Lastly, understand the difference between correlated and self-contained subqueries
Module 4: Using Built-in Functions
In the module you will explore the use of built-in functions for returning computed or special values in the SELECT list
or in the WHERE clause. Functions include math functions, string functions and system functions. There are other
types of functions that will be mentioned, but will not be discuss in details. You will also learn how to combine rows
of data into a single group, providing summary information for the group such as SUM, MIN or MAX.
Lessons
® Getting started with scalar functions
Grouping aggregated results
Lab : Built-in functions
After completing this module, students will be able to:
® Write queries using scalar functions
Write queries using aggregate functions
Use GROUP BY to combine data into groups based on a common column value
Lastly, to understand how HAVING is used to filter groups of rows
Module 5: Modifying Data
In this module, you will learn the T-SQL statements for modifying table data. Which includes UPDATE, DELETE and
MERGE as well as various options for INSERT. And also, creating a new table with data from an existing table and
look at how to have the system automatically supply values for columns as the data is inserted.
Lessons
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Inserting data into tables

Modifying and deleting data
Lab : Modify data
After completing this module, students will be able to:

® Insert data into an existing table

Specify that a column should be automatically populating with an IDENTITY or a SEQUENCE value
Modify data using the UPDATE statement
Delete data using the DELETE statement
Lastly, modify data using MERGE to synchronize two tables

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900
Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Database Administrator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2705

Price: $1,390.00

ADMINISTERING RELATIONAL DATABASES ON MICROSOFT AZURE DP-300
Learn the skills and knowledge to administer a SQL Server databases for Cloud, On-Premises and hybrid databases
and support Cloud relational databases.
SKILLS GAINED
® Plan, deploy and configure Azure SQL offerings

Monitor database performance and tune a database and queries for optimum performance Plan and

configure a High Availability Solution
ADMINISTERING RELATIONAL DATABASES ON
MICROSOFT AZURE DP-300 - COURSE OVERVIEW
This course provides students with the knowledge and skills to administer a SQL Server database infrastructure for
cloud, on-premises and hybrid relational databases and who work with the Microsoft PaaS relational database
offerings. Additionally, it will be of use to individuals who develop applications that deliver content from SQL-based
relational databases.
IS THIS THE RIGHT COURSE FOR YOU?
This course is for data professionals managing data and databases who want to learn about administering the data
platform technologies that are available on Microsoft Azure. Also valuable for data architects and application
developers who need to understand what technologies are available for the data platform with Azure and how to
work with those technologies through applications.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Azure Database Administrators start this role with professional experience in database management and
technical knowledge of cloud technologies.
Specifically:

® Working with, maintaining, and developing with SQL Server
Experience with Azure, such as deploying and managing resources

180



ADMINISTERING RELATIONAL DATABASES ON
MICROSOFT AZURE DP-300 - COURSE OUTLINE
Module 1: The Role of the Azure Database Administrator
This module explores the role of a database administrator in the world of Azure. It also provides some foundational
information relevant to the overall content. This includes a review of the various SQL Serverbased options (SQL
Server in a VM, Managed Instances, and Azure SQL Database.) Students will learn why compatibility level is a crucial
concept when working with SQL databases in Azure. Students are also introduced to other database platforms
available on Azure in addition to those based on SQL Server, in particular PostgreSQL and MySQL
Lessons

® Azure Data Platform Roles
Azure Database Platforms and Options
SQL Server Compatibility Levels
Azure Preview Features
Lab : Using the Azure Portal and SQL Server Management Studio
Provision a SQL Server on an Azure Virtual Machine Connect to
SQL Server and Restore a Backup
After completing this module, students will:

® Understand the role of Azure Database Administrator as it fits in with other data platform roles
Be able to describe the key differences between the SQL Server-based database op
Be able to describe the difference between versions and compatibility levels Know how
to enable and disable preview features
Module 2: Plan and Implement Data Platform Resources
This module introduces methods for deploying data platform resources in Azure. You will learn about options for
both upgrading and migrating existing SQL databases to Azure. You will learn how to set up Azure resources to host
SQL Server on a Virtual Machine, a Managed Instance, Azure SQL Database and either PostgreSQL or MySQL. You
will learn how to determine which options are best based on specific requirements including the High Availability
and Disaster Recovery (HADR) needs. They will learn to calculate resource requirements and create templates for
their deployments.
Lessons

® Deploying SQL Server using laaS

Deploying SQL Server using Paa$S
Deploying Open Source Database Solutions on Azure

Lab : Deploying Azure SQL Database
Deploy a VM using an ARM template
Configure resources needed prior to creating a database
Deploy an Azure SQL Database
Register the Azure SQL Database instance in Azure Data Studio and validate connectivity
Deploy PostgreSQL or MySQL using a client tool to validate connectivity
After completing this module, students will:
Deploy resources using manual methods
Recommend an appropriate database offering based on requirements
Configure database resources
Evaluate and implement a strategy for moving a database to Azure
Module 3: Implement a Secure Environment
This module explores the practices of securing your SQL Server Database as well as an Azure SQL database. This
includes a review of the various SQL Server-based options as well as the various Azure options for securing Azure
SQL Database as well as the databases with reside within Azure SQL Database. . Students will lean why security is
crucial when working with databases. . Students are also introduced to other database platforms available on Azure
in addition to those based on SQL Server, in particular, Azure Database for MariaDB/MySQL/PostgreSQL
Lessons

® Configure Database Authentication
Configure Database Authorization
Implement Security for Data at Rest
Implement Security for Data in Transit
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Implement Compliance Controls for Sensitive Data
Lab : Implement a Secure Environment
Configure a server-based firewall rule using the Azure Portal
Authorize Access to Azure SQL Database with Azure Active Directory
Enable Advanced Data Security and Data Classification Manage
access to database objects
After completing this module, students will:
® Understand the differences between Windows, SQL Server and Azure Active Directory Authentication
Describe and configure both data-at-rest encryption solutions as well as data-in-transit encryption
Implement a data sensitivity solution
Module 4: Monitor and Optimize Operational Resources
This module will teach you about resource optimization for your databases created using either laaS or PaaS
services. The module also covers monitoring server and hardware resources. It will familiarize you with the various
tools available for monitoring performance and establishing a baseline. You will learn how to interpret performance
metrics for the most critical resources. You will also learn how to troubleshoot database performance using Azure
SQL Database Intelligent Insights.
Lessons
Baselines and Performance Monitoring
Major Causes of Performance Issues
Configuring Resources for Optimal Performance
User Database Configuration
Performance-related Maintenance Tasks
Lab : Monitor and Optimize Resources
Isolate CPU Problems
Use Query Store observe blocking problems Detect
and correct fragmentation issues
After completing this module, students will:
Monitor activity and compare to a baseline
Define maintenance tasks related to performance
Identify major causes of performance problems
Configure resources for optimal performance
Configure a user database for optimal performance
Module 5: Optimize Query Performance
Query execution plans are potentially the most important aspect of database performance. Improving bad plans is
certainly an area where a small amount of effort can bring huge improvements. While hardware issues can limit
query performance, improving hardware usually yields performance improvements in the 10-20% range, at most.
More commonly database administrators encounter queries that are not optimized, have stale or missing statistics,
have missing indexes, or poor database design choices that lead to the database engine doing more work than is
necessary to return results for a given query. Improving the plans can sometimes yield performance improvements
in the 100-200% range or even more, meaning that after improving a plan with better indexes or statistics, a query
could run twice or three times as fast! This module provides details on how to analyze individual query
performance and determine where improvements can be made.
Lessons
® Understanding SQL Server Query Plans
Explore Performance-based Database Design
Evaluate Performance Improvements
Lab : Query Performance Troubleshooting
® Identify issues with database design AdventureWorks2017
® Isolate problem areas in poorly performing queries in AdventureWorks2017
: Use Query Store to detect and handle regression in AdventureWorks2017 Use
query hints to impact performance in AdventureWorks2017
After completing this module, students will:
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Analyze query plans and identify problem areas
Evaluate potential query improvements
Review table and index design
Determine whether query or design changes have had a positive effect
Module 6: Automation of Tasks
A common goal for database administrators in many environments is to automate as many of their repetitive tasks.
This can be as simple as using scripting to automate a backup process, and as complex as building a fully automated
alerting system. This module provides details of automating tasks to simplify the DBA’s job. Methods include
scheduling tasks for regular maintenance jobs, as well as multiinstance administration and configuration of
notifications for task success or failure or non-completion.
Lessons
® Setting up Automatic Deployment
Defining Scheduled Tasks
Configuring Extended Events
Managing Azure PaaS resources Using Automated Methods
Lab : Automating Tasks
Deploy an Azure template from a Quickstart template on GitHub
Configure notifications based on performance metrics
Deploy an Azure Automation Runbook (or elastic job) to rebuild indexes on an Azure SQL Database
After completing this module, students will:
Deploy resources using automated deployment scripts
Create scheduled tasks
Create notifications and alerts
Configure automation for Paa$ services
Module 7: Plan and Implement a High Availability and Disaster Recovery Environment
Data must be available when the business needs it. That means the solutions hosting the data must be designed
with availability and recoverability in mind. Suppose you work for a company that sells widgets both in stores and
online. Your main application uses a highly transactional database for orders. What would happen if the server or
platform hosting the transactional database had a problem that made it unavailable or inaccessible for some
reason? What impact would it have on the business? If the right solution is put in place, the database would come
online in a reasonable timeframe with minimal effort, thus allowing business to continue with little-to-no impact.
This module and its associated lab cover configuring, testing, and managing a solution for high availability and
disaster recovery (HADR) in Azure, for both Infrastructure-as-a-Service (laaS) and Platform-as-a-Service (PaaS)
deployments. This module will not only cover basic requirements, but also the various options available to achieve
HADR.
Lessons
® High Availability and Disaster Recovery Strategies
laaS Platform and Database Tools for HADR
Paa$ Platform and Database Tools for HADR
Database Backup and Recovery
Lab : Plan and Implement a High Availability and Disaster Recovery Environment
Create an Always On Availability Group
Enable Geo-Replication for Azure SQL Database Backup to
URL and Restore from URL
After completing this module, students will understand:
® The difference between recovery time and recovery point objectives
The available HADR options for both laaS and PaaS
The considerations for planning and configuring HADR solutions including how backup and restore fi
The factors that comprise a HADR strategy
o How to configure a high availability solution via a hands-on lab

Related Courses:
DP-050 Migrating Application Workloads to Azure
DP-060 Migrate NoSQL workloads to Azure Cosmos DB
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DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB
DP-900 Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Database Administrator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 4400

Price: $2,595.00

DESIGNING AN AZURE DATA SOLUTION DP-201
Learn to design data platform solutions to enhance your business and technical requirements.
COURSE OVERVIEW DESIGNING AN AZURE DATA SOLUTION
In this course, the students will design various data platform technologies into solutions that are in line with
business and technical requirements. This can include on-premises, cloud, and hybrid data scenarios which
incorporate relational, NoSQL, or Data Warehouse data. They will also learn how to design process architectures
using a range of technologies for both streaming and batch data. The students will also explore how to design data
security, including data access, data policies, and standards. They will also design Azure data solutions, which
includes the optimization, availability, and disaster recovery of big data, batch processing, and streaming data
solutions.
IS THIS THE RIGHT COURSE FOR YOU?
The audience for this course is Data Professionals, Data Architects, and Business Intelligence
Professionals who want to learn about the data platform technologies that exist on Microsoft Azure. The secondary
audience for this course is individuals who develop applications that deliver content from the data platform
technologies that exist on Microsoft Azure.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful students start this course with knowledge of cloud computing and core data concepts and professional
experience with data solutions.
Specifically completing:

® AZ-900 - Azure Fundamentals

® DP-900 - Microsoft Azure Data Fundamentals

DP-200 — Implementing an Azure Data Solution

COURSE OUTLINE
Module 1: Data Platform Architecture Considerations
In this module, the students will learn how to design and build secure, scalable, and performant solutions in Azure
by examining the core principles found in every good architecture. They will learn how using key principles
throughout architecture, regardless of technology choice, can help you design, build, and continuously improve the
architecture for an organization's benefit.
Lessons

® Core Principles of Creating Architectures
Design with Security in Mind
Performance and Scalability
Design for availability and recoverability
o Design for efficiency and operations Case

Study
Lab : Case Study
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Design with security in mind
Consider performance and scalability
Design for availability and recoverability Design
for efficiency and operations
After completing this module, students will be able to:
® Design with security in mind
Consider performance and scalability
Design for availability and recoverability
Design for efficiency and operations
Module 2: Azure Batch Processing Reference Architectures
In this module, students will learn the reference design and architecture patterns for dealing with the batch
processing of data. The student will be exposed to dealing with the movement of data from on-premises systems
into a cloud data warehouse and how it can be automated. The students will also be exposed to an Al architecture
and how the data platform can integrate with an Al solution.
Lessons
® Lambda architectures from a Batch Mode Perspective
Design an Enterprise Bl solution in Azure
Automate enterprise Bl solutions in Azure
Architect an Enterprise-grade Conversational Bot in Azure
Lab : Architect an Enterprise-grade Conversational Bot in Azure
Designing an Enterprise Bl solution in Azure
Automate an Enterprise Bl solution in Azure
Automate an Enterprise Bl solution in Azure
After completing this module, students will be able to:
® Understand the core principles of creating architectures
Describe Lambda architectures from a Batch Mode Perspective

° Design an Enterprise Bl solution in Azure

* Automate enterprise Bl solutions in Azure
Architect an Enterprise-grade conversational bot in Azure
Module 3: Azure Real-Time Reference Architectures
In this module, the students will learn the reference design and architecture patterns for dealing with streaming
data. Students will learn how streaming data can be ingested by Event Hubs and Stream Analytics to deliver real-
time analysis of data. They will also explore a data science architecture that streams data into Azure Databricks to
perform trend analysis. And finally, learn how an Internet of Things (IoT) architecture will require data platform
technologies to store data.
Lessons
® Describe Lambda architectures for a Real-Time Perspective
Architect a stream processing pipeline with Azure Stream Analytics
Design a stream processing pipeline with Azure Databricks
Create an Azure loT reference architecture
Lab : Azure Real-Time Reference Architectures
Architect a stream processing pipeline with Azure Stream Analytics
Design a stream processing pipeline with Azure Databricks Create an
Azure loT reference architecture
After completing this module, students will be able to:
Describe Lambda architectures for a Real-Time Mode Perspective
Architect a stream processing pipeline with Azure Stream Analytics
Design a stream processing pipeline with Azure Databricks
Create an Azure loT reference architecture
Module 4: Data Platform Security Design Considerations
In this module, the students will learn how to incorporate security into an architecture design and learn the key
decision points in Azure provided to help create a secure environment through all the layers of architecture.
Lessons
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Defense in Depth Security Approach
Identity Management
Infrastructure Protection
Encryption Usage
« Network Level Protection
Application Security
Lab : Data Platform Security Design Considerations
Defense in Depth Security Approach Identity
Protection
After completing this module, students will understand the following:
® Defense in Depth Security Approach
Identity Management
Infrastructure Protection
Encryption Usage
« Network Level Protection
Application Security
Module 5: Designing for Resiliency and Scale
In this module, students will learn scaling services to handle load. They will learn how identifying network
bottlenecks and optimizing storage performance are important to ensure users have the best experience. They will
also learn how to handle infrastructure and service failure, recover from the loss of data, and recover from a
disaster by designing availability and recoverability into the architecture.
Lessons
® Adjust Workload Capacity by Scaling
Optimize Network Performance
Design for Optimized Storage and Database Performance
Identify Performance Bottlenecks
Design a Highly Available Solution
Incorporate Disaster Recovery into Architectures
Design Backup and Restore strategies
Lab : Designing for Resiliency and Scale
Adjust Workload Capacity by Scaling
Design for Optimized Storage and Database Performance
Design a Highly Available Solution
Incorporate Disaster Recovery into Architectures
After completing this module, students will be able to:
® Adjust Workload Capacity by Scaling
Optimize Network Performance
Design for Optimized Storage and Database Performance
Identify Performance Bottlenecks
Design a Highly Available Solution
Incorporate Disaster Recovery into Architectures
Design Backup and Restore strategies
Module 6: Design for Efficiency and Operations
In this module, students will learn how to design an Azure architecture that is operationally-efficient and minimizes
costs by reducing spend and they will understand how to design architectures that eliminate waste and gives them
full visibility into what is being utilized in the organization's Azure environment.
Lessons
® Maximizing the Efficiency of your Cloud Environment
Use Monitoring and Analytics to Gain Operational Insights
Use Automation to Reduce Effort and Error
Lab : Design for Efficiency and Operations
Maximize the Efficiency of your Cloud Environment
Use Monitoring and Analytics to Gain Operational Insights Use
Automation to Reduce Effort and Error
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After completing this module, students will be able to:
® Maximize the Efficiency of your Cloud Environment
Use Monitoring and Analytics to Gain Operational Insights
Use Automation to Reduce Effort and Error

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900
Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Data Engineer Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More
SKU: 2601
Price: $1,390.00

AZURE DATA SOLUTIONS FOR DATA ARCHITECTS, DATA SCIENTIST AND BUSINESS INTELLIGENCE
PROFESSIONALS. BIG DATA AND RELATIONAL DP-200

In this course, the students will implement various data platform technologies into solutions that are in line with
business and technical requirements including on-premises, cloud, and hybrid data scenarios incorporating both
relational and No-SQL data.
COURSE OVERVIEW
In this course, the students will implement various data platform technologies into solutions that are in line with
business and technical requirements including on-premises, cloud, and hybrid data scenarios incorporating both
relational and No-SQL data. They will also learn how to process data using a range of technologies and languages
for both streaming and batch data.
The students will also explore how to implement data security including authentication, authorization, data policies
and standards. They will also define and implement data solution monitoring for both the data storage and data
processing activities. Finally, they will manage and troubleshoot Azure data solutions which includes the
optimization and disaster recovery of big data, batch processing and streaming data solutions.
IS THIS THE RIGHT COURSE FOR YOU?
The primary audience for this course is data professionals, data architects, and business intelligence professionals
who want to learn about the data platform technologies that exist on Microsoft Azure.
The secondary audience for this course is individuals who develop applications that deliver content from the data
platform technologies that exist on Microsoft Azure.
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful students start this course with knowledge of cloud computing and core data concepts and professional
experience with data solutions.
Specifically completing:

® AZ-900 - Azure Fundamentals

® DP-900 - Microsoft Azure Data Fundamentals
COURSE OUTLINE
Module 1: Azure for the Data Engineer
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This module explores how the world of data has evolved and how cloud data platform technologies are providing
new opportunities for businesses to explore their data in different ways. The students will gain an overview of the
various data platform technologies that are available and how a Data Engineer's role and responsibilities has
evolved to work in this new world to an organization's benefit.
Lessons
® Explain the evolving world of data
Survey the services in the Azure Data Platform
Identify the tasks that are performed by a Data Engineer
Describe the use cases for the cloud in a Case Study
Lab : Azure for the Data Engineer
Identify the evolving world of data
Determine the Azure Data Platform Services
Identify tasks to be performed by a Data Engineer Finalize the
data engineering deliverables
After completing this module, students will be able to:
® Explain the evolving world of data
Survey the services in the Azure Data Platform
Identify the tasks that are performed by a Data Engineer
Describe the use cases for the cloud in a Case Study
Module 2: Working with Data Storage
This module teaches the variety of ways to store data in Azure. The students will learn the basics of storage
management in Azure, how to create a Storage Account, and how to choose the right model for the data want to be
stored in the cloud. They will also understand how Data Lake storage can be created to support a wide variety of
big data analytics solutions with minimal effort.
Lessons
® Choose a data storage approach in Azure
Create an Azure Storage Account
Explain Azure Data Lake storage
Upload data into Azure Data Lake
Lab : Working with Data Storage
® Choose a data storage approach in Azure
Create a Storage Account
Explain Data Lake Storage
Upload data into Data Lake Store
After completing this module, students will be able to:
® Choose a data storage approach in Azure
Create an Azure Storage Account
Explain Azure Data Lake Storage
Upload data into Azure Data Lake
Module 3: Enabling Team Based Data Science with Azure Databricks
This module introduces students to Azure Databricks and how a Data Engineer works with it to enable an
organization to perform Team Data Science projects. They will learn the fundamentals of Azure Databricks and
Apache Spark notebooks; how to provision the service and workspaces; and how to perform data preparation task
that can contribute to the data science project.
Lessons
Explain Azure Databricks
Work with Azure Databricks
Read data with Azure Databricks
Perform transformations with Azure Databricks
Lab : Enabling Team Based Data Science with Azure Databricks
® Explain Azure Databricks
Work with Azure Databricks
* Read data with Azure Databricks

[ ]
Perform transformations with Azure Databricks
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After completing this module, students will be able to:
Explain Azure Databricks
Work with Azure Databricks
Read data with Azure Databricks
Perform transformations with Azure Databricks
Module 4: Building Globally Distributed Databases with Cosmos DB
In this module, students will learn how to work with NoSQL data using Azure Cosmos DB. They will learn how to
provision the service, how they can load and interrogate data in the service using Visual Studio Code extensions,
and the Azure Cosmos DB .NET Core SDK. They will also learn how to configure the availability options so that users
are able to access the data from anywhere in the world.
Lessons
® Create an Azure Cosmos DB database built to scale
Insert and query data in your Azure Cosmos DB database
Build a .NET Core app for Cosmos DB in Visual Studio Code
Distribute data globally with Azure Cosmos DB
Lab : Building Globally Distributed Databases with Cosmos DB
Create an Azure Cosmos DB
Insert and query data in Azure Cosmos DB
Build a .Net Core App for Azure Cosmos DB using VS Code Distribute data
globally with Azure Cosmos DB
After completing this module, students will be able to:
® Create an Azure Cosmos DB database built to scale
Insert and query data in your Azure Cosmos DB database
Build a .NET Core app for Azure Cosmos DB in Visual Studio Code
Distribute data globally with Azure Cosmos DB
Module 5: Working with Relational Data Stores in the Cloud
In this module, students will explore the Azure relational data platform options, including SQL Database and SQL
Data Warehouse. The students will be able explain why they would choose one service over another, and how to
provision, connect, and manage each of the services.
Lessons
® Use Azure SQL Database
Describe Azure SQL Data Warehouse
Creating and Querying an Azure SQL Data Warehouse
Use PolyBase to Load Data into Azure SQL Data Warehouse
Lab : Working with Relational Data Stores in the Cloud
Use Azure SQL Database
Describe Azure SQL Data Warehouse
Creating and Querying an Azure SQL Data Warehouse
Use PolyBase to Load Data into Azure SQL Data Warehouse
After completing this module, students will be able to:
® Use Azure SQL Database
Describe Azure Data Warehouse
Create and Query an Azure SQL Data Warehouse
Use PolyBase to Load Data into Azure SQL Data Warehouse
Module 6: Performing Real-Time Analytics with Stream Analytics
In this module, students will learn the concepts of event processing and streaming data and how this applies to
Events Hubs and Azure Stream Analytics. The students will then set up a stream analytics job to stream data and
learn how to query the incoming data to perform analysis of the data. Finally, they will learn how to manage and
monitor running jobs.
Lessons
® Explain data streams and event processing Data
Ingestion with Event Hubs
Processing Data with Stream Analytics Jobs
Lab : Performing Real-Time Analytics with Stream Analytics
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® Explain data streams and event processing Data

Ingestion with Event Hubs
Processing Data with Stream Analytics Jobs
After completing this module, students will:
® Be able to explain data streams and event processing
Understand Data Ingestion with Event Hubs
Understand Processing Data with Stream Analytics Jobs
Module 7: Orchestrating Data Movement with Azure Data Factory
In this module, students will learn how Azure Data Factory can be used to orchestrate the data movement and
transformation from a wide range of data platform technologies. They will be able to explain the capabilities of the
technology and be able to set up an end to end data pipeline that ingests and transforms data.
Lessons
® Explain how Azure Data Factory works
Azure Data Factory Components
Azure Data Factory and Databricks
Lab : Orchestrating Data Movement with Azure Data Factory
® Explain how Data Factory Works
Azure Data Factory Components
Azure Data Factory and Databricks
After completing this module, students will:
Understand Azure Data Factory and Databricks
Understand Azure Data Factory Components
Be able to explain how Azure Data Factory works
Module 8: Securing Azure Data Platform
In this module, students will learn how Azure provides a multi-layered security model to protect data. The students
will explore how security can range from setting up secure networks and access keys, to defining permission, to
monitoring across a range of data stores.
Lessons
An introduction to security
Key security components
Securing Storage Accounts and Data Lake Storage
Data Stores
And also, Streaming Data
Lab : Securing Azure Data Platform
An introduction to security
Key security components
Securing Storage Accounts and Data Lake Storage
Data Stores
And also, Streaming Data
After completing this module, students will:
® Have an introduction to security
Understand key security components
Securing Storage Accounts and Data Lake Storage, Data Stores and Streaming Data
Module 9: Monitoring and Troubleshooting Data Storage and Processing
In this module, the students will get an overview of the range of monitoring capabilities that are available to
provide operational support should there be issue with a data platform architecture. They will explore the common
data storage and data processing issues. Finally, disaster recovery options are revealed to ensure business
continuity.
Lessons
Explain the monitoring capabilities available
Troubleshoot common data storage issues and processing issues
Manage disaster recovery
Lab : Monitoring and Troubleshooting Data Storage and Processing
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Explain the monitoring capabilities that are available
Troubleshoot common data storage issues and processing issues
Manage disaster recovery

Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB DP-900
Microsoft Azure Data Fundamentals

Related Certifications:

Microsoft Certified: Azure Data Engineer Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More
SKU: 2604
Price: $2,085.00

ANALYZING GOVERNMENT DATA WITH MICROSOFT POWER BI DA-100

This course will discuss the various methods and best practices that are in line with business and technical
requirements for modeling, visualizing, and analyzing data with Power BI.

COURSE DESCRIPTION ANALYZING
GOVERNMENT DATA WITH MICROSOFT POWER BI
This course will discuss the various methods and best practices for modeling, visualizing, and analyzing data with
Power BI. Attendees will access and process data from a range of data sources including both relational and non-
relational data.
Explore how to implement proper security standards and policies across the Power Bl spectrum including datasets
and groups. Manage and deploy reports and dashboards for sharing and content distribution. Attendees will build
paginated reports within the Power Bl service and publish them to a workspace for inclusion within Power BI.
IS THIS THE RIGHT COURSE FOR YOU?
The audience for this course are data professionals and business intelligence professionals who want to learn how
to accurately perform data analysis using Power BI. This course is also targeted toward those individuals who
develop reports that visualize data from the data platform technologies that exist on both in the cloud and on-
premises.
SKILLS GAINED

® Ingest, clean, and transform data
Model data for performance and scalability
Design and create reports for data analysis
Apply and perform advanced report analytics

e« Manage and share report assets

Create paginated reports in Power Bl
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
In addition to their professional experience, students who take this training should have technical knowledge
equivalent to the information found in the Azure Fundamentals course. Specifically:
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Understanding core data concepts.
Knowledge of working with relational data in the cloud.
Non-relational data in the cloud.
And also, of data analysis and visualization concepts.
Course Outline
Module 1: Get Started with Microsoft Data Analytics
This module explores the different roles in the data space, outlines the important roles and responsibilities of a
Data Analysts, and then explores the landscape of the Power Bl portfolio.
Lessons
® Data Analytics and Microsoft
Getting Started with Power Bl
Lab : Getting Started
Getting Started
After completing this module, you will be able to:
® Explore the different roles in data
Identify the tasks that are performed by a data analyst
* Describe the Power Bl landscape of products and services Use the
Power Bl service
Module 2: Prepare Data in Power Bl
This module explores identifying and retrieving data from various data sources. You will also learn the options for
connectivity and data storage, and understand the difference and performance implications of connecting directly
to data vs. importing it.
Lessons
® Get data from various data sources
Optimize performance
Resolve data errors
Lab : Preparing Data in Power Bl Desktop
Prepare Data
After completing this module, you will be able to:
® Identify and retrieve data from different data sources
Understand the connection methods and their performance implications
Optimize query performance
Resolve data import errors
Module 3: Clean, Transform, and Load Data in Power Bl
This module teaches you the process of profiling and understanding the condition of the data. They will learn how
to identify anomalies, look at the size and shape of their data, and perform the proper data cleaning and
transforming steps to prepare the data for loading into the model.
Lessons
® Data shaping
Enhance the data structure
Data Profiling
Lab : Transforming and Loading Data
Loading Data
After completing this module, students will be able to:
® Apply data shape transformations
Enhance the structure of the data
Profile and examine the data
Module 4: Design a Data Model in Power BI
This module teaches the fundamental concepts of designing and developing a data model for proper performance
and scalability. This module will also help you understand and tackle many of the common data modeling issues,
including relationships, security, and performance.
Lessons
® Introduction to data modeling
Working with tables
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Dimensions and Hierarchies
Lab : Data Modeling in Power Bl Desktop
Create Model Relationships
Configure Tables
Review the model interface
Create Quick Measures
Lab : Advanced Data Modeling in Power Bl Desktop
® Configure many-to-many relationships Enforce
row-level security
After completing this module, you will be able to:
Understand the basics of data modeling
Define relationships and their cardinality
Implement Dimensions and Hierarchies
Create histograms and rankings
Module 5: Create Measures using DAX in Power BI
This module introduces you to the world of DAX and its true power for enhancing a model. You will learn about
aggregations and the concepts of Measures, calculated columns and tables, and Time Intelligence functions to solve
calculation and data analysis problems.
Lessons
® Introduction to DAX
® DAX context
Advanced DAX
Lab : Introduction to DAX in Power Bl Desktop
® Create calculated tables and columns
Create measures
Lab : Advanced DAX in Power Bl Desktop
® Use the CALCULATE() function to manipulate filter context use
Time Intelligence functions
After completing this module, you will be able to:
® Understand DAX
Use DAX for simple formulas and expressions
Create calculated tables and measures
Build simple measures
Work with Time Intelligence and Key Performance Indicators
Module 6: Optimize Model Performance
In this module you are introduced to steps, processes, concepts, and data modeling best practices necessary to
optimize a data model for enterprise-level performance.
Lessons
® Optimize the model for performance
Optimize Direct Query Models
Create and manage Aggregations
After completing this module, you will be able to:
® Understand the importance of variables
Enhance the data model
Optimize the storage model
Implement aggregations
Module 7: Create Reports
This module introduces you to the fundamental concepts and principles of designing and building a report,
including selecting the correct visuals, designing a page layout, and applying basic but critical functionality. The
important topic of designing for accessibility is also covered.
Lessons
® Design a report
Enhance the report
Lab : Designing a report in Power Bl
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® Create a live connection in Power Bl Desktop

Design a report
Configure visual fields and format properties
Lab : Enhancing Power Bl reports with interaction and formatting
® Create and configure Sync Slicers
® Create a drill through page
: Apply conditional formatting Create
and use Bookmarks
After completing this module, you will be able to:
® Design a report page layout
Select and add effective visualizations
: Add basic report functionality
« Add report navigation and interactions
« Improve report performance
Design for accessibility
Module 8: Create Dashboards
In this module you will learn how to tell a compelling story through the use of dashboards and the different
navigation tools available to provide navigation. You will be introduced to features and functionality and how to
enhance dashboards for usability and insights.
Lessons
® Create a Dashboard
Real-time Dashboards
Enhance a Dashboard
Lab : Designing a report in Power Bl Desktop - Part 1
Create a Dashboard
Pin visuals to a Dashboard
Configure a Dashboard tile alert
Use Q&A to create a dashboard tile
After completing this module, students will be able to:
® Create a Dashboard
Understand real-time Dashboards
Enhance Dashboard usability
Module 9: Create Paginated Reports in Power BI
This module will teach you about paginated reports, including what they are how they fit into Power BI. You will
then learn how to build and publish a report.
Lessons
® Paginated report overview
Create Paginated reports
Lab : Creating a Paginated report
Use Power Bl Report Builder
Design a multi-page report layout
Define a data source
Define a dataset
Create a report parameter Export
a report to PDF
After completing this module, you will be able to:
® Explain paginated reports
Create a paginated report
Create and configure a data source and dataset
Work with charts and tables
Publish a report
Module 10: Perform Advanced Analytics
This module helps you apply additional features to enhance the report for analytical insights in the data, equipping
you with the steps to use the report for actual data analysis. You will also perform advanced analytics using Al
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visuals on the report for even deeper and meaningful data insights.
Lessons
¢ Advanced Analytics
Data Insights through Al visuals
Lab : Data Analysis in Power Bl Desktop
Create animated scatter charts
Use the visual to forecast values
Work with Decomposition Tree visual And
also, with the Key Influencers visual
After completing this module, you will be able to:
® Explore statistical summary
Use the Analyze feature
Identify outliers in data
Conduct time-series analysis
o Use the Al visuals
And also, Advanced Analytics custom visual
Module 11: Create and Manage Workspaces
This module will introduce you to Workspaces, including how to create and manage them. You will also learn how
to share content, including reports and dashboards, and then learn how to distribute an App.
Lessons
® Creating Workspaces
Sharing and Managing Assets
Lab : Publishing and Sharing Power Bl Content
Map security principals to dataset roles
Share a dashboard
Lastly, Publish an App
After completing this module, you will be able to:
® Create and manage a workspace
Understand workspace collaboration
* Monitor workspace usage and performance
Lastly, Distribute an App
Module 12: Manage Datasets in Power Bl
In this module you will learn the concepts of managing Power Bl assets, including datasets and workspaces. You will
also publish datasets to the Power Bl service, then refresh and secure them. Lessons
® Parameters Datasets
After completing this module, you will be able to:
Create and work with parameters
Manage datasets
Configure dataset refresh
Lastly, Troubleshoot gateway connectivity
Module 13: Row-level security
This module teaches you the steps for implementing and configuring security in Power Bl to secure Power Bl assets.
Lessons
Security in Power Bl
After completing this module, you will be able to:
® Understand the aspects of Power Bl security
Configure row-level security roles and group memberships

Related Courses:

PL-100 Microsoft Power Platform App Maker

PL-200 Microsoft Power Platform Functional Consultant
PL-600 Microsoft Power Platform Solution Architect
PL-400 Microsoft Power Platform Developer

PL-900 Microsoft Power Platform Fundamentals
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Power Platform-PowerApps & Power Automate Development Combo Class (PL-900 and PL-400)

Related Certifications:
Microsoft Certified: Data Analyst Associate

Learning Paths
Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2301

Price: $2,595.00

MICROSOFT AZURE DATABASE AND CLOUD CONCEPTS DATA SCIENCE, DATABASE

ADMINISTRATOR, DATABASE DEVELOPER FUNDAMENTALS DP-900
In this course, students will learn the fundamentals of database concepts in a cloud environment, get basic skilling
in cloud data services, and build their foundational knowledge of cloud data services within Microsoft Azure.
YOU WILL LEARN:
® Describe core data concepts in Azure
®* Explain concepts of relational data in Azure
: Explain concepts of non-relational data in Azure
Lastly, Identify components of a modern data warehouse in Azure
AZURE DATABASE AND CLOUD CONCEPTS
DATA SCIENCE, DATABASE ADMINISTRATOR,
DATABASE DEVELOPER FUNDAMENTALS DP-900 - COURSE OVERVIEW
In this course, students will learn the fundamentals of database concepts in a cloud environment, get basic skilling
in cloud data services, and build their foundational knowledge of cloud data services within Microsoft Azure.
Students will also identify and describe core data concepts such as relational, nonrelational, big data, and analytics,
and explore how this technology is implemented with Microsoft Azure.
Roles, tasks, and responsibilities in the world of data will also be explored, including relational data offerings,
provisioning and deploying relational databases, and querying relational data through cloud data solutions with
Microsoft Azure. They will also explore non-relational data offerings, provisioning and deploying non-relational
databases, and non-relational data stores with Microsoft Azure. Students will also learn about the processing
options available for building data analytics solutions in Azure. They will explore Azure Synapse Analytics, Azure
Databricks, and Azure HDInsight and will know what Power Bl is, including its building blocks and how they work
together.
IS THIS THE RIGHT COURSE FOR YOU?
The audience for this course is individuals who want to learn the fundamentals of database concepts in a cloud
environment, get basic skilling in cloud data services, and build their foundational knowledge of cloud data services
within Microsoft Azure.
GOOD TO KNOW BEFORE CLASS:
Understanding of Azure Data Fundamentals and basic awareness of computing and Internet concepts, and an
interest in extracting insights from data.
Specifically:
® Experience using a web browser, such as Microsoft Edge.
Familiarity with basic data-related concepts, such as working with tables of data in a spreadsheet and
visualizing data using charts.
Lastly, willingness to learn through hands-on exploration.
AZURE DATABASE AND CLOUD CONCEPTS
DATA SCIENCE, DATABASE ADMINISTRATOR,
DATABASE DEVELOPER FUNDAMENTALS DP-900 - COURSE OUTLINE
Module 1: Explore core data concepts
Students will learn the fundamentals of database concepts in a cloud environment, get basic skilling in cloud data
services, and build their foundational knowledge of cloud data services within Microsoft Azure. Students will
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identify and describe core data concepts such as relational, non-relational, big data, and analytics, and explore how
this technology is implemented with Azure. Students will explore the roles, tasks, and responsibilities in the world
of data.
Lessons
® Explore core data concepts
Explore roles and responsibilities in the world of data
Describe concepts of relational data
Explore concepts of non-relational data Explore
concepts of data analytics
After completing this module, students will be able to:
® Show foundational knowledge of cloud data services within Azure
Identify and describe core data concepts such as relational, non-relational, big data, and analytics Explain
how this technology is implemented with Azure
Module 2: Explore relational data in Azure
Students will learn the fundamentals of database concepts in a cloud environment, get basic skilling in cloud data
services, and build their foundational knowledge of cloud data services within Microsoft Azure. Students will
explore relational data offerings, provisioning and deploying relational databases, and querying relational data
through cloud data solutions with Azure.
Lessons
® Explore relational data services in Azure
Explore provisioning and deploying relational database services in Azure Query
relational data in Azure
After completing this module, students will be able to:
® Describe relational data services on Azure
Explain provisioning and deploying relational databases on Azure
Query relational data through cloud data solutions in Azure
Module 3: Explore non-relational data in Azure
Students will learn the fundamentals of database concepts in a cloud environment, get basic skilling in cloud data
services, and build their foundational knowledge of cloud data services within Azure. Students will explore non-
relational data services, provisioning and deploying non-relational databases, and nonrelational data stores with
Microsoft Azure.
Lessons
® Explore non-relational data services in Azure
Explore provisioning and deploying non-relational data services on Azure Manage non-
relational data stores in Azure
After completing this module, students will be able to:
® Describe non-relational data services on Azure
Explain provisioning and deploying non-relational databases on Azure Describe
non-relational data stores on Azure
Module 4: Explore modern data warehouse analytics in Azure
Students will learn the fundamentals of database concepts in a cloud environment, get basic skilling in cloud data
services, and build their foundational knowledge of cloud data services within Azure. Students will explore the
processing options available for building data analytics solutions in Azure. Students will explore Azure Synapse
Analytics, Azure Databricks, and Azure HDInsight. Students will learn what Power Bl is, including its building blocks
and how they work together.
Lessons
® Examine components of a modern data warehouse
Explore large-scale data analytics
Get started building with Power BI
After completing this module, students will be able to:
® Describe processing options available for building data analytics solutions in Azure
Describe Azure Synapse Analytics, Azure Databricks, and Azure HDInsight
Explain what Microsoft Power Bl is, including its building blocks and how they work together
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Related Courses:

DP-050 Migrating Application Workloads to Azure

DP-060 Migrate NoSQL workloads to Azure Cosmos DB

DP-080 Querying Data with Microsoft Transact-SQL

DP-090 Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100 Designing and Implementing a Data Science solution on Azure

DP-203 Data Engineering on Microsoft Azure

DP-300 Administering Relational Databases on Microsoft Azure

DP-420 Designing and Implementing Cloud-Native Applications Using Microsoft Azure Cosmos DB

Related Certifications:

Microsoft Certified: Azure Database Administrator Associate

Learning Paths

Credly & Job Opportunities

Contact Us or Live Chat if you have questions or concerns about Microsoft Azure Architect Technologies
Course.

Read More

SKU: 2605

Price: $2,595.00

ANALYZING DATA WITH POWER BI DA-100
This course will discuss the various methods and best practices that are in line with business and technical
requirements for modeling, visualizing, and analyzing data with Power BI
COURSE OVERVIEW
This course will discuss the various methods and best practices that are in line with business and technical
requirements for modeling, visualizing, and analyzing data with Power BI. The course will also show you how to
access and process data from a range of data sources including both relational and nonrelational data's. This course
will also explore how to implement proper security standards and policies across the Power Bl spectrum including
datasets and groups. This will also discuss how to manage and deploy reports and dashboards for sharing and
content distribution. Finally, this will show how to build paginated reports within the Power Bl service and publish
them to a workspace for inclusion within Power BI.
IS THIS THE RIGHT COURSE FOR YOU?
The audience for this course are data professionals and business intelligence professionals particularly, looking to
learn how they can accurately perform data analysis using Power Bl. This course also targeted people developing
reports that visualize data from the data platform technologies existing on both the cloud and on-premises.
SKILLS GAINED

® Ingest, clean, and transform data
Model data for performance and scalability
Design and create reports for data analysis
Apply and perform advanced report analytics

o Manage and share report assets

Lastly, Create paginated reports in Power B
GOOD TO KNOW BEFORE YOU ATTEND THE CLASS:
Successful Data Analysts start this role with experience of working with data in the cloud.
Specifically:

® Understanding core data concepts and knowledge of data analysis and visualization concepts. Knowledge of

working with relational and non-relational data particularly, on the cloud.

COURSE OUTLINE
Module 1: Get Started with Microsoft Data Analytics
This module explores the different roles in the data space, outlines the important roles and responsibilities of a
Data Analysts, and then explores the landscape of the Power Bl portfolio.
Lessons

® Data Analytics and Microsoft

Getting Started with Power Bl
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Lab : Getting Started
Getting Started
After completing this module, you will be able to:
® Explore the different roles in data
Identify the tasks that are performed by a data analyst
Describe the Power Bl landscape of products and services Use the
Power Bl service
Module 2: Prepare Data in Power Bl
This module explores identifying and retrieving data from various data sources. You will also learn the options for
connectivity and data storage, and understand the difference and performance implications of connecting directly
to data vs. importing it.
Lessons
® Get data from various data sources
Optimize performance
Resolve data errors
Lab : Preparing Data in Power Bl Desktop
Prepare Data
After completing this module, you will be able to:
Identify and retrieve data from different data sources
Understand the connection methods and their performance implications
Optimize query performance
Resolve data import errors
Module 3: Clean, Transform, and Load Data in Power Bl
This module teaches you the process of profiling and understanding the condition of the data. They will learn how
to identify anomalies, look at the size and shape of their data, and perform the proper data cleaning and
transforming steps to prepare the data for loading into the model.
Lessons
® Data shaping
Enhance the data structure
Data Profiling
Lab : Transforming and Loading Data
Loading Data
After completing this module, students will be able to:
® Apply data shape transformations
Enhance the structure of the data
Profile and examine the data
Module 4: Design a Data Model in Power BI
This module teaches the fundamental concepts of designing and developing a data model for proper performance
and scalability. This module will also help you understand and tackle many of the common data modeling issues,
including relationships, security, and perfo