SIGNALHILL

TECHNOLOGIES

GENERAL SERVICES ADMINISTRATION
FEDERAL ACQUISITION SERVICE
Authorized Federal Supply Schedule FSS Price List

Online access to contract ordering information, terms and conditions, pricing, and the option to
create an electronic delivery order are available through GSA Advantage!®.
The website for GSA Advantage!® is: hiips.//www.GSAAdvantage.gov.

Schedule Title:
FSC Group:

PSC Group:
Contract Number:
Contract Period:
UEI:

Multiple Award Schedule

Information Technology — IT Solutions
DB10; DJO1

47QTCA24D006B

March 14, 2024 through March 13, 2029
DSE3FBQVNCT9

For more information on ordering go to the following website: https://www.gsa.gov/schedules.

Contractor:

Signal Hill Technologies, LLC
6163 River Forest Dr
Manassas, VA 20112

Phone Number: (571) 215-9965
www.signalhill.tech

Contractor’s Administration Source:
Steve Jones, CEO
sjones@signalhill.tech

Business Size:
Small Business



https://www.gsaadvantage.gov/
https://www.gsa.gov/schedules
http://www.signalhill.tech/

1)
a)
b)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)

SIGNALHILL

CUSTOMER INFORMATION:
TABLE OF AWARDED SPECIAL ITEM NUMBERS (SINs)
LOWEST PRICED MODEL NUMBER AND PRICE FOR EACH SIN: See page 6

Minimum Order Limit
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Labor Category Descriptions.
Labor Category Rates (Hourly)

1) CUSTOMER INFORMATION:

a) TABLE OF AWARDED SPECIAL ITEM NUMBERS (SINs)

A W W W W W W W N N DNNNDN

SIN Description Large Category Subcategory
518210C Cloud Computing Information IT Solutions
and Cloud Related IT | Technology
Professional Services
54151HACS Highly Adaptive Information IT Services
Cybersecurity Technology
Services (HACS)
OLM Order Level
Materials

2)

3)

4)

b) LOWEST PRICED MODEL NUMBER AND PRICE FOR EACH SIN: See page 6

Minimum Order Limit
$100

Maximum Order Limit

$500,000

Geographic Coverage
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SIN Scope
518210C V — 48 States, DC
54151HACS V — 48 States, DC

5) Volume Discount
1.0% discount for orders between $250,000 and $500,000

6) Prompt Payment Discount

1.0% prompt payment discount for payment within 10 days

7) Government Purchase Cards

0.5% discount on purchases via government purchase card

8) Warranty Provisions
Company guarantees that all services and associated support provided under this contract
shall meet the minimum standards as described in Company’s Authorized IT Schedule Price

List

9) FOB Point
Destination

10) DUNS Number

08-088-1341

11) Labor Category Descriptions

Job & Service o Min c Min Years
. Description Education | of
Title c
Level Experience
Applies advanced knowledge of IT and Cybersecurity
systems and Engineering methodologies to develop
effective cloud technical solutions to complex
1. Cloud problems while leveraging PaaS, SaaS, [aaS cloud
Engineer services; coordinates across technical teams (e.g. Bachelors 10

hardware, software, network, cloud) to deliver cost-
effective solutions on time. Leverages established
coding standards, best practices, and automation
capabilities. Engineers continuous integration and
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continuous delivery pipelines to deliver services.
Demonstrates proficiency in DevOps and Agile
principles.

2. Cloud Data
Engineer

Applies domain-specific expertise to build cloud
systems that collect, manage, and convert raw data
into unable information for customer stakeholder
groups. Leverages both on-prem and cloud-native
database services. Improves production pipelines with
better testing and validation. Explores opportunities
for using cloud PaaS, SaaS, laaS technologies to
optimize business outcomes. Optimizes and maintains
data pipelines for speed, robustness, integrity, and
security. Develops ETL applications to interface
cloud-based data analytics and storage platforms and
on-prem databases and data storage and transfer
solutions.

Bachelors

3. Cloud
Security
Engineer

Designs, Develops, maintains, and continuously
improves cloud-based security capabilities.
Responsible for the prevention and detection of cyber
threats against cloud infrastructure, platforms, and
software. Promotes DevSecOps principles and
implements Infrastructure as Code scanning and
policy enforcement to ensure new systems deployed
as code are compliant. Develops and implements
cloud & infrastructure security architecture and
contributes to program strategy and roadmap plans.
Delivers training and provides mentoring to engineers
and staff on security themes. Performs selection,
design, development, implementation, and
management of automated security testing tools.

Bachelors

4. Sr.
Cybersecurity
Engineer

Responsible for cybersecurity engineering across a
variety of applications or domains, to include cloud
computing, and assigned to project/initiatives of large
size, complexity and risk. The Senior Cybersecurity
Engineer develops actionable security blueprints,
principles, models, designs, standards and guidelines
for High Value Risk Assessments to ensure enterprise
information technology architecture and support is
consistent, usable, secure and adds value to the
business. Builds automation playbooks and
implements tools for security testing in Continuous
Integration and Delivery pipelines. Reviews and
improves security posture of environments by
implementing, enhancing, and integrating Incident
Response tools and platforms.

Bachelors
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5. Sr.
Cybersecurity
Architect

Aligns organizational security strategy and
infrastructure with overall business and technology
strategy. Responsible for guiding the design and
implementation of secure solutions and services
across business and IT support areas. Coordinates the
successful configuration and implementation of Risk
and Vulnerability Assessments to reduce risk to an
acceptable level. Performs security assessments on
applications and Threat Modelling, design, and
security reviews of applications and infrastructure.
Improves existing frameworks, processes,
methodologies and develops standards, policies, and
procedures as well as best practices for Cloud
deployments.

Bachelors

15

6. Junior-Level
Cybersecurity
Analyst

Provides primary operational support for security
events and alerts, continuous and real-time searching
for security threats and malicious activity, daily
tracking of events, alerts, and requests submitted from
various sources including users, security tools, and
third parties. Provides various communications
including incident documentation across organization.
Participates in evaluation, implementation, and
troubleshooting of security tools.

Tracking, reporting, and controlling incident
communications with other teams. Evidence
collection, documentation, communications, and
reporting. Provides feedback on effectiveness of
threat intelligence platform and data feeds. Submits
threat indicators collected during analysis. Maintains
working knowledge of attacker tactics, techniques,
and procedures. Maintains a high level of
confidentiality.

Bachelors

7. Mid-Level
Cybersecurity
Analyst

Applies domain-specific subject matter expertise to
help customers identify and remediate cyber risk.
Articulates risk both verbally and in writing with
executive leadership and technical personnel.
Researches cybersecurity technologies and threats;
monitors systems and networks for indicators of
compromise. Assesses the effectiveness of security
controls through Risk and Vulnerability Assessments.
Applies risk management concepts to mitigate
vulnerabilities in system security architectures and
recommends changes.

Bachelors

8. Senior
Cybersecurity
Analyst

With little or no supervision provides cyber analysis
including the reviews classified and unclassified
cyber news feeds, signature updates, incident reports,
threat briefs, and vulnerability alerts from external
sources and to determine its applicability to the client
environment. Interprets and compiles the information

Bachelors

12

5
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received about emerging threats at different
classification levels through data feeds from security

firms. Assesses the effectiveness of security controls

through Risk and Vulnerability Assessments. Applies
risk management concepts to mitigate vulnerabilities

in system security architectures and recommends
changes. Contributes in cybersecurity exercises.

Leads teams of cyber analysts.

12) Labor Category Rates (Hourly)

Prices are listed as GSA Net. Discount deducted and IFF included

Analyst

March March March March March
Number Labor | 14,2004 | 142025 | 14,2026 | 14,2027 | 14,2028
SIN Category/Service | _ o 0 | - - - -
Title 13. 2025 March March March March
’ 13,2026 | 13,2027 | 13,2028 | 13,2029
1 518210C Cloud Engineer | $140.28 | $143.08 | $145.94 | $148.87 | $151.85
2 518210C Cloud Data $139.95 | $142.75 | $145.60 | $148.51 | $151.49
Engineer
3 518210C Cloud Security | o141 66 | $144.49 | $147.39 | $150.34 | $153.34
Engineer
4 54151HACS | SF- Cybersecurity | o) 00 1o | 921163 | $215.86 | $220.17 | $224.57
Engineer
> 54151HACS | ST Cybersecurity | o o) oo | 936005 | $265.25 | $270.56 | $275.97
Architect
6 Junior-Level
54151HACS | Cybersecurity $121.64 | $124.07 | $126.55 | $129.08 | $131.66
Analyst
7 Mid-Level
54151HACS | Cybersecurity $177.10 | $180.64 | $184.26 | $187.95 | $191.71
Analyst
8 Senior
54151HACS | Cybersecurity $213.10 | $217.36 | $221.70 | $226.14 | $230.66




