GENERAL SERVICES ADMINISTRATION
Federal Supply Service
Authorized Federal Supply Schedule Price List
Schedule Number/Title:
Schedule Items:
Business Name: Address:
Phone: Fax: Website: Email:
Contract Administrator:
Company Description:
Size of Business:


MAS- Multiple Award Schedule
SIN 54151S Information Technology (IT) Professional Services

SIN 518210C Cloud and Cloud-Related IT Professional Services

SIN 511210 Software License

Reality Technology, Inc. 2444 Washington Street Suite 215
Denver, Colorado 80205 303-757-1107
303-757-1108
www.reality-technology.com ivan.sr@reality-technology.com Ivan Drinks Sr.
Reality Technology specializes in business application support
Small Disadvantaged Business
For ordering information (products, prices, terms and conditions, etc.), see www.reality-

 HYPERLINK "http://www.reality-technology.com/"
technology.com
FSC Group:
MAS
FSC Class(es) / Product code(s) / Other Codes (CAGE, NAICS, etc): CAGE: 3CDC7
NAICS: 541511, 541512, 541513, 541519 FSC Class(es)
7021 ADP Central Processing Unit (CPU, Computer), Digital 7030 ADP Software
7042 Mini and Micro Computer Control Devices 7435 Office Information System Equipment
Contract Number:
Contract Period:


GS35F0147T Mod: PS-0018
November 30, 2006 to November 29, 2021
Contract Effective Date (optional):
Price List Effective Date (optional):


November 30, 2006
January 1, 2016
DUNS #: 076659684
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Customer Information
1a. Table of awarded special item number(s) (SINs) with appropriate cross-reference to page number(s): See Awarded SINs on page 4
1b. Lowest priced model for each SIN:
SIN
Net GSA Schedule Price
54151S
See Labor Rates on Appendix B

518210C
See Price List Below

511210
See Price List Below
1c. Hourly rates: See Labor Rates Category Descriptions at Appendix A; Labor Rates at Appendix B
2. Maximum order: $500,000.00
3. Minimum order: $100.00
4. Geographic coverage (delivery area): Domestic and overseas delivery
5. Point(s) of production (city, county, and state or foreign country): Not Applicable
6. Discount from list prices or statement of net price: Prices shown are NET prices; Basic Discounts have been deducted
7. Quantity discounts: 5% discount off GSA pricelist on orders over $100,000
8. Prompt payment terms: 2% - 10 Days from receipt of invoice or date of acceptance, whichever is later
9a. Notification that Government purchase cards are accepted at or below the micropurchase threshold: Government purchase cards accepted at or below the micropurchase level
9b. Notification that Government purchase cards are accepted or not accepted above the micro-purchase threshold: Government purchase cards accepted above the micropurchase level.
10. Foreign items: Not Applicable
11a. Time of delivery: 2 DARO
11b. Expedited delivery: Overnight or 2-day delivery available


11c. Overnight and 2-day delivery: Government purchase card only. Contact Reality Technology at 303-757-1107 or sales@reality-technology.com . Travel reimbursable by ordering agency governed by Pub L. 99-234 and FAR Part 31or priced as a fixed price item.
11d. Urgent requirements: Contact Reality Technology at 303-757-1107 or sales@reality-

 HYPERLINK "mailto:sales@reality-technology.com"
technology.com for urgent delivery. Reality Technology will respond to inquiry within 3 work days after receipt (Telephonic replies will confirmed by Reality Technology in writing). Travel reimbursable by ordering agency governed by Pub L. 99-234 and FAR Part 31or priced as a fixed price item.
12. F.O.B. point(s): Destination
13a. Ordering address(es):
Reality Technology, Inc. 2444 Washington Street Suite 215
Denver, Colorado 80205
13b. Ordering procedures: Ordering activities shall use the ordering procedures of Federal Acquisition Regulation (FAR) 8.405 when placing an order or establishing a BPA for supplies or services. These procedures apply:
a. FAR 8.405-1 Ordering procedures for supplies and services not requiring a statement of work.
b. FAR 8.405-2 Ordering procedures for supplies and services requiring a statement of work.
The ordering procedures, information on Blanket Purchase Agreement (BPA) and a sample BPA can also be found at the GSA/FSS Schedule Homepage (fss.gsa.gov/schedules).
14. Payment address(es):
Reality Technology, Inc. 2444 Washington Street Suite 215
Denver, Colorado 80205
15. Warranty provision: Reality Technology warrants that the Services will be performed in a professional and workmanlike manner in accordance with recognized industry standards. To the extent Services provided by Reality Technology are advisory, no specific result is assured or guaranteed. Reality Technology warrants its Services for six months. If any issue arises related to Service provided within six months, Reality Technology will perform corrective action at no charge. If an issue should arise, Reality Technology must be notified before the expiry of the six month warranty period.
16. Export packing charges: Not Applicable
17. Terms & conditions of Government purchase card acceptance: Not Applicable
18. Terms & conditions of rental, maintenance and repair: Not Applicable
19. Terms & conditions of installation: Not Applicable
20. Terms & conditions of repair parts indicating date of parts price lists and any discounts from list prices (if applicable): Not Applicable
2
20a. Terms & conditions of other services: Not Applicable
21. List of service and distribution points: Not Applicable
22. List of participating dealers: Not Applicable
23. Preventive maintenance: Not Applicable
24a. Special attributes (e.g., recycled content, energy efficiency, and/or reduced pollutants): Not Applicable
24b. If applicable, indicate that Section 508 compliance information is available on Electronic and Information Technology (EIT) supplies and services and show where full details can be found: Voluntary Product Accessibility Template (VPAT) can be found at www.reality-

 HYPERLINK "http://www.reality-technology.com/vpat"
technology.com/vpat
25. Data Universal Number System (DUNS) number: 076659684
26. Notification regarding registration in System for Award Management (SAM)database: Reality Technology CAGE: 3CDC7
27. Net billing statement: Net 30 days
28. Purchasing of incidental, non-schedule items: For administrative convenience, an ordering activity contracting officer may add items not on the Federal Supply Multiple Award Schedule (MAS)—referred to as open market items—to a Federal Supply Schedule blanket purchase agreement (BPA) or individual task or delivery order, only if-
(1) All applicable acquisition regulations pertaining to the purchase of the items not on the Federal Supply Schedule have been followed (e.g. publicizing (Part 5), competition requirement (Part 6), acquisition of commercial items (Part 12), contracting methods (Part 13, 14, and 15), and small business programs (Part 19));
(2) The ordering activity contracting officer has determined the price for the items not on the Federal Supply Schedule is fair and reasonable;
(3) The items are clearly labeled on the order as items not on the Federal Supply Schedule; and (4) All clauses applicable to items not on the Federal Supply Schedule are included in the order.
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GS35F0147T APPENDICE


Labor Category Applications Programmer
Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
GS35F0147T Labor Category Description
APPENDIX A
Devises or modifies procedures to solve complex problems considering computer equipment capacity and limitations, operating time, and form of desired results. Designs, codes, tests, debugs, and documents.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Applications Systems Analyst/ Programmer – Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, formulates and defines system scope and objectives through research and fact-finding to develop or modify moderately complex information systems. Prepares detailed specifications from which programs will be written. Designs, codes, tests, debugs, documents, and maintains those programs. Competent to work on most phases of applications systems analysis and programming activities, but requires instruction and guidance in other phases.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Applications Systems Analyst/ Programmer – Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, formulates and defines system scope and objectives. Devises or modifies procedures to solve complex problems considering computer equipment capacity and limitations, operating time, and form of desired results. Prepares detailed specifications from which programs will be written. Designs, codes, tests, debugs, and documents those programs. Competent to work at the highest technical level of all phases of applications systems analysis and programming activities. May be responsible for completion of a phase of a project. Regularly provides guidance and training to less-experienced analyst/programmers.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Business Process Consultant
GS35F0147T Price List
Page 1 of 43
Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Responsible for most complex systems process analysis, design, and simulation. Requires highest-level understanding of organization's business systems and industry requirements. Focus is on process analysis and re-engineering, with an understanding of technical problems and solutions as they
relate to the current and future business environment. Creates process change by integrating new processes with existing ones and communicating these changes to impacted Business Systems teams. Recommends and facilitates quality improvement efforts. May lead re-engineering team and act
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Business Subject Matter Specialist
Category Description:
Minimum Experience: Education Requirement:

Provides technical knowledge and analysis of highly specialized applications and operational environments, high-level functional systems analysis, design, integration, documentation and implementation advice on exceptionally complex problems that need extensive knowledge of the subject matter for effective implementation. Participates as needed in all phases of software development with emphasis on the planning, analysis, testing, integration, documentation, and presentation phases.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Business Systems Analyst - Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, formulates and defines systems scope and objectives through research and fact-finding combined with an understanding of applicable business systems and industry requirements. With this knowledge, develops or modifies moderately complex information systems. Includes analysis of business and user needs, documenting requirements, and revising existing system logic difficulties as necessary. Guides and advises less-experienced Business Systems Analysts. Competent to work in some phases of systems analysis and considers the business implications of the application of technology to the current business environment.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Business Systems Analyst - Senior
GS35F0147T Price List
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Under general direction, formulates and defines systems scope and objectives based on both user needs and a good understanding of applicable business systems and industry requirements. Devises or modifies procedures to solve complex problems considering computer equipment capacity and limitations, operating time, and form of desired results. Includes analysis of business and user needs, documentation of requirements, and translation into proper system requirement specifications. Guides and advises less-experienced Business Systems Analysts. Competent to work at the highest technical level of most phases of systems analysis while considering the business implications of the application of technology to the current and future business environment.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Business Systems Specialist
Category Description:
Minimum Experience: Education Requirement:

Top-level technical contributor with expertise in particular business processes responsible for formulating systems scope and objectives relative to the organization’s business plan and industry requirements. Acts independently or as a member of a project team responsible for providing technical guidance concerning the business implications of the application of various systems. Provides technical consulting on complex projects. Devises and/or modifies procedures to solve the most complex technical problems related to computer equipment capacity and limitations, operating time, and form of desired results. Creates detailed specifications from which programs will be written. May have
quality assurance responsibilities.
5 years experience
Master's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Chief Information Security Officer
Category Description:
Minimum Experience: Education Requirement:

Ensures that all information systems are functional and secure.
5 years experience
Master's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Client/Server Database Manager
Category Description:
Minimum Experience: Education Requirement:
GS35F0147T Price List

Projects long-range requirements for client/server database administration in conjunction with other managers in the information systems function as well as business function managers. Prepares activity and progress reports regarding the client/server data base management section.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Labor Category
APPENDIX A Client/Server Network Architect
Category Description:
Minimum Experience: Education Requirement:

Top-level technical expert responsible for design and development of a client/server environment. Develops strategy of client/server system and the design infrastructure necessary to support that strategy. Advises on selection of technological purchases with regards to processing, data storage, data access, and applications development. Sets standards for the client/server relational database structure for the organization (SQL, ORACLE, SYBASE, etc.). Advises of feasibility of potential future projects to management.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Client/Server Support Analyst
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, assists with personal computer operating systems software and communication system software. Designs, tests, and maintains personal computer systems. Responsible for analyzing and solving personal computer-related problems. Responsible for security, integrity, and reliability of personal computer systems. Tests and integrates new hardware, systems and modifications to existing equipment and systems. Performs research/investigations, analysis, design, testing, and installation of supported hardware and software. Schedules installation of new hardware and software and modifications to existing systems. Monitors performance of hardware and its
capacity in all assigned locations. Recommends and implements enhancements to existing hardware and systems.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Communications Analyst - Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, assists Senior Level Communications Analyst or Department Manager in the planning, design, and implementation of communications networks. Responsible for providing assistance and technical support for network design activities. Assists in the review/assessment of user needs. May conduct feasibility studies for projects. May assist in the evaluation
and selection of equipment. Typically requires two to four years experience in telecommunications with particular emphasis in traffic engineering and network design. Frequently reports to Data/Voice Communications Management or Internal Communications Systems Consultant.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Communications Analyst - Senior
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Under general direction, assists in the planning, design, and implementation of communications networks. Responsible primarily for the assessment and optimization of network design through review and assessment of user needs. Conducts feasibility studies for large projects, develops requests for proposal, evaluates vendor products, and makes recommendations on selection. May function as lead position providing guidance and training to less-experienced analysts. Typically requires at least five years of experience in telecommunications with strong emphasis in network design, traffic engineering, equipment vendors, and carriers. Frequently reports to a Data/Voice Communications Manager or Internal Communications Systems Consultant.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Communications Facility Engineer
Category Description:
Minimum Experience: Education Requirement:
Communications Installer Category Description:
Minimum Experience: Education Requirement:

Provides technical direction and engineering knowledge for communications systems infrastructure activities, including planning, designing, and implementing communications infrastructure requirements for buildings and systems. Ensures that adequate and appropriate planning is provided to direct building architects and planners in building communications spaces and media pathways meet industry standards.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Assists in the planning, design, and implementation of communications networks. Responsible for providing assistance and technical support for network design activities. Assists in the review/assessment of user needs. Performs feasibility studies for small projects. Assists in the evaluation and selection of equipment.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Communications Transmission Engineer
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Provides technical direction and engineering knowledge for communications activities including planning, designing, installing and maintaining large communications networks. Develops, operates, and maintains voice, wireless, video, and data communications systems. Provides complex engineering or analytical tasks and activities associated with one or more technical areas within the communications function.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Computer Operations Manager
Category Description:
Minimum Experience: Education Requirement:
Consultant
Category Description:
Minimum Experience: Education Requirement:
Custom Programmer
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Responsible for all activities relating to the operation of centralized data processing equipment and peripheral information systems equipment. Establishes detailed schedules for the utilization of all equipment in the computer operations section to obtain maximum utilization. Assigns personnel
to various operations and directs their activities. Reviews and evaluates work and prepares performance reports. Confers with and advises subordinates on administrative policies and procedures, technical problems, priorities, and me thods. Consults with personnel in other information systems sections to coordinate activities. Prepares activity and progress reports regarding the computer operations section. Frequently reports to a Director of Information Systems Operations.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Works with end user groups to evaluate and solve technical problems. Evaluates existing systems and/or user needs to analyze, design, recommend, and implement system changes.
5 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Labor Category Category Description:
Minimum Experience: Education Requirement:
Data Architect Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Knowledge of web and client server systems utilizing relational database architectures in a distributed systems environemnt.
Working knowledge of data warehouse development and smart client development techniques. Expertise in Oracle and Open Source technologies.     Strong software design skills.
Functional titles include software engineer, software analyst, software developer, databse administrator, etc.
Participate in all aspects of development, including gathering requirements, designing, installation, software maintenance, and software enhancements.
2 years experience
Bachelor's degree in Computer Science, Engineering, Mathematics, or related field.
Designs and builds relational databases. Develops strategies for data acquisitions, archive recovery, and implementation of a database. Works in a data warehouse environment, which includes data design, database architecture, metadata and repository creation. Translates business needs into long-term architecture solutions. Defines, designs, and builds dimensional databases. Develops data warehousing blueprints, evaluating hardware and software platforms, and integrating systems. Evaluates reusability of current data for additional analyses. Reviews object and data models and the metadata
repository to structure the data for better management and quicker access.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Data Communications Manager - Planning & Implementation
Category Description:
Minimum Experience: Education Requirement:
Data Entry Supervisor
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Ensures that adequate and appropriate planning is provided for remote hardware and communications facilities to develop and implement methodologies for analysis, installation, and support of distributed processing client/server systems. Provides coordination in the analysis, acquisition, and installation of hardware, software, and facilities. Manages the training and efforts of a staff engaged in system and network planning, analysis and monitoring activities. Typically requires eight to ten years of experience in software/hardware LAN and WAN network design and analysis. Frequently reports to a telecommunications Department Director/Manager or Planning and Engineering Manager.
5 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Supervises all data entry activities. Assigns work to personnel and directs activities. Reviews and evaluates work and prepares performance reports. Frequently reports to a Computer Operations Manager or Production Control Supervisor.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Data Security Administration Manager
Category Description:
Minimum Experience: Education Requirement:

Directs and implements the necessary controls and procedures to cost-effectively protect informat
ion systems assets from intentional or inadvertent modification, disclosure, or destruction. Provides guidance and direction for the physical protection of information systems assets to other functional units. Provides reports to superiors regarding effectiveness of data security and makes recommendations for the adoption of new procedures. Assigns work to subordinates, monitors performance, and conducts performance appraisals. Interviews and makes recommendations for additional staff.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Data Security Analyst - Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, performs all procedures necessary to ensure the safety of information systems assets and to protect systems from intentional or inadvertent access or destruction. Interfaces with user community to understand their security needs and implements procedures to accommodate them. Ensures that user community understands and adheres to necessary procedures to maintain security. Conducts accurate evaluation of the level of security required. Provides management with status reports. Frequently reports to a Data Security Administration Manager.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Data Security Analyst - Senior
GS35F0147T Price List
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Under general direction, performs all procedures necessary to ensure the safety of information systems and to protect systems from intentional or inadvertent access or destruction. Interfaces with user community to understand their security needs and implements procedures to accommodate them. Ensures that user community understands and adheres to necessary procedures to maintain security. May require familiarity with domain structures, user authentication, and digital signatures. Conducts accurate evaluation of the level of security required. May require understanding of firewall theory and configuration. Must be able to weigh business needs against security concerns and articulate issues to management.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Data Warehousing Administrator
Category Description:
Minimum Experience: Education Requirement:
Data Warehousing Analyst Category Description:
Minimum Experience: Education Requirement:

Coordinates the data administration technical function for both data warehouse development and maintenance. Plans and oversees the technical transitions between development, testing, and production phases of the workplace. Facilitates change control, problem management, and communication among data architects, programmers, analysts and engineers. Establishes and enforces processes to ensure a consistent, well-managed and well-integrated data warehouse infrastructure. Expands and improves data warehouse to includes data from all functions of the organization using data manipulation, transformation and cleansing tools. Requires three yeas of experience in the field.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Works in a data warehouse environment, which includes data design, database architecture, metadata and repository creation. Reviews data loaded into the
data warehouse for accuracy. Responsible for the development, maintenance and support of an enterprise data warehouse system and corresponding data marts. Troubleshoots and tunes existing data warehouse applications. Conducts research into new data warehouse applications and determines viability for adoption. Assists in establishing development standards. Evaluates existing subject areas stored in the data warehouse. Incorporates existing subject areas into an enterprise model. Creates new or enhanced components of the data warehouse. Requires two years experience in the field.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Data Warehousing Programmer
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Responsible for product support and maintenance of the data warehouse. Performs data warehouse design and construction. Codes and documents scripts and stored procedures. Designs/implements data strategy methods. Develops appropriate programs and systems documentation. Assists with Metadata repository management. Prepares/implements data verification and testing methods for the
data warehouse. Creates index and view scripts. Requires two years experience in the field.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Data Warehousing Project Manager
Category Description:
Minimum Experience: Education Requirement:

Works in a data warehouse environment, which includes data design, database architecture, metadata and repository creation. Responsible for leading data
warehouse team in development and enhancements of the data warehouse user interface. Establishes user requirements. Creates new standards and procedures related to end user and internal interface development. Works with Data Architect on technical issues and system architecture definition. Translates high-level work plans and converts to detailed assignments for team
members. Monitors status of assignments and reviews work for completion and quality. Typically requires more than five years of experience.
5 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Data/Configuration Management Specialist
Category Description:
Minimum Experience: Education Requirement:
Database Administrator
GS35F0147T Price List

Provides configuration management planning. Describes provisions for configuration identification, change control, configuration status accounting, and configuration audits. Regulates the change process so that only approved and validated changes are incorporated into product documents and related software.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Participates in the design, creation, and maintenance of computerized databases. Responsible for quality control and auditing of databases to ensure accurate and appropriate use of data. Works with management to develop database strategies to support company needs. Consults with and advises users on access to various databases. Works directly with users to resolve data conflicts and inappropriate data usage. Directs the maintenance and use of the
corporate data dictionary. Typically requires two to four years of experience.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Database Analyst/ Programmer - Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, designs, implements and maintains moderately complex databases. Maintains database dictionaries and integration of systems
through database design. Competent to work on most phases of database administration but may require some instruction and guidance in other phases.
Requires two years experience in the field.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Database Analyst/ Programmer – Senior
Category Description:
Minimum Experience: Education Requirement:
Database Manager
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Under general direction, designs, implements and maintains complex database with respect to JCL, access methods, access time, device allocation, validation
checks, organization, protection and security, documentation and statistical methods. Includes maintenance of database dictionaries, overall monitoring of standards and procedures and integration of systems through database design.
Competent to work at the highest level of all phases of database management. Requires three years experience in the field.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Responsible for all activities related to the administration of computerized databases. Assigns personnel to various projects and directs their activities. Reviews and evaluates work and prepares performance reports. Confers with and advises subordinates on administrative policies and procedures, technical problems, priorities, and methods. Consults with and advises users of various databases. Projects long-range requirements for database administration in conjunction with other managers in the information systems function as well as business function managers. Prepares activity and progress reports regarding the database management section. Typically requires five to seven years of
experience.
5 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Disaster Recovery Administrator
Category Description:
Minimum Experience: Education Requirement:
Disaster Recovery Analyst
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Under general supervision, responsible for the overall security and integrity of organizational electronic data, data systems, and data networks. Designs and administers programs to include policies, standards, guidelines, training programs, and a viable quality assurance process for disaster recovery. Oversees and reviews the testing and implementation of software, data systems, and data networks to ensure that the integrity and security of all electronic data and data systems are adequately protected. Oversees and facilitates the preparation of an organization-wide business resumption plan. Responsible for ensuring the business resumption plan adequately addresses the organization’s requirements and established time frames. Responsible for day-to-day security administration of the organization’s data systems and data networks including systems access administration. Typically requires five or more years of experience in disaster recovery/business resumption planning.
5 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Responsible for security and integrity of assigned electronic data, data systems, and data networks.
Designs and administers programs to include policies, standards, guidelines, training programs and a viable quality assurance process for disaster recovery. Oversees and reviews the testing and implementation of software, data systems and data networks to insure that the integrity and security of all electronic data and data systems are adequately protected. Oversees and facilitates the preparation of an organization-wide business resumption plan. Responsible for insuring the business resumption plan adequately addresses the organization's requirements and established time frames. Requires five years experience in the field.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Documentation Specialist - Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, prepares and/or maintains systems, programming, and operations documentation, including user manuals. Maintains a current internal documentation library. Competent to work on most phases of documentation.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Documentation Specialist - Senior
Category Description:
Minimum Experience: Education Requirement:
E-Business Manager Category Description:
Minimum Experience: Education Requirement:

Under general supervision, is responsible for preparing and/or maintaining systems, programming, and operations documentation, procedures, and methods including user manuals and reference manuals. Maintains a current internal documentation library. Provides or coordinates special documentation services as required. Competent to work at the highest level of all phases of documentation. May act as project leader for large positions.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Sets direction and guides action plans and priorities of electronic commerce, marketing and communications. Develops and facilitates organizational models
and structure changes needed to meet the evolving electronic business strategies. Establishes and implements enterprise-wide business systems.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Electronic Data Interchange (EDI) Manager
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Labor Category Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Responsible for daily electronic data interchange (EDI) operations of an organization. Develops and executes strategies for Internet-based interchange capabilities. Coordinates and implements new EDI methods and systems and enhances and upgrades the existing systems. Finds EDI solutions for business operations. Establishes and maintains communications and trading partner routings, including online orders and fulfillment systems. Audits the quality of data provided, provides security and backup, and ensures system disaster recovery processes are in place. Resolves trading partner’s technical problems involving EDI. Develops technical design documentation. Ensures customer/vendor agreements meet legal requirements. Responsible for internal training of EDI and related staff.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Electronic Data Interchange (EDI) Specialist
Category Description:
Minimum Experience: Education Requirement:

Provides support for EDI database analysis, design, and operations. Establishes and maintains communications within organization and with partners. Conducts and managers product evaluations. Provides product installation, configuration, and training. Performs systems maintenance to update records, specifications, and operating procedures of partner systems. Maintains EDI account transaction activities. Frequently reports to an Electronic Data Interchange Manager.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Electronic Mail Coordinator
Category Description:
Minimum Experience: Education Requirement:

Monitors servers, replication, and mail routing. Creates user accounts and maintains security levels on databases. Provides first-level
telephone support and troubleshoots. Monitors existing messaging infrastructure and server usage, ensuring proper working order.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Engineering Subject Matter Specialist
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Minimum Experience: Education Requirement:

APPENDIX A
Provides technical knowledge and analysis of highly specialized applications and operational environment, high-level functional systems analysis, design, integration, documentation, and implementation advice on exceptionally complex problems that necessitate high-level knowledge of the subject matter for effective implementation. Participates as needed in all phases of software development with emphasis on the planning, analysis, modeling, simulation, testing, integration, documentation and presentation phases.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
ERP Business Analyst - Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, serves as subject matter expert associated with content, processes, and procedures associated with enterprise applications. Applies functional knowledge to design and customize workflow systems that provide seamless integration for client/server applications. Writes functional requirements, develops test plans, and works with production issues.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
ERP Business Analyst - Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, serves as senior subject matter expert associated with content, processes, and procedures associated with ERP. Defines detailed
requirements, analyzes business needs, and validates solutions with the client. Details requirements through product development and other functions to support the project team. Monitors other business analysts in software development methods and processes and implementation of those methods. Evaluates development projects and assists in tailoring the development process to meet the project needs.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
ERP Business/Architectural Specialist
Category Description:
Minimum Experience: Education Requirement:
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Adapts functional business requirements and processes to technical solutions based upon comprehensive enterprise application solution sets. Enterprise resource planning and management processes, including but not limited to: knowledge management, investment analysis, data warehousing, e-commerce,
return on investment analysis, human resource analysis, material management and logistics, supply chain management, procurement, ordering,
manufacturing, decision support, and information dissemination.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Labor Category ERP Programmer
Category Description:
Minimum Experience: Education Requirement:
Graphics Specialist Category Description:
Minimum Experience: Education Requirement:
Groupware Specialist Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Under general supervision, works primarily in ERP client/server enterprise application. Designs and develops all aspects of data conversion. Builds application tables, panels, and reports. Codes individual modules and complex functions. Develops application tables, panels, and reports for projects. Responsible for software integration and external interface development. Troubleshoots and resolves testing issues. Responsible for technical documentation.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Responsible for graphics design and use, operation, and setup of computer graphic systems for business communications. Executes graphic projects and assists in coordination of all graphic production scheduling. Coordinates production support with outside vendors, as needed. Ensures that graphic projects are completed on time, within budget, and to user’s satisfaction. Interfaces with users to determine scope of project and best graphic medium. Trains other personnel in proper use of computer graphic equipment. Troubleshoots computer equipment problems and performs minor preventive maintenance. Frequently reports to a department manager or information systems management.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Responsible for the implementation, maintenance, and support of organization messaging system. May work closely with first tier support staff to solve
system problems. Ensures smooth integration of all groupware systems in a particular environment. Provides technical support on local groupware replication and client dial-up access issues. Prepares documentation that will assist in the maintenance of the groupware system. May serve as an internal consultant to developers, assisting them in the area of server supports, security, ID files, and other development issues that will aid the process. Requires solid working knowledge of WANs, LANs, and telecommunication concepts as they relate to the groupware system and database replication.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Help Desk Coordinator - Intermediate
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APPENDIX A
Under general supervision, responds to and diagnoses problems through discussions with users. Includes problem recognition, research, isolation, and resolution steps. Typically is able to resolve less complex problems immediately, while more complex problems are assigned to senior level support. May involve use of problem management database and help desk systems.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Help Desk Coordinator - Senior
Category Description:
Minimum Experience: Education Requirement:
Help Desk Manager Category Description:
Minimum Experience: Education Requirement:
Help Desk Specialist Category Description:
Minimum Experience: Education Requirement:

Under general direction, responsible for ensuring the timely process through which problems are controlled. Includes problem recognition, research, isolation, resolution, and follow-up steps. Requires experience and understanding of MIS environment. Typically involves use of problem management database and help desk system. May provide guidance/training for less-experienced personnel.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Has overall responsibility for help desk operations associated with the identification, prioritization and resolution of reported problems. Ensures that all phases of help desk support are properly coordinated, monitored, logged, tracked and resolved appropriately. May maintain responsibility for development, maintenance and integrity of help desk software. Requires 3 years experience in the field.
4 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Provides support to end users on a variety of issues. Identifies, researches, and resolves technical problems. Responds to telephone calls, email and personnel requests for technical support. Documents, tracks, and monitors the problem to ensure a timely resolution.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Help Desk Support Services Specialist - Intermediate
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APPENDIX A
Under general supervision, provides second-tier support to end users for either PC, server, or mainframe applications and hardware. Handles problems that
the first-tier of help desk support is unable to resolve. May interact with network services, software systems engineering, and/or applications development to restore service and/or identify and correct core problem. Simulates or recreates user problems to resolve operating difficulties. Recommends systems modifications to reduce user problems. Maintains currency and high level of technical skill in field of expertise. Escalates more complex problems to senior level.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Help Desk Support Services Specialist - Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, provides second-tier support to end users for either PC, server, or mainframe applications and hardware. Handles problems that the first-tier of help desk support is unable to resolve. May interact with network services, software systems engineering, and/or applications development to restore service and/or identify and correct core problem. Simulates or recreates user problems to resolve operating difficulties. Recommends systems modifications to reduce user problems. Maintains currency and highest level of technical skill in field of expertise.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Assurance Development Engineer
Category Description:
Minimum Experience: Education Requirement:

Analyzes and defines security requirement for computer systems which may include mainframes, workstations, and personal computers. Designs, develops,
engineers, and implements solutions that meet security requirements. Provides integration and implementation of the computer system security
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Assurance Engineer
Category Description:
Minimum Experience: Education Requirement:
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Establishes and satisfies complex system-wide information security requirements based upon the analysis of user, policy, regulatory, and resource demands. Supports customers at the highest levels in the development and implementation of doctrine and policies. Applies know-how to government and commercial common user systems, as well as to dedicated special purpose
systems requiring specialized security features and procedures.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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APPENDIX A Information Assurance Network Specialist
Category Description:
Minimum Experience: Education Requirement:

Analyzes general information assurance-related technical problems and provides basic engineering and technical support in solving these problems. Designs, develops, engineers, and implements solutions that meet network security requirements. Performs vulnerability/risk analyses of computer systems and applications during all phases of the system development life
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Assurance Systems/Network Specialist
Category Description:
Minimum Experience: Education Requirement:

Installs, configures and maintains organization's operating systems. Analyzes and resolves problems associated with server hardware, NT, applications software. Detects, diagnoses, and reports NT related problems on both NT server and NT desktop systems. Performs a wide variety of tasks in software/hardware maintenance and operational support of NT Server systems.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Center Consultant
Category Description:
Minimum Experience: Education Requirement:

Under general supervision of Information Center Manager, may support unlimited end user groups. Works with users to solve problems with available technology including hardware, software and peripherals. Studies and analyzes systems needs, trains users on software and hardware, handles troubleshooting, and provides quality assurance review of user systems. Acts as project manager, typically performs time estimates, and regularly reviews status of projects. May have specialization in particular software that would be utilized in an end user environment. Keeps abreast of technological developments and may install new hardware and software for user groups. Frequently reports to an Information Center Manager.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Center Specialist
Category Description:
Minimum Experience: Education Requirement:
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Under general direction, advises and assists users in problem-solving activities using information center tools. Assists in the selection and installation of information center tools. Evaluates new and existing software products. Competent to work at the highest technical level of all phases of information center activities.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Labor Category
APPENDIX A Information Security Business Analyst
Category Description:
Minimum Experience: Education Requirement:

Determines enterprise information security standards. Develops and implements information security standards and procedures. Ensures that all information systems are functional and secure.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Services Consultant
Category Description:
Minimum Experience: Education Requirement:

Top-level technical expert supporting unlimited end user groups. Works with user groups to solve business problems with available technology including hardware, software, databases, and peripherals. Requires high level of diverse technical experience related to studying and analyzing systems needs, systems development, systems process analysis, design, and re-engineering. Has skills and experience related to business management, systems engineering, operations research, and management engineering. Typically requires specialization in particular software or business application utilized in an end user environment. Keeps abreast of technological developments and applications.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Systems Auditor - Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, audits moderately complex new and existing information systems applications to ensure that appropriate controls exist, that processing is efficient and accurate, and that systems and procedures are in compliance with corporate standards. Competent to work on most phases of information systems auditing.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Systems Auditor - Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, audits the most complex new and existing information systems applications to ensure that appropriate controls exist, that processing is efficient and accurate, and that information systems procedures are in compliance with corporate standards. Competent to work at the highest level of all phases of information systems auditing.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Systems Training Specialist - Intermediate
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APPENDIX A
Under general supervision, organizes and conducts moderately complex training and educational programs for information systems or user personnel. Maintains records of training activities, employee progress, and program effectiveness. Competent to work on most phases of information systems training.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Information Systems Training Specialist - Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, organizes, prepares, and conducts complex training and educational programs for information systems or user personnel. May design and develop in-house programs. Maintains records of training activities, employee progress, and program effectiveness. Competent to work at the highest level of all phases of information systems training.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Internal Communications Systems Consultant
Category Description:
Minimum Experience: Education Requirement:

Provides systems guidance for current and proposed investments in telecommunications and network facilities and/or services from the development of communications software through financial implementation review. Researches present and future communication technologies. Works closely with system users to provide direction/assistance in identification and resolution of user problems. May supervise a group of planning analysts responsible for research/technical assistance for the user group. Typically requires eight to ten years of experience in telecommunications with emphasis
on systems analysis, LAN/WAN telecommunications network design, and traffic engineering.
5 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
IT Subject Matter Specialist
Category Description:
Minimum Experience: Education Requirement:

Provides extremely high-level subject matter proficiency for work described in the task. Provides advanced technical knowledge and analysis of highly specialized applications and operational environment, high-level functional systems analysis, design, integration, documentation, training, and implementation advice on complex problems that require doctorate level knowledge of the subject matter for effective implementation.
3 years experience
Master's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
LAN Administrator - Intermediate
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APPENDIX A
Under general supervision, responsible for the acquisition, installation, maintenance, and usage of the organization’s local area network. Manages LAN
performance and maintains LAN security. Ensures that security procedures are implemented and enforced. Installs all network software. Evaluates, develops
and maintains telecommunications systems. Troubleshoots LAN problems. Establishes and implements LAN policies, procedures, and standards and ensures their conformance with information systems and organization objectives. Trains users on LAN operation. Typically requires two to four years of experience. Frequently reports to a PC support manager or Senior LAN Administrator.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
LAN Administrator - Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, responsible for administration and day-to-day operation of organization’s local area network (LAN). Provides integrated team support and maintenance of LAN hardware and software. Maintains integrity of the LAN hardware and software. Installs LAN software upgrades, including planning and scheduling, testing and coordination. Studies vendor products to determine those which best meet organization needs; assists in presentation of information to management resulting in purchase, and installation of hardware, software, and telecommunications equipment. Performs LAN security procedures, including implementing login requests. Evaluates new products and technologies to determine impact on existing system configurations. Prepares proposals, cost/benefit analyses, and feasibility studies. Provides liaison support between the PC/LAN team, vendors and internal support group as needed. Typically requires five to seven years of experience. Frequently reports to an information systems executive.
5 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
LAN Support Technician - Intermediate
Category Description:
Minimum Experience: Education Requirement:
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Under general supervision, monitors and responds to technical control facility hardware and software problems utilizing hardware and software testing tools and techniques. May interface with vendor support service groups to ensure proper escalation during outages or periods of degraded system performance. May assist with installation of terminals and associated hardware. May provide LAN server support. Requires strong knowledge of PC/LAN communications hardware/software, in a multi-protocol environment, and network management software. Typically requires two to four years experience in data communications troubleshooting.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Labor Category
APPENDIX A LAN Support Technician - Senior
Category Description:
Minimum Experience: Education Requirement:
LAN/WAN Administrator Category Description:
Minimum Experience: Education Requirement:
LAN/WAN Integrator Category Description:
Minimum Experience: Education Requirement:

Under general direction, monitors and responds to complex technical control facility hardware and software problems utilizing a variety of hardware and software testing tools and techniques. Provides primary interface with vendor support service groups or provides internal analysis and support to ensure proper escalation during outages or periods of degraded system performance. May provide LAN server support. Requires extensive knowledge of PC/LAN communications hardware/software in a multi-protocol environment and network management software. May function as lead position providing guidance and training for less-experienced technicians. Typically requires at least four years of experience in data communications troubleshooting.
4 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Monitors LAN, WAN, and servers. Provides batch monitoring, tape back-up, and restoration.
Administers mail system and implements new database architecture. Monitors and conducts performance evaluation of networks. Supports, installs, maintains, and troubleshoots all local area and wide area networking devices and related software for branch offices and internal and external networks.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Responsible for the overall integration of the enterprise-wide network including the planning, design, installation, maintenance, management, and coordination of the corporate LAN/WAN (may include local, metropolitan, and wide area networks). Has responsibility for technical architecture and recommendations related to LAN/WAN. Is typically a top-level technical contributor with advanced knowledge and experience in the area of local and wide area networking, communications, and related hardware/software. Maintains high level of technical expertise and studies vendor products to determine those which best meet organization needs. Presents information to management, which may result in the purchase and installation of hardware , software, and telecommunications equipment. Recommends network security procedures and policies. Knowledgeable in a multi-platform operating environment. May work with Voce and/or Data Communications Analysts.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
LAN/WAN/MAN Administrator
GS35F0147T Price List
Page 23 of 43
Labor Category Category Description:
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Microsoft Programmer Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Monitors LAN, WAN, MAN, and servers. Provides batch monitoring, tape back-up, and restoration. Supports, installs, maintains, and troubleshoots all local area and wide area networking devices and related software for branch offices and internal and external networks.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Knowledge in Microsoft technologies (Access, Excel, Powerpoint, Sharepoint) in a distributed systems environment.
Working knowledge of data structures, analytical, and client development techniques.
Strong software design skills. Functional titles include software engineer, software analyst, .NET developer, SQL Server administrator, etc. Participate in all aspects of Microsoft development, including gathering requirements, designing, installation, software maintenance, and software enhancements.
2 years experience
Bachelor's degree in Computer Science, Engineering, Mathematics, or related field
Network Control Technician
Category Description:
Minimum Experience: Education Requirement:

Tests and analyzes all elements of complex network facilities (including power, software, communications devices, lines, modems, and terminals). Monitors and controls the performance and status of the network resources. Utilizes software and hardware tools and identifies and diagnoses complex problems and factors affecting network performance.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Network Engineer - Intermediate
Category Description:
Minimum Experience: Education Requirement:
Network Engineer - Senior
GS35F0147T Price List

Under general supervision, oversees the purchase, installation, and support of network communications, including LAN/WAN systems. Works on problems of diverse scope where analysis of situation requires evaluation and judgment. Responsible for evaluating current systems. Assists in the planning of large-scale systems projects through vendor comparison and cost studies. Requires thorough knowledge of LAN/WAN systems, networks, and applications. Typically requires two to five years of experience.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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APPENDIX A
Under general direction, manages the purchase, installation, and support of network communications, including LAN/WAN systems. Responsible for evaluating current systems. Works on complex problems where analysis of situation requires in-depth evaluation of various factors. Plans large-scale systems projects through vendor comparison and cost studies. Provides work leadership and training to lower level network engineers. Requires expert knowledge of LAN/WAN systems, networks, and applications. Typically requires at least five years of experience.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Network Operations Supervisor
Category Description:
Minimum Experience: Education Requirement:

Provides first level guidance/direction (either as a full-time supervisory position or on a project management basis) to network operation and maintenance
analysts, technicians, and/or engineers. Performs technical analysis of complex software, hardware, and transmission facility using various diagnostic tools in support of
efficient network operations. Provides guidance/direction for engineering efforts and test and evaluation programs. Performs on-site engineering when required. Typically requires five years of experience in operations, maintenance, and sustained engineering of LAN to WAN internetworking. Frequently reports to a Regional Manager or Operations Manager.
5 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Network Planning Analyst - Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, plans and evaluates moderately complex existing network systems and makes recommendations for resources required to maintain and/or expand service levels. Provides assistance in network planning,
engineering, architecture, and the development of technical standards and interface applications. Evaluates new products as assigned. Provides resolution
for network problems. Typically requires four to six years of experience in telecom networks. Frequently reports to a higher Network Planning position or
a Telecommunications Department Director/Manager.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Network Planning Analyst - Senior
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APPENDIX A
Under general direction, plans and evaluates complex existing network systems and makes recommendations for resources required to maintain and/or expand service levels. Provides highly skilled technical assistance in network planning, engineering, and architecture. Develops technical standards and interface applications, identifies and evaluates new products, and provides
resolution for network problems. May interface with vendors to identify and purchase hardware and software. May function as lead position for other Network Planning Analysts. Typically requires six to eight years of experience in
telecom networks. Frequently reports to a Telecommunications Department Director/Manager or a higher Network Planning position.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Network Planning Manager
Category Description:
Minimum Experience: Education Requirement:

Responsible for long-term strategic planning to ensure network capacity meets current and future network requirements including planning for remote
hardware and communications facilities, development and implementation of methodologies for system analysis, installation, and support. Defines and develops methodology to ensure compatibility of all software and hardware products at each facility. Provides ongoing coordination in the analysis, acquisition, and installation of remote hardware and software. May supervise Network Planning Analysts. Typically requires six to eight years of experience. Frequently reports to a Telecommunications Department Director/Manager or Planning and Engineering Manager.
5 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Network Systems Administrator
Category Description:
Minimum Experience: Education Requirement:

Provides system administration of Network, Web, and/or communication systems, including Local Area Network (LAN) and Wide Area Network (WAN) systems, involving network security. Prepares technical implementation plans that provide integrated solutions including actions, milestones, timelines and critical paths required for complete solutions.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Network Systems Manager
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APPENDIX A
Supervises all personnel engaged in the operation and support of network facilities, including all communications equipment in large scale or multi-shift operations. Supervises complex operations that involve two or more additional functions such as, but not limited to, network operations, systems security, systems software support, and production support activities.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Network/Hardware Support Technician
Category Description:
Minimum Experience: Education Requirement:

Monitors and responds to hardware, software, and network problems. Provides the routine testing and analysis of all elements of the network facilities (including power, software, communications machinery, lines, modems, and terminals). Monitors and controls the performance and status of
the network resources.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Operations Manager - Data Communications
Category Description:
Minimum Experience: Education Requirement:

Manages all aspects of the daily operation for data network(s) in either a stand-alone data network environment in a voice and data separated network environment. Develops project plans for the implementation of new telecommunications technology and systems. Directs technical analysis of complex software, hardware, and transmission systems. Coordinates with vendors involved in providing communication activities.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Operations Manager - Voice Communications
Category Description:
Minimum Experience: Education Requirement:

Manages all aspects of the daily operation for voice network(s) in either a stand-alone voice network OR in a voice and data separated network environment. Develops project plans for the implementation of new telecommunications technology and systems. Directs technical analysis of complex software, hardware, and transmission systems.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Operations Systems Manager
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APPENDIX A
Provides assistance and oversight for all information systems operations activities, including computer and telecommunications/communications operations, data entry, data control, operations support, operating systems programming, system security policy procedures, and/or web strategy and operations. Provides input to policy level discussions regarding standards and budget constraints.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Operations/ Technical Support Manager
Category Description:
Minimum Experience: Education Requirement:

Responsible for all activities relating to technical guidance for planning, directing, and monitoring information systems operations. Plans and recommends machine modifications or additional equipment to increase the capacity of the system. Prepares operational cost estimates for current and proposed projects. Evaluates vendor proposals for purchases of hardware. May
manage related outsourcing contracts and service levels. Directs compilation of records and reports concerning production, machine malfunctioning, and maintenance. May advise or consult on organizational, procedural, and workflow plans, methods, and procedures analysis. Analyzes the results of workflow plans, monitors the operating system(s) and recommends changes to
improve processing and utilization. May have departmental staff responsibility. Frequently reports to an Information Systems Operations Manager or Director
of Information Systems Operations.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Operations/Network LAN Administrator
Category Description:
Minimum Experience: Education Requirement:

Supports, monitors, tests, and troubleshoots hardware and software problems pertaining to LAN. Recommends and schedules repairs. Provides end users support for all LAN-based applications. Installs and configures workstations.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Operations/Technical Support Analyst
Category Description:
Minimum Experience: Education Requirement:
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Provides technical guidance for directing and monitoring information systems operations. Implements machine modifications to increase the capacity of the system. Directs compilation of records and reports concerning production, machine malfunctioning and maintenance.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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APPENDIX A
Under general supervision, analyzes and evaluates microcomputer products and systems available in the marketplace. Analyzes such products for compatibility, expandability, and ease of use and support. Recommends to management the support or nonsupport of evaluated products. Participates in the development and customization of products. Designs application options/screens compatible with mainframe applications. Prepares product development documentation regarding use of product. Frequently reports to a PC Support Manager.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Under general supervision, performs analytical, technical, and administrative work in the planning, design, and installation of new and existing personal computer systems. Works on moderately complex applications. Confers with end users to determine types of hardware and software required. Writes programs to fulfill requirements or selects appropriate off-the-shelf software and modifies to suit. May maintain or utilize telecommunications protocols. Installs new hardware and maintains existing hardware. Trains end users in use of equipment and software. Frequently reports to a PC Support Manager.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
PC/LAN Mgmt Analyst - Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, works closely with business and management and staff on LAN support, network design, and configuration in a multi-server environment. Responsible for the installation/configuration and support of client servers, application support software, and implementation of new business software applications. Participates with client in the installation/configuration of equipment and software. Analyzes and coordinates resolution of network problems. Provides technical support and guidelines to client and systems areas through documentation. Requires experience with Token Ring.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
PC/LAN Mgmt Analyst – Senior
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Project Engineer Category Description:
Minimum Experience: Education Requirement:
Project Manager – Senior Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Under general direction, provides consultation to business area management and staff at the highest technical level for all aspects of PC/LAN design and configuration in a multi-server environment. Plans and coordinates the installation of new or modified Local Area Networks and installs and coordinates the resolution of network problems or malfunctions. Provides technical support and guidelines to client and systems areas through documentation. Requires experience with Token Ring.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Manages long-term IT engineering projects. Performs engineering design evaluations and works to complete projects within budget and scheduling restraints. Develops, implements, and monitors information systems policies and controls to ensure data accuracy, security, and regulatory compliance. Reviews reports of computer and peripheral equipment production, malfunction, and maintenance to determine and address problems.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Responsible for all aspects of the development and implementation of assigned projects and provides a single point of contact for those projects. Takes projects from original concept through final implementation. Interfaces with all areas affected by the project including end users, computer services, and client services. Defines project scope and objectives. Develops detailed work plans, schedules, project estimates, resource plans, and status reports. Conducts project meetings and is responsible for project tracking and analysis. Ensures adherence to quality standards and reviews project deliverables. Manages the integration of vendor tasks and tracks and reviews vendor deliverables. Provides technical and analytical guidance to project team. Recommends and takes action to direct the analysis and solutions of problems.
5 years experience
Master's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Quality Assurance Analyst - Intermediate
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Under general supervision, carries out procedures to ensure that all information systems, products and services meet minimum organization standards and end-user requirements. Thoroughly tests software to ensure proper operation and freedom from defects. Documents and works to resolve all problems. Reports progress on problem resolution to management. Devises improvements to current procedures and develops models of possible future configurations. Performs workflow analysis and recommends quality improvements. Frequently reports to a Quality Assurance Manager.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Quality Assurance Analyst - Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, carries out procedures to ensure that all information systems, products and services meet organization standards and end-user requirements. Performs and leads tests of software to ensure proper operation and freedom from defects. May create test data for applications. Documents and works to resolve all complex problems. Reports progress on problem resolution to management. Devises improvements to current procedures and develops models of possible future configurations. Acts as information resource about assigned areas to technical writers and other Quality Assurance Analysts. Performs complex workflow analysis and recommends quality improvements.
4 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Quality Assurance Specialist
Category Description:
Minimum Experience: Education Requirement:
Security Coordinator Category Description:
Minimum Experience: Education Requirement:
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Provides development of project Software Quality Assurance Plan and the implementation of procedures that conforms to the requirements of the contract. Provides an independent assessment of how the project's software development process is being implemented relative to the defined process and
recommends methods to optimize the organization's process.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Coordinates, develops, and evaluates security programs for an organization.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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APPENDIX A
Provides applications systems analysis and programming activities for a Government site, facility or multiple locations. Prepares long and short-range plans for application selection, systems development, systems maintenance, and production activities and for necessary support resources.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Works independently designing and developing new software products or major enhancements to existing software. May lead a large development team in the design of highly complex software systems. Acts as highest-level technical expert, addressing problems of systems integration, compatibility, and multiple platforms. Responsible for project completion. Performs feasibility analysis on potential future projects to management.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Software Developer – Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, develops codes, tests, and debugs new software or enhancements to existing software. Has good understanding of business applications. Works with technical staff to understand problems with software and resolve them. Resolves customer complaints with software and responds to suggestions for improvements and enhancements. May assist in development of software user manuals. Requires two years experience in the
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Software Developer – Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, participates as high-level technical expert in design development, coding, testing, and debugging new software or significant enhancements to existing software. Works with technical staff to understand problems with software and develops specifications to resolve them. Resolves customer complaints and responds to suggestions for improvements and enhancements. Participates in the development of software user manuals. May act as team leader on less complex projects. Assists in training less experienced software development staff. Requires five years experience in the
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Software Systems Engineer - Intermediate
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Minimum Experience: Education Requirement:

APPENDIX A
Under general supervision, works from specifications to develop or modify moderately complex software programming applications. Assists with design, coding, benchmark testing, debugging, and documentation of programs. Applications generally deal with utility programs, position control language, macros, subroutines, and other control modules. Competent to work on most phases of software systems programming applications, but requires instruction
and guidance in other phases.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Software Systems Engineer - Senior
Category Description:
Minimum Experience: Education Requirement:
Strategic Planner Category Description:
Minimum Experience: Education Requirement:

Under general direction, formulates and defines specifications for complex operating software programming applications or modifies/maintains complex existing applications using engineering releases and utilities from the manufacturer. Designs, codes, tests, debugs, and documents those programs. Responsible for applications dealing with the overall operating system, such as sophisticated file maintenance routines, large telecommunications networks, computer accounting, and advanced mathematical/scientific software packages. Competent to work at this highest technical level on all phases of software systems programming applications. May have responsibility for the evaluation of new and existing software products. May assist other systems programmers to effectively utilize the system’s technical software.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Provides strategic planning of large projects or a significant segment of a strategic planning portion of a large complex project. Provides the overall approach to clarify mission statements so they can be used as springboards in envisioning their desired future. Assists in developing mission and vision statements, subsequent goal delineation, provides guidance for building operational plans and specifying measurable outcomes to include capital outlay
planning efforts in a consolidated strategic planning process and prioritizes those initiatives.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Systems Administrator - Intermediate
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Minimum Experience: Education Requirement:

APPENDIX A
Under general supervision, responsible for installing, configuring, and maintaining operating system workstations and servers, including web servers, in support of business processing requirements. Performs software installations and upgrades to operating systems and layered software packages. Schedules installations and upgrades and maintains them in accordance with established IT policies and procedures. Monitors and tunes the system to achieve optimum performance levels. Ensures workstation/server data integrity by evaluating, implementing, and managing appropriate software and hardware solutions. Ensures data/media recoverability by implementing a schedule of system backups and database archive operations. Supports media management through internal methods and procedures or through offsite storage and retrieval services. Develops and promotes standard operating procedures. Conducts routine hardware and software audits of workstations and servers to ensure compliance with established standards, policies, and configuration guidelines. Develops and maintains a comprehensive operating system hardware and software configuration database/library of all supporting documentation.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Systems Administrator - Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, responsible for activities related to system administration. Assigns personnel to various projects, directs their activities, and evaluates their work. Ensures long-term requirements of systems operations and administration are included in the overall information systems planning of the organization. Responsible for the installation, maintenance, configuration, and integrity of computer software. Implements operating system enhancements that will improve the reliability and performance of the system.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Systems Analysis and Programming Director
Category Description:
Minimum Experience: Education Requirement:
Systems Engineer
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Develops software within an organization. Directs the software engineering function in developing, releasing, and maintaining software applications/operating systems according to business needs.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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APPENDIX A
Performs a variety of systems engineering tasks and activities that are broad in nature and are concerned with major systems design, integration, and implementation, including personnel, hardware, software, budgetary, and support facilities and/or equipment. Provides quality assurance review and the evaluation of new and existing software products.
2 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Systems Management Technologist
Category Description:
Minimum Experience: Education Requirement:
Technical Editor Category Description:
Minimum Experience: Education Requirement:

Analyzes, develops, operates, and maintains software libraries and catalogs. Provides support and direction for user groups in the use of the software/hardware systems and programs to support an integrated system.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Responsible for content of technical documentation. Checks author’s document for spelling, grammar and content problems (e.g., missing instructions or sections; redundant or unnecessary sections). Accuracy of content may fall under this position or the programmer, depending on the expertise of the editor. Ensures that documents follow the style laid out in the organization’s style guide. May also be responsible for maintaining the style guide. Suggests revisions to the style guide as appropriate. Editor is often a technical writer who has moved to this position. Note: This description is for a technical editor in a large software house or an editor in a technical lab, which produces papers for publication. Newsletter, newspaper, or magazine editors should not be matched to this position.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Technical Support Professional
Category Description:
Minimum Experience: Education Requirement:
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Identifies requirements and perform system level assessments; analyze requirements and develops detail design specifications to meet those requirements.
Functional titles include Help Desk support technician, cable installer, Support Technician, Network Administrator, Desktop Support technician, etc.     Responsible for primary system/network architecture planning, design, and implementation; provide desktop support; minor cabling;
basic application support; help desk support; basic operating system support; computer hardware support; computer hardware repair; and participate in engineering design meetings and collaborative work groups.
2+ years experience
High school diploma or equivalent
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APPENDIX A
Writes a variety of technical articles, reports, brochures, and/or manuals for documentation for a wide range of uses. Coordinates the display of graphics and the production of the document.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications Analyst/Technician
Category Description:
Minimum Experience: Education Requirement:

Provides maintenance of the switching equipment. Performs more complex activities for routine maintenance on switch. Reads and interprets circuit diagrams and electrical schematics.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications Engineer/ Analyst – Intermediate
Category Description:
Minimum Experience: Education Requirement:

Under general supervision, responsible for moderately complex engineering and/or analytical activities associated with one or more technical areas within the telecom function (such as, but not limited to, network design, engineering, implementation, or operations/user support). Typically requires two to four years of technical telecom experience.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications Engineer/ Analyst – Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, responsible for complex engineering and/or analytical tasks and activities associated with one or more technical areas within the telecom function such as, but not limited to, network design, engineering, implementation, or operations/user support. Typically requires six to eight years of technical telecom experience.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications Manager - Multiple Incumbents
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APPENDIX A
A multiple incumbent position with broad management responsibility for all areas of the telecommunications function. Position may be structured to address the needs of individual “customer” groups (e.g., organization divisions or business lines) or may reflect total management responsibilities (including planning, engineering, implementation, and operations) for either voice or data
communications in a separated network environment. Manages/coordinates day-to-day planning, design, operations, maintenance, and resource allocation including client server support and strategic and tactical planning. Coordinates with customers, vendors, and corporate management. May be responsible for billing systems. Interfaces with Senior/Executive Management to coordinate telecommunications plans with overall business plan. Frequently reports to Telecommunications Management or information systems management.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications Manager - Single Incumbent
Category Description:
Minimum Experience: Education Requirement:

A single incumbent position with broad management responsibility for all areas of the telecommunications function. Manages and coordinates the day-to-day
planning, design, operations, and maintenance of the telecommunications voice and/or data networks including client server support consistent with customer needs, organization objectives, and technological resources. Responsible for telecommunications strategic and tactical planning. Coordinates with customers, vendors, and corporate management. Responsible for department resource allocation. May be responsible for billing systems. Interfaces with Senior/Executive Management to coordinate telecommunications plans with
organization’s business plan.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications Network Help Desk
Category Description:
Minimum Experience: Education Requirement:

Responds to user complaints to research complex problems associated with the organization's telecommunications networks (voice and/or data). Diagnoses problem source through discussions with users. Coordinates with internal company support and operations groups and/or with vendors to resolve problems. Follows up with users to ensure problem has been resolved. Develops supporting documentation of all activities.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications Programmer/ Systems Analyst – Intermediate
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APPENDIX A
Under general supervision, develops telecommunications solutions to address user needs. May interface with users to define needs. Assists in the design, development, and testing of communications software interface programs. Usually involved in the implementation and testing of projects. Requires knowledge of communication protocols, hardware, and real-time operating system programming. Requires proficiency in one or more programming languages such as Assembler, FORTRAN, or “C”. Typically requires two to four years of experience in telecommunications programming.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications Programmer/ Systems Analyst – Senior
Category Description:
Minimum Experience: Education Requirement:

Under general direction, develops telecommunications software solutions to address user needs. Interfaces with users to define needs. Designs, develops, and tests complex communications software interface programs. Primary responsibilities usually include technical feasibility studies and design phases of
project. Requires strong knowledge of communication protocols, hardware, and real time operating system programming. May serve as project leader for lower level programmers. Requires high level of proficiency in one or more programming languages such as Assembler, FORTRAN, or “C”. Typically requires four to six years of experience in telecommunications programming.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications Technician
Category Description:
Minimum Experience: Education Requirement:

Installs, troubleshoots, repairs and maintains telecommunications equipment. Provides reports, completes requests for new service, determines methodology for installing telephone service, determines appropriateness of moderate equipment changes or modifications, call switches, test trunks, test links and installs communication circuits.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Telecommunications/Communications Integration Engineer
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Test Engineer Category Description:
Minimum Experience: Education Requirement:

APPENDIX A
Provides technical direction and analysis for telecommunication activities, including planning, designing, integrating, installing and maintaining large-scale telecommunications/ communications networks and services with computer systems. Applies telecommunications/communications engineering principles and theory to propose design and configuration alternatives. Analyzes network performance, usage and traffic flows, accesses and interfaces, transmission techniques, and protocols to interface with computer systems.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Subject matter specialist providing testing know-how in for the support of user requirements of complex to highly complex software/hardware applications.
Directs and/or participates in all phases of risk management assessments and software/hardware development with emphasis on analysis of user requirements, test design and test tools selection.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
UNIX Systems Administrator
Category Description:
Minimum Experience: Education Requirement:

Responsible for the installation, configuration, and maintenance of UNIX operating systems. Recognizes and troubleshoots problems with server hardware and applications software. Establishes and documents standards and
procedures for management review. Requires extensive knowledge of computer operations and familiarity with shell and kernel programming. Typically requires two to four years of experience.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Voice Communications Administrator
Category Description:
Minimum Experience: Education Requirement:

Monitors and responds to facility hardware and software problems. Assists vendor support service groups to ensure proper escalation during outages or periods of degraded system performance. Makes phone system additions, changes, and installs new station equipment. Requires knowledge of monitoring equipment.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Voice Communications Manager - Planning & Implementation
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APPENDIX A
Ensures that adequate and appropriate planning is provided for remote hardware and communications facilities to develop and implement methodologies for analysis, installation, and support of voice communications systems. Provides coordination in the analysis, acquisition, and installation of remote hardware and software. Interfaces with internal and external customers and vendors to determine system needs. Manages the training and efforts of a staff responsible for system and network planning and analysis activities. May include billing/chargeback responsibilities. Typically requires at least eight to ten years of experience in software/hardware voice network design and analysis usually in
a telephone operating organization. Frequently reports to a Telecommunications Department Director/Manager or Planning and Engineering Manager.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Voice Communications Technician
Category Description:
Minimum Experience: Education Requirement:

Monitors and responds to complex technical control facility hardware and software problems. Interfaces with vendor support service groups to ensure proper escalation during outages or periods of degraded system performance. Maintains PBX/systems and associated hardware.
1 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Web Content Administrator
Category Description:
Minimum Experience: Education Requirement:
Web Content Analyst
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Responsible for developing and providing content that will motivate and entertain users so that they regularly access the website and utilize it as a major source for information and decision making. Responsible for managing/performing website editorial activities including gathering and researching information that enhances the value of the site. Locates, negotiates and pursues content. Seeks out customers to gather feedback for website improvement and enhancements. Requires experience in production management, web page design, HTML and web graphics types and standards. Requires two years of experience in this field.
3 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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Web Designer Category Description:
Minimum Experience: Education Requirement:
Web Marketing Manager Category Description:
Minimum Experience: Education Requirement:
Web Operations Manager Category Description:
Minimum Experience: Education Requirement:
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APPENDIX A
Provides for development and content that will motivate and entertain users so that they regularly access the website and utilize it as a major source for information and decision-making. Provides managing/performing website editorial activities including gathering and researching information that enhances the value of the site.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Under direct supervision, designs and builds web pages using a variety of graphics software applications, techniques, and tools. Designs and develops user interface features, site animation, and special effects elements. Contributes to the design group’s efforts to enhance the appeal of the organization’s online offerings. Designs the website to support the organization’s strategies and goals relative to external communications. Typically requires one to three years of experience in the area of web design. Requires knowledge of web-based technologies including browsers ASP pages, HTML code, object-oriented technology, and graphics software.
1 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Responsible for developing and implementing the organization’s web strategies for promoting products and services through strategic marketing on the website. Responsible for assisting in the creation and implementation of the web marketing plan. Works closely with design and content management team to ensure site meets marketing objectives. Monitors site access patterns to adjust strategies and plans. Requires understanding of web technologies.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Responsible for ongoing oversight of web strategy and operations. Develops business plan and annual budget for website function. Accountable for budget,
staff planning, management, and product and service delivery. Oversees operational activities of the website(s) with specific attention aimed at content
creation and website maintenance. Requires experience with web technologies and web page design.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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APPENDIX A
Serves as project manager of a development team responsible for planning, developing, and deploying websites including preparation of text, graphics, audio, and video for web pages. Works directly with partners and clients to determine project scope and specifications. Coordinates the work of design and development teams to implement online designs. Reviews progress, manages resources, and ensures overall quality of completed website. Typically
requires experience in management and understanding of web technologies.
4 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Web Security Administrator
Category Description:
Minimum Experience: Education Requirement:
Web Security Analyst Category Description:
Minimum Experience: Education Requirement:
Web Software Developer
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Under general supervision, performs all procedures necessary to ensure the safety of the organization’s website and transactions across the Internet including the protection of confidential order information and external business-to-business connections. Applies Internet firewall and encryption technologies to maintain organizational and customer security. Ensures that the user community understands and adheres to established security procedures. Updates and deletes users, monitors and performs follow-up compliance violations, and develops security policies and practices and guidelines. Requires experience in Firewall/DMZ design and implementation.
3 years experience
Bachelor's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Performs all procedures necessary to ensure the safety of the organization's website and transactions across the Internet/intranet. Applies Internet firewall technologies to maintain security. Ensures that the user community understands and adheres to necessary procedures to maintain security. Updates and deletes users, monitors and performs follow-up on compliance violations, and develops security policies, practices, and guidelines.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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APPENDIX A
Designs, develops, troubleshoots, debugs, and implements software code (such as HTML, CGI, and JavaScript) for a component of the website. Works with graphic designers and other members of a project team to develop the site concept, interface design, and architecture of the website. Responsible for interface implementation. Integrates web applications with backend databases. Deploys large web-based transaction systems using application servers. Researches, tests, builds, and coordinates the integration of new products per production and client requirements. Requires strong navigation and site-design instincts.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
Web Technical Administrator
Category Description:
Minimum Experience: Education Requirement:
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Under general supervision, responsible for achieving overall technical integrity of organization’s website. Maintains and upgrades hardware and software including website technical architecture related to hardware and telecommunication connectivity. Administers e-mail, chat and FTP services. Communicates router configuration changes and troubleshoots system errors and bugs. Maintains servers, creates monitoring reports and logs, and ensures functionality of links. Creates tools to ease production process. Automates routine procedures. Works on system-level services to ensure proper patch levels on applications and operating systems. Monitors database integrity. Monitors site for acceptable performance and user accessibility. Establishes backups and monitors site security. Typically requires experience in systems technologies.
2 years experience
Associate's degree in Computer Science, Engineering, Business Administration, Information Technology, or equivalent
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	SIN
	Service 
	 GSA Price with IFF

	54151S
	Custom Programmer
	 $            80.54 

	54151S
	Microsoft Programmer
	 $            80.54 

	54151S
	Technical Support Professional
	 $            80.54 

	54151S
	Applications Programmer
	 $            73.01 

	54151S
	Applications Systems Analyst/ Programmer – Intermediate
	 $            78.54 

	54151S
	Applications Systems Analyst/ Programmer – Senior
	 $            95.05 

	54151S
	Business Process Consultant
	 $          102.34 

	54151S
	Business Subject Matter Specialist
	 $          110.81 

	54151S
	Business Systems Analyst - Intermediate
	 $            78.06 

	54151S
	Business Systems Analyst - Senior
	 $            93.37 

	54151S
	Business Systems Specialist
	 $            92.24 

	54151S
	Chief Information Security Officer
	 $          135.49 

	54151S
	Client/Server Database Manager
	 $            99.50 

	54151S
	Client/Server Network Architect
	 $          105.00 

	54151S
	Client/Server Support Analyst
	 $            71.25 

	54151S
	Communications Analyst - Intermediate
	 $            69.92 

	54151S
	Communications Analyst - Senior
	 $            85.12 

	54151S
	Communications Facility Engineer
	 $            84.89 

	54151S
	Communications Installer
	 $            60.36 

	54151S
	Communications Transmission Engineer
	 $            81.56 

	54151S
	Computer Operations Manager
	 $            86.46 

	54151S
	Consultant
	 $          104.99 

	54151S
	Data Architect
	 $          100.10 

	54151S
	Data Communications Manager - Planning & Implementation
	 $          100.14 

	54151S
	Data Entry Supervisor
	 $            55.24 

	54151S
	Data Security Administration Manager
	 $            97.59 

	54151S
	Data Security Analyst - Intermediate
	 $            77.88 

	54151S
	Data Security Analyst - Senior
	 $            93.01 

	54151S
	Data Warehousing Administrator
	 $            87.58 

	54151S
	Data Warehousing Analyst
	 $            84.50 

	54151S
	Data Warehousing Programmer
	 $            83.91 

	54151S
	Data Warehousing Project Manager
	 $          105.02 

	54151S
	Data/Configuration Management Specialist
	 $            82.33 

	54151S
	Database Administrator
	 $            89.39 

	54151S
	Database Analyst/ Programmer - Intermediate
	 $            78.98 

	54151S
	Database Analyst/ Programmer – Senior
	 $            93.37 

	54151S
	Database Manager
	 $          102.19 

	54151S
	Disaster Recovery Administrator
	 $            89.80 

	54151S
	Disaster Recovery Analyst
	 $            84.69 

	54151S
	Documentation Specialist - Intermediate
	 $            55.58 

	54151S
	Documentation Specialist - Senior
	 $            68.20 

	54151S
	E-Business Manager
	 $            99.21 

	54151S
	Electronic Data Interchange (EDI) Manager
	 $            96.15 

	54151S
	Electronic Data Interchange (EDI) Specialist
	 $            76.21 

	54151S
	Electronic Mail Coordinator
	 $            57.53 

	54151S
	Engineering Subject Matter Specialist
	 $          114.07 

	54151S
	ERP Business/Architectural Specialist
	 $          106.55 

	54151S
	ERP Business Analyst - Intermediate
	 $            87.87 

	54151S
	ERP Business Analyst - Senior
	 $          106.94 

	54151S
	ERP Programmer
	 $            90.89 

	54151S
	Graphics Specialist
	 $            60.51 

	54151S
	Groupware Specialist
	 $            78.86 

	54151S
	Help Desk Coordinator - Intermediate
	 $            50.03 

	54151S
	Help Desk Coordinator - Senior
	 $            60.48 

	54151S
	Help Desk Manager
	 $            77.49 

	54151S
	Help Desk Specialist
	 $            50.46 

	54151S
	Help Desk Support Services Specialist - Intermediate
	 $            53.83 

	54151S
	Help Desk Support Services Specialist - Senior
	 $            64.22 

	54151S
	Information Assurance Development Engineer
	 $            92.86 

	54151S
	Information Assurance Engineer
	 $            93.13 

	54151S
	Information Assurance Network Specialist
	 $            85.72 

	54151S
	Information Assurance Systems/Network Specialist
	 $            85.68 

	54151S
	Information Center Consultant
	 $            85.08 

	54151S
	Information Center Specialist
	 $            74.69 

	54151S
	Information Security Business Analyst
	 $            88.52 

	54151S
	Information Services Consultant
	 $          107.47 

	54151S
	Information Systems Auditor - Intermediate
	 $            80.43 

	54151S
	Information Systems Auditor - Senior
	 $            96.15 

	54151S
	Information Systems Training Specialist - Intermediate
	 $            67.43 

	54151S
	Information Systems Training Specialist - Senior
	 $            82.37 

	54151S
	Internal Communications Systems Consultant
	 $            90.48 

	54151S
	IT Subject Matter Specialist
	 $          120.83 

	54151S
	LAN Administrator - Intermediate
	 $            69.85 

	54151S
	LAN Administrator - Senior
	 $            84.73 

	54151S
	LAN Support Technician - Intermediate
	 $            60.41 

	54151S
	LAN Support Technician - Senior
	 $            72.52 

	54151S
	LAN/WAN Administrator
	 $            74.87 

	54151S
	LAN/WAN Integrator
	 $            86.24 

	54151S
	LAN/WAN/MAN Administrator
	 $            78.63 

	54151S
	Network Control Technician
	 $            60.84 

	54151S
	Network Engineer - Intermediate
	 $            76.78 

	54151S
	Network Engineer - Senior
	 $            92.94 

	54151S
	Network Operations Supervisor
	 $            87.18 

	54151S
	Network Planning Analyst - Intermediate
	 $            76.41 

	54151S
	Network Planning Analyst - Senior
	 $            91.01 

	54151S
	Network Planning Manager
	 $          101.91 

	54151S
	Network Systems Administrator
	 $            79.47 

	54151S
	Network Systems Manager
	 $            95.40 

	54151S
	Network/Hardware Support Technician
	 $            61.32 

	54151S
	Operations Manager - Data Communications
	 $            93.37 

	54151S
	Operations Manager - Voice Communications
	 $            93.20 

	54151S
	Operations Systems Manager
	 $            97.04 

	54151S
	Operations/ Technical Support Manager
	 $            86.57 

	54151S
	Operations/Network LAN Administrator
	 $            73.96 

	54151S
	Operations/Technical Support Analyst
	 $            73.80 

	54151S
	PC Products Analyst
	 $            61.58 

	54151S
	PC Systems Specialist
	 $            64.94 

	54151S
	PC/LAN Mgmt Analyst - Intermediate
	 $            67.14 

	54151S
	PC/LAN Mgmt Analyst – Senior
	 $            80.79 

	54151S
	Project Engineer
	 $            98.19 

	54151S
	Project Manager – Senior
	 $          120.83 

	54151S
	Quality Assurance Analyst - Intermediate
	 $            72.15 

	54151S
	Quality Assurance Analyst - Senior
	 $            89.41 

	54151S
	Quality Assurance Specialist
	 $            78.46 

	54151S
	Security Coordinator
	 $            73.27 

	54151S
	Site Manager
	 $            94.08 

	54151S
	Software Architect
	 $          114.02 

	54151S
	Software Developer – Intermediate
	 $            79.55 

	54151S
	Software Developer – Senior
	 $            96.31 

	54151S
	Software Systems Engineer - Intermediate
	 $            84.09 

	54151S
	Software Systems Engineer - Senior
	 $          102.14 

	54151S
	Strategic Planner
	 $          101.83 

	54151S
	Systems Administrator - Intermediate
	 $            73.37 

	54151S
	Systems Administrator - Senior
	 $            88.61 

	54151S
	Systems Analysis and Programming Director
	 $          114.24 

	54151S
	Systems Engineer
	 $            90.43 

	54151S
	Systems Management Technologist
	 $            80.18 

	54151S
	Technical Editor
	 $            65.03 

	54151S
	Technical Writer
	 $            62.94 

	54151S
	Telecommunications Analyst/Technician
	 $            60.70 

	54151S
	Telecommunications Engineer/ Analyst – Intermediate
	 $            73.13 

	54151S
	Telecommunications Engineer/ Analyst – Senior
	 $            87.74 

	54151S
	Telecommunications Manager - Multiple Incumbents
	 $            99.95 

	54151S
	Telecommunications Manager - Single Incumbent
	 $            94.23 

	54151S
	Telecommunications Network Help Desk
	 $            58.27 

	54151S
	Telecommunications Programmer/ Systems Analyst – Intermedi
	 $            74.00 

	54151S
	Telecommunications Programmer/ Systems Analyst – Senior
	 $            89.71 

	54151S
	Telecommunications Technician
	 $            57.67 

	54151S
	Telecommunications/Communications Integration Engineer
	 $            86.82 

	54151S
	Test Engineer
	 $            82.07 

	54151S
	UNIX Systems Administrator
	 $            88.32 

	54151S
	Voice Communications Administrator
	 $            69.46 

	54151S
	Voice Communications Manager - Planning & Implementation
	 $            91.86 

	54151S
	Voice Communications Technician
	 $            59.37 

	54151S
	Web Content Administrator
	 $            70.55 

	54151S
	Web Content Analyst
	 $            69.28 

	54151S
	Web Designer
	 $            73.38 

	54151S
	Web Marketing Manager
	 $            81.13 

	54151S
	Web Operations Manager
	 $            90.46 

	54151S
	Web Project Manager
	 $            99.53 

	54151S
	Web Security Administrator
	 $            85.99 

	54151S
	Web Security Analyst
	 $            82.39 

	54151S
	Web Software Developer
	 $            82.74 

	54151S
	Web Technical Administrator
	 $            76.38 


TERMS AND CONDITIONS APPLICABLE TO PURCHASE OF CLOUD COMPUTING PRODUCTS AND CLOUD RELATED IT PROFESSIONAL SERVICES (SPECIAL ITEM NUMBER 518210C) 

technical advances in cloud computing. SIN 518210C Cloud Computing Services and Cloud-Related IT Professional Services is designed to cover core Cloud Services including Infrastructure as a Service, Platform as a Service, and Software as a Service, as well as the Cloud-related IT Professional Services required to assess, prepare, refactor, migrate, DevOps, integrate or govern a Cloud implementation. In accordance with section 889 of the National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232, August 13, 2018), an executive agency will be prohibited one year after enactment of the Act from procuring, obtaining, extending or renewing a contract to procure or obtain any equipment, system or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system; and  two years after enactment of the Act from entering into, renewing or extending a contract with an entity that uses covered telecommunications equipment or service in that entity’s equipment, system or service, as a substantial or essential component of any system, or as critical technology as part of any system. Section 889 defines “covered telecommunications equipment or services” as any of the following: 

 (A)     Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of such entities). 

 (B)     For the purpose of public safety, security of government facilities, physical security surveillance of critical infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of such entities). 

 (C)     Telecommunications or video surveillance services provided by such entities or using such equipment. 

 (D)     Telecommunications or video surveillance equipment or services produced or provided by an entity that the Secretary of Defense, in consultation with the Director of the National Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the government of a covered foreign country (i.e. the People’s Republic of China). (Pub. L. 115-232, section 889(f)(3), italicized parenthetical added). 

1. SCOPE The prices, terms and conditions stated under Special Item Number (SIN) 132-40 Cloud Computing Services (i.e. IaaS, etc.) and Cloud-Related Professional Services apply exclusively to Cloud Computing Services (i.e. IaaS, etc.) and Cloud-Related Professional Services within the scope of this Information Technology Schedule. 

This SIN provides ordering activities with access to Cloud (i.e. SaaS, etc.) technical services that run in cloud environments and meet the NIST Definition of Cloud Computing Essential Characteristics. Cloud Services [(i.e. SaaS, etc.)] relating to or impinging on cloud that do not meet all NIST essential characteristics should be listed in other SINs. (For example: Software subscription services or Software as a Service offerings that do not meet the essential “measured service” requirement may meet the definition of “Term Licenses” under SIN 132-32. See the 

Measured Service requirement in Table 2, below.) 

The scope of this SIN is limited to cloud capabilities provided entirely as a “pay as you go” service and cloud-related IT professional services. Hardware, software and other artifacts acquired to supporting the physical construction of a private or other cloud are out of scope for this SIN. Currently, an Ordering Activity can procure the hardware and software needed to build private on premise cloud functionality, through combining different services on other IT Schedule 70 SINs (e.g. 132-8, 132-32, 132-33, 132-34, 132-52, 132-51). 

Sub-categories in scope for this SIN are the three NIST Service Models: Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS).  Offerors may optionally select a single sub-category that best fits a proposed cloud service offering. Only one sub-category may be selected per each proposed cloud service offering. Offerors may elect to submit multiple cloud service offerings, each with its own single sub-category. The selection of one of three sub-categories does not prevent Offerors from competing for orders under the other two sub-categories. See service model guidance for advice on sub-category selection. Sub-category selection within this SIN is optional for any individual cloud service offering, and new cloud computing service (i.e. IaaS, etc.) technologies that do not align with the aforementioned three sub-categories may be included without a sub-category selection so long as they comply with the essential characteristics of cloud computing as outlined by NIST. See Table 1 for a representation of the scope and sub-categories. 

 Table 1: Cloud Computing Services (i.e. IaaS, etc.) 

 SIN Description Sub-Categories1 ● Commercially available cloud computing services ● Meets the National Institute for Standards and Technology (NIST) definition of Cloud Computing essential characteristics ● Open to all deployment models (private, public, community or hybrid), vendors specify deployment models 1. Software as a Service (SaaS): Consumer uses provider’s applications on cloud infrastructure. Does not manage/control platform or infrastructure. Limited application level configuration may be available. 2. Platform as a Service (PaaS): Consumer deploys applications onto cloud platform service using provider-supplied tools. Has control over deployed applications and some limited platform configuration but does not manage the platform or infrastructure. 3. Infrastructure as a Service (IaaS): Consumer provisions computing resources. Has control over OS, storage, platform, deployed applications and some limited infrastructure configuration, but does not manage the infrastructure. 

  1 Offerors may optionally select the single sub-category that best fits each cloud service offering, per Service Model Guidance, or select no sub-category if the offering does not fit an existing NIST service model. 

2. DESCRIPTION OF CLOUD COMPUTING SERVICES  (i.e. IaaS, etc.) AND PRICING **NOTE TO CONTRACTORS: The information provided below is designed to assist Contractors in qualifying cloud computing services for this SIN and providing complete descriptions and pricing information.  This language should NOT be printed as part of the Information Technology Schedule Pricelist; instead, Contractors should respond to each service requirement as it relates to each cloud computing service offered under the contract. There is guidance provided in subsequent sections of the Terms and Conditions to assist in determining how to meet these requirements. This section delineates requirements for submitting a proposal for the Cloud Services (i.e. IaaS, etc.) SIN, as well as requirements that apply to Task Orders** a.  Service Description Requirements for Listing Contractors The description requirements below are in addition to the overall Schedule 70 evaluation criteria described in SCP-FSS-001-N Instructions Applicable to New Offerors (Alternate 

I – MAR 2016) or SCP-FSS-001-S Instructions Applicable to Successful FSS Program Contractors, as applicable,  SCP-FSS-004 and other relevant publications. Refer to overall Schedule 70 requirements for timelines related to description and other schedule updates, including but not limited to clauses 552.238-81 – section E and clause I-FSS-600. Table 2 summarizes the additional Contractor-provided description requirements for services proposed under the Cloud Computing Services (i.e IaaS, etc.). All mandatory description requirements must be complete, and adequate according to evaluation criteria. In addition there is one “Optional” reporting descriptions which exists to provide convenient service selection by relevant criteria.  Where provided, optional description requirements must be complete and adequate according to evaluation criteria: 

(1) The NIST Service Model provides sub-categories for the Cloud SIN and is strongly encouraged, but not required. The Service Model based sub-categories provide this SIN with a structure to assist ordering activities in locating and comparing services of interest. Contractors may optionally select the single service model most closely corresponding to the specific service offering. (2) If a sub-category is selected it will be evaluated with respect to the NIST Service Model definitions and guidelines in “Guidance for Contractors". 

Table 2: Cloud Service Description Requirements 

 # Description Requirement Reporting Type Instructions 1 Provide a brief written description of how the proposed cloud computing services (i.e. IaaS, etc.) satisfies each individual essential NIST Characteristic Mandatory The cloud service must be capable of satisfying each of the five NIST essential Characteristics as outlined in NIST Special Publication 800-145. See ‘GUIDANCE FOR CONTRACTORS: NIST Essential Characteristics’ below in this document for detailed overall direction, as well as guidance on inheriting essential characteristics. The NIST “Measured Service” characteristic requires a minimal “pay as you go” unit of measurement appropriate for the service.  In the case of SaaS, the appropriate maximum measured increment of service shall be no more than 30 days per user, or some other equivalent discrete measurement that provides the government with the advantage of frequent (approximately every 30 days) “pay as you go” metering cycles.  SaaS products, where consumption is only measured on an annual basis, may better fit under “Term Software License” SIN 132-32. Likewise, offers of any combinations of IaaS, PaaS or any other cloud product 

services in a bundle or other fashion that do not meet the frequency requirements of approximately 30-day measurement and billing cycles, will not be accepted as complying with the NIST Measured Service characteristic. 

2 Select NIST deployment models for the cloud computing service proposed. 

Mandatory Contractors must select at least one NIST deployment model as outlined in NIST Special Publication 800- 145 describing how the proposed cloud computing service is deployed. Select multiple deployment models if the service is offered in more than one deployment model. See ‘GUIDANCE FOR CONTRACTORS: NIST Deployment Model’ below in this document for detailed direction on how to best categorize a service for the NIST deployment models. 

3 Optionally select the most appropriate NIST service model that will be the designated sub- category, or may select no sub-category. 

Optional Contractor may select a single NIST Service model to subcategorize the service as outlined in NIST Special Publication 800-145.  Sub-category selection is optional but recommended. See ‘GUIDANCE FOR CONTRACTORS: NIST Service Model’ below in this document for detailed direction on how to best categorize a service for the NIST IaaS, PaaS, and SaaS service models. 

b.  Pricing of Cloud Computing Services All current pricing requirements for Schedule 70, including provision SCP-FSS-001-N (Section III Price Proposal), SCP-FSS-001-S, SCP-FSS-004 (Section III Price Proposal), and clause I-FSS-600 Contract Price Lists, apply.  At the current time there is no provision for reducing or eliminating standard price list posting requirements to accommodate rapid cloud price fluctuations. In addition to standard pricing requirements, all pricing models must have the core capability to meet the NIST Essential Cloud Characteristics, particularly with respect to on-demand self-service, while allowing alternate variations at the task order level at agency discretion, pursuant to the guidance on NIST Essential Characteristics. 3. RESPONSIBILITIES OF THE CONTRACTOR The Contractor shall comply with all laws, ordinances, and regulations (Federal, State, City, or otherwise) covering work of this character. a.  Acceptance Testing Any required Acceptance Test Plans and Procedures shall be negotiated by the Ordering Activity at task order level. The Contractor shall perform acceptance testing of the 

systems for Ordering Activity approval in accordance with the approved test procedures. b.  Training If training is provided commercially the Contractor shall provide normal commercial installation, operation, maintenance, and engineering interface training on the system. Contractor is responsible for indicating if there are separate training charges. 

c.  Information Assurance/Security Requirements The contractor shall meet information assurance/security requirements in accordance with the Ordering Activity requirements at the Task Order level. d.  Related Professional Services The Contractor is responsible for working with the Ordering Activity to identify related professional services and any other services available on other SINs that may be associated with deploying a complete cloud service (i.e. IaaS, etc.) solution.  Any additional substantial and ongoing IT professional services related to the offering such as assessing, preparing, refactoring, migrating, DevOps, developing new cloud based applications and managing/governing a cloud implementation may be offered per the guidelines below.  e.  Performance of Cloud Computing Services (i.e. IaaS, etc.) The Contractor shall respond to Ordering Activity requirements at the Task Order level with proposed capabilities to Ordering Activity performance specifications or indicate that only standard specifications are offered. In all cases the Contractor shall clearly indicate standard service levels, performance and scale capabilities. The Contractor shall provide appropriate cloud computing services (i.e. IaaS, etc.) on the date and to the extent and scope agreed to by the Contractor and the Ordering Activity. f.  Reporting The Contractor shall respond to Ordering Activity requirements and specify general reporting capabilities available for the Ordering Activity to verify performance, cost and availability. In accordance with commercial practices, the Contractor may furnish the Ordering Activity/user with a monthly summary Ordering Activity report. 4. RESPONSIBILITIES OF THE ORDERING ACTIVITY The Ordering Activity is responsible for indicating the cloud computing services requirements unique to the Ordering Activity. Additional requirements should not contradict existing SIN or IT Schedule 70 Terms and Conditions.  Ordering Activities should include (as applicable) Terms & Conditions to address Pricing, Security, Data Ownership, Geographic Restrictions, Privacy, SLAs, etc. Cloud services typically operate under a shared responsibility model, with some responsibilities assigned to the Cloud Service Provider (CSP), some assigned to the Ordering Activity, and 

others shared between the two. The distribution of responsibilities will vary between providers and across service models. Ordering activities should engage with CSPs to fully understand and evaluate the shared responsibility model proposed.  Federal Risk and Authorization Management Program (FedRAMP) documentation will be helpful regarding the security aspects of shared responsibilities, but operational aspects may require additional discussion with the provider. a.  Ordering Activity Information Assurance/Security Requirements Guidance (1) The Ordering Activity is responsible for ensuring to the maximum extent practicable that each requirement issued is in compliance with the Federal Information Security Management Act (FISMA) as applicable. (2) The Ordering Activity shall assign a required impact level for confidentiality, integrity and availability (CIA) prior to issuing the initial statement of work.2   The Contractor must be capable of meeting at least the minimum security requirements assigned against a low-impact information system in each CIA assessment area (per FIPS 200) and must detail the FISMA capabilities of the system in each of CIA assessment area. (3) Agency level FISMA certification, accreditation, and evaluation activities are the responsibility of the Ordering Activity. The Ordering Activity reserves the right to independently evaluate, audit, and verify the FISMA compliance for any proposed or awarded Cloud Computing Services. (4) The Ordering Activity has final responsibility for assessing the FedRAMP status of the service, complying with and making a risk-based decision to grant an Authorization to Operate (ATO) for the cloud computing service, and continuous monitoring.  A memorandum issued by the Office of Management and Budget (OMB) on Dec 8, 2011 outlines the responsibilities of Executive departments and agencies in the context of FedRAMP compliance. 3 

2. Per Federal Information Processing Standards Publication 199 & 200 (FIPS 199, “Standards for Security Categorization of Federal Information and Information Systems”) (FIPS 200, “Minimum Security Requirements for Federal Information and Information Systems”) 3. MEMORANDUM FOR CHIEF INFORMATION OFFICERS: Security Authorization of Information Systems in Cloud Computing Environments. December 8, 2011. 

(5) Ordering activities are responsible for determining any additional information assurance and security related requirements based on the nature of the application and relevant mandates. b.  Deployment Model If a particular deployment model (Private, Public, Community, or Hybrid) is desired, Ordering Activities are responsible for identifying the desired model(s). Alternately, Ordering Activities could identify requirements and assess Contractor responses to determine the most appropriate deployment model(s). c.  Delivery Schedule The Ordering Activity shall specify the delivery schedule as part of the initial requirement. The Delivery Schedule options are found in Information for Ordering Activities Applicable to All Special Item Numbers. 

d.  Interoperability Ordering Activities are responsible for identifying interoperability requirements. Ordering Activities should clearly delineate requirements for API implementation and standards conformance. e.  Performance of Cloud Computing Services The Ordering Activity should clearly indicate any custom minimum service levels, performance and scale requirements as part of the initial requirement. f.  Reporting The Ordering Activity should clearly indicate any cost, performance or availability reporting as part of the initial requirement. g.  Privacy The Ordering Activity should specify the privacy characteristics of their service and engage with the Contractor to determine if the cloud service is capable of meeting Ordering Activity requirements.  For example, a requirement could be requiring assurance that the service is capable of safeguarding Personally Identifiable Information (PII), in accordance with NIST SP 800-1224 and OMB memos M-06-165 and M-07-166.   An Ordering Activity will determine what data elements constitute PII according to OMB Policy, NIST Guidance and Ordering Activity policy.   4. NIST SP 800-122, “Guide to Protecting the Confidentiality of Personally Identifiable Information (PII)” 5. OMB memo M-06-16: Protection of Sensitive Agency Information http://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2006/m0616.pdf 6. OMB Memo M-07-16: Safeguarding Against and Responding to the Breach of Personally Identifiable Information http://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2007/m07-16.pdf 

h.  Accessibility The Ordering Activity should specify the accessibility characteristics of their service and engage with the Contractor to determine the cloud service is capable of meeting Ordering Activity requirements. For example, a requirement could require assurance that the service is capable of providing accessibility based on Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d). i.  Geographic Requirements Ordering activities are responsible for specifying any geographic requirements and engaging with the Contractor to determine that the cloud services offered have the capabilities to meet geographic requirements for all anticipated task orders.  Common geographic concerns could include whether service data, processes and related artifacts can be confined on request to the United States and its territories, or the continental United States (CONUS). 

j.  Data Ownership and Retrieval and Intellectual Property Intellectual property rights are not typically transferred in a cloud model. In general, CSPs retain ownership of the Intellectual Property (IP) underlying their services and the customer retains ownership of its intellectual property. The CSP gives the customer a license to use the cloud services (i.e. IaaS, etc.) for the duration of the contract without transferring rights. The government retains ownership of the IP and data they bring to the customized use of the service as spelled out in the FAR and related materials. General considerations of data ownership and retrieval are covered under the terms of Schedule 70 and the FAR and other laws, ordinances, and regulations (Federal, State, City, or otherwise).  Because of considerations arising from cloud shared responsibility models, ordering activities should engage with the Contractor to develop more cloudspecific understandings of the boundaries between data owned by the government and that owned by the cloud service provider, and the specific terms of data retrieval. In all cases, the Ordering Activity should enter into an agreement with a clear and enforceable understanding of the boundaries between government and cloud service provider data, and the form, format and mode of delivery for each kind of data belonging to the government. The Ordering Activity should expect that the Contractor shall transfer data to the government at the government's request at any time, and in all cases when the service or order is terminated for any reason, by means, in formats and within a scope clearly understood at the initiation of the service. Example cases that might require clarification include status and mode of delivery for:  Configuration information created by the government and affecting the government’s use of the cloud provider’s service.  Virtual machine configurations created by the government but operating on the cloud provider’s service. 

 Profile, configuration and other metadata used to configure SaaS application services or PaaS platform services. 

The key is to determine in advance the ownership of classes of data and the means by which Government owned data can be returned to the Government. k.  Service Location Distribution The Ordering Activity should determine requirements for continuity of operations and performance and engage with the Contractor to ensure that cloud services have adequate service location distribution to meet anticipated requirements. Typical concerns include ensuring that: (1) Physical locations underlying the cloud are numerous enough to provide continuity of operations and geographically separate enough to avoid an anticipated single point of failure within the scope of anticipated emergency events. 

(2) Service endpoints for the cloud are able to meet anticipated performance requirements in terms of geographic proximity to service requestors. Note that cloud providers may address concerns in the form of minimum distance between service locations, general regions where service locations are available, etc. 

5. GUIDANCE FOR CONTRACTORS This section offers guidance for interpreting the Contractor Description Requirements in Table 2, including the NIST essential cloud characteristics, service models and deployment models. This section is not a list of requirements. Contractor-specific definitions of cloud computing characteristics and models or significant variances from the NIST essential characteristics or models are discouraged and will not be considered in the scope of this SIN or accepted in response to Factors for Evaluation. The only applicable cloud characteristics, service model/subcategories and deployment models for this SIN will be drawn from the NIST 800-145 special publication.  Services qualifying for listing as cloud computing services (i.e. IaaS, etc.) under this SIN must substantially satisfy the essential characteristics of cloud computing as documented in the NIST Definition of Cloud Computing SP 800-1457. Contractors must select deployment models corresponding to each way the service can be deployed. Multiple deployment model designations for a single cloud service are permitted but at least one deployment model must be selected. In addition, contractors submitting Cloud services (i.e. IaaS, etc.) for listing under this SIN are encouraged to select a sub-category for each Cloud service (i.e. IaaS, etc.) proposed under this SIN with respect to a single principal NIST cloud service model that most aptly characterizes the service.   Cloud Service model (i.e. IaaS, etc.) categorization is optional.   7 http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf Both Cloud service model (i.e. IaaS, etc.) and deployment model (i.e. public, etc.) designations must accord with NIST definitions. Guidance is offered in this document on making the most appropriate selection  a.  NIST Essential Characteristics 

NIST’s essential cloud characteristics provide a consistent metric for whether a service is eligible for inclusion in this SIN.  It is understood that due to legislative, funding and other constraints that government entities cannot always leverage a cloud service to the extent that all NIST essential characteristics are commercially available. For the purposes of the Cloud SIN, meeting the NIST essential characteristics is determined by whether each essential capability of the commercial service is available for the service, whether or not the Ordering Activity actually requests or implements the capability. The guidance in Table 3 offers examples of how services might or might not be included based on the General Guidance 

essential characteristics, and how the Contractor should interpret the characteristics in light of current government contracting processes. 

Table 3: Guidance on Meeting NIST Essential Characteristics 

Characteristic Capability  Guidance 

On-demand self-service 

● Ordering activities can directly provision services without requiring Contractor intervention. ● This characteristic is typically implemented via a service console or programming interface for provisioning 

Government procurement guidance varies on how to implement on-demand provisioning at this time. Ordering activities may approach ondemand in a variety of ways, including “not-to-exceed” limits, or imposing monthly or other appropriate payment cycles on what are essentially on demand services. Services under this SIN must be capable of true on- demand self-service, and ordering activities and Contractors must negotiate how they implement on demand capabilities in practice at the task order level: ● Ordering activities must specify their procurement approach and requirements for on-demand service ● Contractors must propose how they intend to meet the approach ● Contractors must certify that on-demand self-service is technically available for their service should procurement guidance become available. 

Broad Network Access 

● Ordering activities are able to access services over standard agency networks ● Service can be accessed and provisioned  using standard devices such as browsers, tablets and mobile phones 

● Broad network access must be available without significant qualification and in relation to the deployment model and security domain of the service ● Contractors must specify any ancillary activities, services or equipment required to access cloud services or integrate cloud with other cloud or non- cloud networks and services.  For example, a private cloud might require an Ordering Activity to purchase or provide a dedicated router, etc. which is acceptable but should be indicated by the Contractor. 

Resource Pooling 

● Pooling distinguishes cloud services from simple offsite hosting. ● Ordering activities draw resources from a common pool maintained by the Contractor 

● The cloud service must draw from a pool of resources and provide an automated means for the Ordering Activity to dynamically allocate them. ● Manual allocation, e.g. manual operations at a physical server farm where Contractor staff configure servers in response to Ordering 

● Resources may have general characteristics such as regional location 

Activity requests, does not meet this requirement ● Similar concerns apply to software and platform models; automated provisioning from a pool is required ● Ordering activities may request dedicated physical hardware, software or platform resources to access a private cloud deployment service.  However the provisioned cloud resources must be drawn from a common pool and automatically allocated on request. 

Rapid Elasticity 

● Rapid provisioning and deprovisioning commensurate with demand 

● Rapid elasticity is a specific demand-driven case of self-service ● ‘Rapid’ should be understood as measured in minutes and hours, not days or weeks. ● Elastic capabilities by manual request, e.g. via a console operation or programming interface call, are required. ● Automated elasticity which is driven dynamically by system load, etc. is optional.  Contractors must specify whether automated demand-driven elasticity is available and the general mechanisms that drive the capability. 

Measured Service 

● Measured service should be understood as a reporting requirement that enables an Ordering Activity to control their use in cooperation with self service 

● Procurement guidance for on-demand selfservice applies to measured service as well, i.e. rapid elasticity must be technically available but ordering activities and Contractors may mutually designate other contractual arrangements. ● Regardless of specific contractual arrangements, reporting must indicate actual usage, be continuously available to the Ordering Activity, and provide meaningful metrics appropriate to the service measured ● Contractors must specify that measured service is available and the general sort of metrics and mechanisms available ● The goal of the Measured Service requirement is to ensure Ordering Activities realize the full benefit of “pay as you go” consumption models.  Consumption measurements that are not discrete enough or frequent enough (greater than 30 days), will not fulfill this NIST essential characteristic and will not be eligible for inclusion in this SIN. 

 Inheriting Essential Characteristics 

Cloud Services (i.e. IaaS, etc.) may depend on other cloud services, and cloud service models such as PaaS and SaaS are able to inherit essential characteristics from other cloud services that support them.  For example a PaaS platform service can inherit the broad network access made available by the IaaS service it runs on, and in such a situation would be fully compliant with the broad network access essential characteristic.  Cloud Services (i.e. IaaS, etc.) inheriting essential characteristics must make the inherited characteristic fully available at their level of delivery to claim the relevant characteristic by inheritance. Inheriting characteristics does not require the inheriting provider to directly bundle or integrate the inherited service, but it does require a reasonable measure of support and identification. For example, the Ordering Activity may acquire an IaaS service from “Provider A” and a PaaS service from “Provider B”. The PaaS service may inherit broad network access from “Provider A” but must identify and support the inherited service as an acceptable IaaS provider. 

Typically broad network access for public deployment models implies high bandwidth access from the public internet for authorized users.  In a private cloud deployment internet access might be considered broad access, as might be access through a dedicated shared high bandwidth network connection from the Ordering Activity, in accord with the private nature of the deployment model. 

All cloud resource pools are finite, and only give the appearance of infinite resources when sufficiently large, as is sometimes the case with a public cloud.  The resource pool supporting a private cloud is typically smaller with more visible limits.  A finite pool of resources purchased as a private cloud service qualifies as resource pooling so long as the resources within the pool can be dynamically allocated to the ultimate users of the resource, even though the pool itself appears finite to the Ordering Activity that procures access to the pool as a source of dynamic service allocation. b.  NIST Service Model The Contractor may optionally document the service model of cloud computing (e.g. IaaS, PaaS, SaaS, or a combination thereof, that most closely describes their offering, using the definitions in The NIST Definition of Cloud Computing SP 800-145. The following guidance is offered for the proper selection of service models. NIST’s service models provide this SIN with a set of consistent sub-categories to assist ordering activities in locating and comparing Cloud services (i.e. IaaS, etc.) of interest. Service model is primarily concerned with the nature of the service offered and the staff and activities most likely to interact with the service. Contractors should select a single service model most closely corresponding to their proposed service based on the guidance below.  It is understood that cloud services can technically incorporate multiple service models and the intent is to provide the single best categorization of the service. 

Assessing Broad Network Access 

Resource Pooling and Private Cloud 

Contractors should take care to select the NIST service model most closely corresponding to each service offered. Contractors should not invent, proliferate or select multiple cloud service model sub-categories to distinguish their offerings, because ad-hoc categorization prevents consumers from comparing similar offerings. Instead vendors should make full use of the existing NIST categories to the fullest extent possible. For example, in this SIN an offering commercially marketed by a Contractor as “Storage as a Service” would be properly characterized as Infrastructure as a Service (IaaS), storage being a subset of infrastructure.  Services commercially marketed as “LAMP as a Service” or “Database as a Service” would be properly characterized under this SIN as Platform as a Service (PaaS), as they deliver two kinds of platform services. Services commercially marketed as “Travel Facilitation as a Service” or “Email as a Service” would be properly characterized as species of Software as a Service (SaaS) for this SIN. However, Contractors can and should include appropriate descriptions (include commercial marketing terms) of the service in the full descriptions of the service’s capabilities. When choosing between equally plausible service model sub-categories, Contractors should consider several factors: (1) Visibility to the Ordering Activity.  Service model sub-categories in this SIN exist to help Ordering Activities match their requirements with service characteristics.  Contractors should select the most intuitive and appropriate service model from the point of view of an Ordering Activity. (2) Primary Focus of the Cloud Service (i.e. IaaS, etc.).  Services may offer a mix of capabilities that span service models in the strict technical sense. For example, a service may offer both IaaS capabilities for processing and storage, along with some PaaS capabilities for application deployment, or SaaS capabilities for specific applications.  In a service mix situation the Contractor should select the service model that is their primary focus. Alternatively contractors may choose to submit multiple service offerings for the SIN, each optionally and separately subcategorized. (3) Ordering Activity Role. Contractors should consider the operational role of the Ordering Activity’s primary actual consumer or operator of the service. For example services most often consumed by system managers are likely to fit best as IaaS; services most often consumed by application deployers or developers as PaaS, and services most often consumed by business users as SaaS. (4) Lowest Level of Configurability. Contractors can consider IaaS, PaaS and SaaS as an ascending hierarchy of complexity, and select the model with the lowest level of available Ordering Activity interaction.  As an example, virtual machines are an IaaS service often bundled with a range of operating systems, which are PaaS services. The Ordering Activity usually has access to configure the lower level IaaS service, and the overall service should be considered IaaS.  In cases where the Ordering Activity cannot configure the speed, memory, network configuration, or any other aspect of the IaaS component, consider categorizing as a PaaS service. Cloud management and cloud broker services should be categorized based on their own 

characteristics and not those of the other cloud services that are their targets. Management and broker services typically fit the SaaS service model, regardless of whether the services they manage are SaaS, PaaS or IaaS. Use Table 3 to determine which service model is appropriate for the cloud management or cloud broker services, or, alternately choose not to select a service model for the service. The guidance in Table 4 offers examples of how services might be properly mapped to NIST service models and how a Contractor should interpret the service model subcategories. 

 Table 4: Guidance on Mapping to NIST Service Models 

 Service Model Guidance 

Infrastructure as a Service (IaaS) 

Select an IaaS model for service based equivalents of hardware appliances such as virtual machines, storage devices, routers and other physical devices. ● IaaS services are typically consumed by system or device managers who would configure physical hardware in a non-cloud setting ● The principal customer interaction with an IaaS service is provisioning then configuration, equivalent to procuring and then configuring a physical device. Examples of IaaS services include virtual machines, object storage, disk block storage, network routers and firewalls, software defined networks. Gray areas include services that emulate or act as dedicated appliances and are directly used by applications, such as search appliances, security appliances, etc. To the extent that these services or their emulated devices provide direct capability to an application they might be better classified as Platform services (PaaS). To the extent that they resemble raw hardware and are consumed by other platform services they are better classified as IaaS. 

Platform as a Service (PaaS) 

Select a PaaS model for service based equivalents of complete or partial software platforms. For the purposes of this classification, consider a platform as a set of software services capable of deploying all or part of an application. ● A complete platform can deploy an entire application. Complete platforms can be proprietary or open source ● Partial platforms can deploy a component of an application which combined with other components make up the entire deployment ● PaaS services are typically consumed by application deployment staff whose responsibility is to take a completed agency application and cause it to run on the designated complete or partial platform service ● The principal customer interaction with a PaaS service is deployment, equivalent to deploying an application or portion of an application on a software platform service. ● A limited range of configuration options for the platform service may be available. Examples of complete PaaS services include: ● A Linux/Apache/MySQL/PHP (LAMP) platform ready to deploy a customer PHP application, ● a Windows .Net platform ready to deploy a .Net application, 

● A custom complete platform ready to develop and deploy an customer application in a proprietary language ● A multiple capability platform ready to deploy an arbitrary customer application on a range of underlying software services. The essential characteristic of a complete PaaS is defined by the customer’s ability to deploy a complete custom application directly on the platform. PaaS includes partial services as well as complete platform services.  Illustrative examples of individual platform enablers or components include: ● A database service ready to deploy a customer’s tables, views and procedures, ● A queuing service ready to deploy a customer’s message definitions ● A security service ready to deploy a customer’s constraints and target applications for continuous monitoring The essential characteristic of an individual PaaS component is the customer’s ability to deploy their unique structures and/or data onto the component for a partial platform function. Note that both the partial and complete PaaS examples all have two things in common: ● They are software services, which offer significant core functionality out of the box ● They must be configured with customer data and structures to deliver results As noted in IaaS, operating systems represent a gray area in that OS is definitely a platform service, but is typically bundled with IaaS infrastructure. If your service provides an OS but allows for interaction with infrastructure, please sub-categorize it as IaaS.  If your service “hides” underlying infrastructure, consider it as PaaS. 

Software as a Service (SaaS) 

Select a SaaS model for service based equivalents of software applications. ● SaaS services are typically consumed by business or subject-matter staff who would interact directly with the application in a non-cloud setting ● The principal customer interaction with a SaaS service is actual operation and consumption of the application services the SaaS service provides. Some minor configuration may be available, but the scope of the configuration is limited to the scope and then the permissions of the configuring user.  For example an agency manager might be able to configure some aspects of the application for their agency but not all agencies.  An agency user might be able to configure some aspects for themselves but not everyone in their agency.  Typically only the Contractor would be permitted to configure aspects of the software for all users. Examples of SaaS services include email systems, business systems of all sorts such as travel systems, inventory systems, etc., wiki’s, websites or content management systems, management applications that allow a customer to manage other cloud or non-cloud services, and in general any system where customers 

interact directly for a business purpose. Gray areas include services that customers use to configure other cloud services, such as cloud management software, cloud brokers, etc. In general these sorts of systems should be considered SaaS, per guidance in this document. 

c.  Deployment Model Deployment models (e.g. private, public, community, or hybrid) are not restricted at the SIN level and any specifications for a deployment model are the responsibility of the Ordering Activity. Multiple deployment model selection is permitted, but at least one model must be selected. The guidance in Table 4 offers examples of how services might be properly mapped to NIST deployment models and how the Contractor should interpret the deployment model characteristics. Contractors should take care to select the range of NIST deployment models most closely corresponding to each service offered. Note that the scope of this SIN does not include hardware or software components used to construct a cloud, only cloud capabilities delivered as a service, as noted in the Scope section. 

 Table 5: Guidance for Selecting a Deployment Model 

Deployment Model Guidance Private Cloud The service is provided exclusively for the benefit of a definable organization and its components; access from outside the organization is prohibited. The actual services may be provided by third parties, and may be physically located as required, but access is strictly defined by membership in the owning organization. Public Cloud The service is provided for general public use and can be accessed by any entity or organization willing to contract for it. Community Cloud The service is provided for the exclusive use of a community with a definable shared boundary such as a mission or interest. As with private cloud, the service may be in any suitable location and administered by a community member or a third party. Hybrid Cloud The service is composed of one or more of the other models. Typically hybrid models include some aspect of transition between the models that make them up, for example a private and public cloud might be designed as a hybrid cloud where events like increased load permit certain specified services in the private cloud to run in a public cloud for extra capacity, e.g. bursting. 

6. INFORMATION PERTAINING TO CLOUD RELATED IT PROFESSIONAL SERVICES 

 NOTE:  Offerors may offer Cloud Services (i.e. IaaS, etc.) exclusively; it is not a requirement to also offer Cloud Related IT Professional Services. Similarly, offerors of Cloud Related IT Professional Services are not required to also offer Cloud Services (i.e. IaaS, etc.).  Offerors who have capabilities in both Cloud Services (i.e. IaaS, etc.) and Cloud Related IT Professional Services may offer both, under this SIN. 

NOTE: ****Labor categories under Special Item Number 132-51 “Information Technology Professional Services may remain under SIN 132-51, unless they are specific to the Cloud Computing Products and IT Professional Services 132-40.  Labor specific to Cloud Computing should be positioned by Contractors under SIN 132-40 in order for Contractors to have the opportunity to bid on requests for quotes that are generated exclusively under the Cloud SIN.  Offerors may offer Cloud IT Professional Services exclusively; it is not a requirement to also offer Cloud Services (i.e  Iaas).   

 a.  SCOPE OF 132-40 Cloud Related IT Professional Services  (1) The labor categories, prices, terms and conditions stated under Special Item Numbers 132-40 Cloud Services and Related IT Professional Services apply exclusively to this SIN within the scope of this Information Technology Schedule.  It is anticipated that the relevant IT Professional Services for this SIN (132-40) are related to the following:  assessing cloud solutions, preparing for cloud solutions, refactoring legacy solutions for cloud migration, migrating legacy or other systems to cloud solutions, DevOps, developing new cloud based applications and providing management/governance for cloud solutions.  Contractors may propose other types of relevant professional services as long as they are specifically designed to work within and/or support the types of cloud product services described in SIN 132-40.   (2) Cloud Related IT Professional Services provided under this SIN shall comply with all certifications and industry standards as applicable pertaining to the type of services as specified by ordering agency.  (3) The Contractor shall provide Cloud Related IT Professional Services at the Contractor’s facility and/or at the ordering activity location, as agreed to by the Contractor and the ordering activity. 

 b.  ORDER (1) Agencies may use written orders, Electronic Data Interchange (EDI) orders, Blanket Purchase Agreements, individual purchase orders, or task orders for ordering services under this contract. Blanket Purchase Agreements shall not extend beyond the end of the contract period; all services and delivery shall be made and the contract terms and conditions shall continue in effect until the completion of the order. Orders for tasks which extend beyond the fiscal year for which funds are available shall include FAR 52.232-19 (Deviation – May 2003) Availability of Funds for the Next Fiscal Year. The order shall specify the availability of funds and the period for which funds are available. (2) All task orders are subject to the terms and conditions of the contract. In the event of conflict between a task order and the contract, the contract will take 

precedence. 

 c.  PERFORMANCE OF SERVICES (1) The Contractor shall commence performance of Cloud Related IT Professional Services on the date agreed to by the Contractor and the ordering activity.  (2) The Contractor agrees to render Cloud Related IT Professional Services during normal working hours, unless otherwise agreed to by the Contractor and the ordering activity. (3) The ordering activity should include the criteria for satisfactory completion for each task in the Statement of Work or Delivery Order. Cloud Related IT Professional Services shall be completed in a good and workmanlike manner. (4) Any Contractor travel required in the performance of Cloud Related IT Professional Services must comply with the Federal Travel Regulation or Joint Travel Regulations, as applicable, in effect on the date(s) the travel is performed. Established Federal Government per diem rates will apply to all Contractor travel.  Contractors cannot use GSA city pair contracts. All travel will be agreed upon with the client prior to the Contractor’s travel. 

 d.  INSPECTION OF SERVICES Inspection of services is in accordance with 552.212-4 CONTRACT TERMS AND CONDITIONS–COMMERCIAL ITEMS (JAN 2017) (DEVIATION – FEB 2007) (DEVIATION - FEB 2018) for Firm-Fixed Price orders; or GSAR 552.212-4 CONTRACT TERMS AND CONDITIONS-COMMERCIAL ITEMS (JAN 2017) (DEVIATION - FEB 2018) (ALTERNATE I - JAN 2017) (DEVIATION - FEB 2007) for Time-and-Materials and LaborHour Contracts orders placed under this contract. 

 e.  RESPONSIBILITIES OF THE CONTRACTOR The Contractor shall comply with all laws, ordinances, and regulations (Federal, State, City, or otherwise) covering work of this character. If the end product of a task order is software, then FAR 52.227-14 (MAY 2014) Rights in Data – General, may apply. 

The Contractor shall comply with contract clause (52.204-21) to the Federal Acquisition Regulation (FAR) for the basic safeguarding of contractor information systems that process, store, or transmit Federal data received by the contract in performance of the contract. This includes contract documents and all information generated in the performance of the contract. 

 f.  RESPONSIBILITIES OF THE ORDERING ACTIVITY Subject to the ordering activity’s security regulations, the ordering activity shall permit Contractor access to all facilities necessary to perform the requisite Cloud Computing IT Professional Services. 

 g.  INDEPENDENT CONTRACTOR All Cloud Computing IT Professional Services performed by the Contractor under the terms of this contract shall be as an independent Contractor, and not as an agent or employee of the ordering activity. 

h.  ORGANIZATIONAL CONFLICTS OF INTEREST (1) Definitions. “Contractor” means the person, firm, unincorporated association, joint venture, partnership, or corporation that is a party to this contract. 

 “Contractor and its affiliates” and “Contractor or its affiliates” refers to the Contractor, its chief executives, directors, officers, subsidiaries, affiliates, subcontractors at any tier, and consultants and any joint venture involving the Contractor, any entity into or with which the Contractor subsequently merges or affiliates, or any other successor or assignee of the Contractor. 

An “Organizational conflict of interest” exists when the nature of the work to be performed under a proposed ordering activity contract, without some restriction on ordering activities by the Contractor and its affiliates, may either (i) result in an unfair competitive advantage to the Contractor or its affiliates or (ii) impair the Contractor’s or its affiliates’ objectivity in performing contract work. 

 To avoid an organizational or financial conflict of interest and to avoid prejudicing the best interests of the ordering activity, ordering activities may place restrictions on the Contractors, its affiliates, chief executives, directors, subsidiaries and subcontractors at any tier when placing orders against schedule contracts. Such restrictions shall be consistent with FAR 9.505 and shall be designed to avoid, neutralize, or mitigate organizational conflicts of interest that might otherwise exist in situations related to individual orders placed against the schedule contract. Examples of situations, which may require restrictions, are provided at FAR 9.508. 

 i.  INVOICES The Contractor, upon completion of the work ordered, shall submit invoices for Cloud Computing IT Professional Services. Progress payments may be authorized by the ordering activity on individual orders if appropriate. Progress payments shall be based upon completion of defined milestones or interim products. Invoices shall be submitted monthly for recurring IT professional services performed during the preceding month. 

 j.  PAYMENTS The ordering activity shall pay the Contractor upon submission of proper invoices or vouchers, the prices stipulated in this contract for service rendered and accepted. Progress payments shall be made only when authorized by the order. Payments shall be made in accordance with: 

For orders that are NOT time-and-materials/labor hours (fixed price applicable). ● GSAR 552.212-4 CONTRACT TERMS AND CONDITIONS–COMMERCIAL ITEMS (JAN 2017) (DEVIATION – FEB 2007) (DEVIATION - FEB 2018) 

For orders that are time-and-materials/labor hours.  ●  GSAR 552.212-4 CONTRACT TERMS AND CONDITIONS-COMMERCIAL ITEMS (JAN 2017) (DEVIATION - FEB 2018) (ALTERNATE I - JAN 2017) (DEVIATION - FEB 2007)  

Critical Information Specific to Schedule # 70– Information Technology, Software & Services Solicitation FCIS-JB-980001B (Refresh # 52) 

● FAR 52.216-31 (Feb 2007) Time-and Materials/Labor-Hour Proposal Requirements— Commercial Item Acquisition. As prescribed in 16.601(f)(3), insert the following provision: (1) The Government contemplates award of a Time-and-Materials or Labor-Hour type of contract resulting from this solicitation. (2) The offeror must specify fixed hourly rates in its offer that include wages, overhead, general and administrative expenses, and profit. The offeror must specify whether the fixed hourly rate for each labor category applies to labor performed by- i The offeror; ii Subcontractors; and/or iii Divisions, subsidiaries, or affiliates of the offeror under a common control.] k.  RESUMES  Resumes shall be provided to the GSA Contracting Officer or the user ordering activity upon request.  

 l.  APPROVAL OF SUBCONTRACTS The ordering activity may require that the Contractor receive, from the ordering activity's Contracting Officer, written consent before placing any subcontract for furnishing any of the work called for in a task order. 

 m.  DESCRIPTION OF CLOUD COMPUTING LABOR HOURS AND PRICING (1) The Contractor shall provide a description of each type of Cloud Computing Professional Service offered under Special Item Numbers 132-40 and it should be presented in the same manner as the Contractor sells to its commercial and other ordering activity customers.  If the Contractor is proposing hourly rates, a description of all corresponding commercial job titles (labor categories) for those individuals who will perform the service should be provided. (2) Pricing for all Cloud Computing IT Professional Services shall be in accordance with the Contractor’s customary commercial practices; e.g., hourly rates,, minimum general experience and minimum education. 

The following is an example of the manner in which the description of a commercial job title should be presented (see SCP FSS 004). 

EXAMPLE Commercial Job Title: Senior Cloud Subject Matter Expert 

Description: Provides highest-level cloud computing domain expertise to large scale and complex projects as a client resource.  Leads teams and client interaction from workflow design to cloud solution deliverables. 

Professionals involved in this specialty perform the following tasks:  ▪ Provides in-depth knowledge and expertise from cloud computing and business domains ▪ Develops and improves technical and business requirements documentation and specifications ▪ Reviews client requirements during on-boarding and other project phases ▪ Presents alternatives to client based designs based on impact to cost, performance and outcomes ▪ Incorporates enterprise architecture designs from business unit services strategies ▪ Provides advisory services to the service provider, cross functional teams, and clients 

 Knowledge, Skills and Abilities:  Documented track record of successful client engagements in large public sector enterprise environments.  10+ years experience with SOAP, JSON, J2EE, SML, REST, OAUth, SAML, and OpenID.  4+ years experience with AD, LDAP, ODBC, SSO, CAC/PIV, STS, SSL, IEP, 3DES, 2-Factor, and STIG.  Proficient with SDLC, AWS, and Oracle.  Ability to thrive in a dynamic public sector environment. 

Minimum Experience: 10 Years 

Minimum Education Requirements: an MS degree in computer science or equivalent.  

Highly Desirable: Deep knowledge of Microsoft Azure and Amazon Web Services core service offerings
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	518210C
	Reality Technology, Inc.
	RSCM-SAdmin-M
	RS Compliance Manager - Super Admin
	Each
	489.67

	518210C
	Reality Technology, Inc.
	RSCM-Admin-M
	RS Compliance Manager -  Admin
	Each
	346.85

	518210C
	Reality Technology, Inc.
	RSCM-PUser-M
	RS Compliance Manager - Power User
	Each
	204.03

	518210C
	Reality Technology, Inc.
	RSCM-User-M
	RS Compliance Manager - User
	Each
	40.81

	518210C
	Reality Technology, Inc.
	RSCM-AUser-M
	RS Compliance Manager - Assigned User
	Each
	61.21

	518210C
	Reality Technology, Inc.
	RSCM-UUser-M
	RS Compliance Manager - Universal User
	Each
	322.37


TERMS AND CONDITIONS APPLICABLE TO SOFTWARE LICENSES (SPECIAL ITEM NUMBER 511210), OF GENERAL PURPOSE COMMERCIAL INFORMATION TECHNOLOGY SOFTWARE
1. INSPECTION/ACCEPTANCE The Contractor shall only tender for acceptance those items that conform to the requirements of this contract. The ordering activity reserves the right to inspect or test any software that has been tendered for acceptance. The ordering activity may require repair or replacement of nonconforming software at no increase in contract price. The ordering activity must exercise its post acceptance rights (1) within a reasonable time after the defect was discovered or should have been discovered; and (2) before any substantial change occurs in the condition of the software, unless the change is due to the defect in the software. Inspection of services is in accordance with 552.212-4 CONTRACT TERMS AND CONDITIONS–COMMERCIAL ITEMS (JAN 2017) (DEVIATION – FEB 2007) (DEVIATION - FEB 2018) for Firm-Fixed Price orders; or GSAR 552.212-4 CONTRACT TERMS AND CONDITIONS-COMMERCIAL ITEMS (JAN 2017) (DEVIATION - FEB 2018) (ALTERNATE I - JAN 2017) (DEVIATION - FEB 2007) for Timeand-Materials and Labor-Hour Contracts orders placed under this contract. 

2. COMMERCIAL SUPPLIER AGREEMENTS  Commercial Supplier Agreements to include Enterprise User License Agreements or Terms of Service (TOS) agreements. The Contractor shall provide all Commercial Supplier Agreements to include Enterprise User License Agreements or Terms of Service (TOS) agreements in an editable Microsoft Office (Word) format for review prior to award. 3. GUARANTEE/WARRANTY a.  The Contractor’s commercial guarantee/warranty shall be included in the Commercial Supplier Agreement to include Enterprise User License Agreements or Terms of Service (TOS) agreements. b.  The Contractor warrants and implies that the items delivered hereunder are merchantable and fit for use for the particular purpose described in this contract. If no implied warranties are given, an express warranty of at least 60 days must be given in accordance with FAR 12.404(b)(2) c.  Limitation of Liability.  Except as otherwise provided by an express or implied warranty, the Contractor will not be liable to the ordering activity for consequential damages resulting from any defect or deficiencies in accepted items.
4. TECHNICAL SERVICES The Contractor, without additional charge to the ordering activity, shall provide a hot line technical support number____for the purpose of providing user assistance and guidance in the implementation of the software. The technical support number is available from______to ________________.  . **Provide telephone number and hours of operation for technical support hot line; indicate applicable time zone for the hours of operation—i.e., Eastern time, Central time, Mountain time or Pacific time.** 5. SOFTWARE MAINTENANCE a.  Software maintenance as it is defined: (select software maintenance type) : (1) _____  Software Maintenance as a Product (SIN 132-32 or SIN 132-33) 

Software maintenance as a product includes the publishing of bug/defect fixes via patches and updates/upgrades in function and technology to maintain the operability and usability of the software product.  It may also include other no charge support that is included in the purchase price of the product in the commercial marketplace.  No charge support includes items such as user blogs, discussion forums, on-line help libraries and Frequently Asked Questions (FAQ’s), hosted chat rooms, and limited telephone, email and/or web-based general technical support for user’s self-diagnostics. Software maintenance as a product does NOT include the creation, design, implementation, integration, etc. of a software package.  These examples are considered software maintenance services. Software Maintenance as a product is billed at the time of purchase. (2) _____ Software Maintenance Services (SIN 132-34) Software maintenance services creates, designs, implements, and/or integrates customized changes to software that solve one or more problems and is not included with the price of the software. Software maintenance services includes person-to-person communications regardless of the medium used to communicate: telephone support, on- line technical support, customized support, and/or technical expertise which are charged commercially.  Software maintenance services are billed in arrears in accordance with 31 U.S.C. § 3324. b.  Invoices for maintenance service shall be submitted by the Contractor on a quarterly or monthly basis, after the completion of such period. Maintenance charges must be paid in arrears (31 U.S.C. § 3324). PROMPT PAYMENT DISCOUNT, IF APPLICABLE, SHALL BE SHOWN ON THE INVOICE. 6. PERIODS OF TERM LICENSES (SIN 132-32) AND SOFTWARE MAINTENANCE SERVICES (SIN 132-34) 

a.  The Contractor shall honor orders for periods for the duration of the contract period or a 

lesser period of time. b.  Term licenses and/or software maintenance services may be discontinued by the ordering activity on thirty (30) calendar days written notice to the Contractor. c.  Annual Funding. When using annually appropriated funds are cited on an order for term licenses and/or software maintenance services, the period of the term licenses and/or software maintenance services shall automatically expire on September 30 of the contract period. d.  Cross-Year Funding Within Contract Period. Where an ordering activity’s specific appropriation authority provides for funds in excess of a 12 month (fiscal year) period, the ordering activity may place an order under this schedule contract for a period up to the expiration of the contract period, notwithstanding the intervening fiscal years. e.  Ordering activities should notify the Contractor in writing thirty (30) calendar days prior to the expiration of an order, if the term licenses and/or maintenance is to be terminated at that time. Orders for the continuation of term licenses and/or software maintenance services will be required if the term licenses and/or maintenance is to be continued during the subsequent period. **The phrase, “Term Licenses and/or Software Maintenance Service” in the preceding paragraphs may need to be revised in order to be consistent with the Offeror’s proposal; e.g., if only software maintenance is offered, all references to “term licenses” should be deleted from the preceding paragraphs.** 7. CONVERSION FROM TERM LICENSE TO PERPETUAL LICENSE a.  When a contractor commercially offers conversions of term licenses to perpetual licenses, and an ordering activity requests such a conversion, the contractor shall provide the total amount of conversion credits available for the subject software within ten (10) calendar days after placing the order. b.  When conversion credits are provided, they shall continue to accrue from one contract period to the next, provided the software has been continually licensed without interruption. c.  The term license for each software product shall be discontinued on the day immediately preceding the effective date of conversion from a term license to a perpetual license. d.  When conversion from term licenses to perpetual licenses is offered, the price the ordering activity shall pay will be the perpetual license price that prevailed at the time such software was initially ordered under a term license, or the perpetual license price prevailing at the time of conversion from a term license to a perpetual license, whichever is the less, minus an amount equal to a percentage of all term license payments during the period that the software was under a term license within the ordering activity. 8. TERM LICENSE CESSATION a.  After a software product has been on a continuous term license for a period of * months, a fully paid-up, non-exclusive, perpetual license for the software product shall automatically accrue to the ordering activity. The period of continuous term license for automatic accrual of a fully paid-up perpetual license does not have to be achieved during 

a particular fiscal year; it is a written Contractor commitment which continues to be available for software that is initially ordered under this contract, until a fully paid-up perpetual license accrues to the ordering activity.  However, should the term license of the software be discontinued before the specified period of the continuous term license has been satisfied, the perpetual license accrual shall be forfeited. Contractors who do not commercially offer conversions of term licenses to perpetual licenses shall indicate that their term licenses are not eligible for conversion at any time. 

**Each separately priced software product shall be individually enumerated, if different accrual periods apply for the purpose of perpetual license attainment.** b.  The Contractor agrees to provide updates and software maintenance services for the software after a perpetual license has accrued, at the prices and terms of Special Item Number l32-34, if the licensee elects to order such services. Title to the software shall remain with the Contractor. 9. UTILIZATION LIMITATIONS - (SIN 132-32, SIN 132-33, AND SIN 132-34) a.  Software acquisition is limited to commercial computer software defined in FAR Part 2.101. b.  When acquired by the ordering activity, commercial computer software and related documentation so legend shall be subject to the following: (1) Title to and ownership of the software and documentation shall remain with the Contractor, unless otherwise specified. (2) Software licenses are by site and by ordering activity.  An ordering activity is defined as a cabinet level or independent ordering activity. The software may be used by any subdivision of the ordering activity (service, bureau, division, command, etc.) that has access to the site the software is placed at, even if the subdivision did not participate in the acquisition of the software. Further, the software may be used on a sharing basis where multiple agencies have joint projects that can be satisfied by the use of the software placed at one ordering activity's site.  This would allow other agencies access to one ordering activity's database. For ordering activity public domain databases, user agencies and third parties may use the computer program to enter, retrieve, analyze and present data. The user ordering activity will take appropriate action by instruction, agreement, or otherwise, to protect the Contractor's proprietary property with any third parties that are permitted access to the computer programs and documentation in connection with the user ordering activity's permitted use of the computer programs and documentation.  For purposes of this section, all such permitted third parties shall be deemed agents of the user ordering activity. (3) Except as is provided in paragraph 9.b(2) above, the ordering activity shall not provide or otherwise make available the software or documentation, or any portion thereof, in any form, to any third party without the prior written approval of the Contractor. Third parties do not include prime Contractors, subcontractors and agents of the ordering activity who have the ordering activity's permission to use the licensed software and documentation at the facility, and who have agreed to 

use the licensed software and documentation only in accordance with these restrictions. This provision does not limit the right of the ordering activity to use software, documentation, or information therein, which the ordering activity may already have or obtains without restrictions. (4) The ordering activity shall have the right to use the software and documentation with the run-time computing environment (e.g. operating system, virtual machine, mobile operating system, processor etc.) to be specifically identified  for which it is acquired at any other facility/user device to which that time computing environment may be transferred, or in cases of Disaster Recovery, the ordering activity has the right to transfer the software to another site/user device if the ordering activity site for which it is acquired is deemed to be unsafe for ordering activity personnel; to use the software and documentation with a backup time computing environment when the primary is inoperative; to copy computer programs for safekeeping (archives) or backup purposes; to transfer a copy of the software to another site/user for purposes of benchmarking new hardware and/or software; and to modify the software and documentation or combine it with other software, provided that the unmodified portions shall remain subject to these restrictions. (5) "Commercial Computer Software" may be marked with the  Contractor's standard commercial restricted rights legend, but the schedule contract and schedule pricelist, including this clause, "Utilization Limitations" are the only governing terms and conditions, and shall take precedence and supersede any different or additional terms and conditions included in the standard commercial legend. (6) Licensee Data belongs exclusively to Licensee, regardless of where the Data may reside at any moment in time including, but not limited to Licensor hardware, networks or other infrastructure and facilities where Data may reside, transit through or be stored from time to time. Licensor makes no claim to a right of ownership in Licensee Data. Licensor agrees to keep the Licensee Data Confidential as that term is defined in the relevant FAR and DFARS provisions pertaining to Confidential Information and Confidentiality. Licensor is not permitted to use Licensee’s data for a purpose that is not explicitly granted in writing by Licensee. Upon Licensee request, for any reason whatsoever, Licensor must promptly return all Licensee Data in Licensor’s possession in a format as may be designated at the time of request by Licensee.  (7) Licensee may create or hire others (including Licensor) to create modifications, customizations or other enhancements to the Software which might be classified as “Derivative Works” of the software. Unless otherwise negotiated and mutually agreed upon at the order level, the intellectual property (IP) rights to the Derivative Works shall be owned by the owner of the underlying intellectual property. The Derivative Work[s] shall be made available to the Licensee through a royalty free, perpetual worldwide, no charge license to the Licensee. (8) Software Asset Identification Tags (SWID) (Option 1 SIN 132-33) Option 1 is applicable when the Offeror agrees to include the International Organization for Standardization/International Electrotechnical Commission 19770-2 (ISO/IEC 19770- 2:2015) standard identification tag (SWID Tag) as an 

embedded element in the software. An ISO/IEC 19970-2 tag is a discoverable identification element in software that provides licensees enhanced asset visibility. Enhance visibility supports both the goals of better software asset management and license compliance. Offerors may use the National Institute of Standards and Technology (NIST) document “NISTIR 8060: Guidelines for Creation of Interoperable Software Identification (SWID) Tags,” December 2015 to determine if they are in compliance with the ISO/IEC 19770-2 standard.  Section 837 of The Federal Information Technology Acquisition Reform Act (FITARA) of 2014, requires GSA to seek agreements with software vendors that enhance government- wide acquisition, shared use, and dissemination of software, as well as compliance with end user license agreements. The Megabyte Act of 2016 requires agencies to inventory software assets and to make informed decisions prior to new software acquisitions. In June of 2016, the Office of Management and Budget issued guidance on software asset management requiring each CFO Act (Public Law 101-576 – 11/15/1990) agency to begin software inventory management (M-16-12). To support these requirements, Offerors may elect to include the terms of Option 1 and/or Option 2, which support software asset management and government-wide reallocation or transferability of perpetually licensed software.  (9) Reallocation of Perpetual Software (Option 2 SIN 132-33) a. The purpose of SIN 132-33 OPTION 2 is to allow ordering activities to transfer software assets for a pre-negotiated charge to other ordering activities.  b. When an ordering activity becomes aware that a reusable software asset may be available for transfer, it shall contact the Contractor, identify the software license or licenses in question, and request that these licenses be reallocated or otherwise made available to the new ordering activity.  c. Contractors shall release the original ordering activity from all future obligations under the original license agreement and shall present the new ordering activity with an equivalent license agreement. When the new ordering activity agrees to the license terms, henceforth any subsequent infringement or breach of licensing obligations by the new ordering activity shall be a matter exclusively between the new ordering activity and the Contractor.  d. The original ordering activity shall de-install, and/or make unusable all of the software assets that are to be transferred. It shall have no continuing right to use the software and any usage shall be considered a breach of the Contractor’s intellectual property and a matter of dispute between the original ordering activity/original license grantee and the licensor.  e. As a matter of convenience, once the original licenses are deactivated, diinstalled, or made otherwise unusable by the original ordering activity or license grantee, the Contractor may elect to issue new licenses to the new ordering activity to replace the old licenses. When new licenses are not issued, the Contractor shall provide technical advice on how best to achieve the functional transfer of the software assets.  

f. Software assets that are eligible for transfer that have lapsed Software Maintenance Services (SIN 132-34) may require a maintenance reinstatement fee, chargeable to the new ordering activity or license grantee. When such a fee is paid, the new ordering activity shall receive all the rights and benefits of Software Maintenance Services.  g. When software assets are eligible for transfer, and are fully covered under prepaid Software Maintenance Services (SIN 132-34), the new ordering activity shall not be required to pay maintenance for those license assets prior to the natural termination of the paid for maintenance period. The rights associated with paid for current Software Maintenance Services shall automatically transfer with the software licenses without fee. When the maintenance period expires, the new ordering activity or license grantee shall have the option to renew maintenance.  h. The administrative fee to support the transfer of licenses, exclusive of any new incremental licensing or maintenance costs shall be ______ percentage (%) of the original license fee. The fee shall be paid only at the time of transfer. In applying the transfer fee, the Software Contractor shall provide transactional data that supports the original costs of the licenses.  

10. SOFTWARE CONVERSIONS - (SIN 132-32) Full monetary credit will be allowed to the ordering activity when conversion from one version of the software to another is made as the result of a change in operating system, or from one computer system to another. Under a perpetual license (132-33), the purchase price of the new software shall be reduced by the amount that was paid to purchase the earlier version. Under a term license (132-32), if conversion credits had accrued while the earlier version was under a term license, those credits shall carry forward and remain available as conversion credits which may be applied towards the perpetual license price of the new version. 11. DESCRIPTIONS AND EQUIPMENT COMPATIBILITY The Contractor shall include, in the schedule pricelist, a complete description of each software product including the operating systems on which the software can be used. Also included shall be a brief, introductory explanation of the modules and documentation which are offered.  12. RIGHT-TO-COPY PRICING The Contractor shall insert the discounted pricing for right-to-copy licenses, if commercially available.
	SIN
	MANUFACTURER NAME
	MFR PART NO
	PRODUCT NAME
	UOI
	GSA OFFER PRICE (inclusive of the .75% IFF)
	QUANTITY/VOLUME DISCOUNT 

	511210
	Reality Technology, Inc.
	RSCM-SAdmin-A
	RS Compliance Manager - Super Admin
	Each
	5561.71
	5% on orders over $100000

	511210
	Reality Technology, Inc.
	RSCM-Admin-A
	RS Compliance Manager -  Admin
	Each
	3939.55
	5% on orders over $100000

	511210
	Reality Technology, Inc.
	RSCM-PUser-A
	RS Compliance Manager - Power User
	Each
	2317.38
	5% on orders over $100000

	511210
	Reality Technology, Inc.
	RSCM-User-A
	RS Compliance Manager - User
	Each
	463.48
	5% on orders over $100000

	511210
	Reality Technology, Inc.
	RSCM-AUser-A
	RS Compliance Manager - Assigned User
	Each
	695.21
	5% on orders over $100000

	511210
	Reality Technology, Inc.
	RSCM-UUser-A
	RS Compliance Manager - Universal User
	Each
	3661.46
	5% on orders over $100000


