AUTHORIZED FEDERAL ACQUISITION SERVICE
INFORMATION TECHNOLOGY SCHEDULE PRICELIST
GENERAL PURPOSE COMMERCIAL INFORMATION TECHNOLOGY
EQUIPMENT, SOFTWARE AND SERVICES

Special Item No. 132-52 Electronic Commerce Services

Note: All non-professional labor categories must be incidental to and used solely to support
hardware, software and/or professional services, and cannot be purchased separately.

SIN 132-52 - ELECTRONIC COMMERCE (EC) SERVICES

FPDS Code D399 Other Data Transmission Services, Not Elsewhere Classified -
Except “Voice” and Pager Services

NOTE: Electronic Commerce Services are not intended to supersede or be substitute for any
voice requirements of FTS2001.

18} SIGHTPARTNERS

iSight Security, Inc.
dba iSight Partners, Inc.
5950 Berkshire Lane, Suite 1600
Dallas, TX 75225
1-866-586-4572
www.isightpartners.com

Contract Number: GS-35F-0158U

Period Covered by Contract: December 19, 2012 to December 18, 2017

General Services Administration
Federal Acquisition Service

Pricelist current through Modification #PO-0008, dated 2/4/2015

Products and ordering information in this Authorized FSS Information Technology Schedule
Pricelist are also available on the GSA Advantage! System. Agencies can browse GSA
Advantage! by accessing the Federal Acquisition Service’s Home Page via the Internet at
http://www.fss.gsa.gov/



http://www.isightpartners.com/
http://www.fss.gsa.gov/

Table of Contents

e Customer Information Page 3
e iSIGHT Product Descriptions Page 5

e iSIGHT Product Pricing Page 9



la.

Customer Information

Table of awarded special item numbers with appropriate cross-reference to item

descriptions and awarded prices:

SIN 132-51 IT Professional Services — See labor category description and pricing section for
more detail.

1b.

Identification of the lowest priced model number and lowest unit price for that

model for each special item number awarded in the contract.

.
2.
3.
4.

SIN 132-52 — Threatscape B1: $95,712.50

Maximum order: $500,000

Minimum order: $100

Geographic Coverage: Domestic and Overseas delivery.

Domestic delivery is delivery within the 48 contiguous states, Alaska, Hawaii, Puerto Rico,
Washington, DC, and U.S. Territories. Domestic delivery also includes a port or consolidation
point, within the aforementioned areas, for orders received from overseas activities.

Overseas delivery is delivery to points outside of the 48 contiguous states, Washington, DC,
Alaska, Hawaii, Puerto Rico, and U.S. Territories.

5.
6.

9a.

9b.

10.
11a.
11b.
1ic.
11d.
12.

Point of production: Dallas, TX USA

Discount from list prices or statement of net price — Prices included in pricing section
are net price after discount.

Quantity discounts: 100+ Units = 30% Discount
Prompt payment terms: 0% Net 30 Days

Notification that Government purchase cards are accepted at or below the micro-
purchase threshold: Credit cards are accepted at or below the micro-purchase
threshold.

Notification whether Government purchase cards are accepted or not accepted
above the micro-purchase threshold: Credit cards are accepted above the micro-
purchase threshold.

Foreign items: None

Time of delivery: 30 Days

Expedited Delivery: Upon mutual agreement with the Customer
Overnight and 2-day delivery. Upon mutual agreement with the Customer
Urgent Requirements. Upon mutual agreement with the Customer

F.O.B. point: USA



13a.

Ordering address:

iSight Security, Inc.

dba iSight Partners, Inc.

5950 Berkshire Lane, Suite 1600
Dallas, TX 75225
1-866-586-4572

13b.

14.

Ordering Procedures:

For supplies and services, the ordering procedures, information on Blanket Purchase
Agreements (BPA’s) are found in Federal Acquisition Regulation (FAR) 8.405-3.

Payment address:

iSight Security, Inc.

dba iSight Partners, Inc.

5950 Berkshire Lane, Suite 1600
Dallas, TX 75225
1-866-586-4572

15.
16.
17.

18.
19.
20.

20a.

21.
22,
23.

24a.

25.
26.

Warranty provision: None.
Export packing charges: Not Applicable

Terms and conditions of Government purchase card acceptance: Credit cards are
accepted above the micro-purchase threshold.

Terms and conditions of rental, maintenance, and repair: Not Applicable
Terms and conditions of installation: Not Applicable

Terms and conditions of repair parts indicating date of parts price lists and any
discounts from list prices: Not Applicable

Terms and conditions for any other services: Not Applicable

List of service and distribution points: Not Applicable

List of participating dealers: Not Applicable

Preventive maintenance: Not Applicable

Special attributes such as environmental attributes: Not Applicable
Data Universal Number System (DUNS) number: 80-006-1538

Notification regarding registration in System for Award Management (SAM)
database: iSight Security is registered in SAM and the registration is current. The
associated Cage Code Number is: 4VUK1



1Sight Security, Inc. - Product Descriptions

iSight Security, Inc. Products are accessed through the internet based on an annual subscription
license. Below are full descriptions of each subscription options and contents for review:

intelliSIGHT Subscriptions

Tier 1 Reports —

Daily Vulnerability & Threat Reports: These Reports provide updates on software
vulnerabilities, related exploit code, and malicious code (or other threat information) for
critical operating systems, applications, and database systems. These Reports are meant
for technical readers, threat analysts, and risk managers who are evaluating emerging
vulnerabilities and threats.

Action Reports: In the event iISIGHT Partners Intelligence Operations believes a
particular vulnerability or threat has reached a pre-determined urgency threshold, the
IntelliSIGHT Report will be updated and delivered to customers as soon as possible as an
Action Report.

Tier 2 Reports & Briefings — All Products in Tier 1 plus:

Global Response Intelligence Reports: The Global Response Reports allows customers
the ongoing opportunity to submit malicious code, exploit code, or other evidence of
threat anomalies to the iSIGHT Partners ThreatScape Team for analysis. The
ThreatScape Team will respond with an initial e-mail or phone call promptly after
receiving the threat information from Customer. A full Report will be provided within 24
hours, and further follow-up will occur based on the nature of the incident.

The Customer Monthly Threat Report: This Threat Report will be the core, recurring
deliverable regarding cyber related threat information for Customer. iSIGHT Partners
will provide analysis of recent events and incidents, with an emphasis on trends. In fact,
the primary purpose of this Report will be to provide trend analysis and to describe recent
events in the context of the overall threat trends. iSIGHT Partners will work with the
customer team to determine the specific scope of this Report and will specify 3 to 5
topics that will be covered in the Report each month.

Monthly Analyst Briefings: iSIGHT Partners will hold a monthly telephone Briefing to
discuss emerging threat information and possible new threat developments. The purpose
of these Briefings is to facilitate information exchange between customer team and
iISIGHT Partners analysts by discussing information described in the Customer Monthly
Threat Report. iISIGHT Partners will present a proposed agenda for each Briefing to the
TVA Team at least 24 hours prior to the scheduled time.

Tier 3 Reports & Access — All Products in Tier 1 & 2 plus:




e Focused Intelligence Reports: Customers may request up to one (1) Focused Intelligence
Report per quarter that pertains to any topic related to information security and/or recent
threat activity. iSIGHT Partners Analysts will work with the customer to develop a full
report Outline that will serve as the basis for the research and guide the Analysts as they
build the Report. The Report will be delivered in White Paper format and will be
accompanied by a 30 minute Webinar hosted by the primary Analyst and open to
customer personnel.

e Analyst Access: In order to support customer’s need for ongoing analysis and discussion
of emerging software vulnerabilities and exploits, iISIGHT Partners will provide Analyst
Access for technical updates on emerging software vulnerabilities and exploits. The
purpose of this Analyst Access is to help customers and iSIGHT Partners properly triage
emerging issues. Potential outcomes of this Access include: a) Analyst refers the
customer team member to a recent Report for further information & resolution, b)
Analyst recommends that customer initiate a Global Response Report, c) further research
is required, or d) no further action required. Research associated with these analyst
discussions will be focused on vulnerabilities recently discovered in products associated
with certain important software vendors such as Microsoft, Oracle, IBM, and others.

IntelliSIGHT Federal - All Products in Tier 1, 2 & 3 plus:

. Extended Code Research: iSIGHT Partners technical teams provide extended support for
vulnerabilities and malcode research. In addition to the Reports detailed in Tiers 1, 2, &
3, ISIGHT Partners will provide exploit code, exploit research, and malcode reverse
engineering support. Federal customers can initiate a request for extended research by
first initiating a Global Response Report. In addition, Federal Customers will receive all
iISIGHT Partners code & code research as part of this comprehensive subscription.

. Sensitive Data Access & Handling: iSIGHT Partners threat teams provide extended
information regarding threat actors, threat groups, geo-political trends, and other threat
topics. This information could include work papers, work logs, and other work product
that supports threat reports such as the Monthly Threat Report detailed in IntelliSIGHT
Tier 2. iSIGHT Partners can also provide cleared personnel to handle briefings or other
sensitive discussions.




ThreatScape Subscriptions

The ThreatScape Subscription consists of the following components: ThreatScape eCrime
Reports; ThreatScape eCrime Focus Reports; ThreatScape eCrime Focus Alerts; and
ThreatScape eCrime Analyst Access. Reports and Alerts are delivered as PDF attachments to e-
mail, and Analyst Access is provided via telephone.

ThreatScape eCrime Reports — These Reports are threat assessments focused on the electronic
crime ecosystem. iISIGHT Partners defines three areas of the ThreatScape: Credential Collection
(CC), Monetization (MON), and Laundering (LAU). In addition, iSIGHT Partners studies the
Marketplace (MKT), which touches of each of the three areas. Basic Reports update activity in
each of these areas and provide insight and analysis surrounding threat activities such as tools
and techniques; crime groups; trends in the pricing of stolen electronic assets such as identities;
targeting trends and emerging centers of activity. The delivery schedule for these Reports will
include:

e Four (4) CC Reports per year / 1 per quarter

e Four (4) MON Reports per year / 1 per quarter

e Four (4) LAU Reports per year / 1 per quarter

e Four (4) MKT Reports per year / 1 per quarter

ThreatScape eCrime Focus Reports — Focus Reports are intended for large enterprises that issue
online credentials to home user and/or business customers to access electronic systems. These
Reports provide CUSTOMER-related findings correlated to the four areas of ThreatScape
described above (CC, MON, LAU, & MKT). CUSTOMER will give direction and input to
iSIGHT Partners to ensure that Focus Reports are relevant to CUSTOMER’s security initiatives
and history of threat activity. To facilitate this process, on or before the effective date, iISIGHT
Partners will host a kickoff meeting with CUSTOMER’s Lead Analyst, and any CUSTOMER
staff that will participate in the Subscription, to define areas of interest and recent threat activity.
The delivery schedule will for these Reports will include:

Four (4) CC Reports per year / 1 per quarter

Four (4) MON Reports per year / 1 per quarter

Four (4) LAU Reports per year / 1 per quarter

Four (4) MKT Reports per year / 1 per quarter

Note: the sequence and amount of content will vary because of the volatility of CUSTOMER-
related threat activity. For example, while ThreatScape eCrime Reports will follow the
sequence CC:MON:LAU:MKT, if no CUSTOMER-related CC activity is discovered during the
initial period, then a Focus Report on one of the other three areas will be delivered. In addition,
the Focus Report may be combined with the regularly scheduled eCrime Report, included as a
section therein.

ThreatScape eCrime Sector Specific Reports — These Reports are identical in schedule to the
eCrime Focus Reports, however, they are intended for large enterprises that handle third party
customer credentials but are not a primary issuer of credentials. For example, large retail
operations use these Reports to manage risks associated with storing or transmitting customer
credentials issued by credit or debit card providers.




ThreatScape eCrime Alerts — These Alerts cover the exact same material and threat activity as
Focus Reports; however, they are delivered on an ad hoc basis instead of a regularly scheduled
basis. iISIGHT Partners will deliver these Alerts via e-mail if or when incremental threat activity
is discovered. These Alerts are meant to provide immediate warning about potential threat
activity as opposed to delaying delivery until the regularly scheduled Focus Report.

ThreatScape eCrime Analyst Access — iISIGHT Partners will provide additional information and
insight into any of the Reports via analyst access during normal business hours, Monday through
Friday, 8:00AM to 5:00PM CST.




ISight Security, Inc. - Pricing

GSA SIN 132-52

Product Subscription Title IntelliSIGHT Federal IntelliSIGHT IntelliSIGHT
Federal Tier 2 Federal Tier 1

IntelliSIGHT Reports: Daily v N N
Vulnerability & Threat Reports

IntelliSIGHT FLASH Reports V \ V
Global Response Intelligence V \

Reports

Customized Monthly Threat V \

Report

Monthly Analyst Briefings \

Focused Intelligence Reports \

Analyst Access \ \

Extended Code Research \ \

Sensitive Data Access & V \ V
Handling



IntelliSIGHT Federal
Subscription Pricing

Part Numbers

INTELLISIGHT FE

INTELLISIGHT FD

INTELLISIGHT FC

INTELLISIGHT FB

INTELLISIGHT FA

Threatscape Subscription
Pricing
Part Numbers

THREATSCAPE B3

THREATSCAPE B2

THREATSCAPE B1

THREATSCAPE SS3

THREATSCAPE SS2

Enterprise/Agency:
>120K Employees

Enterprise/Agency: 70K
to 120K Employees

Enterprise/Agency: 15K
to 70K Employees

Enterprise/Agency: 5K
to 15K Employees

Enterprise/Agency: <6K
Employees

Enterprise/Agency:
>120K Employees

Enterprise/Agency: 50K
to 120K Employees

Enterprise/Agency:
<50K Employees

Enterprise/Agency:
>120K Employees

Enterprise/Agency: 50K
to 120K Employees

IntelliSIGHT
Federal Tier

GSA Price

$4,785,625.00

$2,392,812.50

$1,435,687.50

$717,843.75

$478,562.50

GSA Price
Open Market Only

$239,281.25

$95,712.50

Open Market Only

$478,562.50
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Threatscape Subscription
Pricing, CONT

Part Numbers

THREATSCAPE SS1 Enterprise/Agency:
<50K Employees

THREATSCAPE SP3 Enterprise/Agency:
>120K Employees

THREATSCAPE SP2 Enterprise/Agency: 50K
to 120K Employees
THREATSCAPE SP1 Enterprise/Agency:

<50K Employees

IntelliSIGHT Federal Tier 2
Subscription Pricing

Part Numbers

INTELLISIGHT 2E Enterprise/Agency:
>120K Employees

INTELLISIGHT 2D Enterprise/Agency:
70K to 120K
Employees

INTELLISIGHT 2C Enterprise/Agency:

15K to 70K Employees

INTELLISIGHT 2B Enterprise/Agency: 5K
to 15K Employees
INTELLISIGHT 2A Enterprise/Agency:

<5K Employees

IntelliSIGHT
Federal Tier 2

GSA Price

$239,281.25
Open Market Only

$717,843.75

$334,993.75

GSA Price

$2,392,812.50

$1,196,406.25

$717,843.75

$358,921.88

$239,281.25
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IntelliSIGHT Federal Tier 1
Subscription Pricing

Part Numbers
INTELLISIGHT 1E

INTELLISIGHT 1D

INTELLISIGHT 1C

INTELLISIGHT 1B

INTELLISIGHT 1A

Enterprise/Agency:
>120K Employees

Enterprise/Agency:
70K to 120K
Employees

Enterprise/Agency:
15K to 70K Employees

Enterprise/Agency: 5K
to 15K Employees

Enterprise/Agency:
<5K Employees

BRI,

IntelliSIGHT GSA Price

Federal Tier 1
$1,435,687.50

$717,843.75
$430,706.25

$215,353.13

$143,568.75
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