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17, DESCRIPTION OF IT/EC SERVICES AND PRICING

1.0 - PROGRAM MANAGER

Minimum/General Experience; Minimum of 7 yeats of relevant experience with a demonstrated ability in the
management of large projects.

Functional Description: Acts as the overall lead, manager and administrator for & contract or complex task effort,
Serves as.the primary interface and point of contact with Governiment program authorities and representatives on
technical-and program/projeot issues, Supervises program/projeot operations by developing procedures, planning .
and direoting execution of the technical, programming, mafutenance and administeative support effort and
monitoring and reporting progress. Manages acquisition and employment of program/project resources, Manages
and controls financial and administrative aspects of the progran/project with respect to contract requirements,

Mininum Education: Must have a Master's degree with 7 years of experience, a bachelor’s degree with 10 years
of experience, or a high sohool diploma with 15 years of experietice.

2.0 "Project Control Specialist

Mintmum/General Experlence: Minimum of 4 years of performing resource or administration management for IT
projects to includo preparation of financial statements, development of complex projeot schedules and similar
activities,

Functional Descriptlons Directs all financial management and administrative activities such as budgeting, staffing,
resource;planning and financial reporting. Performs financial evaluations and budgetary forecasting for program-
related tasks or projects. Develops work breakdown structures, prepares charts, tables, graphs, and diagrams to
assist in analyzing problems, Provides daily supervision to staff and provides status reports to Program/Project

Manager,

Mintmum Education: Must have a Master's degree with 3 years of experlence, a Bachelor's degreo with 6 years of
expetiencs, or a high school diploma with 10 yeats of expetience,
A}

3.0 !Prlncipal Systems Englneer

Minimu‘;aneneral Experlence: Minimum of 12 years of experlence in systems engineering and development with
8 of the 12 using structured analytical and programming techniques at the systems level, as well as developing and
implementing advanced techniques and procedures, Sought as a recognized expert in requirements definition,
conceptualizing system design, evaluating alternatives, and selesting final solutions,

Functlonal Description: Applies systems analysis and engineering procedures to developing and implementing
large-scale, coraplex IT systems on muftiple platforms and development environments, Combines software,
hardware, firmware, standards, and sound engineering practices int the development of system architecture for the
project’s requirements, Keeps abreast of emerging technology, trends, technical interfaces, protocols, and security
guidelines to design, specify processes, and procedures for developing and implementing complex information
systems or large, widely dispersed enterprise networks.

Minknuin Education: Advanced degeee; Master’s degres in computer selence, engineering, information systems or
related technical or scientific discipline or equivalent experience, Additional course work beyond a Bachelor's

degree is desirable.

4.0 ‘Technical Consultant
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Mininmum/General Experlence: Minimum of 7 years of experience in information technology systems consulting
with 4 years speoclalizing in the design, deployment, management, or operations of large complex
telecommunications networks or information systems.

Functtonal Description: Provides expert lovel technical knowledge in analysis and design of business information
systems. Applies knowledge and experience in information systems to franslate uset's requirements info conceptual
designs. Has high level of diverse technical experience refated to studying and analyzing systems needs; systems
developtnent and systems process analysis, design and re-engincering, Advise clients on the capability, reliability,
cost/benefits, and weakuesses of new technologies. Bxperienced in identifying and resolving business problems
with technology and analyzing systems architecture and making strategic recommendations for technology

implementation,

Mintmum Education: Must have a Bachelor’s of Soience degree in telecommunications, information systems, or
related solentific or technical discipline with 3 years of experfonce or 8 years of experience working as a technical
expert on the design/development of large complex telecommunications or information projects.

5.0 Information Technology Products Speclalist

Mintmum/General Experfence: Minimum of 3 years of experlence in product analysis or product management in
computer hardwars, software, telecommunications, or related technical disciplines.

Functional Description: Responsible for overseeing product life cycle management to include: using computer
tools to perform data calls for inventory and tracking the movement, usage and status of products, Ability fo
maintain adequate spates, product updates, revisions, replicate and distribute Heenses, provide clients with assistance
in products availability, ordering new parts, replacements units, revision levels, and managing vendor refationships

and customer complaints

Minimum Education: Must have a Master's degreo in a related technical discipline with 2 years of expetienco, a
Bachelor’s degres it genetal studies with 3 years of experlence or a high schoot diploma with 6 years of expetience.

6.0 Quality Assurance Analyst

MintmunvGeneral Experlence: Minimum of 3 years of relevant experienco in computer systems quality assurance
analysis and management,

Funetional Descrlption: Provides technical and administrative directions for personnel performing software
development tasks, including the review of work products for correctness, adherence to the design concept and to
user standards, review of program docurentation to assure government standards/requirements are adhered to aad
for progress in accordance with schedutes. Coordinates with the Project Manager fo ensure problem solution and
user satisfaction, Makes recommendations, for approval of major systerms installation,

Minimum Educatlon; Must have a Master’s degres in coraputer sclence, information systems or related technical
or scientific discipiines with 2 year of experience, 8 Bachelor’s degree in general studies with 3 years of experience,
a certification in a related technical discipline with 4 years of experience or a high schoo! diploma with 6 years of
experience.

7.0 Software Programmer/Analyst

Mintmum/General Experlence: Minimum of 1 year of axperlence in computer programming andt/or analysis in
business andfor englneering,

Functlonal Description: Partlcipates in all phases of software development, including analysis, design, testing,
integration, programming, docusmentation and/ox implementation, Coordinates with other analysts assigned fo the
projects. Prepares for, and conduct interviews of subject matter experts. Performs analytical and programming
tasks. Formulates recommendations for improved system performance and service. Assesses the performance of
appropriate software systems to identify and correct problems,
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Mintium Education; Must have a Master's degree plus with one (1) year experienca, a Bachedor's degree with
two (2) years experience or 8 high school diploma with six (6) years of experience. Degree must be i a relevant
computer science, information systems, engineering, business, or other related technicail or scientific discipline,

8.0 Sentor Network Engineer

Minhnum/General Experlence: Minimum of 12 yeats of relevant experlence in which 8 years must be specialized,
Speocialized expetienco includes large-scale LAN/WAN/MAN design, {mplemontatiomand management.

Functlonal Description: Designs, manages and maintains the network infrastructure 2o include the software,
hardware, transmission systems, routers, switches and communications equipment, Ensures that these nstwork
systems are compatible and in compliance with the standards for open systems architewtures, the Open Systems
Tnterconnection (OSI) and International Standards Organization (ISO) reference models and profiles of standards.
Applies knowledge of TCP/IP, protocols, interfaces, and network topologies to desigm, engineer, install, and
troubleshoot clrcuits/etworks to include ATM, Optical, Sonet, and other digital networks from D81 to OCI2.
Ensures that tho network/transport layers of the common operating environment are ceampliant. Fivaluates analytically
and systematically problems of network congestion, latenoy, work flows and network access, usage, and connectivity
and develop solutions and corrective actions to resolve abnormalities.

Minimum Educaﬂon:. Must have & Bachelor’s degree with 8 years of experience, or @ high school diploma with 10
years of experience.

9.0 Network Englneer

Mintmum/General Experlence: Minimum of 5 years of relovant expericnce in a speialized area such as
networking, systems deslgn or business process consulting,

Functlonal Deseription: Collects and implements Network information requirements using analysis in the
development of enterprise-wide or largo scale networking infrastructure (LAN, MAN, WAN). Applies knowledge of
TCP/IP, protocols, interfaces, and network topologies to install, and troubleshoot ciremits/etworks to include ATM,
Sonet, Optical, and other digital networks from D)S1 to T3, Ensures these network systems are compatible and in
compliance with the standards for open systerms architectures, the OSI and ISO referemce models, and profiles of
standards. Ensures that the network/transport layers of tho common operating environunent are compliaut. Evaluates
problems in network usage, organizatlon and planning and develops appropriate correwctive action.

Minimum Education: Must have a Bachelor’s degree with 5 years of experience, or @ high scfiool diploma with 7
years of experience,

10,0 Senlor Systems Engineer

MintmunyGeneral Expexlence: Minimum of 12 yeats of relevant experience in whiich 8 years must be
speoialized. Specialization experience includes large-scale systems design, implementtation or business process

analysis.,

Funetional Description: Applies business process improvement practices to re-engimeer methadologies and
business process modernization profects. Evaluates hardware and sofiware, troublesherots systems, provides
technical expertise for the performance and configuration of networks, Assistsin estallishing standards for
information system procedures. Develops and applies information technology practices for the fmplementation of

enterprise software and hardware systems,

Minimum Education: Must have a Bachelor's degres with 8 years of experience, or mhigh school diploma with 10
years of experience,

11,0 Systems Englneer
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Minhnuny/General Experlences Minimum of 5 years of relevant experience in a specialized area such as
networking, systems design or business process consulting.

Functlonal Description: Applies business process improvement practices to re-engineer methodologies and
business process modernization projects. Bvaluates hardware and software, interfaces, protocols, and systems to
ensure interoperability, Troubleshoots hardware and software syatems and provides technlcal expertise for the
performance and configuration of networks. Assists in establishing standards for information system procedures.
Develops and applies information technology practices for the fmplementation of enterprise software and hardware
systems.

Mintmum Education: Must have a Bachelor’s degree with 5 years of expetience, or a high school diploma with 7
years of experience.

12.0  Junior Network Administrator

Mintmum/Genersl Experlence; Minimum of2 years of technical experience installing, maintaining and managing
Local Area Networks (LANS).

Functional Description: Responsible for the acquisition, installation, maintenance and usage of the LAN. Manages
LAN performance and maintains network security. Tnstalls network hardwate and software, Troubleshoots system
problems, Establishes and implements policies and procedures to ensure optimization of the network.

Mintmum Educatlon: Must have a Bachelor’s degree with 2 years of experience, or & high school diploma with 4
years of experience.
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13.0  Subject Matter Expert

Minimuny/General Experfence: Ten years of experience in specialized area of business or technology such as:
knowledge management, change management, custorner relatfonship management, requirements analysis, business
process improvement, data warehousing/data inining, nehworking, intemetfweb, or software engineering.

Functional Descriptlon; Provides expert-fovel support in areas that can include but are not limited to elements such
as: research, studies, requirements/specifications, analysis, planning, acquisition, design, development, integration,
testing, deployment or maintenance, Interfaces at all levels of management to duting the support process. Supports
strategic or tactioal planning to justify, market, or manags the project, Uses applioabls technologies or
methodologies to perform assigned tasks. Ensures compliance with the standards and organizational requirements

relative to specific assignments.

Mintmum Education: Must have a Master’s degree with 5 years of experience, a bachelor’s with 12 years of
experience or a high school diploma with 16 years of experience.

14,0 Senior Database Englneer

MinlmunyGeneral Experlence: Minimum of 10 years of relevant exporience in which 6 years must be
specialized, Specialization includes database design, operations and/or progratmming.

Functional Description: Designs, implements and maintains complox database with respect fo programming,
access methods, access time, device allocation, validation checks, organization, protection and security,
documentation and statistical methods. Includes maintenanco of database dictionarles, everall monitering of
standards and procedures and intogration of systems through database design. Competent to work at the highest fevel

of all phases of database management.

Mintmum Education: Must have a Bachelot's degree with 8 years of experlence, ora high school diploma with 10
years of experience,

15.0  Help Desk Specialist I

Minfmum/General Experlence: Minimum of 2 years of relevant customer support experience in a helpdesk
environment.

Functionat Descrlption: Provides telephone and/or desktop support to resolve customer problems and issues,
Recelves incoming calls from customers and creales an incident records. Utilize catl tracking tools to track problems
and generato reporting metrics, Requires excellent customer interface and customer satisfaction skills,

Mintmum Education: Must have a Bachelor’s degreo with 2 years of expericnce, or a high school diploma with 4
years of expericnce.

16.0  Technical Support Speciallst

Minfmum/General Experlence: Minimunm of 4 years of relevant experience in deskiop support and
{roubleshooting.

Funetlonal Description: Troubleshoots systei Issues, resolves complex customer problems, and performs routine
desktop maintenance, Skilled at managing complex multi-vendor environments, performing root cause analysis, and
determining resolution. Requires excellent interpersonal skills and the ability to respond to technical and non-
technical customer questions. Must be famiiar with network operating systems, desktop software, and enterpriso

applications.

Minimum Education: Must have a Bachelor’s degreo with 4 years of experience, or a high school diploma with 6
years of experlence.
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