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AUTHORIZED FEDERAL SUPPLY SERVICE 
INFORMATION TECHNOLOGY SCHEDULE PRICELIST 
GENERAL PURPOSE COMMERCIAL INFORMATION TECHNOLOGY 
EQUIPMENT, SOFTWARE AND SERVICES
SPECIAL ITEM NO. 132-51 - INFORMATION TECHNOLOGY (IT) PROFESSIONAL SERVICES - SUBJECT TO COOPERATIVE PURCHASING   

FPDS Code D306 IT Systems Analysis Services 

FPDS Code D307 Automated Information Systems Design and Integration Services 

FPDS Code D310 IT Backup and Security Services 

Note 1: All non-professional labor categories must be incidental to and used solely to support hardware, software and/or professional services and cannot be purchased separately.

Note 2: Officers’ and Agencies are advised that the Group 70 – Information Technology Schedule is not to be used as a means to procure services which properly fall under the Brooks Act. These services include, but are not limited to, architectural, engineering, mapping, cartographic production, remote sensing, geographic information systems, and related services. FAR 36.6 distinguishes between mapping services of an A/E nature and mapping services which are not connected nor incidental to the traditionally accepted A/E Services. 

Note 3: This solicitation is not intended to solicit for the reselling of IT Professional Services, except for the provision of implementation, maintenance, integration, or training services in direct support of a product. Under such circumstances the services must be performance by the publisher or manufacturer or one of their authorized agents
SPECIAL ITEM NO. 132-52 - ELECTRONIC COMMERCE AND SUBSCRIPTION SERVICES   

Managed Security Services – Federal. MSS-Federal services are implemented on a FISMA High backend and are supported by a dedicated security operations team in the U.S. with DoD clearances. MSS-Federal consists of the following services:

· Firewall Services 

· Network Intrusion Detection (NIDS)/Prevention (NIPS) System 

· Host Intrusion Detection (HIDS)/Prevention (HIPS) Systems

· Unified Threat Management (UTM) or Security Appliance

· Email Security Gateway (replaces Gateway Anti-Virus) 
SPECIAL ITEM NO. 132-61 PUBLIC KEY INFRASTRUCTURE (PKI) SHARED SERVICE PROVIDER (SSP) PROGRAM (FPDS D399) SUBJECT TO COOPERATIVE PURCHASING   

X.509 Digital Certificate Products and accompanying PKI Services for internal use in Federal agencies and systems. This facilitates physical and electronic access to government facilities and networks by authorized personnel using public key infrastructure/digital signature technology that meets the U.S. Federal Public Key Infrastructure (PKI) Common Policy Framework, and is a key enabler of identity assurance within the Federal sector for access control protecting Federal networks and information systems from unauthorized access, interception, and tampering. 
SPECIAL ITEM NUMBER 132-62 HSPD-12 PRODUCT AND SERVICE COMPONENTS (FPDS D399) SUBJECT TO COOPERATIVE PURCHASING   

Personal Identity Verification (PIV) Credentials and Services.  This facilitates trusted physical and electronic access to government facilities and networks using smart card technology.  PIV Credentials and Services is a key enabler of identity assurance for access control and protects Federal facilities and information systems from unauthorized access, interception, and tampering.  

MCI Communications Services, Inc. (dba Verizon Business)
22001 Loudon County Parkway 
Ashburn, VA 20147
703-894-8740
Fax: 914-312-2110
http://www.verizonbusiness.com/worldwide/solutions/government/
	Contract Number:
	GS-35F-0382T 

	Period Covered by Contract:         
	April 13, 2007 through April 12, 2017


General Services Administration

Federal Supply Service

Pricelist current through Modification # PS-0021, dated March 6, 2013. 
Products and ordering information in this Authorized FSS Information Technology Schedule Pricelist are also available on the GSA Advantage! System Agencies can browse GSA Advantage! by accessing the Federal Supply Service’s Home Page via the Internet at https://www.gsaadvantage.gov/advantage/main/start_page.do
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1
Information for Ordering Activities Applicable to All Special Item Numbers
SPECIAL NOTICE TO AGENCIES: Small Business Participation 

SBA strongly supports the participation of small business concerns in the Federal Supply Schedules Program. To enhance Small Business Participation SBA policy allows agencies to include in their procurement base and goals, the dollar value of orders expected to be placed against the Federal Supply Schedules, and to report accomplishments against these goals. 
For orders exceeding the micropurchase threshold, FAR 8.404 requires agencies to consider the catalogs/pricelists of at least three schedule contractors or consider reasonably available information by using the GSA Advantage!™ on-line shopping service (www.gsaadvantage.gov). The catalogs/pricelists, GSA Advantage!™ and the Federal Supply Service Home Page (www.fss.gsa.gov) contain information on a broad array of products and services offered by small business concerns. 
This information should be used as a tool to assist ordering activities in meeting or exceeding established small business goals. It should also be used as a tool to assist in including small, small disadvantaged, and women-owned small businesses among those considered when selecting pricelists for a best value determination. 
For orders exceeding the micropurchase threshold, customers are to give preference to small business concerns when two or more items at the same delivered price will satisfy their requirement. 

1.         GEOGRAPHIC SCOPE OF CONTRACT 

Domestic delivery is delivery within the 48 contiguous states, Alaska, Hawaii, Puerto Rico, Washington, DC, and U.S. Territories. Domestic delivery also includes a port or consolidation point, within the aforementioned areas, for orders received from overseas activities. 

Overseas delivery is delivery to points outside of the 48 contiguous states, Washington, DC, Alaska, Hawaii, Puerto Rico, and U.S. Territories. 
Offerors are requested to check one of the following boxes: 

[ ] 
The Geographic Scope of Contract will be domestic and overseas delivery. 

[ ] 
The Geographic Scope of Contract will be overseas delivery only. 

[X] 
The Geographic Scope of Contract will be domestic delivery only. 


2.
CONTRACTOR’S ORDERING ADDRESS AND PAYMENT INFORMATION 
	CONTRACTOR’S ORDERING ADDRESS
	MCI Communications Services, Inc. dba Verizon Business Services
22001 Loudoun County Parkway,

Ashburn, VA 20147

ATTN: Verizon GSA Schedule Program
Fax:  703-886-9132
E-mail: gsascheduleprogram@verizon.com


	CONTRACTOR'S  PAYMENT ADDRESS:

	SINs 132-51 and 132-51 STLOC

SINs 132-61 and 132-61 STLOC

SINs 132-62 and 132-62 STLOC


	Wire and ACH:

JPMorgan Chase Bank, NA

131 S. Dearborn, 6th floor

Att: Lockbox (97) - 73617

Chicago, IL 60603

DDA# - 5280028

ABA# - 071000013

	
	Overnight:

JPMorgan Chase Bank, NA

Att: Verizon Business 

131 S. Dearborn, 6th floor

Att: Lockbox (97) - 73617

Chicago, IL 60603

312-732-5365 

	
	Mail Delivery:

Verizon

PO Box 73617 

Chicago, IL 60673-7617

	SINs 132-52
	Wire and ACH

Mellon Bank

500 Ross Street,

Room 154-0460

Pittsburgh, PA 15250-8008

DDA # 1242829

ABA: # 043000261

International Swift Code MELNUS3P

	
	Overnight Delivery

Mellon Client Service Center

Verizon Business

500 Ross Street,

Room 154-0460

Pittsburgh, PA 15250

Attn: Verizon Lockbox 371815

Phone: 412-234-0673

	
	Mail Delivery

Verizon Business

PO BOX 371815

Pittsburgh, PA

15250-7815


Contractors are required to accept credit cards for payments equal to or less than the micro-purchase threshold for oral or written delivery orders. Credit cards will be acceptable for payment above the micro-purchase threshold. In addition, bank account information for wire transfer payments will be shown on the invoice. 

The following telephone number(s) can be used by ordering activities to obtain technical and/or ordering assistance: 703-894-8740

3.           LIABILITY FOR INJURY OR DAMAGE 

The Contractor shall not be liable for any injury to ordering activity personnel or damage to ordering activity property arising from the use of equipment maintained by the Contractor, unless such injury or damage is due to the fault or negligence of the Contractor. 
4. 
STATISTICAL DATA FOR GOVERNMENT ORDERING OFFICE COMPLETION OF STANDARD FORM 279 

Block 9: 
G. Order/Modification Under Federal Schedule
Block 16: 
Data Universal Numbering System (DUNS) Number: 020751082
Block 30: 
Type of Contractor - C. Large Business 

Block 31: 
Woman-Owned Small Business - No 
Block 36: 
Contractor's Taxpayer Identification Number (TIN): 470751768
CAGE Code:  1MMY8

Contractor has registered with the Central Contractor Registration Database and SAM.

5. 
FOB DESTINATION 

Not applicable to Special Item Number (SIN) 132–51 and 132-51 STLOC Information Technology Professional Services, Special Item Number (SIN) 132-52 Electronic Commerce and Subscription Services, Special Item Number (SIN) 132-61 and 132-61 STLOC Public Key Infrastructure (PKI) Shared Service Provider (SSP) Program, and Special Item Number (SIN) 132-62 and 132-62 STLOC HSPD-12 Product and Service Components.  

6. 
DELIVERY SCHEDULE 

TIME OF DELIVERY: The Contractor shall deliver to destination within the number of calendar days after receipt of order (ARO), as set forth below: 

	Special Item Number (SIN)

132-51, 132-52, 132-61, 132-62, 132-51 STLOC, 132-61 STLOC, and 132-62 STLOC
	Delivery Time (Days ARO)

As Negotiated


URGENT REQUIREMENTS: When the Federal Supply Schedule contract delivery period does not meet the bona fide urgent delivery requirements of an ordering activity, ordering activities are encouraged, if time permits, to contact the Contractor for the purpose of obtaining accelerated delivery. The Contractor shall reply to the inquiry within 3 workdays after receipt. (Telephonic replies shall be confirmed by the Contractor in writing.) If the Contractor offers an accelerated delivery time acceptable to the ordering activity, any order(s) placed pursuant to the agreed upon accelerated delivery time frame shall be delivered within this shorter delivery time and in accordance with all other terms and conditions of the contract. 

7.
DISCOUNTS
Prices shown are NET Prices; Basic Discounts have been deducted. Government Educational Institutions are offered the same discounts as all other Government customers. 

8.
TRADE AGREEMENTS ACT OF 1979, as amended 

All items are U.S. made end products, designated country end products, Caribbean Basin country end products, Canadian end products, or Mexican end products as defined in the Trade Agreements Act of 1979, as amended. 

9.
STATEMENT CONCERNING AVAILABILITY OF EXPORT PACKING 

Export packing is not available on this contract.

10.
Small Requirements
The minimum dollar value of orders to be issued is $100 

11.
MAXIMUM ORDER (All dollar amounts are exclusive of any discount for prompt payment.) 

a. The Maximum Order value for the following Special Item Numbers (SINs) is $500,000: 
· Special Item Number 132-51 and 132-51 STLOC - Information Technology (IT) Professional Services
·  Special Item Number (SIN) 132-52 Electronic Commerce and Subscription Services
b. The Maximum Order value for the following Special Item Numbers (SINs) is $1,000,000:  

· Special Item Number 132-61 and 132-61 STLOC – Public Key Infrastructure (PKI) Shared Service Provider (SSP) Program  

· Special Item Number 132-62 and 132-62 STLOC– HSPD-12 Product and Service Components

12.
ORDERING PROCEEDURES FOR FEDERAL SUPPLY SCHEDULE CONTRACTS
Ordering activities shall use the ordering procedures of Federal Acquisition Regulation (FAR) 8.405 when placing an order or establishing a BPA for supplies or services. These procedures apply to all schedules. 

c. FAR 8.405-1 Ordering procedures for supplies, and services not requiring a statement of work. 

d. FAR 8.405-2 Ordering procedures for services requiring a statement of work. 

13.
FEDERAL INFORMATION TECHNOLOGY/TELECOMMUNICATION STANDARDS REQUIREMENTS
Ordering activities acquiring products from this Schedule must comply with the provisions of The Federal Standards Program, as appropriate (reference: NIST Federal Standards Index). Inquiries to determine whether or not specific products listed herein comply with Federal Information Processing Standards (FIPS) or  Federal Telecommunication Standards (FED-STDS), which are cited by ordering activities, shall be responded to promptly by the Contractor. 

13.1
FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATIONS (FIPS PUBS)
Information Technology products under this Schedule that do not conform to Federal Information Processing Standards (FIPS) should not be acquired unless a waiver has been granted in accordance with the applicable "FIPS Publication." Federal Information Processing Standards Publications (FIPS PUBS) are issued by the U.S. Department of Commerce, National Institute of Standards and Technology (NIST), pursuant to National Security Act. Information concerning their availability and applicability should be obtained from the National Technical Information Service (NTIS), 5285 Port Royal Road, Springfield, Virginia 22161. FIPS PUBS include voluntary standards when these are adopted for Federal use. Individual orders for FIPS PUBS should be referred to the NTIS Sales Office, and orders for subscription service should be referred to the NTIS Subscription Officer, both at the above address, or telephone number (703) 487-4650. 

13.2 
FEDERAL TELECOMMUNICATION STANDARDS (FED-STDS) 
Telecommunication products under this Schedule that do not conform to Federal Telecommunication Standards (FED-STDS) should not be acquired unless a waiver has been granted in accordance with the applicable "FED-STD." Federal Telecommunication Standards are issued by the U.S. Department of Commerce, National Institute of Standards and Technology (NIST), pursuant to National Security Act. Ordering information and information concerning the availability of FED-STDS should be obtained from the GSA, Federal Supply Service, Specification Section, 470 East L’Enfant Plaza, Suite 8100, SW, Washington, DC 20407, telephone number (202)619-8925. Please include a self-addressed mailing label when requesting information by mail. Information concerning their applicability can be obtained by writing or calling the U.S. Department of Commerce, National Institute of Standards and Technology, Gaithersburg, MD 20899, telephone number (301)975-2833. 

14.
CONTRACTOR TASKS / SPECIAL REQUIREMENTS (C-FSS-370) (NOV 2001) 

e. Security Clearances: The Contractor may be required to obtain/possess varying levels of security clearances in the performance of orders issued under this contract. All costs associated with obtaining/possessing such security clearances should be factored into the price offered under the Multiple Award Schedule. 

f. Travel: The Contractor may be required to travel in performance of orders issued under this contract. Allowable travel and per diem charges are governed by Pub .L. 99-234 and FAR Part 31, and are reimbursable by the ordering agency or can be priced as a fixed price item on orders placed under the Multiple Award Schedule. The Industrial Funding Fee does NOT apply to travel and per diem charges. 

NOTE: Refer to FAR Part 31.205-46 Travel Costs, for allowable costs that pertain to official company business travel in regards to this contract. 

g. Certifications, Licenses and Accreditations: As a commercial practice, the Contractor may be required to obtain/possess any variety of certifications, licenses and accreditations for specific FSC/service code classifications offered. All costs associated with obtaining/ possessing such certifications, licenses and accreditations should be factored into the price offered under the Multiple Award Schedule program. 

h. Insurance: As a commercial practice, the Contractor may be required to obtain/possess insurance coverage for specific FSC/service code classifications offered. All costs associated with obtaining/possessing such insurance should be factored into the price offered under the Multiple Award Schedule program. 

i. Personnel: The Contractor may be required to provide key personnel, resumes or skill category descriptions in the performance of orders issued under this contract. Ordering activities may require agency approval of additions or replacements to key personnel. 

j. Organizational Conflicts of Interest: Where there may be an organizational conflict of interest as determined by the ordering agency, the Contractor’s participation in such order may be restricted in accordance with FAR Part 9.5. 

k. Documentation/Standards: The Contractor may be requested to provide products or services in accordance with rules, regulations, OMB orders, standards and documentation as specified by the agency’s order. 

l. Data/Deliverable Requirements: Any required data/deliverables at the ordering level will be as specified or negotiated in the agency’s order. 

m. Government-Furnished Property: As specified by the agency’s order, the Government may provide property, equipment, materials or resources as necessary. 

n. Availability of Funds: Many Government agencies’ operating funds are appropriated for a specific fiscal year. Funds may not be presently available for any orders placed under the contract or any option year. The Government’s obligation on orders placed under this contract is contingent upon the availability of appropriated funds from which payment for ordering purposes can be made. No legal liability on the part of the Government for any payment may arise until funds are available to the ordering Contracting Officer. 

15.
CONTRACT ADMINISTRATION FOR ORDERING ACTIVITIES 
Any ordering activity, with respect to any one or more delivery orders placed by it under this contract, may exercise the same rights of termination as might the GSA Contracting Officer under provisions of FAR 52.212-4, paragraphs (l) Termination for the ordering activity’s convenience, and (m) Termination for Cause (See C.1.) 

16.
GSA ADVANTAGE!  
GSA Advantage! is on-line, interactive electronic information and ordering system that provides on-line access to vendors' schedule prices with ordering information. GSA Advantage! will allow the user to perform various searches across all contracts including, but not limited to: 

1. Manufacturer;
2. Manufacturer's Part Number; and
3. Product categories. 
Agencies can browse GSA Advantage! by accessing the Internet World Wide Web utilizing a browser (ex.: NetScape). The Internet address is http://www.gsaadvantage.gov. 

17.
PURCHASE OF OPEN MARKET ITEMS  
NOTE: Open Market Items are also known as incidental items, noncontract items, non-Schedule items, and items not on a Federal Supply Schedule contract. ODCs (Other Direct Costs) are not part of this contract and should be treated as open market purchases. Ordering Activities procuring open market items must follow FAR 8.402(f). 

For administrative convenience, an ordering activity contracting officer may add items not on the Federal Supply Multiple Award Schedule (MAS) -- referred to as open market items -- to a Federal Supply Schedule blanket purchase agreement (BPA) or an individual task or delivery order, only if- 

4. All applicable acquisition regulations pertaining to the purchase of the items not on the Federal Supply Schedule have been followed (e.g., publicizing (Part 5), competition requirements (Part 6), acquisition of commercial items (Part 12), contracting methods (Parts 13, 14, and 15), and small business programs (Part 19)); 

5. The ordering activity contracting officer has determined the price for the items not on the Federal Supply Schedule is fair and reasonable; 

6. The items are clearly labeled on the order as items not on the Federal Supply Schedule; and 

7. All clauses applicable to items not on the Federal Supply Schedule are included in the order. 
18.  
CONTRACTOR COMMITMENTS, WARRANTIES AND REPRESENTATIONS 

For the purpose of this contract, commitments, warranties and representations include, in addition to those agreed to for the entire schedule contract: 

8. Time of delivery/installation quotations for individual orders; 

9. Technical representations and/or warranties of products concerning performance, total system performance and/or configuration, physical, design and/or functional characteristics and capabilities of a product/equipment/ service/software package submitted in response to requirements which result in orders under this schedule contract. 

10. Any representations and/or warranties concerning the products made in any literature, description, drawings and/or specifications furnished by the Contractor. 

The above is not intended to encompass items not currently covered by the GSA Schedule contract. 

19.
OVERSEAS ACTIVITIES 

The terms and conditions of this contract shall apply to all orders for installation, maintenance and repair of equipment in areas listed in the pricelist outside the 48 contiguous states and the District of Columbia, except as indicated below: 

None 

Upon request of the Contractor, the ordering activity may provide the Contractor with logistics support, as available, in accordance with all applicable ordering activity regulations. Such ordering activity support will be provided on a reimbursable basis, and will only be provided to the Contractor's technical personnel whose services are exclusively required for the fulfillment of the terms and conditions of this contract. 

20.
BLANKET PURCHASE AGREEMENTS (BPAs) 

The use of BPAs under any schedule contract to fill repetitive needs for supplies or services is allowable. BPAs may be established with one or more schedule contractors. The number of BPAs to be established is within the discretion of the ordering activity establishing the BPA and should be based on a strategy that is expected to maximize the effectiveness of the BPA(s). Ordering activities shall follow FAR 8.405-3 when creating and implementing BPA(s). 

21.
CONTRACTOR TEAM ARRANGEMENTS 

Contractors participating in contractor team arrangements must abide by all terms and conditions of their respective contracts. This includes compliance with Clauses 552.238-74, Industrial Funding Fee and Sales Reporting, i.e., each contractor (team member) must report sales and remit the IFF for all products and services provided under its individual contract. 

22.
INSTALLATION, DEINSTALLATION, REINSTALLATION 

The Davis-Bacon Act (40 U.S.C. 276a-276a-7) provides that contracts in excess of $2,000 to which the United States or the District of Columbia is a party for construction, alteration, or repair (including painting and decorating) of public buildings or public works with the United States, shall contain a clause that no laborer or mechanic employed directly upon the site of the work shall received less than the prevailing wage rates as determined by the Secretary of Labor. The requirements of the Davis-Bacon Act do not apply if the construction work is incidental to the furnishing of supplies, equipment, or services. For example, the requirements do not apply to simple installation or alteration of a public building or public work that is incidental to furnishing supplies or equipment under a supply contract. However, if the construction, alteration or repair is segregable and exceeds $2,000, then the requirement of the Davis-Bacon Act applies. 

The ordering activity issuing the task order against this contract will be responsible for proper administration and enforcement of the Federal labor standards covered by the Davis-Bacon Act. The proper Davis-Bacon wage determination will be issued by the ordering activity at the time a request for quotations is made for applicable construction classified installation, deinstallation, and reinstallation services under SIN 132-8. 
23. 
SECTION 508 COMPLIANCE 

Not applicable
24. 
PRIME CONTRACTOR ORDERING FROM FEDERAL SUPPLY SCHEDULES 

Prime Contractors (on cost reimbursement contracts) placing orders under Federal Supply Schedules, on behalf of an ordering activity, shall follow the terms of the applicable schedule and authorization and include with each order – 

o. A copy of the authorization from the ordering activity with whom the contractor has the prime contract (unless a copy was previously furnished to the Federal Supply Schedule contractor); and 

p. The following statement: 

q. This order is placed under written authorization from _______ dated _______. In the event of any inconsistency between the terms and conditions of this order and those of your Federal Supply Schedule contract, the latter will govern. 

25. 
INSURANCE—WORK ON A GOVERNMENT INSTALLATION (JAN 1997) (FAR 52.228-5) 

r. The Contractor shall, at its own expense, provide and maintain during the entire performance of this contract, at least the kinds and minimum amounts of insurance required in the Schedule or elsewhere in the contract. 

s. Before commencing work under this contract, the Contractor shall notify the Contracting Officer in writing that the required insurance has been obtained. The policies evidencing required insurance shall contain an endorsement to the effect that any cancellation or any material change adversely affecting the Government's interest shall not be effective— 

11. For such period as the laws of the State in which this contract is to be performed prescribe; or 

12. Until 30 days after the insurer or the Contractor gives written notice to the Contracting Officer, whichever period is longer. 

t. The Contractor shall insert the substance of this clause, including this paragraph (c), in subcontracts under this contract that require work on a Government installation and shall require subcontractors to provide and maintain the insurance required in the Schedule or elsewhere in the contract. The Contractor shall maintain a copy of all subcontractors' proofs of required insurance, and shall make copies available to the Contracting Officer upon request. 

26. 
SOFTWARE INTEROPERABILITY 

Offerors are encouraged to identify within their software items any component interfaces that support open standard interoperability. An item’s interface may be identified as interoperable on the basis of participation in a Government agency-sponsored program or in an independent organization program. Interfaces may be identified by reference to an interface registered in the component registry located at http://www.core.gov. 

27. 
ADVANCE PAYMENTS 

A payment under this contract to provide a service or deliver an article for the United States Government may not be more than the value of the service already provided or the article already delivered. Advance or pre-payment is not authorized or allowed under this contract. (31 U.S.C. 3324) 
2
Terms and Conditions Applicable to Information Technology (IT) Professional Services (Special Item Number 132-51 and 132-51 STLOC)
1.    
SCOPE

u. The prices, terms and conditions stated under Special Item Number 132-51 Information Technology Professional Services and Special Item Number 132-52 Electronic Commerce and Subscription Services apply exclusively to IT Services and Electronic Commerce and Subscription Services within the scope of this Information Technology Schedule.

v. The Contractor shall provide services at the Contractor’s facility and/or at the ordering activity location, as agreed to by the Contractor and the ordering activity.

2.
PERFORMANCE INCENTIVES

w. Performance incentives may be agreed upon between the Contractor and the ordering activity on individual fixed price orders or Blanket Purchase Agreements under this contract in accordance with this clause.

x. The ordering activity must establish a maximum performance incentive price for these services and/or total solutions on individual orders or Blanket Purchase Agreements.

y. Incentives should be designed to relate results achieved by the contractor to specified targets.  To the maximum extent practicable, ordering activities shall consider establishing incentives where performance is critical to the ordering activity’s mission and incentives are likely to motivate the contractor.  Incentives shall be based on objectively measurable tasks.

3.     ORDER

z. Agencies may use written orders, EDI orders, blanket purchase agreements, individual purchase orders, or task orders for ordering services under this contract.  Blanket Purchase Agreements shall not extend beyond the end of the contract period; all services and delivery shall be made and the contract terms and conditions shall continue in effect until the completion of the order.  Orders for tasks which extend beyond the fiscal year for which funds are available shall include FAR 52.232-19 (Deviation – May 2003) Availability of Funds for the Next Fiscal Year.  The purchase order shall specify the availability of funds and the period for which funds are available.

aa. All task orders are subject to the terms and conditions of the contract.  In the event of conflict between a task order and the contract, the contract will take precedence.

4.    
PERFORMANCE OF SERVICES

ab. The Contractor shall commence performance of services on the date agreed to by the Contractor and the ordering activity.

ac. The Contractor agrees to render services only during normal working hours, unless otherwise agreed to by the Contractor and the ordering activity.

ad. The ordering activity should include the criteria for satisfactory completion for each task in the Statement of Work or Delivery Order.  Services shall be completed in a good and workmanlike manner.

ae. Any Contractor travel required in the performance of IT services must comply with the Federal Travel Regulation or Joint Travel Regulations, as applicable, in effect on the date(s) the travel is performed.  Established Federal Government per diem rates will apply to all Contractor travel.  Contractors cannot use GSA city pair contracts.

5.
STOP-WORK ORDER (FAR 52.242-15) (AUG 1989)

af. The Contracting Officer may, at any time, by written order to the Contractor, require the Contractor to stop all, or any part, of the work called for by this contract for a period of 90 days after the order is delivered to the Contractor, and for any further period to which the parties may agree. The order shall be specifically identified as a stop-work order issued under this clause. Upon receipt of the order, the Contractor shall immediately comply with its terms and take all reasonable steps to minimize the incurrence of costs allocable to the work covered by the order during the period of work stoppage. Within a period of 90 days after a stop-work is delivered to the Contractor, or within any extension of that period to which the parties shall have agreed, the Contracting Officer shall either- 

13. Cancel the stop-work order; or 

14. Terminate the work covered by the order as provided in the Default, or the Termination for Convenience of the Government, clause of this contract. 

ag. If a stop-work order issued under this clause is canceled or the period of the order or any extension thereof expires, the Contractor shall resume work. The Contracting Officer shall make an equitable adjustment in the delivery schedule or contract price, or both, and the contract shall be modified, in writing, accordingly, if- 

15. The stop-work order results in an increase in the time required for, or in the Contractor's cost properly allocable to, the performance of any part of this contract; and 

16. The Contractor asserts its right to the adjustment within 30 days after the end of the period of work stoppage; provided that, if the Contracting Officer decides the facts justify the action, the Contracting Officer may receive and act upon the claim submitted at any time before final payment under this contract. 

ah. If a stop-work order is not canceled and the work covered by the order is terminated for the convenience of the Government, the Contracting Officer shall allow reasonable costs resulting from the stop-work order in arriving at the termination settlement. 

ai. If a stop-work order is not canceled and the work covered by the order is terminated for default, the Contracting Officer shall allow, by equitable adjustment or otherwise, reasonable costs resulting from the stop-work order. 

6.    
INSPECTION OF SERVICES

The Inspection of Services-Fixed Price (AUG 1996) (Deviation – May 2003) clause at FAR 52.246-4 applies to firm-fixed price orders placed under this contract.  The Inspection Time-and-Materials and Labor-Hour (JAN 1986) (Deviation – May 2003) clause at FAR 52.246-6 applies to time-and-materials and labor-hour orders placed under this contract.

7.    
RESPONSIBILITIES OF THE CONTRACTOR

The Contractor shall comply with all laws, ordinances, and regulations (Federal, State, City, or otherwise) covering work of this character.  If the end product of a task order is software, then FAR 52.227-14 (Deviation – May 2003) Rights in Data – General, may apply.

8.    
RESPONSIBILITIES OF THE ORDERING ACTIVITY

Subject to security regulations, the ordering activity shall permit Contractor access to all facilities necessary to perform the requisite IT services.

9.    
INDEPENDENT CONTRACTOR

All IT services performed by the Contractor under the terms of this contract shall be as an independent Contractor, and not as an agent or employee of the ordering activity.

10.    
ORGANIZATIONAL CONFLICTS OF INTEREST

aj. Definitions.

“Contractor” means the person, firm, unincorporated association, joint venture, partnership, or corporation that is a party to this contract.

“Contractor and its affiliates” and “Contractor or its affiliates” refers to the Contractor, its chief executives, directors, officers, subsidiaries, affiliates, subcontractors at any tier, and consultants and any joint venture involving the Contractor, any entity into or with which the Contractor subsequently merges or affiliates, or any other successor or assignee of the Contractor.

An “Organizational conflict of interest” exists when the nature of the work to be performed under a proposed ordering activity contract, without some restriction on ordering activities by the Contractor and its affiliates, may either (i) result in an unfair competitive advantage to the Contractor or its affiliates or (ii) impair the Contractor’s or its affiliates’ objectivity in performing contract work.

ak. To avoid an organizational or financial conflict of interest and to avoid prejudicing the best interests of the ordering activity, ordering activities may place restrictions on the Contractors, its affiliates, chief executives, directors, subsidiaries and subcontractors at any tier when placing orders against schedule contracts.  Such restrictions shall be consistent with FAR 9.505 and shall be designed to avoid, neutralize, or mitigate organizational conflicts of interest that might otherwise exist in situations related to individual orders placed against the schedule contract.  Examples of situations, which may require restrictions, are provided at FAR 9.508.

11.    
INVOICES

The Contractor, upon completion of the work ordered, shall submit invoices for IT services.  Progress payments may be authorized by the ordering activity on individual orders if appropriate.  Progress payments shall be based upon completion of defined milestones or interim products.  Invoices shall be submitted monthly for recurring services performed during the preceding month. 

12.    
PAYMENTS

For firm-fixed price orders the ordering activity shall pay the Contractor, upon submission of proper invoices or vouchers, the prices stipulated in this contract for service rendered and accepted.  Progress payments shall be made only when authorized by the order.  For time-and-material orders, the Payments under Time-and Materials and Labor-Hour Contracts at FAR 52.232-7 (DEC 2002), (Alternate II – Feb 2002) (Deviation – May 2003) applies to time-and-materials orders placed under this contract.  For labor-hour orders, the Payment under Time-and-Materials and Labor-Hour Contracts at FAR 52.232-7 (DEC 2002), (Alternate II – Feb 2002) (Deviation – May 2003) applies to labor-hour orders placed under this contract.  52.216-31(Feb 2007) Time-and-Materials/Labor-Hour Proposal Requirements—Commercial Item Acquisition. As prescribed in 16.601(e)(3), insert the following provision: 

al. The Government contemplates award of a Time-and-Materials or Labor-Hour type of contract resulting from this solicitation. 

am. The offeror must specify fixed hourly rates in its offer that include wages, overhead, general and administrative expenses, and profit. The offeror must specify whether the fixed hourly rate for each labor category applies to labor performed by— 

17. The offeror; 

18. Subcontractors; and/or 

19. Divisions, subsidiaries, or affiliates of the offeror under a common control. 

13.    
RESUMES

Resumes shall be provided to the GSA Contracting Officer or the ordering activity upon request.


14.    
INCIDENTAL SUPPORT COSTS

Incidental support costs are available outside the scope of this contract.  The costs will be negotiated separately with the ordering activity in accordance with the guidelines set forth in the FAR.

15.   
APPROVAL OF SUBCONTRACTS

The ordering activity may require that the Contractor receive, from the ordering activity’s Contracting Officer, written consent before placing any subcontract for furnishing any of the work called for in a task order.

16.    DESCRIPTION OF IT SERVICES AND PRICING

See Services Description Section, IT Professional Services
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Terms and Conditions Applicable to Electronic Commerce and Subscription Services (Special Item Number 132-52)
1.
SCOPE

an. The prices, terms and conditions stated under Special Item Number 132-52 Electronic Commerce (EC) Services apply exclusively to EC Services within the scope of this Information Technology Schedule.

ao. The Contractor shall provide services at the Contractor’s facility and/or at the ordering activity location, as agreed to by the Contractor and the ordering activity.
2.
PERFORMANCE INCENTIVES I-FSS-60 Performance Incentives (April 2000)

ap. Performance incentives may be agreed upon between the Contractor and the ordering activity on individual fixed price orders or Blanket Purchase Agreements under this contract.

aq. The ordering activity must establish a maximum performance incentive price for the services and/or total solutions on individual orders or Blanket Purchase Agreements.

ar. Incentives should be designed to relate results achieved by the contractor to specified targets.  To the maximum extent practicable, ordering activities shall consider establishing incentives where performance is critical to the ordering activity’s mission and incentives are likely to motivate the contractor.  Incentives shall be based on objectively measurable tasks. Incentives shall be based on objectively measurable tasks.
3.
ORDER

as. Agencies may use written orders, EDI orders, blanket purchase agreements, individual purchase orders, or task orders for ordering services under this contract.  Blanket Purchase Agreements shall not extend beyond the end of the contract period; all services and delivery shall be made and the contract terms and conditions shall continue in effect until the completion of the order.  Orders for tasks which extend beyond the fiscal year for which funds are available shall include FAR 52.232-19 (Deviation – May 2003) Availability of Funds for the Next Fiscal Year.  The purchase order shall specify the availability of funds and the period for which funds are available.

at. All task orders are subject to the terms and conditions of the contract.  In the event of conflict between a task order and the contract, the contract will take precedence.
4.
PERFORMANCE OF SERVICES

au. The Contractor shall commence performance of services on the date agreed to by the Contractor and the ordering activity. 

av. The ordering activity should include the criteria for satisfactory completion for each task in the Statement of Work or Delivery Order.  Services shall be completed in a good and workmanlike manner.

aw. Any Contractor travel required in the performance of EC Services must comply with the Federal Travel Regulation or Joint Travel Regulations, as applicable, in effect on the date(s) the travel is performed. Established Federal Government per diem rates will apply to all Contractor travel.  Contractors cannot use GSA city pair contracts.

5.
STOP-WORK ORDER (FAR 52.242-15) (AUG 1989) 

ax. The Contracting Officer may, at any time, by written order to the Contractor, require the Contractor to stop all, or any part, of the work called for by this contract for a period of 90 days after the order is delivered to the Contractor, and for any further period to which the parties may agree. The order shall be specifically identified as a stop-work order issued under this clause. Upon receipt of the order, the Contractor shall immediately comply with its terms and take all reasonable steps to minimize the incurrence of costs allocable to the work covered by the order during the period of work stoppage. Within a period of 90 days after a stop-work is delivered to the Contractor, or within any extension of that period to which the parties shall have agreed, the Contracting Officer shall either- 

i.
Cancel the stop-work order; or 

ii.
Terminate the work covered by the order as provided in the Default, or the Termination for Convenience of the Government, clause of this contract. 

ay. If a stop-work order issued under this clause is canceled or the period of the order or any extension thereof expires, the Contractor shall resume work. The Contracting Officer shall make an equitable adjustment in the delivery schedule or contract price, or both, and the contract shall be modified, in writing, accordingly, if- 

az. The stop-work order results in an increase in the time required for, or in the Contractor's cost properly allocable to, the performance of any part of this contract; and 

ba. The Contractor asserts its right to the adjustment within 30 days after the end of the period of work stoppage; provided that, if the Contracting Officer decides the facts justify the action, the Contracting Officer may receive and act upon the claim submitted at any time before final payment under this contract. 

bb. If a stop-work order is not canceled and the work covered by the order is terminated for the convenience of the Government, the Contracting Officer shall allow reasonable costs resulting from the stop-work order in arriving at the termination settlement. 
6.
INSPECTION OF SERVICES

The Inspection of Services–Fixed Price (AUG 1996) (Deviation – May 2003) clause at FAR 52.246-4 applies to firm-fixed price orders placed under this contract.  The Inspection–Time‑and‑Materials and Labor-Hour (MAY 2001) (Deviation – May 2003) clause at FAR 52.246-6 applies to time‑and‑materials and labor‑​hour orders placed under this contract.

7.
RESPONSIBILITIES OF THE CONTRACTOR

The Contractor shall comply with all laws, ordinances, and regulations (Federal, State, City, or otherwise) covering work of this character.  If the end product of a task order is software, then FAR 52.227-14 (Deviation – May 2003) Rights in Data – General, may apply.

8.
RESPONSIBILITIES OF THE ORDERING ACTIVITY

Subject to security regulations, the ordering activity shall permit Contractor access to all facilities necessary to perform the requisite EC Services.

9.
INDEPENDENT CONTRACTOR

All EC Services performed by the Contractor under the terms of this contract shall be as an independent Contractor, and not as an agent or employee of the ordering activity.

10.
ORGANIZATIONAL CONFLICTS OF INTEREST

bc. Definitions.

“Contractor” means the person, firm, unincorporated association, joint venture, partnership, or corporation that is a party to this contract.

“Contractor and its affiliates” and “Contractor or its affiliates” refers to the Contractor, its chief executives, directors, officers, subsidiaries, affiliates, subcontractors at any tier, and consultants and any joint venture involving the Contractor, any entity into or with which the Contractor subsequently merges or affiliates, or any other successor or assignee of the Contractor.

An “Organizational conflict of interest” exists when the nature of the work to be performed under a proposed ordering activity contract, without some restriction on ordering activities by the Contractor and its affiliates, may either (i) result in an unfair competitive advantage to the Contractor or its affiliates or (ii) impair the Contractor’s or its affiliates’ objectivity in performing contract work.

bd. To avoid an organizational or financial conflict of interest and to avoid prejudicing the best interests of the ordering activity, ordering activities may place restrictions on the Contractors, its affiliates, chief executives, directors, subsidiaries and subcontractors at any tier when placing orders against schedule contracts.  Such restrictions shall be consistent with FAR 9.505 and shall be designed to avoid, neutralize, or mitigate organizational conflicts of interest that might otherwise exist in situations related to individual orders placed against the schedule contract.  Examples of situations, which may require restrictions, are provided at FAR 9.508.

11.
INVOICES

The Contractor, upon completion of the work ordered, shall submit invoices for EC services.  Progress payments may be authorized by the ordering activity on individual orders if appropriate.  Progress payments shall be based upon completion of defined milestones or interim products.  Invoices shall be submitted monthly for recurring services performed during the preceding month. 

12.
PAYMENTS

For firm-fixed price orders the ordering activity shall pay the Contractor, upon submission of proper invoices or vouchers, the prices stipulated in this contract for service rendered and accepted.  Progress payments shall be made only when authorized by the order.  For time‑and‑materials orders, the Payments under Time‑and‑Materials and Labor‑Hour Contracts at FAR 52.212-4 (MAR 2009) (ALTERNATE I – OCT 2008) (DEVIATION I – FEB 2007) applies to time‑and‑materials orders placed under this contract.  For labor‑hour orders, the Payment under Time‑and‑Materials and Labor‑Hour Contracts at FAR 52.212-4 (MAR 2009) (ALTERNATE I – OCT 2008) (DEVIATION I – FEB 2007) applies to labor‑hour orders placed under this contract. 52.216-31(Feb 2007) Time-and-Materials/Labor-Hour Proposal Requirements—Commercial Item Acquisition. As prescribed in 16.601(e)(3), insert the following provision: 

be. The Government contemplates award of a Time-and-Materials or Labor-Hour type of contract resulting from this solicitation. 

bf. The offeror must specify fixed hourly rates in its offer that include wages, overhead, general and administrative expenses, and profit. The offeror must specify whether the fixed hourly rate for each labor category applies to labor performed by— 

i.
The offeror; 

ii.
Subcontractors; and/or 

iii.
Divisions, subsidiaries, or affiliates of the offeror under a common control. 
13.
INCIDENTAL SUPPORT COSTS

Incidental support costs are available outside the scope of this contract.  The costs will be negotiated separately with the ordering activity in accordance with the guidelines set forth in the FAR.
14.
APPROVAL OF SUBCONTRACTS

The ordering activity may require that the Contractor receive, from the ordering activity's Contracting Officer, written consent before placing any subcontract for furnishing any of the work called for in a task order.
15.
DESCRIPTION OF ELECTRONIC COMMERCE (EC) SERVICES AND PRICING
See Services Description Section, MSS-Federal.
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Terms and Conditions Applicable to Authentication Products and Services (Special Item Number 132-61 and 132-61 STLOC and Special Item Number 132-62 and 132-62 STLOC)
1. 
ORDER 

bg. Agencies may use written orders, EDI orders, blanket purchase agreements, individual purchase orders, or task orders for ordering authentication products and services under this contract. Blanket Purchase Agreements shall not extend beyond the end of the contract period; all services and delivery shall be made and the contract terms and conditions shall continue in effect until the completion of the order. Orders for tasks which extend beyond the fiscal year for which funds are available shall include FAR 52.232-19 (Deviation – May 2003) Availability of Funds for the Next Fiscal Year. The purchase order shall specify the availability of funds and the period for which funds are available. 

bh. All task orders are subject to the terms and conditions of the contract. In the event of conflict between a task order and the contract, the contract will take precedence. 

bi. When placing an order, ordering activities may deal directly with the contractor or ordering activities may send the requirement to the Program Management Office to received assisted services for a fee. 

2.
 PERFORMANCE OF SERVICES 

bj. The Contractor shall commence performance of services on the date agreed to by the Contractor and the ordering activity. 

bk. The Contractor agrees to render services only during normal working hours, unless otherwise agreed to by the Contractor and the ordering activity. 

bl. The ordering activity should include the criteria for satisfactory completion for each task in the Statement of Work or Delivery Order. Services shall be completed in a good and workmanlike manner. 

bm. Any Contractor travel required in the performance of the Services under SINs 132-60, 132-61 and 132-62 must comply with the Federal Travel Regulation or Joint Travel Regulations, as applicable, in effect on the date(s) the travel is performed. Established Federal Government per diem rates will apply to all Contractor travel. Contractors cannot use GSA city pair contracts. 

3.
 STOP-WORK ORDER (FAR 52.242-15) (AUG 1989) 

bn. The Contracting Officer may, at any time, by written order to the Contractor, require the Contractor to stop all, or any part, of the work called for by this contract for a period of 90 days after the order is delivered to the Contractor, and for any further period to which the parties may agree. The order shall be specifically identified as a stop-work order issued under this clause. Upon receipt of the order, the Contractor shall immediately comply with its terms and take all reasonable steps to minimize the incurrence of costs allocable to the work covered by the order during the period of work stoppage. Within a period of 90 days after a stop-work is delivered to the Contractor, or within any extension of that period to which the parties shall have agreed, the Contracting Officer shall either- 

20. Cancel the stop-work order; or 

21. Terminate the work covered by the order as provided in the Default, or the Termination for Convenience of the Government, clause of this contract. 

bo. If a stop-work order issued under this clause is canceled or the period of the order or any extension thereof expires, the Contractor shall resume work. The Contracting Officer shall make an equitable adjustment in the delivery schedule or contract price, or both, and the contract shall be modified, in writing, accordingly, if- 

22. The stop-work order results in an increase in the time required for, or in the Contractor's cost properly allocable to, the performance of any part of this contract; and 

23. The Contractor asserts its right to the adjustment within 30 days after the end of the period of work stoppage; provided that, if the Contracting Officer decides the facts justify the action, the Contracting Officer may receive and act upon the claim submitted at any time before final payment under this contract. 

bp. If a stop-work order is not canceled and the work covered by the order is terminated for the convenience of the Government, the Contracting Officer shall allow reasonable costs resulting from the stop-work order in arriving at the termination settlement.  
bq. If a stop-work order is not canceled and the work covered by the order is terminated for default, the Contracting Officer shall allow, by equitable adjustment or otherwise, reasonable costs resulting from the stop-work order. 

4.
 INSPECTION OF SERVICES 

The Inspection of Services–Fixed Price (AUG 1996) (Deviation – May 2003) clause at FAR 52.246-4 applies to firm-fixed price orders placed under this contract. The Inspection–Time-and-Materials and Labor-Hour (JAN 1986) (Deviation – May 2003) clause at FAR 52.246-6 applies to time-and-materials and labor-hour orders placed under this contract. 

5. 
RESPONSIBILITIES OF THE ORDERING ACTIVITY 

Subject to security regulations, the ordering activity shall permit Contractor access to all facilities necessary to perform the requisite services. 

6. 
INDEPENDENT CONTRACTOR 

All services performed by the Contractor under the terms of this contract shall be an independent Contractor, and not as an agent or employee of the ordering activity. 

7. 
ORGANIZATIONAL CONFLICTS OF INTEREST 

br. Definitions. 

“Contractor” means the person, firm, unincorporated association, joint venture, partnership, or corporation that is a party to this contract. 

“Contractor and its affiliates” and “Contractor or its affiliates” refers to the Contractor, its chief executives, directors, officers, subsidiaries, affiliates, subcontractors at any tier, and consultants and any joint venture involving the Contractor, any entity into or with which the Contractor subsequently merges or affiliates, or any other successor or assignee of the Contractor. 

An “Organizational conflict of interest” exists when the nature of the work to be performed under a proposed ordering activity contract, without some restriction on ordering activities by the Contractor and its affiliates, may either (i) result in an unfair competitive advantage to the Contractor or its affiliates or (ii) impair the Contractor’s or its affiliates’ objectivity in performing contract work. 

bs. To avoid an organizational or financial conflict of interest and to avoid prejudicing the best interests of the ordering activity, ordering activities may place restrictions on the Contractors, its affiliates, chief executives, directors, subsidiaries and subcontractors at any tier when placing orders against schedule contracts. Such restrictions shall be consistent with FAR 9.505 and shall be designed to avoid, neutralize, or mitigate organizational conflicts of interest that might otherwise exist in situations related to individual orders placed against the schedule contract. Examples of situations, which may require restrictions, are provided at FAR 9.508. 

8. 
INVOICES 

The Contractor, upon completion of the work ordered, shall submit invoices for products and/or services. Progress payments may be authorized by the ordering activity on individual orders if appropriate. Progress payments shall be based upon completion of defined milestones or interim products. Invoices shall be submitted monthly for recurring services performed during the preceding month. 

9. 
PAYMENTS 

For firm-fixed price orders the ordering activity shall pay the Contractor, upon submission of proper invoices or vouchers, the prices stipulated in this contract for service rendered and accepted. Progress payments shall be made only when authorized by the order. For time-and-materials orders, the Payments under Time-and-Materials and Labor-Hour Contracts at FAR 52.232-7 (DEC 2002), (Alternate II – Feb 2002) (Deviation – May 2003) applies to time-and-materials orders placed under this contract. For labor-hour orders, the Payment under Time-and-Materials and Labor-Hour Contracts at FAR 52.232-7 (DEC 2002), (Alternate II – Feb 2002) (Deviation – May 2003)) applies to labor-hour orders placed under this contract. 

10. 
RESUMES 

 Resumes shall be provided to the GSA Contracting Officer or the user ordering activity upon request. 

11. 
INCIDENTAL SUPPORT COSTS 

Incidental support costs are available outside the scope of this contract. The costs will be negotiated separately with the ordering activity in accordance with the guidelines set forth in the FAR. 

12.
 APPROVAL OF SUBCONTRACTS 

The ordering activity may require that the Contractor receive, from the ordering activity's Contracting Officer, written consent before placing any subcontract for furnishing any of the work called for in a task order. 

13. 
DESCRIPTION OF AUTHENTICATION PRODUCTS, SERVICES, AND PRICING 
See Services Description Section for

· Shared Service Provider (SSP) Offering
· Identity Management Service Offering Description and Labor categories 
See Products and Services Pricing Section for 
· Shared Service Provider (SSP) Offering pricing
· Identity Management Service Offering Labor rates. 
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USA Commitment to Promote Small Business Participation Procurement Programs
PREAMBLE 

MCI Communications Services, Inc. dba Verizon Business Services provides commercial products and services to ordering activities. We are committed to promoting participation of small, small disadvantaged and women-owned small businesses in our contracts. We pledge to provide opportunities to the small business community through reselling opportunities, mentor-protégé programs, joint ventures, teaming arrangements, and subcontracting. 

COMMITMENT 

To actively seek and partner with small businesses. 

To identify, qualify, mentor and develop small, small disadvantaged and women-owned small businesses by purchasing from these businesses whenever practical. 

To develop and promote company policy initiatives that demonstrate our support for awarding contracts and subcontracts to small business concerns. 

To undertake significant efforts to determine the potential of small, small disadvantaged and women-owned small business to supply products and services to our company. 

To insure procurement opportunities are designed to permit the maximum possible participation of small, small disadvantaged, and women-owned small businesses. 

To attend business opportunity workshops, minority business enterprise seminars, trade fairs, procurement conferences, etc., to identify and increase small businesses with whom to partner. 

To publicize in our marketing publications our interest in meeting small businesses that may be interested in subcontracting opportunities. 

We signify our commitment to work in partnership with small, small disadvantaged and women-owned small businesses to promote and increase their participation in ordering activity contracts. To accelerate potential opportunities please contact the Verizon GSA Schedule Program Team at gsascheduleprogram@verizon.com.
6
Best Value Blanket Purchase Agreement Federal Supply Schedule
(Insert Customer Name),

In the spirit of the Federal Acquisition Streamlining Act,    (Ordering Activity)___ and ___(Contractor)___ enter into a cooperative agreement to further reduce the administrative costs of acquiring commercial items from the General Services Administration (GSA) Federal Supply Schedule Contract(s) ____________________.

Federal Supply Schedule contract BPAs eliminate contracting and open market costs such as: search for sources; the development of technical documents, solicitations and the evaluation of offers. Teaming Arrangements are permitted with Federal Supply Schedule Contractors in accordance with Federal Acquisition Regulation (FAR) 9.6. 

This BPA will further decrease costs, reduce paperwork, and save time by eliminating the need for repetitive, individual purchases from the schedule contract. The end result is to create a purchasing mechanism for the ordering activity that works better and costs less. 

Signatures:
	
	
	
	

	ORDERING ACTIVITY        
	DATE
	CONTRACTOR     
	DATE


BPA NUMBER_____________

(CUSTOMER NAME)
BLANKET PURCHASE AGREEMENT

Pursuant to GSA Federal Supply Schedule Contract Number(s)____________, Blanket Purchase Agreements, the Contractor agrees to the following terms of a Blanket Purchase Agreement (BPA) EXCLUSIVELY WITH   ( Ordering Activity):

(1)  
The following contract items can be ordered under this BPA. All orders placed against this BPA are subject to the terms and conditions of the contract, except as noted below:

MODEL NUMBER/

SPECIAL BPA DISCOUNT/

PART NUMBER

PRICE

(2)  
Delivery:  
DESTINATION

DELIVERY SCHEDULE/DATES
(3)  
The ordering activity estimates, but does not guarantee, that the volume of purchases through this agreement will be ______________.

(4)  
This BPA does not obligate any funds.
(5)  
This BPA expires on _________________ or at the end of the contract period, whichever is earlier.

(6)  
The following office(s) is hereby authorized to place orders under this BPA:

OFFICE

POINT OF CONTACT
(7)  
Orders will be placed against this BPA via Electronic Data Interchange (EDI), FAX, or paper.     

(8)  
Unless otherwise agreed to, all deliveries under this BPA must be accompanied by delivery tickets or sales slips that must contain the following information as a minimum:

a. Name of Contractor;

b. Contract Number;

c. BPA Number; 

d. Model Number or National Stock Number (NSN);

e. Purchase Order Number;

f. Date of Purchase;

g. Quantity, Unit Price, and Extension of Each Item (unit prices and extensions need not be shown when incompatible with the use of automated systems; provided, that the invoice is itemized to show the information); and

h. Date of Shipment.

(9) 
The requirements of a proper invoice are specified in the Federal Supply Schedule contract.  Invoices will be submitted to the address specified within the purchase order transmission issued against this BPA.

(10) 
The terms and conditions included in this BPA apply to all purchases made pursuant to it.  In the event of an inconsistency between the provisions of this BPA and the Contractor’s invoice, the provisions of this BPA will take precedence.

7
Basic Guidelines for Using “Contractor Team Arrangements”

Federal Supply Schedule Contractors may use “Contractor Team Arrangements” (see FAR 9.6) to provide solutions when responding to ordering activity requirements.

These Team Arrangements can be included under a Blanket Purchase Agreement (BPA).  BPAs are permitted under all Federal Supply Schedule contracts.

Orders under a Team Arrangement are subject to terms and conditions or the Federal Supply Schedule Contract.

Participation in a Team Arrangement is limited to Federal Supply Schedule Contractors.

Customers should refer to FAR 9.6 for specific details on Team Arrangements.

Here is a general outline on how it works:

· The customer identifies their requirements.

· Federal Supply Schedule Contractors may individually meet the customers needs, or -

· Federal Supply Schedule Contractors may individually submit a Schedules “Team Solution” to meet the customer’s requirement.

· Customers make a best value selection.

8
Service Descriptions

8.1
Information Technology (IT) Professional Services -Labor Category Descriptions
PKI Subject Matter Expert – II 

Functional Responsibility: Highly-specialized in PKI services, PKI products, and/or related standards and would be called upon to assist with technology upgrades and tasks. Provide guidance to COTRs on best-of-practice technical procedures and policies. Able to support integration and deployment of highly challenging and complex system-wide information security requirements based upon the analysis of user, policy, regulatory, and resource demands. Supports customers at the highest levels in the development and implementation of doctrine and policies. Coordinates with senior representatives within the customer organizations to establish and define programs, resources, and risks. Provides leadership and guidance in the development, design and application of solutions implemented by junior staff members. Applies expertise to Government and commercial common user systems, as well as to dedicated special-purpose systems requiring the application and use of specialized security features and procedures. Examples could include modernizing Federal Government business processes and implementing proper security services so that businesses, Government agencies and the public operate in a common trusted environment. 

Minimum Education/Experience: Expert knowledge of security policies advocated by the Federal government, as well as commercial best practices. Minimum MS in computer science, information systems, engineering, or other related scientific or technical disciplines with 12 years of experience or 20 years progressively more difficult experience in developing and implementing PKI, information security technology, programs and policy for major industry and Government programs/efforts. 

8.2
Verizon Shared Service Provider (SSP) Service Description

In March of 2004 the General Services Administration’s (GSA) Office of Government Wide Policy announced its intent to establish a certified providers list for Public Key Infrastructure (PKI) services. The purpose of the program is to ensure that third-party PKI service vendors can satisfy the U.S. Government’s requirements for issuing and managing digital certificates on smart card tokens. Those specifications include the U.S. Common Policy Framework, FIPS 201 and NIST SP 800-73. The primary goals of the SSP program are to provide federal agencies a cost-effective way to issue smart card based identity credentials to Federal government employees and contractors and to establish strong government oversight of commercial managed service providers. These credentials are designed to permit both physical access (employee badges) and network access (logical) controls through a combination of card features such as photographs, fingerprints and digital certificates. Verizon (formerly Verizon) has met the SSP requirements established by the FICC and was placed on the certified providers list on August 12, 2004. 

Verizon’s Federal SSP Service includes issuance of digital certificates onto smartcards or tokens, validation of those certificates through OCSP, full auditing and reporting, as well as Help Desk and Global Support Services. It incorporates our leading UniCERT Certificate Authority software as well as technologies from Microsoft and other vendors whose products are on the Approved Products List http://www.idmanagement.gov/index.cfm . The SSP solution is built as a scalable architecture that may be complemented (at the Agency’s option) with Card Management Services (CMS), LDAP-based Directory services, and SCVP Validation Services. The core Verizon SSP offering provides all the digital certificate profiles required to be implemented on FIPS-201approved smart cards. This infrastructure is distributed between multiple Verizon data centers to provide full Disaster Recovery in order to adhere to the Federal Common Policy. 

Verizon’s SSP Certification Authority (CA) has been signed by the Federal Root and Verizon SSP certificates express the Common Policy OIDs. These SSP, PIV certificates have achieved cross-certification with the Federal Bridge CA (FBCA) through the Common Policy linkage. 

By utilizing Verizon, Federal government entities obtain PKI managed services that are operated with government oversight and control as well as being consistent with current electronic signature law and policy. As a qualified and certified SSP, Verizon must: 

· operate its infrastructure under the Federal Common Policy Framework, a certificate policy developed, owned and controlled by the Federal government, 

· develop and adhere to operational policies and procedures (described in our Certification Practices Statement) that are consistent with the Federal Common Policy Framework, 

· demonstrate compliance with the Federal Common Policy Framework and our internal policies with an annual third party audit, 

· receive approval to operate as a SSP from a qualified GSA official, and 

· comply with existing security laws and regulations, including certification and accreditation of its managed services. 

Verizon expanded our Managed PKI services to include a Certificate Authority (CA) that is cross-certified with the FBCA.  Verizon is cross-certified at the following FBCA levels of assurance:  PIV-I, medium-hardware, medium-hardware-cbp, medium, medium-cbp, and basic.

Our Managed PKI services offer fully managed options to archive and recover end user encryption keys, post certificates and CRLs to a publicly accessible directory, and validate certificate status in real-time through OCSP. Because our Managed PKI service platforms are built on open standards, they are well integrated and highly interoperable. Supported standards include the following: 

· X.509 v3 certificates and v2 CRLs 

· Public Key Cryptographic Standards (PKCS 1, 7, 10, 11, and 12) 

· PKIX (CMP, CRMF) 

· Lightweight Directory Access Protocol (LDAP) 

· Online Certificate Status Protocol (OCSP) 

· Simple Certificate Validation Protocol (SCVP) 

Additionally, all CA keys are stored in FIPS 140-2 certified cryptographic hardware modules. Verizon offers a standard service level at 99.5%. Per the Federal Common Policy and the Verizon-Cybertrust Certificate Policy, Verizon must be able to reconstitute its CA operations within 72 hours of a catastrophic failure.

MCI Communications Services, Inc. dba Verizon Business Services HSPD-12 and PIV-I Offering 
	Standard

	One time initial Set Up Fee 

	includes setup of the CA 

	network communications (https or VPN)

	OCSP setup 

	For PIV: C&A of the CA where the issuer=<agency>

For PIV-I, issuer = <contracting organization>

	Contracting organization can witness the key generation of the CA. 

	Up to 7,784 user seats 

	Up to 4 FIPS X.509v3 certificates per user seat that are compliant with the Federal Common Policy or interoperable with the FBCA 

	Unlimited OCSP validations per user seat 

	Operated in accordance with the Federal Common Policy or requirements per the FBCA cross-certification

	Disaster recovery in Irving, TX

	Warm failover for CA issuance 

	Hot failover for validation 

	Yearly audits and C&A(in accordance with NIST FIPS and OMB requirements) of the CA in accordance with requirements of the Federal Common Policy (HSPD-12) or cross-certification with the FBCA

	Full certificate life-cycle support for each year that the managed service is paid 

	Max life of the certificates are 3 years and can be lower to coincide with the 5 year lifespan of the smart card 

	Basic architecture support to assist with network communications (https or VPN) and infrastructure assistance 

	Access controls delegated based on the domain of the issuer


Verizon can also offer TLS/SSL device certificates, code signing certificates, and application certificates.  These can be under the Federal Common Policy, the Verizon-Cybertrust Commercial SSP Certificate Policy or our public-trust certificate policy as open market.

8.3
Identity Management Service Offering Service Description

8.3.1
Service description 

bt. PIV and PIV-I Integration Services. Verizon PIV and PIV-I Integration Services incorporate the elements required to integrate an end-to-end credentialing solution. These include:
· Integration of all major PIV and PIV-I components, including:
· Enrollment software

· Card management system

· Identity management system (IDMS)

· Public Key Infrastructure (PKI)

· Physical access control systems

· Logical access control systems

· Card-level interfaces

· System interfaces, including interfaces to background check, human resources, security, and other subsystems or databases per agency processes
· Internet-based workflow products

· Web page integration and management

· Card production facility / finalization.

· Help Desk

· Integration of new unit components such as biometric readers, card readers, electronic 

· F/ERO and ERO (PIV-I) assignments per FEMA requirements (optional)

bu. PIV and PIV-I Enrollment and Registration Services. Verizon’s PIV and PIV-I Enrollment and Registration services include developing comprehensive supporting procedures, integration services, training efforts, and operations / maintenance of registration F/ERO and ERO (PIV-I) assignments per FEMA requirements (optional)

· Full development of standard operating procedures aligned with PIV and PIV I and the Federal Common Policy

· Privacy reviews, audits, and development of a privacy impact assessment

· Training for enrollment/registration agents

· Use of enrollment components that meet or exceed the specific requirements defined in FIPS 201 and that are already tested or in the process of being tested for FIPS 201 compliance by the GSA and the National Institute of Standards and Technology (NIST)

· Integrated quality checks which ensure that the quality of the biometric images captured are usable as interoperable biometric templates 

· Role-based access control for registration personnel, system administrators, etc.

· Performance metrics and reporting tools

· Disaster recovery of enrollment data

· Staffing of enrollment workstations with certified PIV registrars

bv. PIV and PIV-I Card Management Services. Verizon’s solution includes Card Management Services. Our comprehensive Card Management Services address each of the card management and production hardware and/or software products that are required to be a GSA qualified HSPD-12 provider, including:

· PIV cards

· Data model development

· Topography design

· Managing inventory of PIV card stock and supplies in a secure environment. 

· Managing secure shipping

· Conducting inventory control

· Performing routine quality checks

· Managing the delivery of quantities of cards via secure shipping and delivery processes, including delivery tracking and confirmation, to authorized locations and authorities.

· Card Management System (CMS) integrated with other authorized PIV and PIV-I systems infrastructure components and PKI Certificate Authorities.

· Manage all aspects of a card life cycle

· Support of card level interfaces, including multiple card types

· Support authentication and authorization processes tied to integrated security processes

· Establish an interface with the IDMS, the PKI certification authority, and the card printing system, as well as the capability of interacting with a variety of government systems for enterprise-level physical and logical access control systems in a secure manner

· Specify, integrate and implement printer workstations that meet all of the GSA FIPS 201 Evaluation Program specifications for card printer stations, including peripherals, with enough ports to connect all of them simultaneously. Additionally, identifying requirements for each card activation and finalization station, including hardware, software, consumables, replacement parts, etc.

bw. PIV and PIV-I Card Activation and Finalization Services. Verizon’s Card Activation and Finalization services include:
· Centralized or distributed configurations to complete initial configurations of hardware and software

· Activation and finalization deployment services, including the card architectures, data models, card topographies, are put into a standardized configuration management process

· Support the hardware and software in the infrastructure that supports activation and finalization, including the portal activation tool, enrollment workstation, card production facility, and help desk

· Configuration Management (CM) processes 

· Centralized or distributed application of software changes

· Online or offline card activation activities

· Comprehensive inventory control including provision of on-line access to authorized authorities and PIV/PIV-I system components

· Secure shipping, including tracking capabilities, only to authorized locations and authorities

· Set up instructions and installation support at approved government or contractor sites

· Set up or transfer of finalization services from one facility to another, including provision of detailed setup instructions

· Inventory control system and detailed quality assurance measures

· Card activation and finalization personnel services

8.3.2
PIV and PIV-I PKI Services 

In March of 2004 the General Services Administration’s (GSA) Office of Government Wide Policy announced its intent to establish a certified providers list for Public Key Infrastructure (PKI) services. The purpose of the program is to ensure that third-party PKI service vendors can satisfy the U.S. Government’s requirements for issuing and managing digital certificates on smart card tokens. Those specifications include the U.S. Common Policy Framework, FIPS 201 and NIST SP 800-73. The primary goals of the SSP program are to provide federal agencies a cost-effective way to issue smart card based identity credentials to Federal government employees and contractors and to establish strong government oversight of commercial managed service providers. These credentials are designed to permit both physical access (employee badges) and network access (logical) controls through a combination of card features such as photographs, fingerprints and digital certificates. Verizon met the SSP requirements established by the FICC and was placed on the certified providers list on August 12, 2004. 

The Verizon SSP Service includes issuance of digital certificates onto smartcards or tokens, validation of those certificates through OCSP, full auditing and reporting, as well as Help Desk and Global Support Services. It incorporates our leading UniCERT Certificate Authority software as well as technologies from Microsoft and other vendors whose products are on the Approved Products List http://www.idmanagement.gov/index.cfm. The SSP solution is built as a scalable architecture that may be complemented (at the Agency’s option) with Card Management Services (CMS), LDAP-based Directory services, and SCVP Validation Services. The core Verizon SSP offering provides all the digital certificate profiles required to be implemented on FIPS-201approved smart cards. This infrastructure is distributed between multiple Verizon data centers to provide full Disaster Recovery in order to adhere to the Federal Common Policy. 
Verizon’s SSP Certification Authority (CA) has been signed by the Federal Root and Verizon SSP certificate’s express the Common Policy OIDs. These SSP, PIV certificates have achieved cross-certification with the Federal Bridge CA (FBCA) through the Common Policy linkage. 

By utilizing Verizon, Federal government entities obtain PKI managed services that are operated with government oversight and control as well as being consistent with current electronic signature law and policy. As a qualified and certified SSP, Verizon must: 

· Operate its infrastructure under the Federal Common Policy Framework, a certificate policy developed, owned and controlled by the Federal government 

· Develop and adhere to operational policies and procedures (described in our Certification Practices Statement) that are consistent with the Federal Common Policy Framework 

· Demonstrate compliance with the Federal Common Policy Framework and Verizon internal policies with an annual third party audit 

· Receive approval to operate as a SSP from a qualified GSA official, and 

· Comply with existing security laws and regulations, including certification and accreditation of its managed services
Verizon expanded its Managed PKI services to include a Certificate Authority (CA) that is cross-certified with the FBCA.  Verizon is cross-certified at the following FBCA levels of assurance:  PIV-I, medium-hardware, medium-hardware-cbp (commercial best practices), medium, medium-cbp, and basic.

Verizon’s Managed PKI services offer fully managed options to archive and recover end user encryption keys, post certificates and CRLs to a publicly accessible directory, and validate certificate status in real-time through OCSP. Because Verizon’s Managed PKI service platforms are built on open standards, they are well integrated and highly interoperable. Supported standards include the following: 

· X.509 v3 certificates and v2 CRLs 

· Public Key Cryptographic Standards (PKCS 1, 7, 10, 11, and 12) 

· PKIX (CMP/certificate management protocol, CRMF/certificate request message format) 

· Lightweight Directory Access Protocol (LDAP) 

· Online Certificate Status Protocol (OCSP) 

· Simple Certificate Validation Protocol (SCVP) 

Additionally, all CA keys are stored in FIPS 140-2 certified cryptographic hardware modules. Verizon offers a standard service level at 99.5%. Per the Federal Common Policy and the Verizon-Cybertrust Managed PKI Certificate Policy, Verizon must be able to reconstitute its CA operations within 72 hours of a catastrophic failure.

Logical Access Control. Verizon’s security system solutions provide Logical Access Control Services (LACS) to enable access to applications and IT systems using PIV credentials.  The solution allows the federal government to maximize the value of this high assurance credential to protect its logical systems. 

Verizon LACS integration service provides a variety of solutions of integrating logical systems and PIV credential.  The following are a few highlights: 

24. ICAM Assessment:  ICAM (Identity, Credential and Access Management) is a strategic initiative that impacts multiple groups within an agency. It is crucial that input be sought from all the stakeholders and different aspects of the business.  Verizon ICAM assessment service will assist federal agencies in developing an overall ICAM or specific LACS integration strategy tailored to the agency’s specific requirements. Verizon will assess the current technologies, analyze requirements, define future state and develop a roadmap and actionable work plan for the initiative. In a space where dozens of technologies exist from which to choose, our vendor-independent approach to technology evaluation allows Verizon to deliver solutions which most effectively address your organization’s requirements and strategic goals with the best products and a proven deployment methodology.
25. PIV Based Strong Authentication:  Verizon Security System Solutions will leverage COTS product and agencies existing technologies to implement strong multi-factor PIV authentication in applications and systems.  With the enablement, end users are no longer relying only user name and password to gain access to the logical systems.  PKI and biometrics based authentication will substantially reduce the risk of unauthorized intrusion to the logical systems. 

26. Single Sign-On (SSO):  SSO enables agencies to deliver an integrated set of "shared" security and management services that allow the centralization of policies and administration for authentication and authorization access control to applications.  SSO will allow end users to logon with PIV credential once and obtain access to multiple logical systems according to the access policies.  When employing SSO technologies, federal agencies are able to accelerate PIV authentications enablement without the separate integration of individual applications. Therefore, it provides a faster and more cost effective way to enable applications. 

27. Access Provisioning and De-provisioning:  Each PIV system not only provides a high assurance credential to federal employees and contractors, it also provides a highly accurate, clean and authoritative credential source that can be leveraged when provisioning access to the logical systems such as applications and systems in accordance with HSPD-12 requirements. Verizon’s access provisioning and de-provisioning solution leverages PIV as one of the authoritative identity sources, and employs mainstream IAM provisioning COTS (Commercial Off The Shelf) products to automate the processes for granting (provisioning) , modifying (provisioning and de-provisioning) and revoking (de-provisioning) resource entitlements, including both LACS and physical access control system (PACS), based on business rules. 
28. Access Governance Service:  Supporting federal regulative compliance, e.g. FISMA, Verizon Access Governance service effectively manages access-related business and compliance risks, and fosters collaboration between key stakeholders including business managers, IT staff, auditors, and risk and compliance teams.  The solution simplifies federal government’s compliance process by ensuring users can only access the resources (data, applications, etc.) they are authorized to access.  The solution determines access users should have, access users actually have and how to bridge the gaps between them.  As result, it will enable federal government’s access procedures to be more agile and responsive to the government’s mission.

29. Audit and Security Information Management (SIM):  ICAM policy is very capable in areas such as access and entitlement policy management, but it cannot address broad-scope user activity monitoring across individual security domains. Verizon SIM technology provides broad-scope user activity monitoring, but it lacks the user access and entitlement policy context that is needed to identify exceptions. When they are integrated, SIM can be used to provide exception monitoring, and ICAM can be used to control access in response to the abuse of privileges. There is also the promise of SIM monitoring, which dynamically adjusts to changes in ICAM policies.  The Verizon SIM Platform is designed to enhance the value of ICAM technologies. It combines the broad activity collection and correlation of SIM with the user and role management of ICAM.  As a result, agencies realize the value of their ICAM investment more quickly, get a complete picture of user activity, and can pass compliance audits with confidence.
Verizon’s LACS solutions combine security and infrastructure to help the federal agencies secure data, identities, applications and systems from the desktop, along your network, and around the world. Verizon is ready to help the federal government to mitigate security risks and secure network to help the government in supporting its mission.
Physical Access Control. Verizon Security System Solutions provide access to facilities that are managed by using a Physical Access Control System (PACS).  The access control server of the PACS is an administrative tool used by the operator to provision physical access control resources, journal all system activities, and execute business logic related to alarms and other events collected via data sensors.  The server downloads cardholder unique identification data, access level and authorized functions to the relevant access control panel. 

Verizon PACS architectures rely on “intelligent” control panels for robust operation.  The control panel is clock synchronized and connected to the access control server, card reader and door locking hardware. The control panel sends the decision result to the access control server for display and archiving.  The system will continue to operate even if connectivity to the server is lost because the data is stored locally in the panel.

A contactless smart card reader communicates with the integrated circuit chip in a smart card using Radio Frequency (RF) signaling.  The PIV contactless interface is standardized by ISO/IEC 14443.  The readers typically provide cardholder information to the control panel, which it uses to make access control decisions and send commands to door locking actuators.  The control panel communicates with the server to receive changes in access permissions, and to send audit records and log information.

FIPS 201 defines authentication mechanisms at three assurance levels (Some, High and Very High), and standardizes optional credential elements.  The standard defines the characteristics of the PIV System. The PIV System was designed to integrate with electronic physical access control systems.  The PIV card employs microprocessor-based smart card technology, and is designed to be counterfeit-resistant, tamper-resistant, and interoperable across Federal government facilities. 
Verizon Systems provide Authentication as a process that establishes the identity of a person as a prerequisite to allowing access to physical resources.  A check for termination is performed by a status check, using either the Online Certificate Status Protocol or certificate revocation lists (CRL), on a PIV authentication certificate.
The ability of a PIV card and cardholder to authenticate at a reader does not mean they will be granted access.  This means that the cardholder has been identified, with the assurance level of the authentication mechanism employed at the reader.  In order for the PIV cardholder to be granted access, they must be enrolled into PACS and granted specific access levels.

Biometric enrollment is mandatory for the PIV card.  Every government employee and contractor who can provide at least one fingerprint image of acceptable quality must be pre-enrolled for biometric authentication.

Verizon’s systems provide assurance of the authentication process and are determined by the number and quality of each authentication factor used.  These factors are typically divided into three categories: 

· Something you have - An object difficult to copy (e.g. smart card) 

· Something you know - An element difficult to guess (e.g. PIN)

· Something you are - An element difficult to share (e.g. fingerprint)

Verizon provides Biometric authentication that enhances physical security by providing a high level of assurance that the person presenting the PIV card for facility access is, in fact, the person that the card was issued to.  This is accomplished by matching a presented biometric sample to an enrolled biometric template. Fingerprint biometric matching is the predominate method used for access control applications.

Verizon’s PACS provide the Government with the ability to enhance security, and improve interoperability with other Federal agencies.  The PACS provide authentication methods that include, performing a cryptographic challenge of the PIV card and performing a biometric match to validate that the individual presenting the card is the authorized cardholder.
8.3.3
PIV and PIV-I Infrastructure Services
Verizon’s Infrastructure Services (aka Managed Hosting) are comprehensive and are proven in multiple customer scenarios. Verizon offers end-to-end managed hosting services for every component of a full PIV and PIV-I solution, including: 

· HSPD-12 and FIPS 201 components are hosted in a FISMA compliant data center that supports the Verizon SSP environment and the Verizon CA that is cross-certified with the FBCA.
· Standards-based services that work with each other to support the various functional scenarios

· Cost-effective and easily integrated services 
· System-wide integrity, privacy protection, and assurance provided through a comprehensive set of security mechanisms, including: graphical card security, electrical card security, physical security, Hardware Security Models (HSMs), digital signatures, strong identification & authentication (I&A), Role-based Access Control (RBAC), data segmentation, secure communications, audit, security training, and SOPs

· Fully integrated, layered security structure, which makes extensive use of PKI as well as solid practices in secure system design methods

· High standard of data security by using cryptographic and biometric logon techniques with password protection as well as other, symmetric key-based techniques for access control.

· Data encryption methodologies for strong privacy of applicant data

8.3.4
Security ICAM Solutions Information Technology Labor Categories
Verizon will provide fully qualified personnel to support implementation of SIN 132-62 deliverables, according to a subset of IT Labor called Security ICAM Solutions IT.  The ICAM, or Identity, Credential, and Access Management professional, is specifically concerned with the credentialing aspects of ID-MSO as opposed to general IT. The Security ICAM Solutions IT information described in the following paragraphs:  

Security ICAM Solution Program Manager (ICAM PGM)
Experience: More than ten years of experience with the execution and management of large-scale Information Technology (IT) programs. This includes over four years of direct experience in leading and executing Identity, Credential and Access Management (ICAM) solutions in the private or public sector. Experience includes:

· Privilege /Attribute Assignment Software

· Program management of technically and functionally complex Identity, Credential and Access Management (ICAM) programs
· Implementing detailed management techniques such as Critical Path Method (CPM) and Earned Value Analysis
· Detailed functional analysis and gap/fit analysis of Government-Off-the-Shelf (GOTS) and/or Commercial-Off-the-Shelf (COTS) software packages
· GOTS/COTS package selection and business case development
· ICAM solution architectural analysis and design
· Detailed ICAM migration planning and trade-off analysis
· GOTS/COTS software installation and configuration for multiple functional modules of enterprise software
· Software and system developmental and acceptance testing
· Legacy system interface design, development, and implementation
This individual is also experienced and knowledgeable in the latest industry trends and developments in enterprise IT solutions, including such topics/products as: 

· Identity Management Systems Integration

· Logical Access Control Systems Integration

· Physical Access Control Systems Integration

· Security Certification and Accreditation of Federal Information Systems

· Secure Sockets Layer (SSL) Certificate Authority Integration Services

· Network Security Services

· Internet Security Services

Functional Responsibility: Acts as overall program manager and central point of contact for Identity, Credential, and Access Management (ICAM) solution activities. Responsible for all aspects of program planning, execution management, and status reporting. Provides communication to customer executive management on project plans, status reports, and deliverables. Ensures all critical program issues relating to quality of service, contractual matters, and engagement performance are addressed. Ensures systems design methodologies are compatible and compliant with Program requirements. Provides technical and functional guidance to the project team, including identifying new opportunities for technology insertion.  

Minimum Education: Possesses a BA/BS degree or higher in Information Systems, Computer Science, Engineering, Business, or related field.

Security ICAM Solution Project Manager (ICAM PJM)
Experience: Over five years experience with the execution and management of large-scale Information Technology (IT) programs. This includes over two years of direct experience in leading and executing Identity, Credential and Access Management (ICAM) solutions in the private or public sector. Experience includes:

· Program management of technically and functionally complex Identity, Credential and Access Management (ICAM) programs
· Implementing detailed management techniques such as Critical Path Method (CPM) and Earned Value Analysis
· Detailed functional analysis and gap/fit analysis of Government-Off-the-Shelf (GOTS) and/or Commercial-Off-the-Shelf (COTS) software packages
· GOTS/COTS package selection and business case development
· ICAM solution architectural analysis and design
· Detailed ICAM migration planning and trade-off analysis
· GOTS/COTS software installation and configuration for multiple functional modules of enterprise software
· Software and system developmental and acceptance testing
· Legacy system interface design, development, and implementation
This individual is also experienced and knowledgeable in the latest industry trends and developments in enterprise IT solutions, including such topics/products as: 

· Identity Management Systems Integration

· Logical Access Control Systems Integration

· Physical Access Control Systems Integration

· Security Certification and Accreditation of Federal Information Systems

· Secure Sockets Layer (SSL) Certificate Authority Integration Services

· Network Security Services

· Internet Security Services

Functional Responsibility: Acts as manager and overall point of contact for a specific project within an overall enterprise-wide Identity, Credential, and Access Management (ICAM) solution program. Could be called upon to act as the overall program manager and central point of contact for Identity, Credential, and Access Management (ICAM) solution activities. Directs project-specific IT staff and reviews work products for completeness and adherence to customer requirements. Provides communication to management to review project plans, status reports, and deliverables. Develops overall project milestones and monitors the execution of the project against planned time lines. Directs and reviews program plans, status reports, and deliverables with Program Director and project teams. Provides technical and functional management to one or more project teams for specific projects or sub-tasks. 

Minimum Education: Possesses a BA/BS degree or higher in Information Systems, Computer Science, Engineering, Business, or related field.

Security ICAM Solution Technical Architect (ICAM TARCH)
Experience: Highly-specialized in ICAM services, ICAM products, and/or related standards and would be called upon to assist with technology upgrades and tasks.  Provide guidance to COTRs on best-of-practice technical procedures and policies.   Able to support integration and deployment of highly challenging and complex system-wide information security requirements based upon the analysis of user, policy, regulatory, and resource demands.  Supports customers at the highest levels in the development and implementation of doctrine and policies.  Coordinates with senior representatives within the customer organizations to establish and define programs, resources, and risks.  Provides leadership and guidance in the development, design and application of solutions implemented by junior staff members.  Applies expertise to Government and commercial common user systems, as well as to dedicated special-purpose systems requiring the application and use of specialized security features and procedures. Examples could include modernizing Federal Government business processes and implementing proper security services so that businesses, Government agencies and the public operate in a common trusted environment.

This individual is also experienced and knowledgeable of security policies advocated by the Federal government, as well as commercial best practices.  Minimum 10 years experience in developing and implementing PKI, information security technology, programs and policy for major industry and Government programs/efforts

Functional Responsibility: Leads the design of complete ICAM solutions which incorporate technical infrastructure, hardware, and software. Identifies necessary interfaces between ICAM solution applications and legacy IT environment. Supports all program/project planning and milestone development. Supports business case analysis and identification of alternative solutions and resulting business impacts. 

Minimum Education: Possesses a MS degree or higher in Information Systems, Computer Science, Engineering, Business, or related field.

Security ICAM Solution Senior Functional Specialist (ICAM SRFS)
Experience. Over eight years experience in the functional area of Identity, Credential and Access Management (ICAM). This includes at least three years experience in applying this functional experience to requirements definition for enterprise-wide Information Technology (IT) systems or gap/fit analyses for Government-Off-the-Shelf (GOTS) and Commercial-Off-the-Shelf (COTS) software solutions. Possesses extensive experience in analyzing and designing improvements to ICAM business processes, including the implementation of best practices. 

This individual is also experienced and knowledgeable in the latest industry trends and developments in ICAM solutions, including such topics/products as: 

· Identity Management Systems Integration

· Logical Access Control Systems Integration

· Physical Access Control Systems Integration

· Security Certification and Accreditation of Federal Information Systems

· Secure Sockets Layer (SSL) Certificate Authority Integration Services

· Network Security Services

· Internet Security Services

Functional Responsibility: Provides functional expertise to the ICAM solution team. Facilitates participation of the client’s functional specialists. Also provides depth of functional knowledge for business process re-engineering and implementation of best ICAM and business practices. Act as functional lead for requirements definition to the IT system development project and leads fit/gap analyses of GOTS and COTS software. Participates in business case development by identifying functional impact of alternative solutions. 

Minimum Education: Possesses a BA/BS degree or higher in Information Systems, Computer Science, Engineering, Business, or related field.

Security ICAM Solution Functional Specialist  (ICAM FSP)
Experience: Over five years experience in the functional business area of Identity, Credential and Access Management (ICAM).  This includes at least two years experience in applying this functional experience to requirements definition for enterprise-wide Information Technology (IT) systems or gap/fit analyses for Government-Off-the-Shelf (GOTS) and Commercial-Off-the-Shelf (COTS) software solutions. Possesses experience in analyzing and designing improvements to business processes, including the implementation of best practices. 

This individual is also experienced and knowledgeable in the latest industry trends and developments in ICAM solutions, including such topics/products as: 

· Identity Management Systems Integration

· Logical Access Control Systems Integration

· Physical Access Control Systems Integration

· Security Certification and Accreditation of Federal Information Systems

· Secure Sockets Layer (SSL) Certificate Authority Integration Services

· Network Security Services

· Internet Security Services

Functional Responsibility: Provides functional knowledge and perspective to the ICAM solution team. May be called upon to facilitate participation of the client’s functional specialists. Also provides functional knowledge for business process re-engineering and implementation of best ICAM and business practices. Supports functional lead for requirements definition to the IT system development project and supports fit/gap analyses of GOTS and COTS software. Participates in business case development by supporting identification of functional impacts for alternative solutions. 

Minimum Education: Possesses a BA/BS degree or higher in Information Systems, Computer Science, Engineering, Business, or related field.

Security ICAM Solution Senior Specialist (ICAM SRSP)
Experience: At least two years of progressive experience in selecting and implementing Commercial-Off-the-Shelf (COTS) ICAM solution applications. Completed comprehensive training in the implementation of at least one major PKI, Single Sign On, Identity Management, or Credential Management package. Experience includes:

· COTS package selection and business case development
· COTS software installation and configuration for multiple functional modules of enterprise software
· Software and system developmental and acceptance testing
· Legacy system interface design, development, and implementation
This individual is also experienced and knowledgeable in the latest industry trends and developments in enterprise IT solutions, including such topics/products as: 

· Identity Management Systems Integration

· Logical Access Control Systems Integration

· Physical Access Control Systems Integration

· Security Certification and Accreditation of Federal Information Systems

· Secure Sockets Layer (SSL) Certificate Authority Integration Services

· Network Security Services

· Internet Security Services

Functional Responsibility: Leads the design, configuration, and implementation of enterprise-wide COTS hardware and software solutions at the functional module level. Supports development of cultural change management materials and customer training. Provides technical input into business case analyses and supports analysis of technical alternatives.

Minimum Education: Possesses a BA/BS degree or higher in Information Systems, Computer Science, Engineering, Business, or related field.

8.4
Managed Security Services - Federal Offering Service Description
Verizon offers a managed security services offering that is dedicated to Federal agencies. As described below, Verizon’s premises-based Managed Security Services-Federal (MSS-Federal) offering delivers monitoring and management services on customer-premises security devices. MSS-Federal services are delivered on dedicated platforms exclusively for public sector customers. In addition, Verizon provides 24x7 operations support by world-class information security professionals who understand the unique requirements of Federal clients and are proficient with federal security standards.
Available Services. Verizon offers the following services in its MSS-Federal offering:
· Firewall Services. Verizon’s security operations personnel monitor firewall activity for potential security threats including the real time processing of firewall logs. Verizon measures firewall availability and health and responds to security and health incidents including initiation of remediation. Verizon’s management activities include troubleshooting and maintenance of the software configuration and rule set. 

· Network Intrusion Detection (NIDS)/Prevention (NIPS) System. This system monitors the alerts generated from NIDS/ NIPS sensors located on the LAN segment behind the firewall. The system will generate alerts for suspicious or malicious traffic which, depending on the security policy, will be allowed to pass or be dropped. Verizon’s monitoring service analyzes the NIDS/NIPS security alerts and performs filtering, classification, and correlation to prioritize and escalate security incidents. Verizon keeps the signatures of the NIPS/NIDS sensors up to date to maintain a strong security posture. 

· Host Intrusion Detection (HIDS)/Prevention (HIPS) Systems. Verizon can install managed HIDS/HIPS on servers and clients to operate at the host level to identify and deny potentially malicious activity. Verizon can establish unique policies or group policies together and define Agency-specific thresholds. 

· Unified Threat Management (UTM) or Security Appliance.  UTM monitors and manages multiple security functions such as firewall, VPN, IPS, content filtering, and anti-virus/anti-spam through one device. The service operates in the same manner as the individual security devices.

· Email Security Gateway. Verizon’s email security gateway includes anti-virus filter and email encryption functionality.  An anti-spam plug-in is available as an option.

8.4.1
Architecture

Verizon uses the following three-tiered architecture to deliver its MSS-Federal offering:
30. Agency Premises. Verizon will monitor and manage security devices on the Agency premises. The security devices for Verizon’s premises-based MSS-Federal offering are located on the Agency premises and data is securely transmitted to the host Security Management Center (SMC). 

31. Security Management Center. Verizon will host all managed security platform-specific equipment required for event collection, storage, analysis, correlation, data mining, Web reporting, etc.

32. Government Network Operations Security Center (GNOSC). Verizon security analysts/engineers perform monitoring and management 24x7 from the GNOSC.

8.4.2
Service Description
Verizon’s MSS-Federal offering analyzes, correlates, and classifies logs and alerts generated by the security devices, and Verizon’s security analysts interpret the data. 

8.4.2.1
Monitoring and Management Features
Verizon remotely manages the MSS-Federal devices and ensures that the operating system and software are maintained remotely (please note, Verizon does not purchase or renew vendor maintenance subscriptions but will execute maintenance activities on behalf of customers). This maintenance includes the installation of security patches, hot fixes, service packs, product updates, and the management of the rule-set and policies of the device. Verizon also restores devices and manages backups.

· Device Maintenance. Verizon will perform remote management and maintenance of the operating system, security device software, and management station and provide backup of critical configuration files for disaster recovery including service packs and patches.



· Device Security Management. Verizon will maintain configuration, rule sets, and signatures to keep them up-to-date with new threats and changes in the environment. The customer can request changes to the rule set and policy of the device via Verizon’s security dashboard, and Verizon will process them according to priority. 

8.4.2.2
Security Dashboard

The managed security platform provides access to a secure Web portal, the Security Dashboard, where organizations can have a near real time view of the events being processed. In addition, the organization can view its security posture and the effectiveness of its security devices at various levels. Granular search and query capabilities on events and incidents are available. Events are displayed according to criticality. Security dashboard features flexible reporting capabilities for both standard and ad hoc reports. 

The Security Dashboard reports security information on devices, individually and aggregated. The agency can consult the following items if applicable:

· Health and availability reports
· A list of incidents classified per location, device, status, and level

· A query builder for searching events and incidents
· An overview of connections for the past day, week, or month

· Most frequent sources, destinations, and ports with blocked packets
· Port scans and spoofing attempts

· A list of planned security upgrades
· Open and check change requests status
· Security Intelligence

8.4.3
Operations and Support Model

Verizon resources associated with the implementation and delivery of its premises-based MSS-Federal offering provide 24X7 monitoring and management of the offering from its security operations centers. 

Federal Government Requirements. Verizon security service practice is proficient with federal government needs and security requirements, including various programs that have federal security requirements in support of DOD, Non-DOD, and other federal agencies. Federal agency customers are supported by Verizon’s GNOSC; cleared professionals provide 24x7 NOC and SOC support. All personnel with access to the facility have, at a minimum, been cleared to the DOD Secret level. The GNOSC has an alternate site in Cary, N.C., to address availability and disaster recovery requirements. Verizon’s GNOSC provides the following attributes and services to the agency:

· Network monitoring and security center, emergency command center, briefing center, and office space for management and support

· Biometric scanning for building access

· Network redundancy

· Climate control for the housed equipment

· ISO/IEC-20000 certified
· Exclusively available to Federal clients only, Verizon implements physical and logical separation of non-Federal client data.

Security Service Advisor (SSA). The Agency will be assigned an SSA that serves as the agency point of contact and will host periodic service review meetings to discuss one or more of the following items:

· Management reports and agency security trends
· Major incidents requiring further discussion

· Planned agency activities
· Planned release and service features

· Service level agreement performance
Verizon’s Security Intelligence.  Verizon’s intelligence information is sourced from public and private sources around the world, including product vendors, industry experts, government agencies, professional associations, media, newsgroups, ICSA Labs, Verizon’s internal IP Network, and other sources.

9
General Terms and Conditions
The following General terms and conditions and the additional terms and conditions which contain more specific terms and conditions for individual services (“Terms and Conditions”) shall apply to the provision and use of the products and services (individually a “Service” and collectively the “Services”).

1.
Definitions.

2.  
Services.  Verizon will provide the products and services (“Services”) included and pursuant to these Terms and Conditions, including all Addendum and Appendices.
3.
Term and Survival.  These Terms and Conditions will continue to apply during the Term of the contract.  The Government will be responsible for payment of all charges under a terminated contract incurred as of the effective date of termination, except to the extent inconsistent with FAR 52.212-4  Contract Terms and Conditions—Commercial Items (Mar 2009) (Deviation Feb 2007), paragraph (l) Termination for the Government’s Convenience. The provisions which by their nature would survive termination of these terms and conditions will survive any termination of these terms and conditions.

4.
Rates and Charges; Governmental Charges; Taxes.  Customer agrees to pay Verizon for its and Users’ use of the Services at the rates and charges specified in these Terms and Conditions. The rates and charges set forth in these Terms and Conditions do not include (without limitation) charges for all possible non-recurring charges, access service, local exchange service, charges imposed by a third party other than Verizon, on-site installation, Governmental Charges (defined below), network application fees, customer premises equipment or extended wiring to or at Customer premises.  Verizon may add or adjust rates and charges in order to recover amounts it is required or permitted by governmental or quasi-governmental authorities to collect from or pay to others in support of statutory or regulatory programs (“Governmental Charges”).  All charges are exclusive of applicable Taxes as defined in FAR 52.229-3 (FEDERAL, STATE AND LOCAL TAXES) (JAN 1991). 
5.    
Payment.  Customer will pay all Verizon charges (except Disputed amounts) within 30 days of invoice date consistent 52.212-4  Contract Terms and Conditions—Commercial Items (Mar 2009) (Deviation Feb 2007), paragraph (i) Payment.  A “Disputed” amount is one for which Customer has given Verizon written notice, adequately supported by bona fide explanation and documentation. Customer is liable for all fees and expenses, including attorney’s fees, reasonably incurred by Verizon in attempting to collect any charges owed under this Contract.
6.   
Confidential Information.  


 

6.1
Except as required by law or regulation, each party promises that during the Term and for three years after, it will use the other party's Confidential Information only for purposes of this Contract, not disclose it to third parties except as provided below, and protect it from disclosure using the same degree of care it uses for its own Confidential Information (but no less than a reasonable degree of care).  “Confidential Information of one party may be disclosed by the receiving party to receiving party’s affiliates and contractors, who are not parties to this Contract and who have a need to know the Confidential Information for purposes of performing this Contract, provided that, the receiving party and such affiliates and/or contractors enter into a written confidentiality agreement containing terms at least as restrictive as those set forth in this Contract.  If such agreement does not expressly permit the party whose confidential information is disclosed to enforce such agreement as a third party beneficiary, then the receiving party who disclosed Confidential Information of the other party to such affiliates and contractors shall be responsible for any breach of such agreement by such affiliates or contractors.” "Confidential Information" means information (in whatever form) designated as confidential by the disclosing party by conspicuous markings (if tangible Confidential Information) or by announcement at the time of initial disclosure (if oral Confidential Information) or if not so marked or announced should reasonably have been understood as confidential to the disclosing party (or one of its affiliates or subcontractors), either because of legends or other markings, the circumstances of disclosure or the nature of the information itself and that (i) relates to this Contract or  changes to this Contract; (ii) relates to the disclosing party's customers, products, services, developments, trade secrets, know-how or personnel; and (iii) is received by the receiving party from the disclosing party during the Term.  Confidential Information does not include information that:  (a) is in the possession of the receiving party free of any obligation of confidentiality at the time of its disclosure; (b) is or becomes publicly known other than by a breach of this provision; (c) is received without restriction from a non-party free to disclose it; or (d) is developed independently by the receiving party without reference to the Confidential Information.

6.2
Use.  The receiving party agrees to use Confidential Information received from the disclosing party pursuant this Contract solely in connection with the performance of such party's obligations and rights under this Contract.  The receiving party agrees to use reasonable measures, no less stringent than those measures used by the receiving party to protect its own confidential and proprietary information, to protect the Confidential Information of the disclosing party from disclosure to or use by any third party.  Unless authorized to do so in writing by the disclosing party, neither the receiving party, nor any third party acting on the receiving party’s behalf, will for any reason use or disclose to any person any of the disclosing party's Confidential Information; provided, however, that a receiving party has the right, without the prior written consent of the disclosing party, to disclose Confidential Information of the disclosing party to any person who needs to know the Confidential Information to assist the receiving party to fulfill its obligations or rights under this Contract, who is informed by the receiving party of the confidential nature of the Confidential Information, and who agrees in writing to nondisclosure and non-use provisions comparable to those in this Contract and provided further that the receiving party shall be responsible for breach of such agreement by such persons.  .  The term "person" as used in this Section shall be interpreted to include, without limitation, any individual, partnership, corporation or other entity.  Nothing in this Contract shall be construed as granting any rights to the receiving party, by license or otherwise, to any of the disclosing party's Confidential Information, except as expressly stated in this Contract.  In the event that the receiving party is required to disclose Confidential Information to a court or governmental agency or pursuant to any other applicable law, regulation or court order, it may do so provided that the receiving party shall, as soon as practicable and by the best available means, notify the disclosing party to allow it an adequate opportunity to object to the disclosure or to take other actions to preserve the confidentiality of the disclosing party’s Confidential Information.  Prior to any disclosure pursuant to this section, the receiving party shall cooperate with the disclosing party in such party’s reasonable efforts to limit the disclosure by means of a protective order or a request for confidential treatment.
7.  
Intellectual Property Rights. 

7.1
General.  Each party agrees that except and to the extent provided below, it shall acquire no right, title or interest in or to the other party's information, data base rights, data, tools, processes or methods, or any patents, copyrights, trademarks, service marks, trade secrets, or any other intellectual property rights of the other party by virtue of the provision or use of the Services and materials delivered pursuant to this Contract. 

 7.2
Customer Intellectual Property.  Customer shall own all right title and interest in and to the underlying factual data of the Customer gathered through the provision of the Services and all intellectual property rights therein (“Customer Data”), and Customer grants Verizon a nonexclusive, royalty-free license to use Customer Data solely for, and to the extent necessary to, provide the Services.  

7.3  
Verizon Intellectual Property (IP).  Verizon shall own all right title and interest in and to Verizon’s trade secrets, confidential information or other proprietary rights, any ideas, information or other material used or developed by Verizon or presented to Customer, including, but not limited to: data (other than Customer Data), software, modules, components, designs, utilities, databases, subsets, objects, program listings, tools, models, methodologies, programs, systems, analysis frameworks, leading practices, report formats, manner of data expression and specifications, and all intellectual property rights therein (each, a “Technical Element”). Each Technical Element is Confidential Information of Verizon and subject to Section 6. Verizon grants Customer a nonexclusive, non-transferable, royalty-free license to use, solely for Customer’s internal business purposes, each Technical Element integrated into and required for the use of any deliverable provided by Verizon to Customer pursuant to this Contract.  Customer may disclose a Technical Element integrated into a deliverable to a third party as long as such third party is subject to a written nondisclosure agreement, requiring such third party to maintain the confidentiality of such Technical Element and use such Technical Element only for the benefit of the internal business purposes of Customer.  Customer shall be responsible for breaches of such confidentiality agreement by such third party. For IP covered under this section delivered to the Government, Verizon will identify such as “confidential and proprietary” information.   Verizon will also provide trademark, copyrights, or other IP protection designation as appropriate.

Notwithstanding anything contained in this Contract to the contrary, Customer and any such third party to whom Customer discloses Technical Elements are prohibited from creating derivative works of all or any portion of a Technical Element, from reverse engineering, decompiling, disassembling, or otherwise attempting to discover source code of Technical Elements, or from copying, disclosing, or using Technical Elements except as otherwise provided in this Contract or awarded Delivery Order.  
7.4
Certification Seals; Verizon Materials.  Neither party shall use the other party's trademarks, service marks, trade names, domain names, or product names other than and to the extent expressly set forth in this Contract.  If, under the terms of this Contract, Customer is granted the right to use any Verizon certification seals or logos (each, a “Certification Seal”), then the display and presentation of such Certification Seal by Customer shall be subject to Verizon’s then-current logo guidelines. If Verizon  installs or provides any “Verizon-Owned“ hardware or software tools to facilitate our performance of the Service, Customer  agrees to use the hardware or software for internal purposes only, not to distribute the hardware or software, and not to reverse engineer, decompile, or disassemble the hardware or software.  Any violation of this provision shall be addressed in accordance 52.212-4  Contract Terms and Conditions—Commercial Items (Mar 2009) (Deviation Feb 2007), paragraph (d) Disputes.

8.
Representations.

8.1
Verizon will perform Services under this Contract substantially in accordance with industry standards.  If Verizon does not so perform Services, then Verizon will re-perform the affected Service, or portion thereof, at its expense provided it receives notice of defective performance from Customer within 30 days of the date Service was originally performed.  

8.2 
Except as otherwise stated herein, all Services and deliverables provided by Verizon are provided "AS IS”.  The Parties agree to work together to reasonably address and resolve any expressed issue(s) under the Contract.  

8.3
For any third party products and services, customer shall receive only the warranties offered by such third party.

8.4
Verizon does not guarantee that any network, computer systems, or any portions thereof are secure.  Verizon does not warrant that use of any Services will be uninterrupted or error-free or that any defect in the Services will be correctable.  Customer acknowledges that impenetrable security cannot be attained in real-world environments and that Verizon does not guarantee protection against breaches of security.  

8.5
Neither party makes any warranty hereunder to any third party on behalf of the other party.  This Contract is not intended to create any third party beneficiary relationship.  

8.6
DISCLAIMER OF WARRANTIES AND CERTAIN DAMAGES.  EXCEPT AS SPECIFICALLY SET FORTH IN THESE TERMS AND CONDITIONS, VERIZON MAKES NO WARRANTIES, EXPRESS OR IMPLIED, AS TO ANY VERIZON SERVICES, SOFTWARE OR DOCUMENTATION.  VERIZON SPECIFICALLY DISCLAIMS ANY AND ALL IMPLIED WARRANTIES, INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, NONINFRINGEMENT OF THIRD-PARTY RIGHTS, OR ANY WARRANTIES ARISING FROM A COURSE OF DEALING, USAGE OR TRADE PRACTICE.  NEITHER PARTY IS LIABLE TO THE OTHER FOR ANY INDIRECT, CONSEQUENTIAL, EXEMPLARY, SPECIAL, INCIDENTAL OR PUNITIVE DAMAGES, INCLUDING WITHOUT LIMITATION LOSS OF USE OR LOST BUSINESS, REVENUE, PROFITS, OR GOODWILL, ARISING IN CONNECTION WITH THESE TERMS AND CONDITIONS, UNDER ANY THEORY OF TORT, CONTRACT, INDEMNITY, WARRANTY, STRICT LIABILITY OR NEGLIGENCE, EVEN IF THE PARTY KNEW OR SHOULD HAVE KNOWN OF THE POSSIBILITY OF SUCH DAMAGES.  

9.
Limitation of Liability and Action.   Neither Verizon nor the Customer shall be liable for any indirect, incidental, special or consequential damages, or loss of profits, loss of revenues, loss of data arising from the use of or inability to use data or the services, related products, or documentation arising under performance of this agreement.  Further, neither Verizon nor Customer shall be liable for punitive damages except to the extent this limitation is prohibited by applicable law. Verizon's maximum liability for any damages under any legal theory whether in contract or tort shall be limited to the amounts paid under the order, except that in the event of a termination for cause, Verizon's liability shall include reasonable reprocurement costs.  This clause shall not limit the U.S. Government's right to recover for fraud or crimes arising out of or related to this contract under any federal fraud statute, including the False Claims Act (31 USC 3729 to 3733).  Furthermore, this clause shall not prevent or prejudice the U.S. Government's from seeking express remedies under the Contract.

10.  
Force Majeure.  Except as addressed in 52.212-4  Contract Terms and Conditions—Commercial Items (Mar 2009) (Deviation Feb 2007), paragraph (f) Excusable Delays, and the exception of a party's obligation to make payments properly due to the other party, no Party is liable for any delay or failure in performance under these Terms and Conditions arising out of acts or events beyond its reasonable control, including, but not limited to, acts of God, war, terrorist acts, fire, flood, severe weather, explosion, riot, embargo, acts of the Government in its sovereign capacity, labor disputes or strikes, unavailability of equipment or parts from vendors, failure of a third party wireless or telecommunications provider serving a particular area, or cut cable or any failure or delay of any transportation, power, computer or communications system.    The affected Party shall provide prompt notice to the other Parties and will be excused from such performance to the extent of such caused delays or failures; provided that the Party so affected must use reasonable efforts to remove the causes of such delays or failures and the Parties must proceed whenever such causes are removed or cease.  Notwithstanding the foregoing, Customer will not be relieved of its obligation to make any payments, including any late payment charges as provided in Section 5 above or the Late Payment Fees that are due to Verizon hereunder.  

11.
Hazardous Substances.  

Except as disclosed to and acknowledged in writing by Verizon, Customer certifies that it is not aware of the presence of any asbestos or other hazardous substance (as defined by any applicable state, federal or local hazardous waste or environmental law or regulation) at any location where Verizon is to perform Services or provide or maintain Equipment under these Terms and Conditions.  If during such performance Verizon employees or agents encounter any such substance, Customer agrees to take all necessary steps, at its own expense, to remove or contain the asbestos or other hazardous substance and to test the premises to ensure that exposure does not exceed the lowest exposure limit for the protection of workers.  Verizon may suspend performance under this Contract until the removal or containment has been completed and approved by the appropriate governmental agency and Verizon.  Performance obligations under these Terms and Conditions will be extended for the delay caused by such removal or containment.  Customer’s failure to remove or contain hazardous substances will entitle Verizon to terminate performance and Customer shall pay Verizon any expenses incurred through such termination (including expenses of removing equipment or disconnecting service or equipment). 

12.
Assignment.  Verizon may, consistent with 52.212-4  Contract Terms and Conditions—Commercial Items (Mar 2009) (Deviation Feb 2007), paragraph (b) Assignment without Customer‘s consent, assign its right to receive payments hereunder to an affiliate or subsidiary. Verizon may subcontract any or all of the work to be performed by it hereunder, but shall retain responsibility for the work that is subcontracted.  

13.
Service Marks, Trademarks and Name.  Neither Verizon nor Customer may: (a) use any service mark or trademark of the other party; or (b) refer to the other party in connection with any advertising, promotion, press release or publication unless it obtains the other party’s prior written approval.
14.
Dispute Resolution.  Except as described herein, any  claim or dispute (“Dispute”) arising out of or relating to arising out of or relating to these Terms and Conditions and the Services provided hereunder shall be subject to 52.212-4  Contract Terms and Conditions—Commercial Items (Mar 2009) (Deviation Feb 2007), paragraph (d) Disputes. 

15.
Acceptable Use.  Use of Verizon's Internet Services and related equipment and facilities must comply with the then-current version of the Verizon Acceptable Use Policy (“Policy”) (see www.Verizonbusiness.com/terms). The Contractor may, 24 hours after GSA (or other agency Customer contracting official) has acknowledged receipt of the Contractor’s written notice and detailed explanation, suspend service only to the extent necessary to prevent a violation of this AUP from causing imminent (1) exposure of the Contractor or underlying service providers to criminal sanctions or prosecution, (2) significant irreparable harm to or significant interference with the integrity or normal operations or security of the Contractor's network or networks with which the Contractor is interconnected or significant interference with another Customer's use of the contractor services or the Internet; (3) significant irreparable harm to the Contractor, underlying service providers or the Contractor's Customers or their respective employees.  The Government is deemed to have received notice twenty-four (24) hours after written notice has been sent via confirmed fax or e-mail.

The Contractor may act immediately and without prior notice to suspend service only to the extent necessary to respond to a federal or state government order or mandate that certain conduct must be stopped.  In such instance, the Contractor shall provide written notice and detailed explanation to the GSA CO, GSA ACO, and the impacted Customer Agency (or other official designated by the Customer Agency) within 30 minutes of its receipt of the court or other Government order mandating service suspension.

Under no circumstances may the contractor suspend service without notice.

Any suspension shall be only for the time necessary for steps to be taken that will reasonably prevent the violation from continuing or reoccurring.

Under no circumstances may the contractor unilaterally terminate service..

16.   
Solicitation and Purchase Order.  The terms and conditions of this AGREEMENT WILL TAKE PRECEDENCE OVER any Customer Solicitation or Purchase ORDER 

17.  
ENTIRE UNDERSTANDING.  These Terms and Conditions (including any terms and conditions contain in any additional terms and Conditions referenced herein, and other documents incorporated by reference) constitutes the entire understanding between the parties with respect to the Services to be provided hereunder and supersedes all other prior or contemporaneous representations, understandings or agreements.  Except as otherwise expressly stated herein, THESE TERMS AND CONDITIONS SHALL NOT BE CONTRADICTED, EXPLAINED OR SUPPLEMENTED BY ANY WRITTEN OR ORAL STATEMENTS, PROPOSALS, REPRESENTATIONS, ADVERTISEMENTS, SERVICE DESCRIPTIONS OR GOVERNMENT PURCHASE ORDER FORMS NOT EXPRESSLY SET FORTH IN THESE TERMS AND CONDITIONS OR ANY ADDITIONAL TERMS AND CONDITIONS.
10
Additional Terms and Conditions 
10.1
ID-MSO Additional Terms and Conditions
10.1.1
General.   Identity Managed Service Offering (ID-MSO) is a digital Certificate-based, remotely-hosted identity validation and management solution.  The version of ID-MSO included in this contract has one primary component: a Smart Authentication Credential (“Card”) Service, including hardware, software and Verizon-hosted database support to enroll Users and issue Cards.  The Cards are designed to be interoperable with other smart authentication cards cross-certified with the Federal Bridge.  

10.1.2 
Services.  Verizon ID-MSO labor services to meet ordering agency-unique ID-MSO requirements can be ordered using ID-MSO labor rates included in Section 10. 3.  ID-MSO (SIN 132-62 and SIN 132-62 STLOC).  Verizon shall provide the Services as ordered and as described in an agreed upon Statement of Work (SOW) during the applicable period and upon the terms and conditions specified in order and SOW.   Specifications, prices and additional applicable terms shall be set forth in the Statement of Work for the applicable Services. From time to time, additional terms governing the Services to be provided under this Agreement may be contained in an Order and agreed upon SOW.   If there is a conflict between the terms of this order and any SOW, the terms of this Contract shall prevail over the terms of the order. 

10.1.3
ID-MSO Components and Services.  Due to the inherent evolutionary nature of technology, the listing of items on the FIPS 201 Approved Products List is dynamic and Government customers may have various components of an Enrollment Station (e.g. a laptop computer with a Card reader, digital camera, fingerprint reader, and an external monitor) and/  or an Issuance Station (e.g. a laptop computer with a Card reader and Card printer)  needed to enroll users and issue cards, Verizon’s ID-MSO solution includes providing Approved Products on an individual case and Open Market basis.  All contract provided Enrollment Station and Issuance Station products shall be on the GSA FIPS 201 Approved Products List.

 (http://www.idmanagement.gov/drilldown.cfm?action=gov_app_products)

10.1.4
Rates and Charges.  Rates and charges for Customer’s requested ID-MSO service will be based on an individual Customer’s requirements (e.g., CA and Workflow types, whether ID-MSO Equipment or User Cards are needed as well as the User capacity for which Customer is purchasing ID-MSO.)  Verizon will inform Customer of current rates at the time of order or upon Customer request.   Contractor provided labor for ID-MSO services shall be at the rates included in Section 15. 2.  ID-MSO (SIN 132-62 and SIN 132-62 STLOC).

10.1.5
Customer Data.  Customer is responsible for and Verizon may rely upon the accuracy, timeliness and completeness of all data, reports and other information Customer supplies (including without limitation identity data) to Verizon.  Verizon is not responsible for the content of that information.  Customer acknowledges that Certificate status, is subject to continual change.  Revocations of digital Certificates are reflected through the use of a certificate revocation list.  Verizon will back up data daily and have a hot fail-over to a remote disaster recovery facility, but in any event, is not responsible for any unrecoverable data loss. Verizon shall use commercially reasonable efforts to restore data.

10.1.6
Customer Systems.  Customer will make available to Verizon the Enrollment and Issuance Stations, and Customer’s other computer programs, data and documentation required by Verizon to perform the ID-MSO   services.  Customer shall obtain all governmental approvals, licenses, and permits necessary for completion of the ID-MSO services, if any.  In particular, Customer shall take all steps required for identity validation process of which ID-MSO is a part to meet FIPS 201 requirements and for Verizon as a CA to maintain cross certification under the Federal Bridge Certification Authority (“FBCA”).  Customer shall prepare any installation site in accordance with Verizon’s instructions to ensure that any equipment that interfaces with Customer’s Service Devices and other systems operates in accordance with the manufacturer’s specifications.  If Customer fails to make any preparations required by this Agreement and this failure causes Verizon to incur costs during the implementation or provision of ID-MSO, then Customer agrees to reimburse Verizon promptly for these costs.  

10.1.7
Cooperation.  Customer shall coordinate and manage its employees, contractors or agents to facilitate the performance of ID-MSO by Verizon.  Any commitments Verizon makes with respect to ID-MSO are contingent upon Customer meeting its obligations, as defined here.  Customer will make its management and technical personnel who will work with Verizon and will perform those activities described as Customer’s responsibility in the Agreement.  Each party will designate and maintain during the term of any resultant award/order a point of contact, and will notify the other party of the name of such point of contact who will have the authority and power to make decisions with respect to actions to be taken in connection with the Contract and order and all documentation included therein.  If required by the Contract or any resultant order, Customer shall prepare any installation site in accordance with Verizon’s instructions ensuring that any equipment that interfaces with Customer’s computer system operates in accordance with the manufacturer’s specifications.  If Customer fails to make any preparations required by the Contract and/or resultant order and this failure causes Verizon to incur costs during ID-MSO implementation, Customer agrees to reimburse Verizon for these costs.  

10.1.8  Cards.  Contractor-provided Cards (“Card” or “Cards”) (sometimes called a PIV or PIV-I Card) shall comply with physical characteristics as described in International Organization for Standardization (ISO)/International Electrotechnical Commission (IEC) 7810 [ISO7810], ISO/IEC 10373 [ISO10373], ISO/IEC 7816 for contact cards [ISO7816], and ISO/IEC 14443 for contactless cards [ISO14443] and FIPS 201.  Cards are warranted against material defects in material and workmanship for 90 days. Customer (and not Verizon) is responsible for all Cards, including without limitation, their proper security, issuance and use.  Users may not have more than one Card but may be provided with a replacement Card as permitted under the Registration Practice Statement.  Customer will promptly inform Verizon if a Card is lost or its security is compromised or other data associated with it changes, following the requirements set forth in the Verizon Managed PKI Certificate Practice Statement (“CPS”), the Customer’s Registration Practices Statement (“RPS”) and the terms of the Registrar Agreement. Customer understands and agrees that Verizon is authorized by this Agreement to issue digital Certificates (which are issued by Verizon pursuant to this Agreement and its role as Certificate Authority) onto the Card and that both Customer and potentially third parties may rely on those Certificates.  Customer will perform the functions of a Registration Authority (“RA”) under the Verizon-Verizon Managed PKI Certificate Policy (“CP”) on behalf of Verizon, Verizon-Verizon Managed PKI Certificate Practice Statement (“CPS”), the Customer’s Registration Practices Statement (“RPS”) and the terms of the Registrar Agreement.  The consideration for ID-MSO   includes, without limitation, the Customer’s undertaking of the performance of the role of RA with respect to Users to receive Cards on the terms and conditions set forth in the CP, CPS and RPS and its assumption of liability for risks arising out of that function, the mutual agreements, and other good and valuable consideration.  Details are highlighted in the policy documentation set required by Verizon and with which the Customer agrees to abide and adhere. 

10.1.9  Customer Interface.  In connection with the provision of the ID-MSO  services, Customer also will be provided access to a Verizon web-based portal, dashboard or other form of interface (“Interface” for which Customer must use one or more user IDs, account numbers, personal identification numbers or codes, passwords, digital Certificates or other means of authentication to access the Interface (“Login”).  For example, the Interface and Login may be used for accessing on-line services, authorizing instructions and requests using ID-MSO  services.  Customer shall at all times keep its Login strictly confidential and shall take all reasonable precautions to prevent unauthorized use, misuse or compromise of its Login.  Customer agrees to notify Verizon promptly upon learning of any actual or threatened unauthorized use, misuse, or compromise of its Login. Verizon is entitled to rely on Customer’s Login as conclusive evidence of identity and authority. Customer is liable for all activities and charges incurred through the use of Customer’s Login and Cards, and will indemnify, defend and hold Verizon harmless from all liabilities, losses, damages, costs and expenses (including, without limitation, reasonable attorneys’ fees and costs) incurred by Verizon to the extent resulting from the use and/or compromise of Customer’s Login or Cards, unless the unauthorized use, misuse or compromise of Customer’s Login or Card is solely attributable to Verizon’s gross negligence or willful misconduct.  

10.1.10 Change Control.   

9.1.10.1 General.  Changes requested by Customer must be submitted on the Change Request Form (attached below as Appendix 2) and authorized in writing by the approved Customer personnel.  Customer acknowledges that Verizon’s ability to make changes at the Customer’s request may be limited by its obligations to other customers hosted at the same facility and in some cases, authorization from such other customers may be needed (e.g., where requested changes may affect facility accreditations).   Upon receipt of a Change Request Form, Verizon will respond to Customer with a proposal including cost and schedule to implement the requested change.  Customer will then promptly respond to Verizon with approval or rejection of proposal.  In the case of approval, Customer will provide a signed copy of Verizon’s proposal to Verizon thus authorizing Verizon to proceed with implementation of the change for the stated charges.

10.1.10.2 Minor Changes to Components and/or Service.  Requests for minor changes (i.e., changes with no material effect on services) must describe the proposed change, the reason for it, and any known, perceived or potential issues that may arise from that change.  Verizon will review and comment on the proposed change, noting known or potential issues/problems associated with the change, including impacts, costs, schedule, and implementation strategy for the change.  Such changes will be thoroughly tested by Customer and/or Verizon prior to deployment or installation into production. 

10.1.10.3 Material Changes to Components and/or Service.  Requests for material changes must be submitted in writing to Verizon, including the reason/rationale for the change, potential effects of the change, and a description of the procedures involved to implement the change.  Verizon will review and comment on the proposed major request, noting known or potential issues/problems associated with the change, including impacts on the configuration, architecture, and/or environment. Verizon’s response also will include a feasibility analysis, project plan, implementation plan, acceptance testing requirements, impact on service and, if applicable, resources and additional costs. 

10.1.10.4 Emergency Changes.  Verizon acknowledges that there may be urgent circumstances that require Customer to introduce emergency changes. Customer will notify Verizon of these changes immediately. Where feasible, Change Control procedures shall be applied as outlined above, including but not limited to potential amendment(s) to these procedures as reasonably and mutually agreed upon by Customer and Verizon.


10.1.11 Warranties and Disclaimers. 

10.1.11.1 For any third party products and services, customer shall receive only the warranties offered by such third party.

10.1.11.2 The remedies set forth in any SLA provided are Customer’s sole and exclusive remedies in connection with the performance of ID-MSO, including without limitation failure to meet any standard set forth in an SLA.  

10.1.11.3 Customer represents and warrants that (i) it has and will continue to have all rights, power, permissions and authority necessary to have Verizon perform ID-MSO   (including, without limitation, all rights, power, permissions and authority necessary in respect of any digital Certificate or credential issued); and (ii) it will use ID-MSO   for lawful purposes only. 

10.1.12 Limitation of Liability.  These limitations are in addition to the general limitations set forth elsewhere in this Contract.

10.1.12.1 The parties agree that Verizon will not be liable for any damages caused by hardware, software, other products or services provided by parties other than Verizon, its agents or subcontractors, or any damages caused by the products and/or services delivered by or on behalf of Verizon which have been modified, serviced or otherwise attended to by parties other than Verizon or without Verizon’s prior written and express consent.  Customer acknowledges that Verizon is not liable for any damages resulting, directly or indirectly, from any act or failure to act by Customer or any third party (including, without limitation, the non-performance, defaults, omissions or negligence of any third party that provides telecommunications services in the location in which Customer’s premises or systems are situated and such other locations from, across, to or in respect of which ID-MSO  is provided by or on behalf of Verizon). 

10.1.12.2 IN NO EVENT MAY EITHER PARTY’S AGGREGATE LIABILITY FOR ANY CLAIM OR ACTION RELATING TO OR ARISING OUT OF THIS SERVICE ATTACHMENT, REGARDLESS OF THE FORM OF ACTION (INCLUDING, WITHOUT LIMITATION, CONTRACT, TORT, PRODUCTS LIABILITY OR STRICT LIABILITY) EXCEED THE SERVICE CHARGES PAID TO VERIZON BY CUSTOMER FOR THE SERVICE GIVING RISE TO SUCH CLAIM OR ACTION DURING THE SERVICE PERIOD IN WHICH SUCH SERVICE WAS PROVIDED.  The foregoing does not limit Customer’s payment obligations under this Contract.

10.1.12.3 WITH REGARD TO SERVICES WHICH PROVIDE INFORMATION SHARING AND/OR INDUSTRY ALERTS, VERIZON DISCLAIMS ANY LIABILITY TO CUSTOMER, AND CUSTOMER ASSUMES THE ENTIRE RISK FOR (A) INFORMATION FROM THIRD PARTIES PROVIDED TO CUSTOMER WHICH TO THE BEST OF VERIZON’S INFORMATION, KNOWLEDGE AND BELIEF DID NOT CONTAIN FALSE, MISLEADING, INACCURATE OR INFRINGING INFORMATION; (B) CUSTOMER’S ACTIONS OR FAILURE TO ACT IN RELIANCE ON ANY INFORMATION FURNISHED AS PART OF THE SERVICES; AND/ OR (C) THE USE OF ANY THIRD PARTY LINKS, PATCHES, UPDATES, UPGRADES, ENHANCEMENTS, NEW RELEASES, NEW VERSIONS OR ANY OTHER REMEDY SUGGESTED BY ANY THIRD PARTY AS PART OF THE SERVICES.  

10.1.13 Assumption of Risk. 

10.1.13.1 Customer acknowledges and agrees that the price being charged by Verizon for ID-MSO   does not include any risk contingency or other assumption of risk, beyond the cost of performance of Verizon services.  Verizon is not assuming responsibility for any losses that may occur as a result of the failure to identify all possible threats or vulnerabilities and Verizon is not acting in the capacity or taking on the responsibility of an insurer and is not charging a price that would allow it to do so.  It is the responsibility of Customer, as Customer deems fit, to obtain adequate insurance covering damages to Customer or third parties.

10.1.13.2 The parties acknowledge and agree that temporary disruption, degraded performance or unavailability of all or portion of the Customer’s systems or infrastructure may occur in some circumstances as a result of the provision of ID-MSO.  Customer agrees to notify appropriate personnel within its organization and any third party Customer deems relevant prior to authorizing any maintenance window or change request.  Notwithstanding anything contained in this Agreement to the contrary, Customer assumes all risk for adverse consequences resulting from or associated with (a) the maintenance performed by Verizon in connection with ID-MSO   or change requests, and (b) the timeframe Customer elects or authorizes Verizon to perform such maintenance services or change requests.  

10.1.14 Confidential Information


10.1.14.1 Methods; Systems; Reports.  Customer acknowledges that the following information constitutes “Confidential Information” under the Agreement: (a) the methods, systems, data and materials used or provided by Verizon in connection with the provision of ID-MSO  ; (b) personally identifiable information used in the enrollment, issuance and Card management processes and maintained in the Verizon-hosted identity-data storage facility; and (c) the results of Verizon’s assessment of Customer and all reports issued by Verizon in connection with such results.  The term “Confidential Information” does not include information that is (y) expressly excluded from the definition of “Confidential Information” under the Agreement; or (z) comprised of statistical information, or other aggregated information (including without limitation information regarding security vulnerabilities, configurations and the like) insofar as such information does not identify Customer or Customer’s computer network or computer systems.  Information in a Certificate is not Confidential Information because it is not confidential in character.

10.1.14.2 Permitted Use.  Verizon has the right to disclose Customer’s Confidential Information to a “Qualified Consultant.”  For purposes of this Agreement, “Qualified Consultant” means a consultant who (a) is engaged by Verizon to assist Verizon in connection with the provision of ID-MSO  , (b) agrees in writing to use Customer’s Confidential Information only in connection with the provision of ID-MSO  , and (c) agrees in writing to be bound by substantially the same terms and conditions contained in the Agreement regarding the use, disclosure and the protection from disclosure of Customer’s Confidential Information.  All entities acting on Verizon’s behalf in providing ID-MSO   shall protect all User personally identifiable information from unauthorized disclosure.  Records of individual transactions may be released upon request of any Users involved in the transaction or their legally recognized agents.  User private information shall not be disclosed to any third party unless authorized by the CP, CPS, RPS, required or authorized by law, government rule or regulation, or lawful process.  Any request for release of information shall be processed according to Verizon corporate policies.

10.1.15 Definitions and Acronyms. This section defines certain capitalized terms used in this service attachment. Capitalized terms not defined here have the meaning described in the Agreement.

	Defined Term / Acronym
	Definition

	Certificate
	A digital Certificate is compliant with x.509v3, RFC 2459, RFC 3280, and RFC 3039. It will include:

•
A public key

•
The identity or unique pseudonym of the Certificate subscriber (aka a User under this Agreement) who owns and holds the private key matching the listed public key

•
The Issuer’s identity

•
A start date and expiration date

•
A reference to the governing policy of the Issuer 

	Change Request
	A request from Customer or from Verizon for a change to ID-MSO, the configuration, the Service Context, or a request for a Security Upgrade.

	Issuer
	Issuing authority of Certificates. It is the legal entity responsible for the Certificates issued under its Certificate Policy (“CP”), and that carries out, authorizes, or delegates the obligations laid down in its Certification Practice Statement (“CPS”).

	Security Upgrade
	Changes to a software program to fix a security hole; generally released by the software manufacturer or editor. A Security Upgrade concerns small improvements to the software; security Upgrades generally do not contain substantial new features or functions.

A Security Upgrade may also refer to a “patch”, “bug fix”, “service pack” or “update”.

	Service Context
	A set of documents with information about Customer that Verizon needs to successfully run ID-MSO.   It includes:

•
Specification of time windows agreed upon for maintenance to be performed 

•
Procedures, templates for escalation, notification, and reporting

•
Contact details and authorization for escalation, notification, and reporting

•
Customer’s change control processes and authorization procedures

•
Details on maintenance and support contracts

•
Network topologies and asset inventories of systems that can be reached through the security infrastructure


10.2
MSS-Federal Additional Terms and Conditions.

10.2.1
Services.  The provision of MSS-Federal to each of the types of applications listed in the Service Description above is a separate “MSS-Federal Service.”  MSS-Federal is provided for the number of Serviced Devices for which Customer has ordered service. The two related devices in High Availability service are counted as one Serviced Device.  A monthly recurring charge applies per MSS-Federal Service and per Serviced Device. 

10.2.2
Excluded Services.  The parties acknowledge that Verizon has no obligation to provide MSS-Federal for any Serviced Device that: (i) has been subjected to unusual physical or electrical stress, misuse, negligence or accident; (ii) has been modified, merged, relocated, repaired, serviced or otherwise attended to by a party other than Verizon or without Verizon’s prior written consent; (iii) that is “end-of-life” or which runs a version of operating system and/or application software that is no longer supported or maintained by the relevant manufacturer or licensor; or (iv) has not been properly registered and/or for which required permits or approvals are not or no longer maintained. 

10.2.3
Additional Services.  Customer may request Verizon to provide services in addition to MSS-Federal (“Additional Services”). Such Additional Services may include installation, configuration, training, consulting and other professional services.  The provisioning of such Additional Services will be subject to a separate quotation by Verizon and with terms set out in a separate agreement. 

10.2.4
Customer Responsibilities.

10.2.4.1
The Customer shall (i) at its own expense, procure and maintain adequate maintenance contracts and all licenses necessary for the Serviced Devices to enable Verizon to properly perform MSS-Federal; (ii) comply with MSS-Federal prerequisites and operational procedures as set forth in the then current terms; and (iii) promptly inform Verizon of any changes effectuated in the Customer’s network and/or Information Technology infrastructure (“Customer Environment”) and any changes to the nomination and/or authorization level of the individuals Customer has authorized to oversee, monitor or evaluate the provision of MSS-Federal. 

10.2.4.2
The Customer acknowledges that modifications or changes to the Serviced Devices (such as future releases to the Serviced Device’s operating software) or to the Customer Environment may cause interoperability problems or malfunctions in a Serviced Device and/or the Customer Environment.  The Customer acknowledges that it is Customer’s responsibility to maintain, at its sole cost and expense, the Customer Environment to ensure that the Customer Environment is interoperable with each Serviced Device.  The Customer further acknowledges that it is the Customer’s responsibility, at its sole cost and expense, to maintain and ensure the full and proper functionality of each Serviced Device. In addition, Customer is responsible to:
· Provide configuration(s). This includes all necessary policy and configuration information to enable the Serviced Device  to be configured. 

· Asset tags as required

· Provide licensed copies of operating system and applications software, as applicable;

· Install or re-install software not provided by Verizon; 

· Ensure all Serviced Devices have a valid vendor maintenance and support contract

· Control all activities associated with the existing customer equipment, including without limitation changes, additions or deletions of devices made by any non-Verizon-provided technicians.

Customer acknowledges that Verizon’s provision of the MSS-Federal Services is dependent on the timely performance by Customer and its third party contractors (if any) of its responsibilities. Delays or non-performance by Customer or its third party contractors may cause a reasonable extension to the related timelines of Verizon commensurate with such delay and Verizon will from time to time advise Customer of any adjustments which Verizon has been required to make during the course of performance as a result of such delays or non-performance. In the event that delays or non-performance by Customer or its third party contractors results in additional services being required beyond the initial target dates as set forth in a Statement of Work (SOW), such shall be considered a Change and subject to the Changes clause. 

10.2.4.3
Invoicing and Orders.  Unless expressly indicated otherwise all NRCs will be invoiced upon Acceptance Date and the initial monthly recurring charges will be invoiced upon RFS.  

10.2.4.3.1
Customer acknowledges and accepts that, for some services, such as Service Tickets, a minimum order quantity may apply. Customer shall be advised if a minimum order quantity applies in advance of Customer’s order. Customer accepts that, unless explicitly agreed otherwise in writing, any unused portion of such minimum quantity shall be deemed forfeited upon termination or expiration of the related MSS-Federal Service and Customer shall not be entitled to receive any refund, credit or other form of reimbursement of fees paid in respect of such unused portion.

10.2.4.3.2
If Customer elects to terminate MSS-Federal Service for any Serviced Device and after that MSS-Federal Service has ended, requests Verizon to renew such service to that device, Verizon may require payment of the then applicable service initiation fees to re-establish service (e.g., set-up NRCs).

10.2.4.3.3 
In some jurisdictions, Verizon may assess a charge for recovery of state and local taxes or regulatory fees imposed upon Verizon for sale of the services under this contract.  On a Task Order by Task Order basis, Verizon will estimate the applicable taxes and surcharges and provide the estimate to the Government.  Verizon will assess such charge(s) as a separate line item on the invoice.  IFF will not be reported or remitted on such charge(s).

10.2.4.4
Service Equipment.  If Verizon determines that equipment is needed on Customer’s site (e.g. Connection Kits, along with related devices such as terminal servers and modems), Customer must provide such equipment itself to Verizon’s specification.  Verizon will configure and access such equipment remotely.  
10.2.4.5
User Interface.  In connection with the provision of MSS-Federal, Customer may be provided with one or more user IDs, account numbers, personal identification numbers or codes, passwords, digital certificates or such other means of authentication (“Login”) to access a web-based portal, dashboard, or other form of user interface (“User Interface”).  The User Interface and Login may be used for accessing on-line services, authorizing instructions and requests using MSS-Federal.  Customer shall at all times keep its Login strictly confidential and shall take all reasonable precautions to prevent unauthorized use, misuse or compromise of its Login.  Customer agrees to notify Verizon promptly upon learning of any actual or threatened unauthorized use, misuse, or compromise of its Login. Verizon is entitled to rely on Customer’s Login as conclusive evidence of identity and authority. 
10.2.4.6
Customer Information.  Customer is responsible for, and Verizon may rely upon, the accuracy, timeliness and completeness of all data, reports and other information Customer supplies.  Customer will make available to Verizon its computer programs, data and documentation required by Verizon to perform MSS-Federal.  Customer shall obtain all governmental approvals, licenses, and permits necessary for completion of MSS-Federal, if any.  Customer shall prepare any installation site in accordance with Verizon’s instructions to ensure that any equipment that interfaces with Customer’s computer system operates in accordance with the manufacturer’s specifications.  If Customer fails to make any preparations required by the Contract including these MSS-Federal Terms and Conditions, such shall be considered a Change and subject to the Changes clause.  

10.2.5
Warranties.
10.2.5.1
Verizon warrants to Customer that it will perform its obligations in a good and workmanlike manner. The remedies set forth in the service level agreement (“SLA”) portion of these MSS-Federal Terms and Conditions are Customer’s sole and exclusive remedies in connection with MSS-Federal, including without limitation failure to meet any standard set forth in the SLA.

10.2.5.2
For any third party products or services, Customer shall receive only the warranties offered by such third party to the extent Verizon may pass through such warranties to Customer.

10.2.5.3
Customer represents and warrants that (i) it has and will continue to have all rights, power, permissions and authority necessary to have Verizon perform MSS-Federal in the Customer Environment (including, without limitation, all rights, power, permissions and authority necessary in respect of any IP address assigned to a Serviced Device); and (ii) it will use MSS-Federal for lawful purposes only. 
10.2.6
Term and Termination.
10.2.6.1
Order Confirmation.  Verizon will confirm Customer’s order via email and the date of this email is the “Order Confirmation Date”.  The Order Confirmation will confirm the MSS-Federal service(s) requested. 

10.2.6.2
Ready For Service (“RFS”) Date.  Ready for Service (“RFS”) is the date on which Verizon begins providing an MSS-Federal Service on a Serviced Device.  Customer will receive an RFS notification as each MSS-Federal Service becomes active.  The service shall be considered accepted on the RFS date unless the customer rejects the service within 72 hours of receiving the RFS notification. 

10.2.6.3
MSS-Federal Services ordered under this GSA Schedule Contract, and associated payment obligations, will continue until terminated by either party.  Either party may terminate service, or MSS-Federal Service on any Serviced Device, with or without cause, effective 30 days after written notice of termination is given to the other party.  Customer will pay any amounts accrued for MSS-Federal through the termination date.  Customer may cancel a request for MSS-Federal Service for any Serviced Device prior to RFS with or without cause, effective 30 days after written notice of cancellation.

10.2.7
Assumption of Risk.
10.2.7.1
Customer acknowledges and agrees that the price being charged by Verizon for MSS-Federal does not include any risk contingency or other assumption of risk, beyond the cost of performance.  Verizon is not assuming responsibility for any losses that may occur as a result of the failure to identify all possible threats or vulnerabilities and Verizon is not acting in the capacity or taking on the responsibility of an insurer and is not charging a price that would allow it to do so.  It is the responsibility of Customer, as Customer deems fit, to obtain adequate insurance, covering damages to Customer or third parties.

10.2.7.2
The parties acknowledge and agree that temporary disruption, degraded performance or unavailability of all or portion of the Customer’s systems or infrastructure may occur in some circumstances as a result of the provision of MSS-Federal.  Customer agrees to notify appropriate personnel within its organization and any third party Customer deems relevant prior to authorizing any Maintenance Window or change request.  Notwithstanding anything contained in these MSS-Federal Additional Terms and Condition to the contrary, Customer assumes all risk for adverse consequences resulting from or associated with (a) the maintenance performed by Verizon in connection with MSS-Federal or change requests, and (b) the timeframe Customer elects or authorizes Verizon to perform such maintenance services or change requests.

10.2.8
Intellectual Property Rights: Ownership.  Each party agrees that except as provided below, it acquires no right, title or interest in or to the other party's information, data base rights, data, tools, processes or methods, or any copyrights, trademarks, service marks, trade secrets, patents or any other intellectual or intangible property or property rights of the other party by virtue of the provision of MSS-Federal or materials delivered pursuant to this GSA Schedule Contract and these MSS-Federal Additional Terms and Conditions.  Customer retains all right title and interest in and to the underlying factual data gathered through the provision of MSS-Federal.  Verizon owns all right title and interest in and to Verizon’s trade secrets, confidential information or other proprietary rights in any creative or proprietary ideas, information or other material used by Verizon or presented to Customer (each, a “Technical Element”), including, but not limited to: data, software, modules, components, designs, utilities, databases, subsets, objects, program listings, tools, models, methodologies, programs, systems, analysis frameworks, leading practices, report formats, manner of data expression and specifications.  Verizon grants Customer a nonexclusive, royalty-free license to use each Technical Element integrated into any deliverable solely for Customer’s internal business purposes.  Customer may disclose a Technical Element integrated into a deliverable to a third party as long as such third party is subject to a written nondisclosure agreement, requiring such third party to maintain the confidentiality of such Technical Element and use such Technical Element only for the benefit of Customer.  Notwithstanding anything contained in this GSA Schedule Contract to the contrary, Customer is prohibited from creating derivative works of all or any portion of a Technical Element.  Each deliverable Verizon creates uniquely for Customer’s sole use (each, a “Custom Material”) in accordance with this GSA Schedule Contract and these MSS-Federal Additional Terms and Conditions shall not constitute a Technical Element.  Each Custom Material shall be deemed a “Work Made For Hire” under the Copyright Act of 1976.  

10.2.9
Certification Seals; Verizon Materials. If, under the terms of the GSA Schedule Contract and these e MSS-Federal Additional-Terms and Condition , Customer is granted the right to use any Verizon certification seals or logos (each, a “Certification Seals”), then the display and presentation of such Certification Seal by Customer are subject to Verizon’s then-current logo guidelines.  If in connection with the provision of MSS-Federal Verizon installs or provides any hardware or software owned by Verizon (“Verizon Materials”), then Customer shall use the Verizon Materials for internal purposes only as further defined in these MSS-Federal -Terms and Conditions.  Customer shall not distribute, reproduce, or sublicense the Verizon Materials.  Customer shall not reverse engineer, decompile, or disassemble or otherwise attempt to discover source code of the Verizon Materials.  Verizon has the right to revoke the use of the Verizon Materials at any time.  In such event, Customer shall, at its sole cost and expense, promptly return the Verizon Materials to Verizon.  Customer’s right to use the Verizon Materials automatically terminates upon termination of a BPA, an order for MSS-Federal, the removal of MSS-Federal from the GSA Schedule Contract and/or this GSA Schedule Contract or upon completion of the portion of MSS-Federal for which the Verizon Materials are provided.

10.2.10
Confidential information.
10.2.10.1
Methods; Systems; Reports.  Customer acknowledges that the following information constitutes “Confidential Information” under the Agreement: (a) the methods, systems, data and materials used or provided by Verizon in connection with the provision of MSS-Federal; and (b) the results of Verizon’s assessment of Customer and all reports issued by Verizon in connection with such results.  The term “Confidential Information” does not include information that is (y) expressly excluded from the definition of “Confidential Information” under the Agreement; or (z) comprised of statistical information, or other aggregated information regarding security vulnerabilities, security configurations and the like insofar as such information does not identify Customer or Customer’s computer network or computer systems.

10.2.10.2
Permitted Use.  Verizon has the right to disclose Customer’s Confidential Information to a “Qualified Consultant.”  For purposes of these MSS-Federal Additional Terms and Conditions, “Qualified Consultant” means a consultant who (a) is engaged by Verizon to assist Verizon in connection with the provision of MSS-Federal, (b) agrees in writing to use Customer’s Confidential Information only in connection with the provision of MSS-Federal, and (c) agrees in writing to be bound by substantially the same terms and conditions contained in the Agreement regarding the use, disclosure and the protection from disclosure of Customer’s Confidential Information. 

10.2.11
General Provisions.
10.2.11.1
Definitions and Acronyms. Capitalized terms not defined herein have the meaning described in the Agreement.

	Defined Term / Acronym
	Definition

	24x7
	A continuous service, 24 hours a day, 7 days a week, 365 (366) days a year, independent of time zones and local or international public holidays.

	Applicable Rates
	Applicable Rates are the rates that apply for professional services work not included in this agreement. Work at Applicable Rates is subject to the creation and execution of a separate statement of work outlining the activities and the applicable rates for executing these activities.  These may be at agreed upon GSA Schedule Professional Service rates and/or on open market rates.   

	Authorized Users
	Customer personnel authorized by the Customer to access the Security Dashboard

	Business Days
	Monday through Friday, excluding Christmas and New Year’s Day, from 00:00 UTC to 24:00 UTC. 

	Certificate
	A digital certificate is compliant with x.509v3, RFC 2459, RFC 3280, and RFC 3039. It will include:

· A public key

· The identity or unique pseudonym of the certificate subscriber who owns and holds the private key matching the listed public key

· The Issuer’s identity

· A start date and expiration date

· A reference to the governing policy of the Issuer

	Change Request
	A request from the Customer, or from Verizon for a change to the SEAM policy, the Rule Set, the configuration, the Service Context, or a request for a Security Upgrade.

	Connection Kit
	Equipment at Customer’s designated premises used to set up secured  monitoring or management connections between the Serviced Device(s) and one or more SMCs.

	Correlation
	Comparing data from multiple sources to find patterns and relationships that may point to attacks and abuse.

	Event
	A data record produced by a Serviced Device when it detects a Threat. Such a record may be an SNMP trap, a device-generated event, an entry in a log, or an xml event. An Event may also be called “alert”.

	Exploit
	· A method to use a Vulnerability to gain unauthorized access to functions, data, or privileges, generally with malicious intent. 

· An exploit can include a script, virus, Trojan, or a worm. The exploit is mainly defined by the way it replicates and spreads.

· An attack is the use of an Exploit.

· A script refers to a document with steps to manually find and exploit vulnerabilities. A script is replicated by publishing it.

· A virus refers to malicious software attached to a medium (e.g. files, removable media, or documents). A virus replicates using this medium.

· A Trojan refers to malicious software embedded in applications. The Trojan will not replicate itself; it spreads with the application.
· A worm refers to a self-contained program (or set of programs) that spreads copies of itself to other computers. A worm can spread through network connections and e-mails in a matter of hours.

	Hosted Local Event Collector
	Equipment at Verizon’s premises used to set up secured monitoring or management connections between the Serviced Devices and one or more SMCs.

	Incident
	A single Event, or a series of Events, that may represent an intrusion attempt, a reconnaissance attempt or that otherwise require the attention of a security analyst. An Incident may also reflect an “attack”.

	Issuer
	Issuing authority of Certificates. It is the legal entity that assumes the liability of the Certificates issued under its Certificate Policy (“CP”), and that carries out, authorizes, or delegates the obligations laid down in its Certification Practice Statement (“CPS”).

	Log Transport Agent
	A Log Transport Agent is a third party or Verizon proprietary software component that runs on a Serviced Device to enable the transport of Event logs generated by that Serviced Device to the Hosted Local Event Collector and/or SMC. Like any agent software, a Log Transport Agent may impact available resources for performing tasks and functions.  

	Maintenance Window
	A time window agreed between the Customer and Verizon for Verizon’s performance of certain maintenance or management services on Serviced Devices. During a Maintenance Window, the Serviced Devices and/or MSS-Federal may be temporarily disrupted or unavailable. Maintenance windows are limited to a maximum of 6 hrs.

	NTE
	Not To Exceed 

	Other Incident Ticket
	A ticket for service related incidents logged with Verizon and created by the Customer or Verizon.  Other Incident Tickets will consume Service Tickets.  

	RFO
	Ready For Operations - The date (following RFS) that Verizon sends RFO notice to Customer documenting agreement by Customer and Verizon that the Serviced Device and SEAM policy have been fine-tuned and the escalation parameters, Service Context and procedures have been set as mutually agreed.   From this date, the SLA becomes effective. RFO is given per Serviced Device.

	Refresh Rate
	The rate at which information on the Security Dashboard is refreshed.  The Refresh Rate varies dependent on the type of information and the Serviced Device to which the information relates as shown in these MSS-Federal Additional Terms and Conditions.

	RFS
	Ready For Service - The date on which Verizon starts providing a MSS-Federal Service on a Serviced Device.  The RFS may vary for each MSS-Federal Service.  

	Rule Set
	The security policy or rules used by a Serviced Device or by SEAM. The Rule Set may also be called “policy” when there is no confusion with corporate or other policies.

	SEAM
	State and Event Analysis Machine – Proprietary Software used by Verizon to process logs, alerts, and scan reports from Serviced Devices. Its functions include:

· Normalization – converting entries in logs and individual alerts into generalized Events independent of the device and its brand or version.

· Classification – giving Events a first classification, using Verizon proprietary Event Classification Policy Language, filtering out false positives or Events related to vulnerabilities absent in the targeted environment.

· Correlation – reclassifying or combining Events into meaningful Incidents that will be handled by Verizon security analysts.

· Pattern matching – recognizing patterns pointing to reconnaissance scans, infections, or attacks.

· Statistics – calculating averages to discover trends and anomalies, and to allow comparisons.

· Workflow management – recording the activities for an Incident.

· Information management – managing the information needed to examine, evaluate, and classify Incidents.

· User management – defining the views and authorization levels of users

	Secure E-mail
	An e-mail using, where possible and practicable for the Customer, a signature, encryption, and Certificates trusted by Verizon. This is based on S-MIME certificates. Customer is required to provide its public key to Verizon. If this is not possible or practicable for the Customer, Verizon will revert to using unencrypted e-mail communications.

	Security Dashboard
	A secured web portal for Customer authorized staff to access in connection with MSS-Federal. It is the main point of communication between the Customer and Verizon.

	Security Upgrade
	Changes to asoftware program to fix a security hole; generally released by the software manufacturer or editor. A Security Upgrade concerns small improvements to the software; security Upgrades generally do not contain substantial new features or functions.

A Security Upgrade may also refer to a “patch”, “bug fix”, “service pack” or “update”.

	Service Context
	A set of documents, with version control, posted on the Security Dashboard, containing information about the Customer that Verizon uses for the provisioning of MSS-Federal to the Customer. The Service Context is setup during the service initiation phase and is maintained via the change management process.  Customer can also add or update host information in the Service Context.  The Service Context  may include one or  more of the following:

· Specification of Maintenance Windows

· Procedures, templates for escalation, notification, reporting, change control processes and authorization procedure

· Contact details and authorization for escalation, notification, and reporting

· Secure E-mail Certificates
· Roles and Responsibilities in the form of a RACI Matrix  between Customer and Verizon for the different service components

· Details on maintenance and support contracts

· Network topologies and asset inventories of systems that can be reached through the security infrastructure

	Serviced Device
	An appliance, software feature on a physical device, system, software plug-in or application, at the Customer‘s or Customer’s service provider’s premises that is monitored and/or managed under MSS-Federal. Serviced Devices are shown in the Service Context section of the Security Dashboard.

Typical examples of a Serviced Device are a router, a network intrusion detection probe, an anti-virus or content-screening plug-in on a proxy, a firewall running on a UTM (Unified Threat Management) or server, a virtual security component or a host intrusion detection management station.  

A Serviced Device can be deployed in the following configurations:

· Primary: A device processing the day-to-day load.

· High Availability: A redundant configuration of two devices (duplicate software and data); not necessarily co-located; activated manually or automatically when the primary device fails. Also sometimes referred to as an “Active-Passive” configuration.

· Active-Active:  A configuration of 2 devices in a load balancing setup with both devices passing network traffic. In case of failure of one device, the other device either manually or automatically takes over the device functions of the failed device.  In this configuration, each device is treated as a separate Serviced Device under MSS-Federal, subject to a separate MRC.  Note, however, that the rate for the optional Device Service Availability SLA quoted above covers both devices.

	Service Ticket
	A unit for charging certain usage-based services under MSS-Federal.  A number of Service Tickets are included in each MSS-Federal service by default for each Serviced Device per 12-month period following the RFS. This number is specified in Rates and Charges, Section of the Verizon GSA Schedule Price List.

	SMC
	Security Management Center. A data center that hosts the systems for monitoring, managing, or supporting the Serviced Devices. The SMC includes: equipment to connect to the Hosted Local Event Collector, management stations, the SEAM engines, signing engines, Security Dashboard, and back-end systems such as back-up devices, file servers, and terminal servers. 

The SMC may include equipment owned by the Customer. 

	SMC Time Stamp
	A time stamp, recorded by Verizon at the SMC, reported on the Security Dashboard and taken as reference for measuring the service levels. The SMC Time Stamp is recorded in UTC and synchronized worldwide using the Network Time Protocol (“NTP”).

	Subordinate Device
	An appliance, system, network, or software at Customer or Customer’s service provider’s premises that depends on a Serviced Device but that is not managed or monitored by Verizon.

A Subordinate Device can be a local repository or an agent (installed on a server or desktop) that gets its software, configuration and Rule Set updates from a management station being the Serviced Device, and that sends security events to that Serviced Device.

	Threat
	A (suspected) use of an Exploit, or the (suspected) presence of a Vulnerability in the configuration, platform, or application code. A Threat can be an infection by a worm or virus, or it can be a targeted attack. Exploits can also be combined into Blended Threats, exploiting multiple security holes.

	Threat Signature
	Code used to recognize a Threat by its pattern. A Threat Signature may contain algorithms to detect dynamically changed malicious behavior, combat obfuscation, or impersonation.

	Unsupported Device
	A Serviced Device that is either (I) no longer supported or maintained by its manufacturer; or (ii) an appliance, system, network, or software that is not included in Verizon’s portfolio of security products supported on the MSS-Federal platform.  Certain limitations and conditions with respect to the availability of MSS-Federal apply for Unsupported Devices. 

	UTC
	Coordinated Universal Time. Universal Time indication, standardized by the Bureau International des Poids et Mesures (BIPM) and defined in CCIR Recommendation 460-4.

The UTC is the time indicated on atomic clocks. Verizon consults and uses it for its SMCs via the Internet protocol NTP. The UTC code uses the 24-hour clock. 4 pm (afternoon) is equal to 16:00 UTC. Depending on the daylight savings period, the UTC is 4 or 5 hours ahead of Eastern Standard Time (“EST”), and 1 or 2 hours behind Central European Time (“CET”).

	Vulnerability
	A security hole; a defect that can be exploited to gain access to data, functions, or privileges violating the intended authorization. Vulnerabilities can range from defects in application or system software (e.g. bugs), in the user administration (e.g. non-protected user accounts), in the configuration (e.g. unintended network or file access), in the policy and Rule Set definition (e.g. unrestricted open ports or exposed IP-addresses), etc. The combination of all vulnerabilities of a given system or infrastructure is the exposure.

	Work-around
	An alternative function or method, often using a temporary patch or reconfiguration, to achieve a result equivalent to the original function or method.


10.2.12  Specifications for Managed Security Service - Premium.  Managed Security Service -- Premium is a monitoring and management service as described below. 

10.2.12.1
Service Matrix.  The following table lists which sections apply for each of the Serviced Devices/MSS-Federal Services combinations. 

10.2.12.2
Device Availability & Health Monitoring.
10.2.12.2.1
Availability Monitoring.  Availability Monitoring provides the following.

10.2.12.2.1.1
Verizon monitors the availability of the Serviced Device 24x7 by sending a life signal (for example a “ping”) once every life signal time-out period. This time-out period will be two (2) minutes, unless agreed otherwise with the Customer in the Service Context. During monitoring, Verizon can adapt the time-out period to minimize the number of false alerts.

10.2.12.2.1.2
If the Serviced Device does not respond to a given number of consecutive life signals, Verizon assumes it is unavailable. This number is three (3) out of five (5) consecutive life signals, unless Customer agrees otherwise in the Service Context.  

10.2.12.2.1.3
When Verizon establishes that a Serviced Device is unavailable, it will contact Customer’s contacts defined in the Service Context contacts according to the escalation parameters for the Availability Report

10.2.12.2.1.4
These are the contacts and escalation parameters for the Availability Report:

	
	Interaction
	Reporting

	Communication Channel
	Phone and Secure-Email
	Security Dashboard

	Information Type
	Availability Report
	Statistics

	Reference Time
	SMC Time Stamp
	SMC Time Stamp

	Response Time
	15 Minutes or Less
	Refresh Rate

	Contact Person
	1° Primary incident contact

2° Secondary incident contact
	Authorized Users

	Escalation
	1° Primary incident contact

2° Secondary incident contact
	


10.2.12.2.1.6
Verizon is not responsible for the availability monitoring of the devices serviced by the Serviced Device (i.e. the Subordinate Devices).

10.2.12.2.2
Health Monitoring.  Health Monitoring provides the following.

10.2.12.2.2.1
Verizon monitors the health of the Serviced Device 24x7 by measuring a number of health parameters once every ten (10) minutes unless it is otherwise agreed in the Service Context. Conditional upon the reporting capability of the Serviced Device, these health parameters are: CPU usage, Memory usage, Disk usage and Swap usage. Verizon requires access to the Serviced Device in a manner that allows measuring the health parameters reported on by the Serviced Device.  

10.2.12.2.2.2
Verizon will set a health threshold for each of the health parameters reported on by the Serviced Device and will create a health incident if one or more thresholds are exceeded 
10.2.12.2.2.3
When Verizon creates a health incident and if the health incident is indicative of a problem with the Serviced Device, it will contact the Customer contacts defined in the Service Context according to the escalation parameters for the Health Report

10.2.12.2.2.4
These are the contacts and escalation parameters for the Health Report:

	
	Interaction
	Reporting

	Communication Channel
	Secure-Email
	Security Dashboard

	Information Type
	Health Report
	Statistics

	Reference Time
	SMC Time Stamp
	SMC Time Stamp

	Response Time
	15 Minutes or Less
	Refresh Rate

	Contact Person
	1° Primary incident contact

2° Secondary incident contact
	Authorized Users

	Escalation
	1° Primary incident contact

2° Secondary incident contact
	


10.2.12.2.2.5
If Verizon experiences performance problems with the Serviced Device it may recommend a hardware upgrade.

10.2.12.2.2.6
Verizon is not responsible for the health monitoring of the devices serviced by the Serviced Device (i.e. the Subordinate Devices).

10.2.12.3
Threat Analysis.  The Threat Analysis is based on the logs, Events, and reports produced by a Serviced Device or received from devices serviced by that Serviced Device (i.e. the Subordinate Devices), as available.  The results of the Threat Analysis are reported on the Security Dashboard in real-time or periodically (see section Service and Security Incident Reporting). They can also be used for escalating Threats and Incidents in real-time (see section Security Incident Handling).

10.2.12.3.1
Event Collection.
10.2.12.3.1.1
Verizon uses one or more devices including, without limitation, Connection Kits, along with related devices (e.g. terminal servers and modems) (individually and collectively, “Event Collection and Management Equipment”) to collect Events from the Serviced Devices and send Events to the SMC.  Verizon and Customer will jointly agree upon the number of locations where Event Collection and Management Equipment is used.

10.2.12.3.1.2
For certain types of Serviced Devices, a Log Transport Agent must run on the Serviced Device to enable the transport of the Event logs generated by the Serviced Device to the SMC.  The Customer is responsible for installing and maintaining the function of the Log Transport Agent, including updating the Log Transport Agent as per any reasonable instructions from time to time given by Verizon. Verizon will provide the Customer with a copy of the Log Transport Agent to be installed and install instructions or direct the Customer to a download/instruction page. 

10.2.12.3.1.3
If agreed, Verizon will enable the Serviced Device to collect Events from the devices that it services (i.e. the Subordinate Devices). This service is available only for HIDS/ HIPS, Log Management and Monitoring and SEM/SIEM devices. Verizon is not responsible to manage the transport of Events from these Subordinate Devices.

10.2.12.3.2
Event Analysis.

10.2.12.3.2.1
Verizon analyzes, 24x7, the Events collected and produced by the Serviced Device. The analysis starts when the Events reach the SMC. All Events are labeled with a sequence number to identify them and to track its status.

10.2.12.3.2.2
Verizon filters and evaluates the severity of Events according to the latest Service Context and SEAM policy using the following Event classifications: 

	Event Classification
	Level
	Conditions

	Insufficient Info
	L0
	Verizon has not enough information to assess the Event. Verizon will ask the Customer for additional details.

	Harmful Attack
	L1
	(I) the Event comes from a device on the inside of the Internet perimeter, and,

(ii) the Event points to an attack (attempt) that may result in damage or unauthorized access to a device or application, and,

(iii) the cause of the Event renders the Customer’s infrastructure vulnerable or compromised.

	Harmless Attack 
	L2
	(I) the Event comes from a device on the inside of the Internet perimeter, and, 

(ii) the Event points to a known attack (attempt), and,

(iii) the Customer’s infrastructure is not considered vulnerable or compromised based on the current Service Context.

	False Positive
	L4
	The Event is falsely triggered by a device on the inside of the Internet perimeter. Such a false positive is caused by:

• Poor detection code or signatures that do not discriminate well between normal and malicious activity for this Incident.

• Devices that show characteristics similar to those of malicious activities.

	Forensics
	L3
	The Event comes from a device on the outside of the Internet perimeter. It is only collected for future forensic analysis.

	Off-line Analysis
	L5

L9
	These levels are used during the first phase of a deployment, or after major changes in the network (such as adding or removing a server or Serviced Device, moving a Serviced Device, changing security policies and Rule Sets, installing major signature updates or major software upgrades, implementing an Urgent Change Request, or, replacing a Serviced Device).

These Events will only be logged without real time analysis.


10.2.12.3.2.3
Only Events that are part of a Harmful, Harmless or Insufficient Information Incident are visible on the Security Dashboard. For all other Events the Security Dashboard shows statistics on Events, not the individual Events. These are the parameters for reporting on the Security Dashboard.

	
	Reporting

	Communication Channel
	Security Dashboard

	Information Type
	Event statistics

	Reference Time
	SMC Time Stamp

	Response Time
	Refresh Rate

	Contact Person
	Authorized Users


10.2.12.3.3
Incident Creation and Correlation.

10.2.12.3.3.1
Verizon will correlate and aggregate related Events into Incidents. 

· Events may appear harmless when they are seen in isolation. However, when they are combined with information from other Events or from information in the Service Context, a more harmful pattern may appear. Examples of Incidents that may be detected are port scanning, spoofing attempts, Exploits of configuration Vulnerabilities, penetration tests, multi-component, and blended worms.

· Events will be compared with the Service Context and the output from vulnerability scanning tools.

· Verizon may reclassify Events that were not classified as harmful, and include these in Incidents.

10.2.12.3.3.2
The ability to correlate and aggregate depends on the level of provided information on the systems that are monitored by the Serviced Device. 

10.2.12.3.3.3
Verizon classifies Incidents into one of the following 4 categories:

	Incident Classification
	Conditions

	Insufficient Info
	One or more of the associated Events were classified as Insufficient Info

	Harmful Attack
	(i) One or more associated Events come from a device on the inside of the Internet perimeter, and,

(ii) The Incident is identified as an attack (attempt) that may result in damage or unauthorized access to a device or application, or as an e-mail attachment suspected to be infected by a virus, and,

(iii) the cause of the Incident renders the Customer’s infrastructure vulnerable or compromised.

	Harmless Attack 
	(i) One or more associated Events come from a device on the inside of the Internet perimeter, and,

(ii) The Incident is identified as a known attack (attempt) or reconnaissance effort, and,

(iii) the Customer’s infrastructure is not considered vulnerable or compromised based on the Service Context.

	False Positive
	The Incident is falsely triggered.


10.2.12.3.3.4
Individual Incidents, statistics on Incidents, and statistics on Events associated with Incidents are reported on the Security Dashboard. In addition, Incidents can be retrieved using a query panel on the Security Dashboard.

	
	Reporting

	Communication Channel
	Security Dashboard

	Information Type
	Incident

	Reference Time
	SMC Time Stamp

	Response Time
	Refresh Rate

	Contact Person
	Authorized Users


10.2.12.3.4
State and Event Analysis Machine (SEAM) Policy Updates.
10.2.12.3.4.1
Verizon publishes the SEAM policy on the Security Dashboard. It is defined in the SEAM Event Classification Policy Language (“ECPL”).

10.2.12.3.4.2
The SEAM policy is managed solely by Verizon.

10.2.12.3.4.3
Verizon may change the SEAM policy:

(1)
After an Insufficient Info Incident has been reclassified.

(2)
If Verizon sees, or is notified of, a massive attack or a virus/worm outbreak with the risk of flooding, as that term is understood in the security industry.

(3)
If Verizon notes flooding.  Flooding may occur as a result of wiring changes, new subnets, or new applications with new protocols within Customer’s infrastructure.

(4)
If Verizon determines that changes to the Service Context may influence a Rule Set. Such changes may include (without limitation) adding, removing, or moving servers, adding new applications or web servers, or changing Rule Sets in nearby devices.

10.2.12.3.4.4
Verizon will inform Customer within 4 hours of any change to the SEAM policy 

10.2.12.4
Security Incident Handling.  This section deals with real-time escalation and active handling of Threats (Incident Response).

10.2.12.4.1
Incident Handling.

10.2.12.4.1.1
An Incident created during the Threat Analysis starts with status Open.

10.2.12.4.1.2
Verizon will change the status of the Incident during the handling of the Incident. Status changes will be communicated by Secure E-mail and displayed on the Security Dashboard. Each time a status is changed, a SMC Time Stamp is added. These are the possible statuses of an Incident:

	Incident status
	Conditions

	Open
	The Incident has been created by the SEAM engine or by Verizon. Verizon will further examine it.

	Active
	Verizon has started examining the Incident; the investigation is not yet finished.

	Escalated
	The Incident has been escalated because:

It concerns a real Threat (a Harmful Attack Incident), or,

Verizon needs extra information to classify it (an Insufficient Info Incident).

	Closed
	The Incident has been fully processed by Verizon. It does not require any further action; actions to mitigate, contain, or resolve the risks have been started.


10.2.12.4.1.3
Subsequent to the initial escalation of an Incident to the Customer, the Incident and/or its severity level may be changed by Verizon based on such additional information as may become available or as the Customer may provide during the handling process. 

10.2.12.4.2
Incident Escalation.
10.2.12.4.2.1
Verizon escalates Insufficient Info or Harmful Attack Incidents. Verizon does not escalate Harmless Attack or False Positive Incidents. 

10.2.12.4.2.2
For Insufficient Info or Harmful Attack Incidents, Verizon examines (if it has enough information):

· The target of the Incident, and its characteristics 

· If available, the packet dump of the Event

· If such an attack could be successful on the target and what the impact would be

· The best way to mitigate the attack

10.2.12.4.2.3
For Insufficient Info or Harmful Attack Incidents: when an Incident is created at the SMC, Verizon sends an Incident report to the Customer within the time defined in the Service Level Agreement section. An Incident Report contains:

· The identity of the affected Serviced Device and its location

· The timestamp in UTC of the Incident

· Source information, when the Incident does not represent a range of sources

· Destination information, when the Incident does not represent a range of destinations

· Threat Signature information; if applicable: Threat Signature ID, name and description

· Packet dump, if obtainable from the Serviced Device using the existing infrastructure

10.2.12.4.2.4
Contacts and escalations follow the Service Context with the following parameters:

	
	Interaction
	Reporting

	Communication Channel
	Secure-Email
	Secure-Email and Phone
	Security Dashboard

	Information Type
	Incident Report 
(Insufficient Info)
	Incident Report

(Harmful Attack)
	Statistics

	Reference Time
	SMC Time Stamp
	SMC Time Stamp
	SMC Time Stamp

	Response Time
	NTE 30 minutes
	NTE 15 minutes
	Refresh Rate

	Contact Person
	1° Primary incident contact

2° Secondary incident contact
	Primary incident contact

+ Secondary incident contact
	Authorized Users


10.2.12.4.3
Insufficient Info Incident.
10.2.12.4.3.1
Following its creation of the Incident, Verizon will escalate an Insufficient Info Incident to the Customer in the time defined in the Service Level Agreement section. At the same time, it changes the status to escalated.

10.2.12.4.3.2
Verizon does not escalate an Incident as Insufficient Info if it sees that a previously escalated Incident had the same cause. Verizon will reclassify such Incidents in line with the first Incident.

10.2.12.4.3.3
The quality of Verizon’s classification and the number of Incidents escalated as an Insufficient Info Incident depends on the quality and completeness of the information that Verizon receives on the known network environment of the Serviced Device.

10.2.12.4.3.4
The Customer is responsible for closing the escalated Incident and providing Verizon with the information required for Verizon to take action (if needed) and change the status to Closed. Such actions are, for example, update the inventory of infrastructure or change the SEAM policy or the Rule Set of the device.

10.2.12.4.3.5
If the Customer does not provide the missing information in 48 hours, Verizon may send a reminder or may anytime thereafter change the status of the Incident to Closed.

10.2.12.4.4
Harmful Attack Incident.
10.2.12.4.4.1
Following its creation of the Incident, Verizon will escalate a Harmful Attack Incident to the Customer in the time defined in the Service Level Agreement section. At the same time, it changes the status to Escalated. If the Incident is not a reclassification of an Insufficient Info Incident, Verizon will try to trace the identity of the attacking IP addresses and User IDs obtained from the Events for which Verizon is authorized to collect and analyze. Verizon will also ask Customer to verify the integrity of the (application) servers

10.2.12.4.4.2
To block the attack, Verizon may:

· Implement an Emergency Rule Set Change, if Verizon manages the device that can block the attack.

· Advise the Customer to implement a Rule Set change, if Verizon does not manage the device that can block the attack. 

· In the latter case, the Customer is responsible for bringing the escalated issue to closure and for repairing the integrity of the affected applications and infrastructure. The Customer must inform Verizon of any actions taken, so that Verizon can update its inventory of the infrastructure and the SEAM policy, and so that it can set the Incident status to Closed.

10.2.12.5
Device Availability & Health Management.

10.2.12.5.1
Device Troubleshooting.
10.2.12.5.1.1
Verizon will try to discover the cause of an unavailability or health problem of a Serviced Device through remote problem diagnosis and upon discovery initiate device troubleshooting to remedy the problem remotely.

10.2.12.5.1.2
Verizon is not responsible for problem diagnosis of the devices serviced by the Serviced Device (i.e. the Subordinate Devices).

10.2.12.5.2
Hardware Maintenance.

10.2.12.5.2.1
Verizon does not manage the maintenance and support contract of the Serviced Device(s). The Customer must provide Verizon with the necessary credentials and rights to invoke maintenance and support on their behalf.  If Verizonhas not been provided with the necessary maintenance and support credentials to invoke the maintenance and support agreement, the Customer itself must escalate to the relevant hardware maintenance service provider and co-ordinate the servicing of the hardware.

10.2.12.5.2.2
An escalation to the manufacturer or vendor, followed by a hardware replacement or maintenance, will follow the terms and conditions, and the service level of the equipment manufacturer/vendor and its Return Material Authorization (“RMA”) policies.

10.2.12.5.2.3
Any upgrade or replacement of the hardware, due to failures, new demands, or performance problems, must be jointly coordinated between Verizon and Customer. The Customer must not return a Serviced Device, or parts of it, to the manufacturer or vendor without Verizon's agreement.

10.2.12.5.3
Device Restoration.
10.2.12.5.3.1
For a Serviced Device where the security application is deployed on a server platform, the Customer is responsible for ensuring the correct operating system version and patch level is installed on the restored Serviced Device. The Customer is also responsible to restore the network connection between the Serviced Device and the SMC. If a Serviced Device is replaced, this also includes installing the replacement Serviced Device and configuring an external IP address on such replacement device.

10.2.12.5.3.2 
For Serviced Devices that are deployed as appliances, Customer does not need to perform any device restoration activities other than installing the new appliance in the network and restoring the network connection between the appliance and the SMC.

10.2.12.5.3.3
Verizon is responsible for restoring the configuration files and Rule Set of the Serviced Device from its own back-up copies as specified in the Device Maintenance section. 

10.2.12.5.3.4
Verizon will work with the Customer to test the Serviced Device and its connection to the SMC.

10.2.12.5.3.5
Verizon is not responsible for restoring the communication between the Serviced Device and the devices serviced by that Serviced Device (i.e. the Subordinate Devices).

10.2.12.6
Device Maintenance (Management).
10.2.12.6.1
Software Maintenance.
10.2.12.6.1.1
Verizon monitors the release of new Security Upgrades for the Serviced Devices. The availability of Security Upgrades is dependent on the release schedule of the manufacturer of the Serviced Device.

10.2.12.6.1.2
New Security Upgrades are checked for its effect and impact, following which Verizon will plan to install the Security Upgrade during the Maintenance Window agreed upon for such installation.

10.2.12.6.1.3
Irrespective of the number of Serviced Devices under MSS-Federal the maximum number of Maintenance Windows the Customer can define is two (2) per week.  The day and time of each Maintenance Window will be specified in the Service Context.  Each Maintenance Window must be at least four (4) consecutive hours.

10.2.12.6.1.4
If, according to Verizon, the Threat is critical, the Customer will receive a notification on the ready for deployment status of the Security Upgrade within 36 hours.

	
	Interaction

	Communication Channel
	Secure E-mail

	Information Type
	Ready for deployment notification

	Reference Time
	SMC Time Stamp

	Response Time
	NTE 36 hours

	Contact Person
	Primary incident contact + Secondary incident contact


10.2.12.6.1.5
Verizon does not manage the maintenance contract of the Serviced Device, therefore, the Customer should provide Verizon with any Security Upgrades that the Customer receives pursuant to its maintenance contract as soon as possible. Verizon can not install the Security Upgrades if it does not receive the Security Upgrades.

10.2.12.6.1.6
Verizon will install the Security Upgrades remotely save where, due to the physical location of the Serviced Device or in cases of operating system and/or firmware upgrades, such remote installation is not possible or practicable.   On-site installation of Security Upgrades can be planned and carried out by Verizon if so agreed under a separate work order and will be  charged for at the Applicable Rates or the mutually agreed upon number of Service Tickets.

10.2.12.6.1.7
Verizon reports on the installation of Security Upgrades by e-mail:

	
	Reporting

	Communication Channel
	Secure E-mail

	Information Type
	Confirmation of the installation

	Reference Time
	SMC Time Stamp

	Response Time
	After the installation

	Contact Person
	Primary incident contact + Secondary incident contact


10.2.12.6.1.8
Verizon is not responsible for maintaining devices serviced by the Serviced Device (i.e. the Subordinate Devices). 

10.2.12.6.1.9
Upgrades or replacements which are not directly related to the security of the Serviced Device, such as end-of-life replacements of a Serviced Device, may be planned and carried out by Verizon if so agreed under a separate statement of work and will be charged for at the Applicable Rates or the mutually agreed upon number of Service Tickets.  It is the Customer’s responsibility to replace Unsupported Devices.

10.2.12.6.1.10
The Customer must inform Verizon if the manufacturer announces the end-of-life of a Serviced Device. The end-of-life date is the date communicated by the relevant manufacturer on which the manufacturer will cease supporting the device.

10.2.12.6.1.11
No Device Maintenance will be provided by Verizon for Unsupported Devices.

10.2.12.6.2
Device Back-Up.
10.2.12.6.2.1
Verizon will use an automated process to perform a daily back-up the configuration files and the Rule Set of the Serviced Devices.  The back-up tools may vary depending on the device type and manufacturer. These back-ups are securely stored in the SMC and are used to return to a previous version if updates do not have the desired result.

10.2.12.6.2.2
Verizon will keep a copy of the applications and all installed upgrades for Serviced Devices.  These copies will be needed to reinstall the Serviced Device if full back-ups are corrupted or not available.

10.2.12.6.2.3
Where the security application is deployed on a server platform, the Customer is responsible for keeping a copy of the operating system and latest patches for each Serviced Device.  When these back-ups are not available from the Customer, restoration of the Serviced Device will take more time as before Verizon can begin the restoration process the Customer will first need to install the operating system, including the correct service pack and patch level.

10.2.12.6.2.4
The Customer is responsible for regularly making a full back-up of the devices serviced by the Serviced Device (i.e. the Subordinate Devices) where possible.

10.2.12.7

Device Security Management.

10.2.12.7.1
Configuration Management.

10.2.12.7.1.1
Verizon will provide recommendations to the Customer for maintaining the configuration of a Serviced Device in line with new Threats and changes in the environment. Verizon will pro-actively provide such recommendations via Secure E-mail to the authorized Customer contacts defined in the Service Context. The frequency is dependent on the vendor or manufacturer of the Serviced Device and/or sources of security intelligence that Verizon uses in delivering the service to the Customer.

10.2.12.7.1.2
If the Customer wants to change the configuration of a Serviced Device, the Customer must make a request using the Change Request procedures detailed in Change Management Process section.

10.2.12.7.1.3
Verizon will implement configuration changes during a Maintenance Window agreed upon with the Customer.

10.2.12.7.1.4
Verizon is not responsible for the configuration management of the devices serviced by the Serviced Device (i.e. the Subordinate Devices) unless the configuration of the Subordinate Devices can only be done using the Serviced Device.

10.2.12.7.2
Rule Set Management.

10.2.12.7.2.1
Verizon will implement the initial device Rule Set that the Customer has developed, and Verizon has reviewed, during the Service Commencement Procedure. New policy design, migration of polices, and/or detailed policy reviews will be subject to a separate work order and will be charged for at the Applicable Rates or at the mutually agreed number of Service Tickets.

10.2.12.7.2.2
The Customer may request changes to the Rule Set of a Service Device. Verizon will evaluate, prepare and implement changes to the Rule Set of a Serviced Device as described in the Change Management Process section.

10.2.12.7.2.3
The Customer can obtain a copy of the Rule Set at any time via the Security Dashboard or issuing a Request for Information request on the Security Dashboard.

10.2.12.7.3
Change Management Process.

10.2.12.7.3.1
A Change Request on behalf of the Customer must be submitted by a Customer staff member that is registered in the Service Context.

10.2.12.7.3.2
Change Requests must be submitted in the Security Dashboard. 

10.2.12.7.3.3
Verizon assigns a unique Change Request number to each Change Request properly submitted. The Customer must use this number in all communication on this Change Request.

10.2.12.7.3.4
Each Change Request implemented will consume a number of Service Tickets, depending on its category, as specified in this section

10.2.12.7.3.5
Before implementing a Change Request, Verizon may ask the Customer for extra confirmation and authorization. Verizon will send a confirmation request to the person who has submitted the Change Request, and to such other Customer contacts as specified in the Service Context.

10.2.12.7.3.6
A Change Request has a status in each point of its lifecycle. When the status changes, a time stamp in UTC is attached. The Customer will be informed by Secure E-mail of changes to the status. These are the statuses:

	Status
	Conditions

	Open/Reopened
	The Change Request has been received by Verizon

	Accepted for review
	The Change Request conforms to the criteria and is waiting for a second-level review 

	Accepted
	The Change Request has been accepted for implementation by Verizon

	Escalated
	The Change Request has been escalated by Verizon to the Customer because it is not clear or because it may have unexpected security or availability implications 

	Discarded
	The Change Request has been rejected by Verizon

	 Implemented
	The Change Request has been implemented by Verizon and is waiting for the Customer’s validation feedback which is expected to be provided within 2 Business Days after implementation.

	Closed
	The Change Request is closed after Customer’s validation or after 2 Business Days (whichever comes first).  


10.2.12.7.3.7
The Customer can track the progress of the Change Requests through the Security Dashboard.

10.2.12.7.3.8
Apart from the regular reconfigurations, a major configuration change may be needed. Such a change can be implemented subject to a separate work order and will be charged for at Applicable Rates or at the mutually agreed number of Service Tickets. 

A change request is major when it involves any of the following:

· More than 10 changes to a Rule Set simultaneously

· Changes to the IP addresses of a Serviced Device

· A redesign of the infrastructure

· Introducing a device or application in the infrastructure

· Activating a previously unused function on a Serviced Device

· Moving a Serviced Device to a new location

· Hardware refresh of an existing Serviced Device to a different model of the same vendor or an upgrade of the existing software version, other than Security Upgrades as provided  under Software Maintenance

· Replacement of Unsupported Devices with Verizon supported Serviced Devices

· Changes estimated to require more time than available in a Maintenance Window

10.2.12.7.3.9
Verizon will initiate the propagation of Rule Set updates to the devices serviced by the Serviced Device (i.e. the Subordinate Devices).  Verizon is however not responsible for the actual propagation of the Rule Set updates to those Subordinate Devices. Verizon will inform the Customer via Secure E-mail should the propagation of the Rule Set Updates not reach the Subordinate Devices

10.2.12.7.3.10
Verizon will maintain a maximum of five (5) users or user groups for authenticating towards the Serviced Device. The Customer should provide an external authentication server if the number of users or user groups exceeds five (5). Monitoring and managing such external authentication server is outside the scope of Managed Security Services.

10.2.12.7.3.11
Verizon may reject Change Requests not properly submitted on the Security Dashboard (e.g. in case the Change Request has not been submitted on the Security Dashboard or in case the Change Request information submitted is ambiguous or otherwise insufficiently clear to determine the nature of the requested change). Verizon will notify the Customer, as defined in the Service Context, about this rejection via Secure E-mail.

10.2.12.7.4
Regular Change Request.

10.2.12.7.4.1
A Regular Change Request is a planned change to the topology of Customer’s infrastructure or security policy that meets the conditions listed below:

· It meets all criteria for Urgent or Fast-track Change Requests; and

· It concerns a change to the application software; or

· It concerns changes to operating system settings, except for changes to IP addresses.

10.2.12.7.4.2
Verizon will review, accept and implement a Regular Change Request (“RCR”) according to the times defined below:

	Regular Change Request
	Timeframe

	Accepted
	NTE 24 hours

	Implementation
	Maintenance Window

	Cost
	2 Service Tickets


10.2.12.7.4.3
Verizon will implement accepted Regular Change Requests in the next Maintenance Window as specified in the Service Context provided that the minimum time between submitting a Regular Change Request and its implementation is 48 hours. 

10.2.12.7.5
Fast-Track Change Request.

10.2.12.7.5.1
A Fast-Track Change Request is a planned or unplanned change that meets the conditions specified below:

· It concerns changes to existing rules or the creation of new rules and/or objects in the Rule Set of a Serviced Device and, maximum three (3) Serviced Devices are involved; or

· It concerns creating new hosts in the policy; the host is part of a subnet that is already accessible and configured on the Serviced Device; or

· It concerns allowing or disallowing traffic between existing hosts.

10.2.12.7.5.2
Verizon will review, accept and implement a Fast-Track Change Request (“FCR”) according to the times defined below:

	Fast-Tack Change Request
	Timeframe

	Accepted
	NTE 4 hours

	Implementation
	NTE 36 hours after acceptance

	Cost
	6 Service Tickets


10.2.12.7.6
Urgent Change Request.

10.2.12.7.6.1
An Urgent Change Request is an unplanned change that meets the conditions specified below:

· It concerns changes to existing rules or the creation of new rules and/or objects in the Rule Set of one (1) Serviced Device; or

· It clearly specifies the required configuration setting and its new value.

10.2.12.7.6.2
Verizon will review, accept and implement an Urgent Change Request (“UCR”) according to the times defined below:

	Urgent Change Request
	Timeframe

	Accepted
	NTE 2 hours

	Implementation
	NTE 4 hours after acceptance

	Cost
	8 Service Tickets


10.2.12.7.6.3
During the review and implementation of an Urgent Change Request, the Customer will:

· Ensure that the data supplied to Verizon are detailed enough to allow Verizon to review the request on time.

· Ensure that an authorized person is available by telephone to further clarify the Urgent Change Request.

· Confirm the decisions taken during phone calls with Secure E-mail

10.2.12.7.6.4
A UCR implies that Verizon has less time to review and mitigate potential availability or security risks associated with the change request and therefore its implementation carries a higher degree of risk. By submitting such a request, the Customer accepts all risk associated with the UCR.

10.2.12.7.7
Verizon Initiated Emergency Change Request.
10.2.12.7.7.1
Verizon may implement Emergency Change Requests, such as changing the device Rule Set or disabling Threat Signatures under the following circumstances:

(1)
Verizon witnesses or is notified of a massive attack or of a virus/worm outbreak with the risk of flooding; or

(2)
Verizon notes flooding that may be caused by changes in the topology of Customer’s infrastructure (e.g., rewiring, adding new subnets, new applications with new protocols); or

(3)
Changes to the Service Context submitted to Verizon are believed to influence a Rule Set. Such changes may include adding, removing, or moving servers, adding new applications or web servers, and changes to Rule Sets in adjacent devices.

10.2.12.7.7.2
Verizon is authorized to make changes to the device Rule Set and to disable Threat Signatures in emergencies, and according to the procedures for Urgent Change Requests.

10.2.12.8
Service and Security Incident Reporting.

10.2.12.8.1
Security Dashboard.
10.2.12.8.1.1
The Customer has access to the Security Dashboard 24x7. 

10.2.12.8.1.2
The information on the Security Dashboard is updated regularly. Each type of information has its specific Refresh Rate.

10.2.12.8.1.3
The Security Dashboard reports security information on devices and agents, individually and aggregated. The Customer can consult the following items if applicable:

· Reporting on the availability of the Serviced Devices, including comments on downtimes during the last 24 hours.

· A list of Incidents classified per location, device, status, and level

· A list of information for each Incident, including associated Events and the signatures that triggered the Events.

· A query builder for searching Events and Incidents

· An overview of connections for the past day, week, or month

· Most frequent sources, destinations, and ports with blocked packets.

· Port scans and spoofing attempts

· To schedule vulnerability scans and view associated reports 

· A list of planned Security Upgrades

· The status of Change Requests

· Security Intelligence

10.2.12.8.1.4
Each authorized user requires one unique Verizon Customer Certificate.

10.2.12.8.1.5
MSS-Federal includes an unlimited number of vulnerability scanning credits.

10.2.12.8.1.6
MSS-Federal includes up to 5 Verizon Customer Certificates irrespective of the number of Serviced Devices unless otherwise agreed in writing. The set up of an additional authorized user, and its associated Verizon Customer Certificate, consumes 2 Service Tickets.

10.2.12.8.2
Client Service Manager.
10.2.12.8.2.1
The Customer will be assigned a Client Service Manager (“CSM”). The CSM is a shared resource assigned to multiple MSS-Federal customer accounts.  The volume of Serviced Devices will determine the weekly maximum CSM time allowed based on the below table:

	Customer Total Serviced Device Count
	Maximum CSM Hours Per Week

	1 to 5
	Up to 2

	6 to 15
	Up to 4

	16 to 50
	Up to 8

	51 to 200
	Up to 12

	201+
	40 (Full Time)


10.2.12.8.2.2
The Client Service Manager will host quarterly service review meetings to discuss one or more of the following items:

· Last three (3) Monthly Management Reports and customer security trends as demonstrated by these reports

· Major incidents requiring further discussion

· Planned customer activities for the next quarter

· Planned release and service features

· Service Level Agreement performance

10.2.12.8.2.3
The Client Service Manager serves as the Customer escalation point for:

· Issues with regards to the amount of Service Tickets allocated to a service request

· Questions about the extent of the services delivered within this agreement

· Quality of Service / Service Level Agreement enquiries

10.2.12.8.3
Management Report.

10.2.12.8.3.1
Verizon will generate a monthly Management Report and make it available on the Security Dashboard. 

10.2.12.8.3.2
The Management Report shows:

· A status of the open Change Requests and Security Upgrades

· A summary of all Incidents of the past period

· A closure report of all Harmful Attack and Insufficient Info Incidents, and management-level interpretation of the Incidents

· Most frequent sources, destinations, and ports of blocked packets

· An overview of all planned and implemented Change Requests, Rule Set updates, and Security Upgrades of the past period 

· Requests For Information from Verizon concerning Customer’s network or to clarify irregularities in the Threat analysis of the past period

10.2.12.8.3.3
The Management Report covers all Customer sites and Serviced Devices receiving MSS-Federal. 

10.2.12.8.4
Other Incident Tickets.
10.2.12.8.4.1
‘Other Incident’ Tickets on the Serviced Devices or MSS-Federal Services can be logged with Verizon on a 24x7 basis. These are tickets that Verizon or the Customer can create for service related Incidents.

10.2.12.8.4.2
Verizon can be reached through the Security Dashboard, or via Secure E-mail or telephone.

10.2.12.8.4.3
Verizon will only give support to the named staff that the Customer has registered in the Service Context.

10.2.12.8.4.4
In case the Serviced Device is not managed by Verizon, Verizon needs correct and detailed information to help solve a problem encountered with the Serviced Device:

· The name of the caller, telephone number, e-mail address, and company name

· A detailed description of the problem, including steps to reproduce it

· Error codes, messages, log files, output of diagnostic tools

· Changes made to the configuration/policy/rules before Customer has detected the problem

· The impact on the business

· The availability of back-ups and roll-back procedures

· In case Verizon manages the Serviced Device, the following information is required:

· The name of the caller, telephone number, e-mail address, and company name

· A detailed description of the problem, including steps to reproduce it

· Error codes and messages

· The impact on the business

10.2.12.8.4.5
Verizon will assign a unique ticket number and a Severity Level to every support request that it accepts. The Severity Level is based on Customer’s information and on the impact of the problem on the Customer’s network environment.

	Problem Severity
	Level
	Conditions

	Severity 1
	S1
	An error causes the Serviced Device or MSS-Federal to fail. Normal day-to-day business is not possible (e.g. system failure, an inaccessible or inoperable production system).

	Severity 2
	S2
	An error significantly affects the functions of the Serviced Device or MSS-Federal and prevents normal day-to-day business; or

an error occurs in a high-risk environment (e.g., an error in one line of a high-availability setup).

	Severity 3
	S3
	An isolated error impacts the functions of the Serviced Device; there is no important impact on the day-to-day business. Or an error occurs that significantly affects the Serviced Device or MSS-Federal, but a Work-around exists.

	Severity 4
	S4
	A benign error occurs, or an improvement is asked. There are no problems with the Serviced Device or MSS-Federal, and there is no immediate impact on the production environment.


10.2.12.8.4.6
For Severity 1 and 2 problems, the Customer and Verizon will both assign a dedicated contact person as defined in the Service Context. 

10.2.12.8.4.7
A severity 3 or 4 software problem may be resolved in the next revision or upgrade of that software.

10.2.12.8.4.8
Verizon will report on the status of a problem with status reports. 

10.2.12.8.4.9
When Verizon starts working on the problem, it will send the Customer an initial status report. The initial status report will include:

· The call ID and Severity Level, used in all further calls and e-mails on this problem

· A description of the problem

· The status of the investigations

10.2.12.8.4.10
The Customer may ask for extra status reports by e-mail. Verizon will respond as soon as possible, by return e-mail.

10.2.12.8.4.11
Verizon will only interface with the Customer contacts identified in the Service Context, and not the Customer’s end users or Customer’s partners..

10.2.12.8.4.12
Verizon has the right to refuse requests that:

· Are made by an end user or partner of Customer

· Concern installing new devices or software, stripping and hardening, and applying patches or upgrades

· Would involve giving implicit training

· Would involve giving implicit consultancy

· Would involve a redesign of the Customer’s infrastructure (or a part thereof)

10.2.12.8.4.13
When Verizon believes that it has resolved the problem or given the Customer all information to resolve the problem, it will close the call ID 5 Business Days after it has sent the information and will also notify the Customer of the closure of the ‘Other Incident’.

10.2.12.8.4.14
Verizon will inform the Customer when a problem is resolved, or when its Severity is lowered to a level that does not require further immediate action.

10.2.12.8.4.15
If the Customer does not answer a request for information, or a request to perform tasks or to provide Verizon with output:

· After one  Business Day, a Severity 1 or 2 problem will be lowered one level

· After 5 Business Days, Verizon may close the Call ID

10.2.12.8.4.16
Verizon will carry out root cause analysis of the problem and communicate the results to the Customer. If the source of the problem lies within the Customer’s responsibility (for example, Customer networking issues or devices not under Verizon’s management) each ‘Other Incident’ Ticket will consume four (4) Service Tickets

10.2.12.8.5
Request For Information.
10.2.12.8.5.1
Verizon allows Customer to submit Request For Information (“RFI”) inquiries on the Serviced Devices or MSS-Federal Services 24x7.

10.2.12.8.5.2
Requests for Information can be raised through the Security Dashboard and will receive a unique Call ID from Verizon. This Call ID must be used in all further communications on this frequest.

10.2.12.8.5.3
Each question will consume one Service Ticket. If the request for information is related to an existing escalated Security, Health or ‘Other’ Incident, no Service Tickets will be charged to the Customer.  Service Tickets will be charged only once an RFO is sent for the relevant Service Device.

10.2.12.8.5.4
Any question on information not directly available through the Security Dashboard or which requires a more detailed analysis compared to what is available on the incident reports, will not be considered as a regular request for information. Examples of such requests are requests to retrieve raw data for forensics and additional one-time reports. Verizon may subject handling such requests as a “Change” to the order and as such, the change may be under a a separate work order and will be charged for at the Applicable Rates or at the mutually agreed number of Service Tickets.

10.2.12.8.6
Data Availability and Retention.
10.2.12.8.6.1
Incidents are stored in a Verizon proprietary format in the SMC database and are kept for one (1) year, unless otherwise agreed in writing. Archived incidents that are requested by the Customer will be made available in Comma Separated Value (CSV) format or other, mutually agreed format. 

10.2.12.8.6.2
Data on raw events will be kept for (1) year.  The data on raw events in relation to the last period of (1) year for a Serviced Device can be made available upon request up to one (1) month after service has ended on that Serviced Device.  At the end of the retention period, logs and Customer sensitive data will be disposed of according to the relevant Verizon Asset Classification and Handling Policy.

10.2.12.8.6.3
Data can be retrieved via a RFI ticket through the Security Dashboard and will be provided either as a downloadable file on the Security Dashboard or via an appropriate storage medium. The number of Service Tickets charged and the response time is dependent on the amount of data to be retrieved and the complexity of the request.

10.2.12.8.6.4
The amount of data Verizon receives for a Serviced Device in any month must not exceed ten (10) Gigabytes.   Verizon will charge Service Tickets to the Customer separately for any amount of data received for a Serviced Device during a month exceeding ten (10) Gigabytes as indicated in the following table:

	Additional Data Received (each Serviced Device)
	Service Tickets Charged

	10 Gigabyte
	6 Service Tickets


10.2.12.9
Management Stations.

10.2.12.9.1
A Management Station may be required to capture the logs or alerts from specific Serviced Devices and to manage the Serviced Devices.

10.2.12.9.2
In some cases and apart from HIDS, for certain types and categories of Serviced Devices, Verizon may provision the Customer on Verizon-owned management stations, hosted in Verizon’s SMC at no additional cost to the Customer.  In all other situations, the Customer is responsible to provide the necessary management licenses and/or related software/hardware to enable Verizon to provide MSS-Federal on the Serviced Device.

10.2.12.9.3
The required management station design and architecture will be determined by Verizon in consultation with the Customer prior to activation of MSS-Federal.  

10.2.12.9.4
For Monitoring and Management only, Verizon monitors the availability and health of the management stations

10.2.12.10
Unsupported Devices.

10.2.12.10.1
If so agreed under this Agreement, Verizon may manage and monitor Unsupported Devices. This service may cover the temporary management of Customer devices until they are replaced with Verizon supported Serviced Devices. The following restrictions apply:

· The Unsupported Device will be taken over for monitoring and management “as is”;

· In addition to Availability Monitoring, Troubleshooting, Configuration Management and Rule Set Management services will be provided to the extent so agreed in this Agreement; 

· The SLAs do not apply

· Replacement of the Unsupported Devices will be treated as a major Change Request under the Change Management Process described in these MSS-Federal Additional Terms and Conditions and will be charged for at the Applicable Rates or at the mutually agreed number of Service Tickets

· Management of Unsupported devices, even on a temporary basis, is subject to Verizon approval.

10.2.12.11
Installation, Configuration, Design and Review Services.
10.2.12.11.1
MSS-Federal does not include:

· Onsite Installation

· Configuration and policy reviews,

· Architectural or policy design

10.2.12.11.2
These additional services can be carried out by Verizon if so agreed under a separate Professional Security Services statement of work and will be charged for at the Applicable Rates.

10.2.12.11.3
MSS-Federal may include Serviced Device configuration if so agreed under a separate Staging and Configuration Schedule and statement of work and will be charged for at the Applicable Rates.

10.2.12.12
Premium Plus Service Options.

The following sections in 2.12 list the various options that are subject to an additional MRC, and in some cases an NRC.

	Premium Plus Service Option
	
	Monitoring and

Management service

	Remote Office
	
	√

	Service Availability SLA
	
	√

	Executive Reporting
	
	√

	Security Policy Program
	
	√

	Security Policy Program Reporting and Review
	
	√


10.2.12.12.1
Remote Office.

10.12.1.1
The Remote Office option may be ordered for a Serviced Device (a “Remote Office Device”)  if all of the following  conditions hold:

· The Serviced Device is the only device at the relevant physical location; and

· The Serviced Device protects only the network assets at the relevant physical location; and

· There are no more than three (3) distinct Rule sets across all Serviced Devices receiving service as Remote Office Devices.

10.2.12.12.1.2
The MSS-Federal Services that can be rendered for a Remote Office Device are limited to:

· Availability Monitoring, Threat Analysis and Service and Security Incident Reporting, Device Troubleshooting, Hardware Maintenance (in accordance with paragraph 2.5.2.2), Device Restoration, Device Maintenance and Device Security Management with the following additional limitation:

· A Change Request to a distinct Remote Office Rule set will be implemented on all Serviced Devices with that Rule set and will be treated as a major Change Request under the Change Management Processt

10.2.12.12.1.3
The Service Level Agreement does not apply with respect to Remote Office devices.

10.2.12.12.2
Device Service Availability SLA.
10.2.12.12.2.1
A Device Service Availability SLA may be ordered for Serviced Devices if all of the following conditions hold:

· The Serviced Device* is located inline with the Customer network traffic and all traffic ceases flowing through the Serviced Device while the Serviced Device is unavailable (“Serviced Device Service Outage”)

· The Serviced Device is installed in an i) Active-Passive (i.e., high availability) configuration meaning that a secondary device will automatically takeover the critical device functions in case of failure of the primary device or ii) Active-Active configuration meaning that either device may automatically take over the critical device functions and network load of the other device in case of a single device failure. 

· The Serviced Device is equipped with a Verizon accessible serial console interface allowing device-level access.

*  Note that the term “Serviced Device” refers to both devices in an Active/Passive (aka High Availability) configuration.  For devices in an Active/Active configuration, the term “Serviced Device” refers to both of the two Serviced Devices in that configuration.

10.2.12.12.2.2
With respect to Serviced Device Service Availability, the terms in the Service Level Agreement section apply where the Target Level indicates the amount of time per month the Serviced Device should be available. Device Service Availability is calculated as: 

	(
	1 -
	Total minutes of Serviced Device Service Outage per month
	)
	x 100%

	
	
	Days in month x 24 hours x 60 minutes
	
	


10.2.12.12.2.3
The Target Level indicated in the tables below provides the minimum level that Verizon needs to achieve in any particular month for which the Customer has a right to receive the associated number of Service Credits if Verizon would fail to meet that level.

	Availability
	Target Level
	Service Credit

	Device Service Availability
	> 99.8%
	N/A

	Device Service Availability
	≥ 99.5% and ≤ 99.8%
	2 Device Credit

	Device Service Availability
	< 99.5%
	3 Device Credits


10.2.12.12.3
Executive Reporting.
10.2.12.12.3.1
Daily and/or weekly reports may be ordered that contain:

· Overview of escalated availability, health and security incidents over the last reporting period

· Overview of Service Request over the last reporting period

10.2.12.12.3.2
The reports will be made available on the Security Dashboard in addition to being sent to the Customer via Secure E-Mail.

10.2.12.13
Service Level Agreement.
10.2.12.13.1
Key Performance Indicators:
10.2.12.13.1.1
This Service Level Agreement (“SLA”) defines the target levels for which Customer has the right to receive credits ("Service Credits") in case Verizon fails to meet these target levels (“Target Levels”). In relation to a particular Serviced Device, the SLA will become effective when Verizon has issued the Ready For Operations notice.

10.2.12.13.1.2
The metrics that are considered are listed in the Service Credits section. 

10.2.12.13.2
Service Credits.
10.2.12.13.2.1
Subject to the conditions and exclusions set forth herein, Verizon will pay the applicable Service Credits. Service Credits will be calculated monthly. Service Credits can only be received as from the first full service month the SLA is effective.

10.2.12.13.2.2
One Device Credit equals the pro-rated charges for one day of  the applicable monthly recurring charge payable for the affected Serviced Device.

10.2.12.13.2.3
The Target Level ≤ X/Y means that out of Y instances, Verizon is only allowed to exceed the targeted response or intervention time X during that month without Customer being eligible for a Service Credit.

	Monitoring Response Time
	Target Level
	Service Credit

	Availability Report / Health Report - delivery > 15 minutes
	≤ 1/ 10
	1 Device Credit

	Incident Report (Insufficient Info Incident) - delivery > 30 minutes, ≤ 120 minutes
	≤ 5 / 100
	1 Device Credits

	Incident Report (Insufficient Info Incident) - delivery > 120 minutes
	0/month
	2 Device Credits

	Incident Report (Harmful Attack Incident) - delivery > 15 minutes, ≤ 60 minutes
	≤ 1/100
	1 Device Credit

	Incident Report (Harmful Attack Incident) - delivery > 60 minutes
	0/month
	2 Device Credits


	Management Response Time (after status change)
	Target Level
	Service Credit

	Regular Change Request – Acceptance > 24 hours
	≤ 1/10
	1 Device Credit

	Fast-track Change Request – Acceptance > 4 hours
	≤ 1/10
	1 Device Credit

	Fast-track Change Request – Implementation > 36 hours after acceptance
	0/10
	1 Device Credit

	Urgent Change Request – Acceptance > 2 hours
	≤ 1/10
	1 Device Credit

	Urgent Change Request – Implementation > 4 hours, ≤ 8 hours after acceptance
	0/10
	1 Device Credit

	Urgent Change Request – Implementation > 8 hours after acceptance
	0/10
	2 Device Credits


10.2.12.13.2.4
If a series of cases of unmet Target Levels arise out of the same event, Customer will only be entitled to a single Service Credit, namely the one that attracts the highest value.

10.2.12.13.2.5
Service Credits for any series of cases of unmet Target Levels will, in aggregate during any month, not exceed 50% of the monthly recurring charge payable for the affected Serviced Device during that month.

10.2.12.13.2.6
Verizon will not be liable for any failure to achieve the Target Levels and will not incur Service Credits to the extent that such failure is, directly or indirectly, due to: 

· A failure by the Customer (or a Customer agent or contractor) to comply with the Customer’s obligations as described in the MSS-Federal Additional Terms and Conditions, and/or;

· the non-performance, defaults, error, omission or negligence of any third party not under Verizon’s reasonable control (such as but not limited to failure of any of the Customer’s third party providers of telecommunications services or problems with equipment Customer has provided) or any force majeure event; and/or;

· the performance of routine maintenance work on a Serviced Device or service equipment at the Customer’s location or on any of the equipment used to provision MSS-Federal during the applicable Maintenance Window or emergency maintenance; and/or;

· tests performed or commissioned by or on behalf of the Customer

10.2.12.13.3
Service Credit Claim.
10.2.12.13.3.1
If in the Customer’s opinion a Target Level has not been met during a particular month Customer must notify Verizon within 30 Business Days following the end of that month to claim the Service Credit. If the Customer fails to notify Verizon, the Customer loses the right to receive any such Service Credit. Verizon will verify and confirm the amount of the credit, if any. The amount of credit, if any, calculated by Verizon and confirmed to the Customer shall be the final definitive assessment of any credit payable.

10.2.12.13.3.2
Unless explicitly agreed otherwise in this Agreement, (i) Service Credits will be set off against future charges; and (ii) Service Credits are the only remedy and compensation in respect of a failure to meet the Target Levels.

10.2.12.3
Customer Responsibilities.  Customer is responsible to:
· Provide configuration(s). This includes all necessary policy and configuration information to enable the Serviced Device  to be configured. 

· Asset tags as required

· Provide licensed copies of operating system and applications software, as applicable;

· Install or re-install software not provided by Verizon; 

· Ensure all Serviced Devices have a valid vendor maintenance and support contract

· Control all activities associated with the existing customer equipment, including without limitation changes, additions or deletions of devices made by any non-Verizon-provided technicians.

Customer acknowledges that Verizon’s provision of the MSS-Federal Services is dependent on the timely performance by Customer and its third party contractors (if any) of its responsibilities. Delays or non-performance by Customer or its third party contractors may cause a reasonable extension to the related timelines of Verizon commensurate with such delay and Verizon will from time to time advise Customer of any adjustments which Verizon has been required to make during the course of performance as a result of such delays or non-performance. In the event that delays or non-performance by Customer or its third party contractors results in additional staging services being required beyond the initial target dates as set forth in this SOW, Customer will pay Verizon for such additional services at Verizon’s then current time and expense charges.

Appendix 1
Change Request Form

	ORIGINATOR IDENTIFICATION

	Requested By:
	
	Date:
	

	Prepared By:
	
	Date:
	

	SUMMARY OF CHANGE REQUEST

	Type of Change Request (Check all that apply)

	(   Investigation
	(   Design
	(   Other (specify):

	(   Schedule Change
	(   Documentation
	

	Change Category as defined in Annex 3 (check only one)

(   One                        (   Two                         (   Three                         (   Four                        
(   Informational

	Description of Change (Attach additional information if necessary)
	Work Estimate

	Firewall Rule Change request


	

	Date Received by Project Manager:
	
	Responsible Manager:
	

	TECHNICAL EVALUATION

	Evaluation of Change Request:



	Lead Evaluator:
	N/A.

	SUMMARY OF ESTIMATE

	Actions Taken:
	Details (include. what page(s) were changed):
	Effort:

	Templates affected:
	
	

	Other code affected:
	
	

	Technical Design Specification:
	
	

	System Test Script:
	
	

	User Documentation:
	
	

	Online Help Text:
	
	

	Other:
	
	

	
	Total:
	

	Price:
	
	Revised Schedule Dates:
	

	Impact of change on capacity, performance and resource requirements:



	SUMMARY OF ACTION TAKEN

	Description of Action:



	Change Order:
	
	Date:
	

	APPROVAL

	Name:
	
	Date:
	

	Title:
	

	Signature:


	


11
Products and Services Pricing   

11.1
IT Professional Services Labor Rates (SIN 132-51 and 132-51 STLOC)
	Category
	GSA Price

	PKI SME II
	$ 246.84


Section 10. 2:
SSP Pricing  (SIN 132-61 and SIN 132-61 STLOC)
	
	Usage Basis
	Pricing Notes
	GSA Price

	Standard Pricing - Managed Services including Initial User Seats (with OCSP)

	Year 1 of Certificate Managed Services with OCSP (includes initial User Seat Package) 
	7,784 User Seats 
	1,2,4,5,6 
	$215,662.00

	Renewal of Managed Services (Year 2 or 3) 
	N/A 
	3,7 
	$165,791.00

	Standard Pricing - Additional User Seats (with OCSP) 

	7,785 - 10,000 
	Per User Seat per year 
	2,4,5 
	$16.15 

	10,001 - 20,000 
	Per User Seat per year 
	2,4,5 
	$15.32 

	20,001 - 30,000 
	Per User Seat per year 
	2,4,5 
	$14.55 

	30,001 - 40,000 
	Per User Seat per year 
	2,4,5 
	$13.83 

	40,001 - 50,000 
	Per User Seat per year 
	2,4,5 
	$13.15 

	50,001 - 60,000 
	Per User Seat per year 
	2,4,5 
	$12.50 

	60,001 - 70,000 
	Per User Seat per year 
	2,4,5 
	$11.90 

	70,001 - 80,000 
	Per User Seat per year 
	2,4,5 
	$11.33 

	80,001 - 90,000 
	Per User Seat per year 
	2,4,5 
	$10.80 

	90,001 - 100,000 
	Per User Seat per year 
	2,4,5 
	$10.93 

	100,001 - 250,000 
	Per User Seat per year 
	2,4,5 
	$8.35 

	250,001 - 500,000 
	Per User Seat per year 
	2,4,5 
	$6.52 

	500,001 - 1,000,000 
	Per User Seat per year 
	2,4,5 
	$5.36 


	Pricing Notes. 

	1
	The above pricing is for one (1) year of Managed Services related to User Seats/Certificate issuance. Term of the Managed Services is one (1) year from the Ready for Service (RFS) notification. The RFS notification is provided by Verizon to Customer upon service implementation. For provisioning purposes, the Customer shall designate in advance the validity period of the Certificates issued to the User Seats. Certificates may be set up with validity periods of more than one (1) year; however Managed Services for a User Seat are paid for on an annual basis.

	2
	There is no refund for User Seats not used.

	3
	Should Customer elect to renew the Managed Services for subsequent years, a subsequent order for each renewal term shall be submitted to Supplier prior to the end of the previous year. Renewal terms are based on the RFS notification date.

	4
	Each User Seat includes up to four (4) FIPS compliant X.509v3 certificates and Unlimited OCSP validations per year.

	5
	For Standard Pricing - An initial User Seat package of 7,784 is included with the first year of Managed Services. Standard Additional User Seat Pricing is to be used for quantities greater than 7,784. To calculate, add the base price per year plus any additional per User Seat fees (e.g., for 8,000 User Seats subtract 7784 included User Seats = 216 additional User Seats * $16.15 = $3,488.40 for a total of 8,000 User Seats - plus the applicable yearly Managed Service Fee).

	6
	For first year orders, Customer shall be invoiced for 50% of the first year fees upon receipt of ordering document from Customer and the remainder shall be invoiced upon the date of the RFS notification.

	7
	Renewals are invoiced upon receipt of the ordering document from Customer.


	Definitions:

	1
	User Seat is defined as an individual (as defined by the human resources employee roster) authorized to receive a certificate. Individuals may be substituted for other specific individuals upon the original user no longer being an employee (or in the control) of Customer.

	2
	Certificate is defined as a digital identifier that is compliant with the Federal Common Policy and X.509v3.

	3
	Customer is defined as the entity contracting with the supplier.

	4
	Standard Pricing describes pricing related to Managed Services and an 'initial' User Seat package of 7784 (Year 1). Additional User Seats may be added to the package at the Standard Pricing provided. Pricing is outlined for each renewal year of Managed Services

	5
	Managed Services describes the offering as a Shared Services Provider per the Certification of the Federal Identity Credentialing Committee and includes Certificate Lifecycle Management and Validation.


11.2
ID-MSO (SIN 132-62 and 132-62 STLOC)
	
	ID-MSO Labor Category
	Hourly Rates *

	ICAMPGM
	Security ICAM Program Manager
	$  226.69

	ICAMPJM
	Security ICAM Project Manager
	$ 136.01

	ICAMTARCH
	Security ICAM Technical Architect
	$ 172.28

	ICAMSRFS
	Security ICAM Sr. Functional Specialist
	$226.69

	ICAMFSP
	Security ICAM Functional Specialist
	$113.34

	ICAMSRSP
	Security ICAM Sr. Specialist
	$136.01


11.3
MSS-Federal (SIN 132-52)
	One Time Set Up Fees
	MSS Part Number
	GSA Price

	Site setup fee
	CYBT OG-SITE-SETUP
	 $          2,455.78 

	HA Site setup fee
	CYBT OG-HASITE-SETUP
	 $          4,911.56 

	Site setup fee - customer owned service equipment
	CYBT OG-CUST-OWNED-SITE-SETUP
	 $             245.58 

	Device setup fee-Firewall 
	CYBT OG-FW-SETUP
	 $             491.16 

	Devce setup Virtual Firewall
	CYBT OG-VIRFW-SETUP
	 $             491.16 

	One Time Set Up Fees
	MSS Part Number
	GSA Price

	Device setup fee - Third Party VPN Link
	CYBT OG-TPVPN-SETUP
	 $             491.16 

	Device setup fee - NIDS 
	CYBT OG-NIDS-SETUP
	 $             982.31 

	Device setup fee - NIPS
	CYBT OG-NIPS-SETUP
	 $             982.31 

	Device setup fee - Virtual NIDS 
	CYBT OG-VIRNIDS-SETUP
	 $             982.31 

	Device setup fee - Virtual NIPS
	CYBT OG-VIRNIPS-SETUP
	 $             982.31 

	Device setup fee - HIDS Management Station
	CYBT OG-HIDS-MGTSTATION-SETUP
	 $             491.16 

	Device setup fee - HIDS Additional Policy
	CYBT OG-HIDS-ADDPOLICY-SETUP
	 $             491.16 

	Device setup fee - HIDS Full Escalation
	CYBT OG-HIDS-FULLESC-SETUP
	 $             122.79 

	Device setup fee - Email Security Gateway
	CYBT OG-EMAIL-SEC-GATEWAY-SETUP
	 $             491.16 

	Device setup fee - Security Appliance
	CYBT OG-SECAPP-SETUP
	 $             982.31 

	12 Additional Service Tickets
	CYBT OG-SERVICETICKET-12
	 $             589.39 

	Monthly Recurring Fees
	MSS Part Number
	GSA Price

	Firewall
	
	

	Firewall Management
	CYBT OG-NPR-FW-RT-MAN
	 $             692.53 

	Firewall Management HA
	CYBT OG-NPR-HAFW-RT-MAN
	 $             969.54 

	Firewall Management Gigabit
	CYBT OG-NPR-FW-RT-GIG-MAN
	 $             980.35 

	Firewall Management HA Gigabit
	CYBT OG-NPR-HAFW-RT-GIG-MAN
	 $          1,372.29 

	Firewall Management Third Party VPN Management
	CYBT OG-NPR-FW-TPVPN-MAN
	 $             221.02 

	Firewall with IPS
	
	

	Firewall with IPS Management
	CYBT OG-NPR-FWIPS-RT-MAN
	 $          1,056.97 

	Firewall with IPS Management HA
	CYBT OG-NPR-HAFWIPS-RT-MAN
	 $          1,480.34 

	Firewall with IPS Management Gigabit
	CYBT OG-NPR-FWIPS-RT-GIG-MAN
	 $          1,459.72 

	Firewall with IPS Management HA Giagbit
	CYBT OG-NPR-HAFWIPS-RT-GIG-MAN
	 $          2,043.21 

	Virtual Firewall
	
	

	Virtual firewall Management
	CYBT OG-NPR-VIRFW-RT-MAN
	 $             504.91 

	Virtual firewall Management HA
	CYBT OG-NPR-HAVIRFW-RT-MAN
	 $             706.28 

	Virtual firewall Management Gigabit
	CYBT OG-NPR-VIRFW-RT-GIG-MAN
	 $             606.09 

	Virtual firewall Management HA Gigabit
	CYBT OG-NPR-HAVIRFW-RT-GIG-MAN
	 $             847.74 

	Virtual firewall with IPS Management
	CYBT OG-NPR-VIRFWIPS-RT-MAN
	 $             794.69 

	Virtual firewall with IPS Management HA
	CYBT OG-NPR-HAVIRFWIPS-RT-MAN
	 $          1,111.98 

	Virtual firewall with IPS Management Gigabit
	CYBT OG-NPR-VIRFWIPS-RT-GIG-MAN
	 $             952.84 

	Virtual firewall with IPS Management HA Gigabit
	CYBT OG-NPR-HAVIRFWIPS-RT-GIG-MAN
	 $          1,333.98 

	Network Intrusion Detection
	
	

	Network Intrusion Detection Management
	CYBT OG-NPR-NIDS-MAN
	 $             882.12 

	Network Intrusion Detection Management HA
	CYBT OG-NPR-HANIDS-MAN
	 $          1,234.77 

	Network Intrusion Detection External Management
	CYBT OG-NPR-NIDSEXT-MAN
	 $             683.69 

	Network Intrusion Detection External Management HA
	CYBT OG-NPR-HANIDSEXT-MAN
	 $             956.77 

	Network Intrusion Detection Management Gigabyte
	CYBT OG-NPR-NIDS-GIG-MAN
	 $          1,224.94 

	Network Intrusion Detection Management HA Gigabyte
	CYBT OG-NPR-HANIDS-GIG-MAN
	 $          1,715.12 

	Network Intrusion Detection External Management Gigabyte
	CYBT OG-NPR-NIDSEXT-GIG-MAN
	 $             900.78 

	Network Intrusion Detection External Management HA Gigabyte
	CYBT OG-NPR-HANIDSEXT-GIG-MAN
	 $          1,260.31 

	Virtual Network Intrusion Detection
	
	

	Virtual Network Intrusion Detection Management
	CYBT OG-NPR-VIRNIDS-MAN
	 $             706.28 

	Monthly Recurring Fees
	MSS Part Number
	GSA Price

	Virtual Network Intrusion Detection Management HA
	CYBT OG-NPR-HAVIRNIDS-MAN
	 $             989.19 

	Virtual Network Intrusion Detection Management Gigabit
	CYBT OG-NPR-VIRNIDS-GIG-MAN
	 $             847.74 

	Virtual Network Intrusion Detection Management HA Gigabit
	CYBT OG-NPR-HAVIRNIDS-GIG-MAN
	 $          1,187.62 

	Network Intrusion Prevention
	
	

	Network Intrusion Prevention Management
	CYBT OG-NPR-NIPS-MAN
	 $             882.12 

	Network Intrusion Prevention Management HA
	CYBT OG-NPR-HANIPS-MAN
	 $          1,234.77 

	Network Intrusion Prevention Management Gigabyte
	CYBT OG-NPR-NIPS-GIG-MAN
	 $          1,224.94 

	Network Intrusion Prevention Management HA Gigabyte
	CYBT OG-NPR-HANIPS-GIG-MAN
	 $          1,715.12 

	Virtual Network Intrusion Prevention
	
	

	Virtual Network Intrusion Prevention Management
	CYBT OG-NPR-VIRNIPS-MAN
	 $             706.28 

	Virtual Network Intrusion Prevention Management HA
	CYBT OG-NPR-HAVIRNIPS-MAN
	 $             989.19 

	Virtual Network Intrusion Prevention Management Gigabit
	CYBT OG-NPR-VIRNIPS-GIG-MAN
	 $             847.74 

	Virtual Network Intrusion Prevention Management HA Gigabit
	CYBT OG-NPR-HAVIRNIPS-GIG-MAN
	 $          1,187.62 

	UTM – Security Appliance
	
	

	Security Appliance realtime escalation-man
	CYBT OG-NPR-SECAPP-RT-MAN
	 $          1,101.17 

	HA Security Appliance realtime escalation-man
	CYBT OG-NPR-HASECAPP-RT-MAN
	 $          1,542.23 

	Security Appliance realtime escalation Gigabyte-man
	CYBT OG-NPR-SECAPP-RT-GIG-MAN
	 $          1,818.26 

	HA Security Appliance realtime escalation Gigabyte-man
	CYBT OG-NPR-HASECAPP-RT-GIG-MAN
	 $          2,545.17 

	Email Security Gateway
	
	

	Email Security Gateway Server-man
	CYBT OG-NPR-EMAIL-SEC-GW-MAN
	 $             951.86 

	HA Email Security Gateway Server-man
	CYBT OG-NPR-HAEMAIL-SEC-GW-MAN
	 $          1,332.02 

	Anti-Spam Plug-in on Email Security Gateway Server-man
	CYBT OG-NPR-ASON-EMAIL-SEC-GW-MAN
	 $             276.03 

	HA Anti-Spam Plug-in on Email Security Gateway Server-man
	CYBT OG-NPR-HA-ASON-EMAIL-SEC-GW-MAN
	 $             386.05 

	Host-based Intrusion Detection
	
	

	HIDS Management Station
	CYBT OG-NPR-HIDS-MGTSTATION
	 $             725.93 

	HIDS Additional Policy
	CYBT OG-NPR-HIDS-ADDPOLICY
	 $             313.36 

	HIDS Full Escalation Server Sensor
	CYBT OG-NPR-HIDS-FULLESC
	 $             221.02 

	HIDS Threshold Escalation Server Sensor
	CYBT OG-NPR-HIDS-THRES-SERVER
	 $               44.20 

	HIDS Threshold Escalation Desktop Sensor 1-100 Agents
	CYBT OG-NPR-HIDS-THRES-CLIENT MAX 100
	 $             641.45 

	HIDS Threshold Escalation Desktop Sensor  101-250 Agents
	CYBT OG-NPR-HIDS-THRES-CLIENT-MAX250
	 $          1,281.92 

	HIDS Threshold Escalation Desktop Sensor 251-1000 Agents
	CYBT OG-NPR-HIDS-THRES-CLIENT-MAX1000
	 $          2,567.76 

	HIDS Threshold Escalation Desktop Sensor 1001-5000 Agents
	CYBT OG-NPR-HIDS-THRES-CLIENT-MAX5000
	 $          3,849.68 

	HIDS Threshold Escalation Desktop Sensor 5001-10000 Agents
	CYBT OG-NPR-HIDS-THRES-CLIENT-MAX10000
	 $          5,135.53 

	HIDS Threshold Escalation Desktop Sensor 10001-25000 Agents
	CYBT OG-NPR-HIDS-THRES-CLIENT-MAX25000
	 $          6,417.45 

	HIDS Threshold Escalation Desktop Sensor 25001-50000 Agents
	CYBT OG-NPR-HIDS-THRES-CLIENT-MAX50000
	 $          7,702.31 

	HIDS Threshold Escalation Desktop Sensor 50001-100000 Agents
	CYBT OG-NPR-HIDS-THRES-CLIENT-MAX100000
	 $          8,984.23 
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