General Services Administration
Federal Supply Service
Authorized Federal Supply Schedule Price List

Multiple Award Schedule - MAS

Online access to contract ordering information, terms and conditions, up to date pricing, and the option to create an electronic delivery order are
available through GSA Advantage!®, a menu driven database system. The internet address for GSA Advantage!® is: GSAAdvantage.gov.

Contract Number: GS-35F-162AA
Federal Supply Group: Information Technology

Miscellaneous
FSC/PSC Code: U012, DA01, 0000

For more information on ordering from Federal Supply Schedules go to the GSA Schedules page at GSA.gov.

Prices Shown Herein are Net (discount deducted).

Contract Period: January 15, 2018 to January 14, 2023

contractor Name: 1SEC7 Government Services Inc.

Address: 8 Market Place, Suite 405
Baltimore, Maryland 21202

Phone Number: (443) 961-1583

Fax Number: (866) 630-1893

E-mail: SGL@ISEC7.US

Website: www.Isec7-us.com

Contract Administrator: Shelly Gladhill

Business Size: Small Business

Pricelist Effective through Modification PO-0040, dated May 7, 2021




GSA Contract: GS-35F-162AA

Customer Information

1a. Table of Awarded Special Item Numbers with appropriate cross-reference to page numbers:

Special Item Special Item Description Service Awarded
Number P P Description Page Price Page

54151S/RC/STLOC Information Technology Professional Services 7 7

611420/RC/STLOC Information Technology Training 5-6 5-6

Defined at Defined at

OLM/RC/STLOC Order-Level Materials order-Level order-Level

1b. Identification of the lowest priced model number and lowest unit price for that
model for each special item number awarded in the contract. This price is the
Government price based on a unit of one, exclusive of any quantity/dollar volume,
prompt payment, or any other concession affecting price. Those contracts that have
unit prices based on the geographic location of the customer, should show the range
of the lowest price, and cite the areas to which the prices apply. See table below.

Special Item Number Part Number GSA Net Price

Mobilelron System Administration Training Course - 3

611420/RC/STLOC )
persons, 1 session

$2,468.38

1c. If the Contractor is proposing hourly rates, a description of all corresponding
commercial job titles, experience, functional responsibility and education for those
types of employees or subcontractors who will perform services shall be provided. If
hourly rates are not applicable, indicate “Not applicable” for this item See page 7.

2. Maximum Order:

Special Item Number ‘ Maximum Order

54151S/RC/STLOC $500,000
611420/RC/STLOC
OLM/RC/STLOC

$250,000

3. Minimum Order: $100

4. Geographic Coverage: The Geographic Scope of Coverage is Domestic Delivery. This is delivery
within the 48 contiguous states, Alaska, Hawaii, Puerto Rico, Washington, DC, and U.S. Territories.
Domestic delivery also includes a port or consolidation point, within the aforementioned areas, for
orders received from overseas activities.

5. Point of production: US

6. Discount from list prices or statement of net price: Prices shown herein are net prices.

7. Quantity discounts: None
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8. Prompt payment terms: 1%, 10 days. Net 30. Information for Ordering Offices: Prompt payment
terms cannot be negotiated out of the contractual agreement in exchange for other concessions.

9. Foreign items: N/A.
10a. Time of Delivery: As Negotiated.

10b. Expedited Delivery: Items available for expedited delivery are noted in this price list and contact
contractor.

10c. Overnight and 2-day delivery: Contact Contractor.

10d. Urgent Requirements: Please note the Urgent Requirements clause of this contract and contact
contractor.

11. F.0.B Points: Destination.

12a. Ordering Address: ISEC7 Government Services, Inc.
8 Market Place, Suite 405
Baltimore, MD 21202

12b. Ordering procedures: For supplies and services, the ordering procedures, information on
Blanket Purchase Agreements (BPA’s) are found in Federal Acquisition Regulation (FAR) 8.405-3.

13. Payment address: ISEC7 Government Services, Inc.
8 Market Place, Suite 405
Baltimore, MD 21202

14. Warranty provision: Standard Commercial Warranty

15. Export Packing Charges: N/A.

16. Terms and conditions of rental, maintenance, and repair: N/A.
17. Terms and conditions of installation: N/A.

18a. Terms and conditions of repair parts indicating date of parts price lists and any discounts
from list prices: N/A.

18b. Terms and conditions for any other services: N/A.
19. List of service and distribution points: N/A.

20. List of participating dealers: N/A.

21. Preventive maintenance: N/A.

22a. Special attributes such as environmental attributes (e.g., recycled content, energy
efficiency, and/or reduced pollutants).: N/A.
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22b. If applicable, indicate that Section 508 compliance information is available on Electronic
and Information Technology (EIT) supplies and services and show where full details can be
found (e.g. contactor’s website or other location.) The EIT standards can be found at:

www.Section508.gov/ - N/A.

23. Unique Entity Identifier (UEI) number: 829594345

24. Notification regarding registration in System for Award Management (SAM) database:
ISEC7 Government Services Inc. is registered in the SAM Database.




GSA Contract: GS-35F-162AA

Services and Pricing - SIN 611420

GSA Price
i0S Exploitation & Security Training - 1 person, 1 session $2,911.70
i0S Exploitation & Security Training - 2 persons, 1 session $5,823.39
i0S Exploitation & Security Training — 3 persons, 1 session $8,735.09
i0S Exploitation & Security Training - 4 persons, 1 session $11,290.25
i0S Exploitation & Security Training - 5 persons, 1 session $14,112.81
Mobilelron System Administration Training Course - 3 persons, 1 session $2,468.38

Course Descriptions

PaRaBal.’s Exploitation and Security Training teaches the structure of the mobile operating system,
how it interacts with the hardware, and the vulnerabilities. The course is taught with plenty of hands on
exercises taught on Apple Hardware, including iPhones, iPads, and iMacs. The instructor to student
ratio is kept low to increase hands-on instruction and explanations.

The course is a combination of lecture and lab, with exercises in each area of study. All equipment is
supplied, and students will leave with an in-depth manual of areas taught and background information.

Skills Taught

Understanding the Architecture Understanding/Attacking iPhone Apps

Mac OS X Intro Secure Coding
Jailbreaking Xcode programming tools
Cydia/DDH Understanding mapping apps

plist files Understanding memory leaks

Database files Secure coding basics
Geo-location Attacking mobile apps

Geo-tagging of photos Wireshark

Using the iPhone as an Attack
Platform/iPhone Forensics
Intro to mobile spyware Metasploit
Extracting data from the phone Nmap

Using Proxy Servers Forensics
IDA Pro

Basic Reverse Engineering

REChallenges

Reverse Engineering

Prerequisites
Students should have a strong understanding of structured programming and data networking,

including knowledge of security protocols.

Length of Course
This course is 5 days, approximately 35 hours.
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Maximum/Minimum # of Students

The course is designed for five students. The course can be taught with a minimum of four, and a
maximum of five. Only one course is taught at a time.

Location
The course is currently taught at our office location in Baltimore, MD.

Schedule
The course offers flexible scheduling.

Mobilelron System Administrator Course
PaRaBal.'s custom Mobilelron System Administration training covers the common core skills needed to

support enterprise mobile devices throughout the entire Mobilelron lifecycle, from installation of the
MDM, through advanced management features. This course teaches administrators how to deploy,
configure and update their systems, and helps them to gain a greater understanding of registering
devices and managing users and groups. The course fits those integrating Mobilelron, and those looking
for more advanced management training.

The course is ideally taught on a live system, whether a production or test environment. For courses
taught at PaRaBal'’s facility, a live test system is used. This enables participants to work with and learn
the system in a meaningful way.

The course covers the following:
e Administrator User Interface

e Server Configuration

 Registering & Administering Devices
 Applications

« File/Event Management

The training course is held at our facility in Baltimore, MD. The course can be tailored to suit your
organization’s experience level and specific needs.

Benefits:

¢ Increased organizational confidence

« Proof of knowledge and skills

¢ Continued development of knowledge

Prerequisites
Students should have a strong understanding of structured programming and data networking,

including knowledge of security protocols.

Length of Course
This course is 1 day, approximately 6 hours.

Location
The training course is held at our facility in Baltimore, MD. The course can be tailored to suit your
organization’s experience level and specific needs.

Schedule
The course offers flexible scheduling.
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Labor Category Descriptions and Pricing - SIN 541518

Mobile Technician Developer III
Functional Responsibility: Works closely with the Mobile Team and Wireless Applications

Engineer/Programmer and/or Project Manager and participates in scheduling/development
assignments.

Minimum Years of Experience Required: Must have 5-10 years of experience in software
development on Mobile Device platforms. Must possess strong skills in JAVA, i0S programming
languages (Xcode, Coca, etc.), python, as well as other Android related systems including Blackberry and
Nokia Based Languages (Simbian).

Minimum Years of Education Required: Must have a Bachelors degree.

Certifications, if any: None

Mobile Computer Network Operations Analyst/Engineer 111

Functional Responsibility: Performs task analyses to determine resources needed. Understands
network architectures, enterprise architectures and mobile architecture.

Minimum Years of Experience Required: Must have 5-10 years of experience in mobile enterprise
design. Must have 5 years of technical development/design experience. Should also have experience in
designing LAN/WAN systems, implementation plans, OSI Model and wireless networks.

Minimum Years of Education Required: Must have a Bachelors or related industry degree.
Certifications, if any: Certified Mobile Device Security Professionals (CMDSP) Certified

Design Development Engineer
Functional Responsibility: Can lead Team of technologist and compose highly technical

documentation. Strong understanding of all facets of use of Mobile devices in an Enterprise Wireless
Networks.

Minimum Years of Experience Required: Must have 5-10 years of Project Management experience as
IT architectural experience. Should also have experience in Enterprise Mobility Management (EMM) as
well as Mobile Device Management (MDM) architectural IT design for Enterprise Wireless Networks.
Minimum Years of Education Required: Must have a Bachelors degree.

Certifications, if any: Certified Mobile Device Security Professionals (CMDSP) Certified.

Sr. Functional Specialist
Functional Responsibility: Performs task analyses to determine resources needed. Understands

network architectures, enterprise architectures and mobile architectures. Works closely with other
team members toward timely completion of project design and requirements.

Minimum Years of Experience Required: Must have 2-5 years experience in mobile enterprise design.
Minimum Years of Education Required: Must have a Bachelors degree

Job Title GSA Rate

Mobile Technician Developer III $158.30
Mobile Computer Network Operations Analyst/Engineer III $158.30

Design Development Engineer $192.54
Sr. Functional Specialist $202.42




