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GENERAL SERVICES ADMINISTRATION

FEDERAL SUPPLY SERVICE 

AUTHORIZED FEDERAL SUPPLY SCHEDULE CATALOG/PRICE LIST
On-line access to contract ordering information, terms and conditions, up-to-date pricing, and the option to create an electronic delivery order is available through GSA Advantage!, a menu-driven database system.  The INTERNET address for GSA Advantage! is http://www.gsaadvantage.gov 
SCHEDULE TITLE:  Federal Supply Schedule 70 – General Purpose Commercial Information Technology Equipment, Software, and Services
CONTRACT NUMBER:    GS-35F-245BA
CONTRACT PERIOD:   March 3, 2014 –March 2, 2019
For more information on ordering from Federal Supply go to this website:  www.gsa.gov/schedules
CONTRACTOR:

AB Closing Corp d/b/a Knight Federal Solutions
12001 Research Pkwy Ste 344 
Orlando, FL  32826
Phone number:  407-243-6006
Fax number:  407-243-6009

E-Mail:  cbaeten@knightfederal.com
CONTRACTOR’S ADMINISTRATION SOURCE:   
Stephen C Baeten, Director
12001 Research Pkwy Ste 344 
Orlando, FL  32826
Phone number:  407-243-6006
Fax number:  407-243-6009
E-Mail:  cbaeten@knightfederal.com
BUSINESS SIZE:   Women Owned Small Business
CUSTOMER INFORMATION:

1a.  
AWARDED SPECIAL ITEM NUMBERS (SINs)

SIN 

DESCRIPTION

132-51

IT Professional Services
1b.
LOWEST PRICED MODEL NUMBER AND PRICE FOR EACH SIN:

Identification of the lowest priced model number and lowest unit price for that model for each special item number awarded in the contract: Not applicable
1c.        HOURLY RATES (Services only):  
Descriptions of all corresponding commercial job titles with experience, functional responsibility and education are provided beginning on page 
2.
MAXIMUM ORDER*:  $500,000
3.
MINIMUM ORDER:  $100
4.
GEOGRAPHIC COVERAGE: Domestic 
5.
POINT(S) OF PRODUCTION:   N/A
6.
PRICES SHOWN HEREIN ARE NET (discount deducted)
7.
QUANTITY DISCOUNT(S): Additional 2% discount off GSA rates for single task orders at or greater than $200,000

8.
PROMPT PAYMENT TERMS: None
9
GOVERNMENT PURCHASE CARDS: Are not accepted above the micro-purchase threshold.
10.
FOREIGN ITEMS:  N/A
11a.
TIME OF DELIVERY:  As negotiated with ordering agency
11b.
EXPEDITED DELIVERY:  Items available for expedited delivery are noted in this price list. 

11c.
OVERNIGHT AND 2-DAY DELIVERY:  Overnight and 2-day delivery are available.  Contact the Contractor for rates.

11d.
URGENT REQUIRMENTS:   Agencies can contact the Contractor’s representative to affect a faster delivery. Customers are encouraged to contact the contractor for the purpose of requesting accelerated delivery.  

12.
FOB POINT:  Destination
13.
ORDERING ADDRESS:  Same as contractor

14.
PAYMENT ADDRESS:  Same as contractor 
15. WARRANTY PROVISION:  N/A
16. EXPORT PACKING CHARGES:  N/A
17.
TERMS AND CONDITIONS OF GOVERNMENT PURCHASE CARD ACCEPTANCE: N/A
18.
TERMS AND CONDITIONS OF RENTAL, MAINTENANCE, AND REPAIR (IF APPLICABLE): 
N/A
19.
TERMS AND CONDITIONS OF INSTALLATION (IF APPLICABLE): N/A
20.
TERMS AND CONDITIONS OF REPAIR PARTS INDICATING DATE OF PARTS PRICE LISTS AND ANY DISCOUNTS FROM LIST PRICES (IF AVAILABLE): N/A
20a.
TERMS AND CONDITIONS FOR ANY OTHER SERVICES (IF APPLICABLE): N/A 

21.
LIST OF SERVICE AND DISTRIBUTION POINTS (IF APPLICABLE): N/A 

22. LIST OF PARTICIPATING DEALERS (IF APPLICABLE): N/A 
23. PREVENTIVE MAINTENANCE (IF APPLICABLE):  N/A 
24a.
SPECIAL ATTRIBUTES SUCH AS ENVIRONMENTAL ATTRIBUTES (e.g. recycled content, energy efficiency, and/or reduced pollutants):  N/A   
24b.
Section 508 Compliance for Electronic and Information Technology (EIT):  N/A 
25.
DUNS NUMBER:    807420232
26.
NOTIFICATION REGARDING REGISTRATION IN SYSTEM FOR AWARD MANAGEMENT (SAM) 
DATABASE:  Contractor has an Active Registration in the SAM database.
GSA Hourly Rates
	Labor Category
	Hourly Rate                          ( Valid through March 2, 2015)

	.NET Developer
	$74.25 

	Application Developer - Lead
	$54.27 

	Application Developer - Senior
	$60.85 

	Application Developer II
	$48.23 

	Application Developer Specialist
	$50.39 

	Application Support Analyst
	$61.87 

	Business Analyst
	$48.16 

	Business Analyst III
	$50.22 

	Call Center Technical Health & Support Specialist
	$58.48 

	Configuration Management Analyst
	$57.11 

	Cyber Security Consultant
	$107.92 

	Data Analyst
	$45.46 

	Database Administrator
	$78.69 

	Desktop Support Analyst
	$38.70 

	Desktop Support Technician
	$29.13 

	Developer/Programmer Analyst
	$64.44 

	ETL Developer
	$86.19 

	Help Desk Analyst
	$35.42 

	Help Desk Technician
	$24.62 

	IT Security Admin Analyst
	$46.01 

	Java Developer
	$89.97 

	Mainframe Developer
	$65.99 

	Network Control Analyst
	$31.81 

	Network Support Technician I
	$56.83 

	Network Support Technician II
	$61.56 

	Programmer Analyst
	$59.67 

	QA Engineer/Analyst
	$47.36 

	Security Analyst
	$52.03 

	Senior Programmer Analyst- Operations Research
	$105.62 

	Software Analyst
	$71.03 

	Software Developer I
	$61.56 

	Software Developer II
	$80.50 

	Software Engineer I
	$53.98 

	Software Engineer II
	$85.24 

	Software Engineer III
	$132.59 

	SQL Database Administrator
	$80.50 


GSA Hourly Rates Continued

	Labor Category
	Hourly Rate                          ( Valid through March 2, 2015)

	SQL DBA
	$75.77 

	SQL Developer
	$75.58 

	System Administrator II
	$47.36 

	System Administrator III
	$73.61 

	System Administrator IV
	$81.45 

	System Architect
	$107.88 

	Tech Support Analyst (WebServices)
	$35.80 

	Technical Lead I
	$79.95 

	Technical Lead II
	$82.49 

	Telecom Engineer
	$41.88 

	Web Developer
	$75.26 

	Workstation Support Analyst I
	$41.25 

	Workstation Support Analyst Senior
	$50.76 


Labor Category Descriptions

1. .Net Developer

Work closely with business analysts, and team members to understand business requirements that drive the analysis and design of quality technical solutions. Actively participate in development projects as well as on application sustainment teams. Must be proficient in the use of one language such as Java or C# and the associated development tool sets. Individuals will work with our business partners and will participate in the designing, coding, testing, implementing, maintaining and supporting of applications in accordance to the ITIL Service Lifecycle. Assist in coordinating the efforts of supplier teams when needed to develop or sustain the application environment. Lead the estimation effort for assigned development tasks, assist in estimating level of effort for less senior level developers. Apply company policies and procedures to resolve complex issues. Lead the development effort resulting in well structured, easily maintained program code. Prepares and review documentation of developed programs and processes. 
Ensure work is delivered on schedule and on budget. Meet all established policies and procedures within the GBTS and corporate environment for the assigned projects. Perform code reviews to ensure all deliverables are of the highest quality. Prepare and review estimates for tasks and projects. Prepare test scripts, and conduct all applicable tests for multiple projects, coordinating across multiple areas. Minimum 6 years relevant experience. 
Minimum Education Requirements: BA/BS

Minimum Experience Requirements: 6 years

2. Application Developer - Lead

Analyze science, engineering, business and all other data processing problems for application to electronic data processing systems. Analyze user requirements, procedures and problems to automate or improve existing systems and review computer system capabilities, workflow and scheduling limitations. 
May analyze or recommend commercially available software. May supervise computer programmers. 
Create and manage detailed schedules, timelines and milestones, while managing issues, risks and change. Coordinate sustained engineering responses, triage, and tracking. Coordinate, monitor and improve the build, release and installer process for multiple concurrent projects, and improve overall documentation. Maintain, track and monitor development and test metrics. Develop, test, and QA support of assigned application components in a delivery focused environment. Implement design requirements in order to produce high quality web sites and interactions. Ensure that all coding standards are met — code is readable, well-documented, maintainable, and efficient. Raise technical issues and problems to development lead; identify solutions and work with development lead to implement them. Support QA phase by accurately fixing defects and working with QA testers to ensure that fix is complete.

Minimum Education Requirements: BA/BS

Minimum Experience Requirements: 5-8 years

3. Application Developer - Senior

Must be able to recognize the needs of customers, and create new applications that answer those needs.  Must be able to clearly communicate their ideas to coders, teammates and management.  Creativity is needed to help invent new ways of approaching problems and developing innovative applications.  If dealing directly with clients and customers, application developers would need good customer service skills to answer questions and fix issues.  As issues come up application developers need to be able to make decisions that move the project forward.  Must be adept in computer languages and have good technical knowhow.
Minimum Education Requirements: BA/BS

Minimum Experience Requirements: At least 3 to 5 years of applied experience in application development. Application support and IT application solution delivery.
4. Application Developer II

Responsible for coordinating project testing, setting up test systems, and resolving defects. We are seeking an application developer with five or more years of IT experience, particularly in project/support environments with multiple, competing deadlines. This developer will build and support test systems; resolve application defects; and create applications as needed to support the testing function. Some night, weekend and on-call support will be required.

Minimum Education Requirements: BA/BS

Minimum Experience Requirements: 6 – 9 Years
5. Application Developer Specialist

Work closely with business analysts, and team members to understand business requirements that drive the analysis and design of quality technical solutions. Actively participate in development projects as well as on application sustainment teams. Must be proficient in the use of one language such as Java or C# and the associated development tool sets. Individuals will work with our business partners and will participate in the designing, coding, testing, implementing, maintaining and supporting of applications in accordance to the ITIL Service Lifecycle. Assist in coordinating the efforts of supplier teams when needed to develop or sustain the application environment. Design and Develop software components and applications with high quality and appropriate unit test coverage. Develop well structured, easily maintained program code. Prepare documentation of developed programs and processes. Translate business requirements into system requirements, design specifications and document new and/or existing application requirements. Ensure that new or existing systems meet business requirements and practices and that all application interface issues and concerns are understood, documented and addressed satisfactorily. Ability to identify problems or opportunities within the scope of assigned project. Experience with project testing, implementation, and deployment activities. .Net C# technical developer skills are required. WCF, WPF, SQL Server, .Net Framework 4.0/3.5/2.0, object oriented design skills are preferred. Microsoft Visual studio, Microsoft Team Foundation are also preferred. Business Analysis skills will be helpful and vendor communication skills are needed.
Minimum Education Requirements: Bachelor’s Degree in Computer Science

      Minimum Experience Requirements: 1-3 years relevant experience

6. Application Support Analyst
Duties Include but are not limited to: Implement/Support the Infrastructure for a variety of Finance/Supply Chain Systems Apply patches, fixes, and upgrades. Application performance monitoring and tuning. Maintain technical system documentation. Working with software vendors on problem resolutions and solution delivery. Provide Level 3 support on a rotating 24x7 basis. 
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 0-2 years
7. Business Analyst
The Business Analyst is responsible for defining, improving and implementing business processes applicable to the customer’s needs. Analyze, identify and direct solutions to eliminate problems, improve user effectiveness and improve system accuracy. Direct IT resources to ensure design changes meet business/regulatory requirements by approving technical designs and test plans, identifying problems, testing, and approving various stages of system development. Provide direct support for all system users. Assist in training users by developing documentation, communicating changes and performing informal and formal training. 

Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 3-5 years
8. Business Analyst III
Requirements Analyst / Test Coordinator for NIT Consolidated Asset Suite merger project. Facilitates interview sessions with customers for business process re-engineering. Extracts essential IT requirements information. Works effectively with the business to quickly learn the culture and relationships. Models requirements using standard UML practices and Enterprise Architect. Translates IT requirements into test scripts. Facilitates User Acceptance Test sessions with customers, assigning defects to appropriate project team members and tracking resolution to completion. Validates functional requirements through implementation.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 6-9 years
9. Call Center Technical Health & Support Specialist

The Call Center Technical Health and Support Specialist is a dual role. First, this position will work in a requirements analysis role to analyze, plan, coordinate, and deliver via hands on system integration technical health projects designed to maintain the technical viability of the call center technical environment. Second, this position will work in a call out and problem resolution role to provide on call support for the team’s supported applications. The primary focus for the on call support role is to take a turn with other team members in the 24x7 call out rotation, handling support incidents and pages. When on call (approximately one week of every five to seven weeks depending on current staffing levels) this position will typically be the first responder to incidents and pages only during nights and weekends as other team members are specifically assigned to handle initial incident and pager response Monday through Friday during normal business hours. Additionally, this position may assist other team members who need help resolving a support incident on a technical environment component where this position has significant technical expertise. For this position Call Center Technical Health analysis and implementation projects will comprise approximately eighty percent of the hours worked, with call out support and problem resolution comprising the remaining twenty percent.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 3+ years
10. Configuration Management Analyst
This role is to manage and minimize downtime to critical systems by coordinating all activities necessary to respond to, communicate and resolve major incidents in a timely manner. This will entail engaging multiple support groups to form ad-hoc, virtual cross-functional teams. The event manager also engages the problem management process when the root causes of incidents are not fully understood. The event manager is responsible for documenting timelines, summaries and metrics for all major incidents. 
Roles & Responsibilities: 
· Take full responsibility for Major Incident event management from initiation until an acceptable client work around is in place 
· Total ownership of incidents, problems and change activities that affect service. 
· Own all communications during a major system outage 
· Ensuring management and business is kept updated as required. 
· Ensure post event/incident follow-up actions are addressed as published in any/all preliminary/final analysis. 
· Modify Major Incident Manager Procedures and Responsibilities on an as needed basis. 
· Review communications history for executive alerts, coaching those who produce alerts that do not meet or exceed our quality and timeliness standards 
· Rotational 24x7 on-call responsibilities 
· This is not a technical role, but a general technical background is required.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 4+ years
11. Cyber Security Consultant
Consultant must be a cyber-security subject matter expert and provide expertise in the area of Cyber Security. Technical skills in engineering, IT, and cyber security. Excellent communications skills and ability to work effectively with all levels of the Ameren organization. CISSP, GCIA, GSEC, GCIH, or CISM certification preferred. Other relevant IT or security certifications is a plus. Previous experience in IT Security, ideally gained in a complex, multi-platform environment including industrial control systems.
Minimum Education Requirements: Bachelor’s Degree in Computer Science or Equivalent.
Minimum Experience Requirements: 6-9 years
12. Data Analyst
Confirms project requirements by studying user requirements; conferring with others on project team.

Maintains data dictionary by revising and entering definitions. Maintains client confidence and protects operations by keeping information confidential. Maintains technical knowledge by attending educational workshops; reviewing publications; establishing personal networks; participating in technical societies.

Ensures operation of equipment by completing preventive maintenance requirements; following manufacturer's instructions; troubleshooting malfunctions; calling for repairs; evaluating new equipment and techniques. Contributes to team effort by accomplishing related results as needed. Determines changes in physical database by studying project requirements; identifying database characteristics, such as location, amount of space, and access method. Changes database system by coding database descriptions. Protects database by developing access system; specifying user level of access.

Maintains user reference by writing and rewriting database descriptions.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 3+ years
13. Database Administrator
Requirements and responsibilities of a Senior Oracle Production Support DBA include: 
· Member of a team supporting ~700 10g, 11g, and 11gR2 Oracle Database Systems on enterprise and dedicated UNIX (AIX 5.3 and Linux) servers to support Duke Energy applications. 
· Troubleshoot, tune, maintain and monitor Oracle databases, products and services; including, but not limited to: storage management, DB performance tuning, backup and recovery, and change/configuration maintenance. 
· Effectively communicate to teammates, internal operations peers as well as external application and business customers. 
· Perform problem resolution and root cause analysis along with recommending and implementing preventive techniques. 
· Ensure standardization of systems implementation, support techniques, and adherence to formal processes, minimum security baseline, change control, best practices, and total quality practices in all activities. 
· Effectively utilize software (i.e. BMC Remedy ARS) to initiate, receive, track, and document incident and change requests. 
· Participate in 24 X 7 "On-call" support rotation for Oracle database systems, products and services. Proven Oracle Database Administration experience in production and development environments (6+ years) including installing, patching, and upgrading Oracle Databases. 
· Strong hands-on experience in monitoring and tuning a database to provide a high availability service and optimum storage capability including: 
· Query optimization, initialization parameters, etc.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 6-9 years
14. Desktop Support Analyst
· Plan, install, and maintain the IP voice/video/data communications infrastructure components, including: 

· Cisco Catalyst Switches (6500s, 4500s, 3750s, and 3560s)

· Cisco Integrated Services Routers (ISRs-2800, 3800, 2900, 3900s)

· Check Point Security Gateways (both software blade and appliances)

· Service provider Metropolitan Ethernet, MPLS WAN, and Internet access circuits

· Support the Network Services team in the overall execution of the telecommunications support function

Knowledge, Skills & Abilities Required:

· Excellent problem management and customer service skills

· Knowledge of TCP/IP internetworking, especially LAN/WAN

· Experience in T1,DS3,Ethernet

· Experience in firewalls, IPSEC VPN, and SSL VPN configuration

· Experience in BGP, EIGRP, MPLS design and implementation

· Experience in QoS design and implementation

· Knowledge of wireless infrastructure, structured and unstructured cabling

· Excellent verbal and written communication skills

· Familiarity with virtualization and cloud infrastructure technologies 

· Working knowledge of Linux is a plus

· Cisco CCNA or CCNP certification is a big plus

Personal Attributes:

· Available for travel to regional locations

· Ability to work weekends and after-hours as necessary

· Support of day-to-day administration is a must Knowledge, Skills & Abilities Required:

· Excellent problem management and customer service skills

· Knowledge of TCP/IP internetworking, especially LAN/WAN

· Experience in T1,DS3,Ethernet

· Experience in firewalls, IPSEC VPN, and SSL VPN configuration

· Experience in BGP, EIGRP, MPLS design and implementation

· Experience in QoS design and implementation

· Knowledge of wireless infrastructure, structured and unstructured cabling

· Excellent verbal and written communication skills

· Familiarity with virtualization and cloud infrastructure technologies 

· Working knowledge of Linux is a plus

· Cisco CCNA or CCNP certification is a big plus             
· Provide exceptional technical support for end users in person or via phone and remote access.

· Interact daily with supervisor, peers, and users and demonstrate excellent verbal & written communication and customer service.

· Assist as needed with Level 1 & Level 2 issues. Take ownership of and resolve Level 2 issues when necessary. If needed, escalate Level 3 issues to Network and/or the Systems Analyst team.

· Work with multi-platform Information Technology solutions.

· Work with other IT staff and 3rd party vendors to ensure the timely, accurate, planned completion and implementation of technology hardware and software projects.

· Maintain technical expertise in areas of networking, computer hardware and 3rd party software integration and connectivity.

· Installs and configures new equipment and tracks and maintains equipment inventory.

· Troubleshoots and restores service and equipment by analyzing, identifying, and diagnosing faults and symptoms using established processes, scripts, and procedures.

· Possess demonstrated knowledge and expertise in resolving complex issues relating to network connectivity, hardware, software, and end-user problems for all facility Local Area Networks (LANs), printers, and peripherals.

· Performs facility-based moves, adds, and changes, as needed.

Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 3-5 years

15. Desktop Support Technician

Configure, install, and support desktop computers, laptop computers, handheld devices, printers, monitors, portable data storage devices, and other general peripherals. Relocate IT equipment including desktop computers, printers, monitors, portable data storage devices, and other general peripherals. Configure IT devices for secure operation, including installation of security software, software updates, and other configurations as required. Connect and configure IT devices to use computer networks. Diagnose hardware and software failures, communicate the remediation plans to users, and provide status updates.

Support desktop maintenance, including inventory and software distribution, and security maintenance, including virus updates and patch management. Provide virtual assistance sessions such as Windows Remote Assistance and Apple Remote Desktop.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 3-5 years
16. Developer Programmer Analyst
Perform IT maintenance and general support activities for a variety of functions. Design and develop new transactions and test with trading partners. Develop processes to fulfill design requirements by performing software configuration including, firewall requests, data transfers using various communication methods including FTP, SFTP and NAESB as well as Unix and Perl scripting and other tool sets. Perform setups and testing scripts with trading partners. Responsible for build, unit test, integration test, performance test, and user acceptance test phases. Provide documentation of system under development including reference guides and end user documentation (using Microsoft Office tools). Assists in systems planning, scheduling, and implementation. Often coordinates with users to determine requirements. Ensures data integrity and successful backup and restoration ability, monitor assigned systems and exercises good project management skills to ensure that changes are successfully implemented and monitored for effect.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 4 years EDI Development experience
17. ETL Developer
The developer will be expected to meet with project teams and business users and to design solutions based on business requirements. Developer will also be expected to code Informatica ETL solutions based on designs in an Oracle 11gr2 environment and in Microsoft SQL/Server 2008 R2 environment. Require experience with Informatica version 9.1 and ESP batch scheduling tool v 11.1 Developer will be expected to unit test ETL solutions. Person will be creating designs, coding solutions and unit testing. Strong MS SQL Server and Oracle SQL skills required
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 5-7 years relevant experience
18. Help Desk Analyst
Typically handle straightforward and simple problems. This includes troubleshooting methods such as verifying physical layer issues, resolving username and password problems, uninstalling/reinstalling basic software applications, verification of proper hardware and software set up, and assistance with navigating around application menus. Oversee the daily performance of computer systems. Answer user inquiries regarding computer software or hardware operation to resolve problems. Verify the ability to perform basic troubleshooting and repair of both desktop and portable Macintosh systems. Manage accounts, network rights, and access to systems and equipment on Mac OS Servers. Install and perform minor repairs to hardware, software, or peripheral equipment, following design or installation specifications. Perform data backups and disaster recovery operations. Monitor network performance to determine whether adjustments need to be made, and to determine where changes will need to be made in the future. Integrate hardware and software components within the systems environment.

Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 2-3 years

19. Help Desk Technician
Candidate will serve as an Enterprise Help Desk analyst responsible for answering customers’ calls. Provide problem isolation and resolution within a multi-platform, diverse systems environment. Analyst records, monitors, and follows up on client inquiries to ensure customer satisfaction. Minimum requirements include two year associates degree in computer science or computer related field, one Microsoft certification (A+, MCP, Net+) preferred, proven workstation hardware experience and 3-5 years proven IT Call Center experience. Enterprise Help Desk provides service to internal clients on a 24x7 basis.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 3-5 years

20. IT Security Admin Analyst
Responsible for the security, engineering, and support of a Windows 2008 Active Directory, Active Directory Federation Services (ADFS) and Microsoft Public Key Infrastructure (PKI). Candidate should have broad experience in systems administration of a large Windows network environment and should have some experience in creation and use of custom scripts and utilities including knowledge of vb script, Microsoft Resource Kits and 3rd party tools. Candidate must possess a strong knowledge of LDAP and Meta Directory technologies. Skilled and proven knowledge of Active Directory group policy implementation is required. Candidate must be able to support Active Directory enterprise directory services, PKI, ADFS and be able to make decision regarding Active Directory including Security, forest, domain, sites, OU, etc. Perform Active Directory administration, management and operation, have an enterprise vision, network operations, people person, self-directed, fast paced environment, organized and detail oriented, skilled in both oral and written communication.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 5+ years

21. Java Developer
Performs system design tasks of moderate complexity, developing system design documents for use in the coding and testing of system applications in the WebSphere/Java EE environment. Follows approved life-cycle methodologies, creates design documents, and develops business logic utilizing JSP (Java Server Pages), mainframe DB2 access using iBatis/SQL and the Spring Batch Framework; Utilize various languages including Java, COBOL and Easytrieve Plus for program development. Develops and conducts program tests using JUnit; develops test plans and data and performs or oversees testing to verify that the programs function correctly and to ensure that modifications have not caused error in other parts of the program, interfacing programs and interfacing systems. Resolves technical issues through debugging, research and investigation. Interviews users, analyzing their IT needs in order to develop descriptions of moderately complex systems proposals. Reviews and analyzes Java EE programs to gain a detailed understanding of the implementation of the underlying business functions. Identifies problems and documents problem definitions. As a lead programmer, coordinates analysis and programming functions on a Java EE platform for IT assignments of moderate complexity. Provides technical guidance system information and instruction to lower level IT staff, assisting with specific work problems requiring a broader knowledge of subject matter processing.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 2+ years

22. Mainframe Developer

Code, test, document, implement, and support according to existing standards, procedures and practices. Adhere to team guidelines including existing Application Architecture concepts and change control procedures. Interact professionally with peers, clients, management, etc. Provide ongoing support, problem analysis and on-call afterhours support. Respond to incidents and service requests. Test application changes and perform data repairs. Query mainframe DB2 customer data tables. Provide interface support. Role is primarily production support activities though may also require code development for small enhancements to support infrastructure changes or customer requests. Complete assigned and self-initiated tasks with appropriate quality and timeliness. 
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 5 years

23. Network Control Analyst
Monitor and diagnose problems with all telecommunications infrastructures (i.e., SONET, DWDM, microwave, data network, telephone systems, radio, and other wireless systems). Use network management tools and problems solving skills to restore service. Dispatch and work with field technicians as required to restore service. Report and manage outages with other service providers. Effectively utilize problem/change management systems to document problems and activities performed during the course of service restoration. Perform testing and turn-up of new circuits for internal and external customers using network management tools and through the coordination with field technicians. Coordinate with customers to test and turn-up circuits end-to-end across companies. Provide excellent customer service to customers inside and outside the company. This includes notifying customers of outages observed with monitoring systems, responding to tickets from the Help Desk, providing customers with regular status updates, following-up with customers after problem resolution to ensure services are restored, and escalating issues internally as needed. 
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 3-5 years

24. Network Support Technician I
Responsible for the installation and testing of computer systems and peripherals, and assist in the day-to-day maintenance and testing of network servers, and associated equipment. Activities require interaction with application software and operating systems to diagnose and resolve unique, non-recurring problems. The position’s responsibilities require independent analyses, communication and problem solving. Work is performed with little supervision and requires initiative and judgment.
Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 0-2 years

25. Network Support Technician II
Apply experience-based knowledge of hardware, software and networks to administer, troubleshoot and resolve data network related problems/issues.
Demonstrate ability to coordinate maintenance and repair activities with Tier III, Tier IV, commercial vendors, other government agencies and other help desks as prescribed. 

Monitors, fault isolates and restores telecommunications circuits, trunk groups, systems, and associated commercial interface equipment. Analyze system faults, troubleshoots and runs diagnostic test on data communications systems to detect problems.

Minimum Education Requirements: Bachelor's Degree

Minimum Experience Requirements: 3+ years

26. Programmer Analyst
Work closely with business analysts, and team members to understand business requirements that drive the analysis and design of quality technical solutions. Actively participate in development projects as well as on application sustainment teams. Individuals will work with our business partners and will participate in the designing, coding, testing, implementing, maintaining and supporting of applications. Assist in coordinating the efforts of supplier teams when needed to develop or sustain the application environment. Design and Develop software components and applications with high quality and appropriate unit test coverage. Develop well structured, easily maintained program code. Prepare documentation of developed programs and processes. Translate business requirements into system requirements, design specifications and document new and/or existing application requirements. Ensure that new or existing systems meet business requirements and practices and that all application interface issues and concerns are understood, documented and addressed satisfactorily. Ability to identify problems or opportunities within the scope of assigned project. Experience with project testing, implementation, and deployment activities. 
Minimum Education Requirements: Bachelor’s Degree in Computer Science or Equivalent.
Minimum Experience Requirements: 7 years relevant experience
27. QA Engineer / Analyst
Lead efforts of QA team members to meet goals of QA team. Develop, maintain, and execute manual and automated test scripts and generate test reports to ensure 100% functional test coverage. Identify manual tests that can be converted into automation test scripts and segregate them for regression/ sanity testing.

Continually build knowledge and proficiency on Functional testing tools and learn any changes in technology/updates regarding tools. Define scope of work and level of effort for QA initiatives and for QA of product releases. Define schedules and plans to complete QA initiatives and to complete QA for product releases on time. Develop detailed test plans and all required QA artifacts as defined in PLC for product releases. Lead QA team to execute on test plans. Develop performance and scale tests to ensure product performance and scalability. Make commitments aligned with the needs of the overall project schedule working closely with the development and PM teams, and meet those commitments on the specified dates with completed work. 
Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 3-5 years

28. Security Analyst
Provide support for Enterprise Information Security in the development, implementation, communication and maintenance of penetration and vulnerability management program. Conducts hands-on security evaluations, threat modeling and penetration testing of applications and systems infrastructure. Performs active analysis of the system for any potential vulnerability that may result from poor or improper system configuration, hardware/software flaws, current operational weakness or technical countermeasures. Provides reports to management regarding penetration testing results and makes recommendations for the adoption of new policies, standards and procedures. Interfaces with user community to understand their security needs and implements procedures to accommodate them. 
Acts as a consultant on all aspects of system and data security.
Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 3-5 years

29. Senior Programmer Analyst – Operations Research
Participate in all phases of the software development life cycle on both new and ongoing projects. Works closely with customers, vendors, and consultants to define project requirements, application and design specifications, documentation, and provide training. Apply knowledge of languages, databases, and tool kits necessary for the design, development, and support of websites and applications. Independently and collaboratively write and review software requirements, design specifications, code, unit tests, release notes and UML. Must effectively communicate with other team members, managers and customers both in writing and verbally. Provide troubleshooting, analysis and resolution of application software issues.

Contribute to an innovative culture through suggestions for improvement in working practices, tools, and technologies. Keep abreast of emerging technologies; be proactive in keeping aware of new technologies and potential uses. Lead projects and upgrades as well as work within project teams. Self-motivated to continually advance technical knowledge and proficiency remaining up-to-date on current trends and best practices, and provide mentoring to other team members. Resourcefulness in troubleshooting complex problems, finding available internal solutions. Ability to understand the needs of the user and to support applications. Solid ability to analyze and recommend coding changes. Ability to recommend & evaluate new products to meet specific needs. Performs frequent reviews of support tickets to ascertain status and follows up with appropriate team members to ensure tickets are progressing towards closure, ensures tickets are tracked to closure. Ability to create database designs that have flexible use across the organization. Ability to monitor standards & procedures for development across the organization.
Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 3-5 years

30. Software Analyst
Regularly interface with ERP system users to obtain and document issue details, attempt to reproduce and isolate errors, and interact with hardware, UNIX, DBA, network, Technical Support Center and other IT support staff as needed to research issues and find and deploy solutions. Gather and write detailed documentation of user requirements, program functions, and business processes, working with vendors, other IT team members and end users, applying knowledge of programming techniques and computer systems. Develop, document and follow structured test plans for unit, integration, system and user acceptance testing. Follow all internal security and software change control, version control and related standards. Ensure service level agreements with vendors and end users are documented, measured, and reported by proactively managing and tracking all open issues using internal systems. Assist in researching new technologies and recommend and/or apply these to solve business problems.
Minimum Education Requirements: Bachelor's degree in Computer Science
Minimum Experience Requirements: 3-5 years

31. Software Developer I
Creates and produces software operating or applications systems. Provides analysis related to software design and development and solves problems. Formulates operating system advancements and performs improvements. Evaluates impact of hardware on software performance, and recommends changes to hardware designers. Modify existing software to correct errors, to adapt it to new hardware or to upgrade interfaces and improve performance. Advise customer about, or perform, maintenance of software system.

Analyze information to determine, recommend and plan installation of a new system or modification of an existing system. Consult with engineering staff to evaluate interface between hardware and software, develop specifications and performance requirements and resolve customer problems. Direct software programming and development of documentation. Store, retrieve, and manipulate data for analysis of system capabilities and requirements. Confer with data processing and project managers to obtain information on limitations and capabilities for data processing projects. Consult with customers or other departments on project status, proposals and technical issues such as software system design and maintenance. Coordinate installation of software system.
Minimum Education Requirements: Bachelor's degree in Computer Science
Minimum Experience Requirements: 2-5 years

32. Software Developer II

Responsible for designing, building, testing, implementing and maintaining applications to meet specific company and customer requirements using .NET Framework (C#). Knowledge of agile development methodologies assists the Senior Software Developer in evaluating performance of their assigned project team. The Senior Software Developer should have knowledge of the Software Development Life Cycle (SDLC), Agile development methodology, or other software development paradigm along with experience with desktop and web-based development. 

Minimum Education Requirements: Bachelor’s Degree in Computer Science or Equivalent.
Minimum Experience Requirements: 5+ years

33. Software Engineer I
Design, develop and test order management and supply chain systems using some of the following: Oracle Applications, Oracle RDBMS, Oracle Developer, PL/SQL, SQL*Loader, C, C++, PL/SQL, Java, SQL, MySQL & DB2 under Windows, Linux & UNIX platforms.  Design and document functional specs. Perform user acceptance testing.
Minimum Education Requirements: Bachelor’s Degree

Minimum Experience Requirements: 3+ years

34. Software Engineer II
Software development experience with .NET Technologies and Visual Studio. Demonstrated proficiency in C#.NET, Web Services and WSDL, WCF (Windows Communication Foundation), JavaScript, XML and/or HTML. Familiar with development work-flow using Team Foundation Server. Demonstrated knowledge of the .NET Framework, 2.0 through 4.0. Experience writing and working from software requirements

Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 5-7 years’ experience
35. Software Engineer III
The candidate will be responsible for the design, development, coding and integration of test control software and instrument drivers for custom test systems. These custom test systems provide end customers the ability to perform acceptance, functional and diagnostic testing of customer hardware.  Designing, documenting, developing and integrating custom test system software user interfaces. Designing, documenting, developing and integrating control software for data acquisition, instrument control, test, measurement, and calibration algorithm development. Designing, documenting, developing and integrating custom reporting software. Performing software integration with hardware. Developing detailed software specification and requirements. Prefer familiarity with stand-alone and modular laboratory test equipment; instrument control via GPIB, VXI, PXI, RS232 and LAN; experience in test applications development using LabVIEW, LabWindows CVI, TestStand or C# / C++.
Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 5-7 years’ experience
36. SQL Database Administrator
Assess and develop long-term goals for production databases working with data owners. Work with application development team to develop database architectures, and coding standards to data management. Design and implement redundant systems, policies, and procedures for disaster recovery and data archiving to ensure effective protection and integrity of data assets. Assist business owners in developing models, procedures, and protocols for reporting. Research, review, and analyze the effectiveness and efficiency of existing report procedures and develop strategies for enhancing or further leveraging these processes. Develop routines and procedures for end-users to facilitate best practices use of reporting tools and applications. Create models for new database development and/or changes to existing ones. Install and configure relevant network components to ensure database access as well as database consistency and integrity. Respond to and resolve database access and performance issues

Monitor database system details within the database, including stored procedures and execution time, and implement efficiency improvements. Monitor, optimize and allocate physical data storage for database systems. Plan and coordinate data migrations between systems. Develop, implement, and maintain change control and testing processes for modifications to databases. Create, or support creation of, required reports in response to business user needs. Perform database transaction and security audits

Establish appropriate end-user database access control levels
Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 3+ years
37. SQL DBA
Instrument, monitor, tune, and configure all database instances to ensure they remain within the expected operational norms. Develop corrective procedures when database performance is outside expected norms. Rapidly determine impact and risk. Work with engineering and IT to determine the best course of action and execute corrective measures. Provide pragmatic, actionable input into system and infrastructure design discussions regarding SQL Server and development of database components. Work with development teams within a SCRUM agile process to design scalable, highly available databases in a business-to-business, SaaS environment. Work with engineering and IT to maintain sound database security policies and practices. Collaborate with DevOps to develop sound SQL source control management and deployment policies and procedures. Assist professional services in diagnosing and resolving production database issues. Believe strongly in automation of both system provisioning and testing.

Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 3-5 years
38. SQL Developer
Must be able to hand-code at least basic SQL statements without any assistance from tools such as SQL Server Management Studio (SSMS). Full life cycle new data warehouse development project experience, including ETL design, test and development, and formal documentation. Proven experience with Microsoft data warehouse tools, specifically SQL Server, SQL Server Integration Services (SSIS) and related tools 

Able to understand and interpret requests, and explain technical concepts in non-technical terms. Data modeling experience, including dimensional, logical, and physical data modeling. Understanding of data warehousing concepts and processes, such as Master Data Management (MDM) and data marts.
Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 2-5 years
39. System Administrator II
Proficient with Enterprise Network design and implementation and datacenter migration. Maintain and manage Windows servers, Dell servers and SAN's. Maintain and manage firewalls and switches. Develop and report network documentation and troubleshoot cases. Contact vendors and create support cases as required. Experience with LAN's, WAN's, firewalls/routers, Active Directory and Windows Server 2003/2008. Experience with network documentation and design. Hands on experience with MS Windows and MS SQL 2008. Experience creating Disaster Recovery Sites

Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 3-5 years
40. System Administrator III
Performs the administration functions for the software modeling tool. Creates requirement analysis project model for all projects. Primary after hours support for the Enterprise Architect tool. Performs administration for sharepoint programs. Maintain and manage Windows servers, Dell servers and SAN's. Maintain and manage firewalls and switches. Develop and report network documentation and troubleshoot cases.

Minimum Education Requirements: Bachelor’s Degree 
Minimum Experience Requirements: 3-5 years
41. System Administrator IV
Create, configure, and maintain an enterprise server environment of maximum security, reliability, and performance. Design, evaluate, customize, and implement new server systems technology. Perform server systems monitoring and troubleshooting. Analyze, design, and implement server systems upgrades and expansion accurately without adversely affecting system availability for mission critical services

Evaluate, implement, maintain, and improve server systems management tools such as: System configuration, documentation, and reporting. System monitoring and alerting. System performance monitoring. Anticipate, identify, and respond to server systems problems, outages, and events

Provide support in operation, installation, configuring, and maintaining Backup Tape Library environment

Establishes and maintains provisions for fault tolerance and backups on servers.
Provide technical support by:

· Provide 2nd level support for server systems support by answering questions, resolving problems, and implementing changes handed off from the customer support team.

· Enhance and maintain the existing environments capacity and capabilities

· Devise and implement complex server systems configuration changes accurately without adversely affecting system availability for the enterprise mission critical services.

· Maintain an accurate and detailed work log in our ticket tracking system for all work requests

· Resolve hardware, software, and service problems by opening trouble tickets with equipment vendors and service provider
Minimum Education Requirements: Bachelor's degree in Computer Science
Minimum Experience Requirements: 3-5 years
42. System Architect
Identifies, evaluates, and recommends solutions using advanced architectures and technologies to facilitate rapid development and implementation. Determines capabilities of hardware solutions and designs the appropriate infrastructure for assigned projects. Works with cross-functional team to translate customer requirements into detailed architectural approaches and product specifications, creates realistic development plans and schedules, evaluates and prioritizes requests for product changes and enhancements. Understands business needs as well as customer and market requirements. Recommends new technology directions or options to maintain products' competitive advantages. Prepares and documents product architecture plans, scope, and requirements. Creates technical design specifications and works with the vendor to install and configure the environment appropriate for assigned projects. 
Minimum Education Requirements: Bachelor's degree 
Minimum Experience Requirements: 4 years relevant experience
43. Tech Support Analyst (WebServices)
Responsible for working closely with customers, business analysts, and team members to manage and control the processing of programs and peripheral equipment on distributed computer systems to ensure the highest levels of service and system availability. These solutions must be aligned with business strategies and comply with the organization's architectural standards. Establishes production schedules, ensuring that appropriate jobs, documentation and data files are available. Assists in job set-up. Performs problem identification, escalation and resolution. Communicates status of operations to allow for immediate response to service disruptions. Assists in coordinating the efforts of supplier teams when needed to develop or sustain the application environment.
Minimum Education Requirements: Bachelor's degree 
Minimum Experience Requirements: 2 years relevant experience
44. Technical Lead I
Responsible for determining development estimates.  Participate in requirements gathering sessions.  Oversee design, construction, and implementation activities.  Create SDLC artifacts such as High Level Design and Detailed Design.  Ensure that the technical design meets the functional requirements.  Ensure that all components are designed, coded, and tested to meet standards.  Review and approve test plans.  Participate in testing phases.  Communicate issues, risks, and status to PM in a timely manner.  Execute the Transition to Support plan.
Minimum Education Requirements: Bachelor's degree 
Minimum Experience Requirements: 6-9 years
45. Technical Lead II
Must have recent C# development experience and demonstrate proficiency in .Net. Must have an application development background and experience with vendor product implementation projects. Develop work break down structure based on specific assigned scope, and work with vendor to schedule vendor deliverables. Work with project Architects to create high level design and detailed design deliverables. Work with Support Manager to understand needs for support. Track and report technical tasks status appropriately to Project Manager. Work effectively with the business to quickly learn the process, culture, and relationships.
Minimum Education Requirements: Master's Degree
Minimum Experience Requirements: 3-5 years
46. Telecom Engineer
Responsible for the installation, programming, testing, and maintenance of various types of Telecommunications equipment and systems.  Equipment/Systems include CISCO/Nortel Fiber Optics (SONET, DWDM, DS0 up to OC-192), Microwave, Telephone Systems & Associated Physical Infrastructure (PBXs, subscriber sets, wiring, Network Interfaces), Wireless Systems (Two-way radio, paging, SCADA, siren control systems), Data Network, and common equipment including Antenna Networks (Towers, feedlines, combiners, duplexers), Power Equipment (emergency generators, batteries, inverters, UPS, transfer panels) and Grounding systems. Test and turn-up require skill sets with a multitude of specialized test and operational equipment specifically geared for major RF Systems, Fiber Systems, High-Speed Data Networks and Large DC Power Plant Systems. 
Minimum Education Requirements: Bachelor's degree 
Minimum Experience Requirements: 3-5 years
47. Web Developer
Write, modify and debug software for web sites. Write code to generate web pages, access databases and business logic servers. Work with designers and content producers. Test and document software for websites. Design, build, or maintain websites, using authoring or scripting languages, content creation tools, management tools, and digital media. Perform or direct website updates. Write, design, or edit web page content, or direct others producing content. Confer with management or development teams to prioritize needs, resolve conflicts, develop content criteria, or choose solutions. Back up files from websites to local directories for instant recovery in case of problems. Identify problems uncovered by testing or customer feedback, and correct problems or refer problems to appropriate personnel for correction. Evaluate code to ensure that it is valid, is properly structured, meets industry standards and is compatible with browsers, devices, or operating systems. Maintain understanding of current web technologies or programming practices through continuing education, reading, or participation in professional conferences, workshops, or groups. Analyze user needs to determine technical requirements.

Develop or validate test routines and schedules to ensure that test cases mimic external interfaces and address all browser and device types.

Minimum Education Requirements: Bachelor's degree 
Minimum Experience Requirements: 3-5 years
48. Workstation Support Analyst I
Designing and Building of desktop/laptop (physical and virtual) images for Windows XP and Windows 7. The role will include building and updating images with service packs, security rollups and individual security patches, as well as keeping the associated documentation up to date.  PC Software Installation, Including Microsoft applications, Shrink-wrapped applications, development tools and internal applications.  Provide Second tier technical support for multiple products to internal associates via Remedy tickets.  Support, troubleshooting, repair or replacement of PC Hardware and related peripherals.
Minimum Education Requirements: Bachelor's degree 
Minimum Experience Requirements: 2-5 years
49. Workstation Support Analyst Senior
Experience with workstation operating systems and user profile experience and be able to multitask on various assignments. Create and maintain application installation scripts that are delivered to Enterprise standard workstations, as well as supporting the workstation operating system (XP and Windows 7), imaging, and the virtual desktop environment. 
Work with application developers or owners to script software installations. 
Contribute to consolidation projects including Folder redirection and Data migration. 
Support, design, build, and maintaining desktop/laptop images  
Minimum Education Requirements: Bachelor's degree 
Minimum Experience Requirements: 5+ years
�Redundant with education requirements below.






